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ABSTRACT OF THE DISSERTATION

ADVANCING SCALABILITY, EFFICIENCY, AND STORAGE

OPTIMIZATION IN BLOCKCHAIN FOR MOBILE INTERNET OF THINGS

(MIOT) APPLICATIONS

by

Hussein Zangoti

Florida International University, 2023

Miami, Florida

Professor Niki Pissinou, Major Professor

The increasing adoption of blockchain technology in mobile Internet of Things

(mIoT) networks requires the development of blockchain systems that are efficient,

scalable, and optimized for resource utilization. While several studies have at-

tempted to address these challenges, comprehensive solutions that adapt to the

inherent mobility of mIoT systems are still lacking. This Ph.D. thesis investigates

three innovative methods to advance the current blockchain model for mIoT systems.

First, a novel k-dimensional spatiotemporal, multidimensional, graph-based blockchain

structure is introduced to address network partitioning issues caused by the mobil-

ity of IoT devices. This unique structure effectively manages blockchain nodes as

they move between cell areas, resulting in smaller independent peer-to-peer sub-

networks, each with its own blockchain copy. Experimental results demonstrate

improved scalability and efficiency, with logarithmic growth as the blockchain size

increases. Furthermore, the longest chain length is reduced by over 99.99% com-

pared to traditional chain-based structures, making blockchain operations such as

block appending or management more efficient.

Building upon the multidimensional blockchain foundation, the next stage of

this research involves developing an efficient merging algorithm for graph-based
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or multidimensional blockchains in mIoT networks. This algorithm addresses the

challenge of merging partitioned blockchains that contain similar or identical blocks,

which often require significant time and computational resources during the merging

process. By leveraging depth-first search and Merkle tree techniques, the merging

algorithm minimizes the time and computational resources spent on identical blocks,

resulting in a 72% reduction in merging time compared to algorithms that do not

handle block similarity.

Lastly, considering the limited storage capacity of mIoT systems, this thesis

presents a novel Collective Signing-Based Blockchain Storage Optimization (CS-

BSO) model aimed at minimizing storage overhead in resource-constrained mIoT

systems. The model utilizes the existing Collective Signing (CoSi) protocol to re-

duce storage requirements and leverages a multidimensional blockchain structure

for efficient block management and retrieval. The storage optimization approach

identifies and prunes the most irrelevant blocks based on the CoSi protocol. Eval-

uations using real-world datasets, such as the Ethereum Classic Blockchain and

Facebook users datasets, demonstrate that the CSBSO model outperforms state-

of-the-art storage optimization models, achieving approximately 92% storage space

savings. These results underscore the potential of CoSi-based storage optimization

in effectively reducing blockchain storage overhead in resource-limited applications.
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CHAPTER 1

INTRODUCTION

1.1 Background

The age of combining sensing, processing, and communication in moving, resource-

constrained physical devices that connect and exchange data with other devices

gives rise to a vast number of applications leading to endless possibilities and a

realization of mobile Internet of Things (mIoT) applications. As IoT becomes more

ubiquitous, safeguarding transactions becomes a critical piece of information and a

vital factor for commercial success. Although it has been shown that blockchain can

secure IoT, research and development in this area are still in progress. For example,

current blockchain models for mobile IoT assume devices are resource-capable and

there are fixed, powerful edge devices capable of providing global communication

to all the nodes in the network. However, due to the mobile nature of IoT or

network partitioning problems, nodes can move out of a cell area and split into

smaller independent peer-to-peer subnetworks. Existing blockchain structures do

not support the network partitioning problem or have limitations, such as poor

efficiency, scalability, and insufficient storage optimization. This research stems from

the recognition that the wide applicability of mobile IoT will remain elusive unless

new techniques are introduced to efficiently represent moving objects by organizing

and partitioning the data points based on specific conditions of moving through time

and space of resource-constrained devices.

This work is one of the first steps that aims to address the challenges of blockchain-

based applications in resource-constrained, self-organized, and self-configured mobile

IoT devices facing the split and merge problems due to frequent node mobility and

network partitioning, the inefficiency of blockchain in terms of scalability and stor-
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age optimization. Our objective is to: (1) design and develop a multidimensional,

graph-based blockchain structure that utilizes k-dimensional spatiotemporal space

to scan only a few blocks for all blockchain operations and as a method for the

blockchain to continue to provide its service when the network of mIoT miners is

partitioned; (2) propose an efficient blockchain merging algorithm that minimizes

the processing of identical blocks by utilizing techniques like Depth-First Search and

Merkle Tree Hash, which help to identify identical blocks and save computational

resources; (3) develop a Collective Signing-Based Blockchain Storage Optimization

(CSBSO) model to minimize storage overhead of mIoT nodes. The class of appli-

cation environments for which our research and approach are suitable and valuable

includes time and space-dependent applications or systems that require some form

of action, such as cyber-defense, defense logistics support, and the networking of the

defense Internet of Military Things, tactical-level data management, event sharing

or other lightweight dynamically data-driven applications.

1.2 Motivation

As the Internet of Things (IoT) becomes more ubiquitous and continues to grow and

evolve, it enormously increases interconnected devices, producing a large amount of

data. This influx of data calls for secure, efficient, and scalable data management

solutions. Specifically, mIoT systems, a subset of IoT, face unique challenges such as

dynamic networks, resource constraints, and the demand for effective data handling

and storage solutions. Although blockchain technology holds the potential to tackle

these challenges, existing implementations still exhibit limitations that need to be

addressed to exploit blockchain’s capabilities in mIoT environments fully.
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Our motivation for this research arises from three primary concerns. These

concerns are detailed below:

1. Blockchain data structure: Traditional blockchain structures usually rely

on high network connectivity and robust edge devices. Unfortunately, these re-

quirements are not well suited for mIoT systems, which frequently experience

network partitioning and mobility challenges [KJW+18, WHH+19, ASHN21].

Blockchain structures must adapt to the dynamic nature of mIoT systems

while ensuring data consistency and trust in an environment where trust is not

inherently present. Additionally, the proposed blockchain structure should en-

able efficient data management among devices and adapt to constant changes

in network topology while preserving shared data’s security and privacy. Tra-

ditional blockchain systems are designed in a linear-based structure Nakamoto

[Nak08]. This type of structure can result in undesirable performance in terms

of scalability, throughput, and confirmation time [WYCX20]. In addition,

chain-based data structures can result in computation, storage, and communi-

cation overheads, as observed by [XLZ+21]. Moreover, [LCP+20] pointed out

that a single chain structure can experience centralization concerns because

powerful nodes have a higher chance to generate the next block and high trans-

action fees because expensive nodes verify transactions. Several graph-based

structures, such as Directed Acyclic Graph or (DAG)-based blockchain, were

introduced to address these bottlenecks. Literature improvements include de-

veloping DAG-based blockchains that can process or confirm transactions in

parallel, requiring fewer communications, computations, and storage overhead

[SLZ16, PMIH18, BKLMC20, ZHZB20]. Despite all the benefits of the DAG

structure, a large-scale DAG-based blockchain, such as IoT scale, consumes

higher computations than traditional linear-based blockchains [WHH+19].
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2. Blockchain merging: Graph-based and multidimensional blockchain struc-

tures can outperform chain-based structures in mIoT systems in multiple

aspects, such as in terms of scalability, throughput, and confirmation time

[WSNH19]. However, existing implementations of these graph-based blockchain

structures tend to be inefficient when handling frequent split and merge events

in mIoT applications. This leads to unnecessary processing of identical blocks

between two blockchain splits and increased resource consumption [WYY+22,

LWQ+19, ZMP+22]. A crucial requirement for mIoT systems is an efficient

merging algorithm that minimizes the time and computational resources ded-

icated to processing identical blocks between different splits. Furthermore,

the proposed algorithm should be adaptive to varying network conditions and

resource availability, ensuring that mIoT devices can effectively collaborate

under challenging circumstances.

3. Blockchain storage: One significant scalability challenge in blockchain sys-

tems is the storage overhead, especially in resource-constrained environments

[WLC+22]. Existing storage optimization solutions, such as data compres-

sion or off-chain storage, may not be ideal for large-scale, resource-constrained

mIoT devices due to their high complexity, compromised security by prun-

ing essential blocks, and weakened decentralization by relying on few trusted

nodes to store the entire blockchain copy [AMTS+22]. Innovative storage op-

timization techniques are needed, ones that can dynamically adjust storage

requirements without forfeiting the advantages of blockchain technology. The

proposed storage optimization model should balance data availability, flexi-

bility to resource requirements, and resource consumption while adhering to

blockchain decentralization and security principles.
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In summary, this research is motivated by the need to adapt blockchain technol-

ogy to better serve mIoT systems. We focus on enhancing blockchain structures for

dynamic mIoT environments, improving blockchain merging efficiency, and innovat-

ing storage optimization solutions. With these motivations, we aim to advance the

application of blockchain technology within the mIoT systems context.

1.3 Research Problems

Based on the motivation section, we have identified several research problems. These

problems primarily focus on investigating blockchain solutions for mIoT, emphasiz-

ing dynamic network mobility, efficient and scalable blockchain structure, efficient

merging algorithms, and storage optimization techniques. The research problems

are as follows:

1. Research Problem 1: How can we design an efficient and scalable

blockchain structure that can support the dynamic network mobility

and network partition problems in mIoT?

This research problem aims to understand the limitations of current blockchain

structures (mainly chain-based and graph-based structures) considering the

dynamic mobility nature of mIoT. Current blockchain models for mobile IoT

assume there are fixed, powerful edge devices capable of providing global com-

munication to all the nodes in the network. However, due to the mobile nature

of IoT or network partitioning problems (NPP), nodes can move out of a cell

area and split into smaller independent peer-to-peer subnetworks. Existing

blockchain structures either do not support the network partitioning prob-

lem or have limitations [WYY+22]. We plan to explore innovative blockchain

structures, such as graph-based structures, which have been shown to perform
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better than chain-based structures, as shown in [WYCX20]. The blockchain

structure should support network partitioning, mobility, and t. In addition,

the proposed structure must also maintain data consistency, efficient block

management, and provide trust in a trustless environment. Furthermore, we

will analyze the trade-offs between various blockchain structures.

2. Research Problem 2: How can we design an efficient blockchain

merging algorithm that minimizes the time and computational re-

sources?

Graph-based or multidimensional blockchains have been proposed to improve

the scalability and efficiency of existing blockchain applications. However,

when implemented in mobile Internet of Things (mIoT) networks, these blockchain

systems can frequently split and merge and cause the merging algorithm to

process many similar blocks (a block is similar or identical when it exists once

in multiple blockchains). Similar blocks hinder the merging process, as they

consume time and computational resources to scan, validate, and potentially

merge similar blocks. This research problem aims to create an efficient merg-

ing algorithm that can reduce the computational overhead associated with

processing and managing identical blocks. We plan to investigate existing

merging algorithms and identify their shortcomings in mobile applications.

The proposed algorithm should adapt to changing network conditions, avoid

processing identical blocks, and resource availability. Finally, we will assess

the proposed merging algorithm’s performance and compare it with existing

merging algorithms to show its effectiveness.

3. Research Problem 3: Which storage optimization techniques can be

employed to reduce the storage overhead for blockchain in mIoT?

6



Due to the increase in data on the blockchain and the addition of blockchain

characteristics, the traditional blockchain’s full chain copy storage require-

ment causes a blockchain storage scalability problem. Blockchain systems’

scalability issues include low throughput, excessive data load, and ineffective

query engines. All of these difficulties are closely tied to data management

[WLC+22]. This research problem aims to pinpoint and design a novel stor-

age optimization technique for mIoT systems. We will investigate distinct

data pruning approaches that decrease storage overhead. The proposed stor-

age optimization model should balance data availability, query efficiency, and

resource requirements. Furthermore, we will explore the limitations of current

storage optimization solutions and compare them with our approach.

In summary, this section outlines three critical research problems concerning the

mIoT blockchain: designing a scalable blockchain structure for dynamic networks,

developing an efficient blockchain merging algorithm, and identifying storage opti-

mization techniques. We aim to improve blockchain’s performance in mIoT systems

by addressing these challenges.

1.4 Research Objectives and Contributions

This section outlines the primary research objectives, addressing challenges concern-

ing blockchain structures, blockchain merging efficiency, and storage optimization.

This work aims to achieve these objectives through the development and experi-

mental demonstration of the following:
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1.4.1 Objective 1: Design a Scalable, Efficient, Graph-Based

Blockchain Structure for Mobile IoT

The traditional blockchain structures for mIoT are usually built as a chain of blocks,

where each block stores a list of transactions. In order to add or manage blocks,

for instance, these models require traversing the entire blockchain chain to append

and verify each block [Nak08]. This sequential processing of blocks can impact the

blockchain model’s efficiency and scalability, leading to higher computational re-

sources [YDXJ20]. We aim to achieve the first objective by designing a blockchain

that utilizes k-dimensional spatiotemporal space that can achieve efficiency by man-

aging or scanning only a few blocks (fewer comparisons) for any blockchain oper-

ations. In addition, we aim to achieve scalability by achieving performance better

than linear growth, which is a limitation of traditional blockchain structures.

• Examine the current chain and graph-based blockchain structures, their limita-

tions in managing network partitioning, effectiveness in mobile environments,

and other challenges in mobile IoT systems.

• Create a graph-based blockchain structure that is designed specifically for mo-

bile IoT systems, capable of handling network partitioning or low connectivity.

• Assess the proposed blockchain structure performance in terms of scalability,

efficiency, and practicality in mobile networks and comparing it with existing

structures such as chain and graph-based blockchains.

Research Contributions 1: A Multidimensional Blockchain Framework

For Mobile Internet of Things [ZMP+22]

Our contributions in this section include developing a graph-based blockchain struc-

ture that is immune to the dynamic merge and split nature of mobile IoT systems
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while maintaining data consistency and trust in a trustless environment. The pro-

posed model is called a multidimensional blockchain (MKDBC) [ZMP+22], which

is a type of graph-based blockchain that structures blocks as k-dimensional trees

using [Ben75]. The MKDBC can improve the scalability and efficiency over existing

blockchain systems by utilizing an efficient algorithm using binary search [Ben75]

for all blockchain operations. The MKDBC is composed of two main components.

The first is an immutable k-dimensional tree structure for structuring and storing

blocks, and the second is a mutable Merkle tree representing all the blocks within

the blockchain. The MKDBC also employs multi-layer indexing to sort and organize

blocks, which allows for faster block scanning, forging, and validation, resulting in in-

creased efficiency and scalability of the overall blockchain system. The model is also

a partition-tolerance blockchain that supports the splits and merges of blockchains

in dynamic networks. Finally, we assess the proposed blockchain structure perfor-

mance in terms of scalability, efficiency, and practicality in a mIoT, comparing it

with existing structures such as chain and graph-based blockchains.

1.4.2 Objective 2: Enhance the Merging Efficiency in Graph-

Based Blockchains for Mobile IoT Systems

Graph-based blockchain structures are designed to enhance the scalability and ef-

ficiency of various blockchain applications. However, when applying these models

to mIoT, they tend to face some challenges that could potentially affect the merge

efficiency. To illustrate, some blockchain models support networking partitioning,

allowing the blockchain to split and merge. As these blockchain models continue to

split and merge due to the low connectivity or moving out of cell areas, they tend to

face the issue of identical blocks (a block is similar or identical when it exists once
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in multiple blockchains) between two blockchains when they are trying to merge.

This leads to the merging algorithm dealing with a large number of identical blocks,

making the process more resource-intensive. We aim to develop an efficient merging

algorithm that handles the issues of identical blocks. The investigation for this issue

includes the following sub-objectives.

• Investigate existing blockchains that support blockchain merging and identify

their limitations. The main focus is on blockchain models where network

partitioning is likely.

• Propose an efficient merging algorithm that minimizes the processing of iden-

tical blocks during the merge process by utilizing techniques like Depth-First

Search and Merkle Tree Hash, which help to identify identical blocks.

• Implement the suggested merging approach, evaluating its performance through

multiple metrics such as the number of blocks scanned, skipped, merged, and

the overall performance.

• Compare the proposed approach’s efficiency with traditional merging methods

and emphasize its improvements.

Research Contributions 2: An Efficient Approach for Merging Multidi-

mensional Blockchains in Mobile IoT [ZP23]

The main contributions for blockchain merging include identifying factors that can

affect the merging operations, such as the presence of identical blocks since nodes

need to spend unnecessary time and resources on scanning or validating them. The

second contribution is to design an efficient merging algorithm that combines Depth-

First Search [Tar72] and Merkle tree or hash [Mer89]. Depth-first search is a tech-

nique we adopt to improve the efficiency of the merging process in the presence of
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identical blocks, and Merkle tree or hash enables blockchain nodes to quickly and

efficiently identify identical subtrees or groups of blocks by comparing their Merkle

hashes. The merging algorithm combines the two technologies to help avoid scan-

ning identical blocks or subtrees or going to higher depths in the blockchain and

reduce the time and resources spent on processing similar information. Finally, we

assess the model and compare it with the traditional merging algorithms.

The contributions are as follows:

• Identifying factors that can affect the merging process, such as all operations

associated with managing identical blocks.

• We propose an efficient approach for merging multidimensional blockchains

that reduces the amount of processing of identical blocks during the merging

process.

• Employing Depth-First Search and Merkle Tree Hash, we design an efficient

recursive algorithm that merges two multidimensional blockchains.

• Our simulation results show that the proposed approach outperforms the tra-

ditional merging approach in terms of scanned and skipped blocks and the

reduction in merge time. Moreover, the proposed approach can reduce the

merging time by more than 72% compared to traditional merging approaches.

1.4.3 Objective 3: Design a Collective Signing-Based Blockchain

Storage Optimization Model for Mobile IoT

Blockchain storage emerges as a significant challenge, particularly in resource-constrained

systems. In a standard blockchain model, all the nodes are generally expected to

maintain a full copy of the blockchain, applying significant challenges to resource-
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constrained devices. Many researchers have investigated this issue and proposed

alternative storage optimization solutions, including block pruning, data compres-

sion, and on and off-chain data offloading to the cloud or specific trusted nodes.

However, each type of solution has its limitations, such as pruning essential blocks,

which could affect data integrity and weaken decentralization [WLC+22, LCZ+22,

XFRZ20, NTG+22, ZLCD18, HGW+22]. We aim to implement a storage optimiza-

tion solution that solves these problems using the Collective Signing protocol. The

goal is to achieve sufficient blockchain storage optimization through the following

sub-objectives.

• Investigate existing storage optimization methods and their limitations in solv-

ing the storage scalability problem in mIoT systems.

• Develop a Collective Signing-Based Blockchain Storage Optimization (CS-

BSO) model while leveraging a multidimensional blockchain structure and

the CoSi protocol to minimize storage overhead.

• Create a storage optimization algorithm that identifies and removes irrelevant

blocks of varying degrees.

• Conduct experiments with real-world datasets to evaluate the proposed CS-

BSO model’s performance in storage space reduction and compare it with

state-of-the-art techniques.

Research Contributions 3: CSBSO: Collective Signing-Based Blockchain

Storage Optimization for Mobile Internet of Things

Our contributions to achieve blockchain storage optimization are that we have de-

veloped a dynamic Collective Signing-Based Blockchain Storage Optimization (CS-

BSO) model that seeks to dynamically reduce storage overhead for mobile IoT while
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retaining the ability to adjust storage requirements based on the resources capability

of mIoT devices. Another contribution is that we proposed a storage optimization

technique targeted at identifying and eliminating irrelevant blocks of varying de-

grees of irrelevance ranging from the most to least relevant blocks using the CoSi

protocol. Finally, extensive experiments demonstrate that our proposed technique

can significantly reduce the storage cost of mIoT nodes when compared to existing

storage optimization techniques by applying real-world datasets.

The main contributions of this section are as follows:

• We propose CSBSO, a Collective Signing-Based Blockchain Storage Optimiza-

tion model for Mobile IoT, to reduce the storage costs of IoT nodes.

• Based on the CoSi protocol, we design a storage optimization algorithm that

can identify the most relevant/irrelevant blocks and prune the irrelevant blocks.

• By employing two real-world datasets (i.e., Ethereum Classic Blockchain and

the Facebook Users), our simulation results show that the proposed CSBSO

can effectively optimize storage and outperform existing state-of-the-art tech-

niques and save up to 92% of storage space in mobile IoT environments.

1.5 Dissertation Outline

The outline of this dissertation is as follows: Chapter 2 presents a review of the

related work in the domain of blockchain data structures, partitionable blockchains,

and storage optimization of blockchain systems. The details of the multidimensional

blockchain model for mIoT are presented in Chapter 3. Chapter 4 proposes an

efficient approach for merging graph-based blockchains. Chapter 5 proposes a novel

Collective Signing-Based Blockchain Storage Optimization (CSBSO) model that

aims to reduce the storage overhead. The last section of the dissertation, Chapter
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6, provides an overview of the proposed works’ limitations and suggests various

directions for our future works.
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CHAPTER 2

RELATED WORK

This chapter presents a comprehensive review of the existing work on blockchain

data structures, blockchain merging, and blockchain storage optimization tech-

niques, specifically addressing the challenges and solutions proposed for mobile IoT

applications. The goal is to review existing literature, identify the different tech-

niques and solutions, and give perspective on their limitations to help establish the

foundation of this thesis’s contribution. Finally, we discuss various approaches, in-

cluding chain and graph-based blockchains data, merging approaches, and storage

optimization solutions such as pruning, compression, and on and off-chain storage

optimizations. We also highlight their contributions and limitations in the scope of

mIoT.

2.1 Blockchain Data Structures

Several works were proposed to address the issues of scalability, throughput, and

confirmation time when using chain-based blockchain structure. Examples of these

works include sharding [WSNH19], sidechain [BCD+14], and cross-chain [ZABZ+19].

In sharding, the system divides pending transactions into smaller pieces called shards

in order to process them in parallel [ZMR18]. Sidechain, an additional solution

to improve traditional blockchain structure, allows digital assets to be transferred

between the main chain and sidechains [WWC+19]. Cross-chain can help improve

traditional blockchains by establishing communication between multiple blockchains

and allowing digital assets to transfer between them. Although these approaches

can enhance chain-based blockchain functionality, their backbone structures are still

based on a chain-based blockchain structure [WYCX20] which is not suitable for

wireless mobile networks. In addition, chain-based structures can suffer from linear
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growth scalability and inefficiency. The end of this section will explain why graph-

based blockchains are more suitable for mobile wireless networks than chain-based

blockchains.

Shahid et al.[SPSK19] proposed a lightweight, scalable blockchain system for

resource-constrained Internet of Things devices called “Sensor-Chain.” Their pro-

posed model allows nodes to split into multiple networks based on regions, and each

network has its independent blockchain. The model also enables blockchains to

merge by aggregating blocks into a single block, saving storage resources. However,

the model periodically erases some historical blocks when aggregating blocks after

the merge. This produces a fundamental issue because the missing historical blocks

could contain critical data and negatively impact data availability and consistency.

Furthermore, the model uses a chain-based blockchain structure, which is not fa-

vorable to recourse-constrained devices due to the poor overall performance metrics

discussed earlier.

Due to resource limitations in IoT, many researchers proposed approaches to

offload the blockchain data towards more centralized IoT resources such as edge,

fog, or Roadside Units (RSU), where full nodes are located and can store the entire

blockchain. A DAG-based blockchain system was proposed by Yang et al. [YDXJ20]

to enable a lightweight and secure data storage structure for resource-constrained

Vehicular Social Network devices (VSNs). Another work suggested aggregating the

blockchain data through base stations, roadside infrastructure, or service providers.

Danzi et al.[DKSP19] proposed a blockchain system for lightweight IoT devices with

delay and communication tradeoffs. In their work, the blockchain data is aggregated

in periodic updates to reduce the communication cost of the IoT clients. Each IoT

client is connected to a set of blockchain networks through wireless base stations.

Memon et al. [MLN+19] proposed a blockchain based DualFog-IoT system with
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three configuration filters that can specify the type of incoming requests. These

filters are Real-Time, Non-Real Time, and Delay Tolerant Blockchain applications.

The DualFog architecture splits the fog layer into two parts. Fog Cloud Cluster

where it communicates with the cloud, and Fog Mining Cluster which includes a

group of trusted fog devices that are responsible for mining for blockchain-based

applications. However, all the nodes must maintain communication with all other

nodes or at least with one full node that’s always connected through edge/fog de-

vices.

Kim et al. [KJ17] proposed a graph-based blockchain system, called Binary

Blockchain, that can split and merge blockchains to handle the mining congestion

problem. Mining congestion is a major problem in blockchains which can cause

higher transaction confirmation time. The Binary Blockchain system splits chains

when the load goes above a threshold and reduces the number of chains when the

load goes below a threshold. However, the proposed model must maintain com-

munication between other multiple subchains using sync blocks. These sync blocks

were introduced to ensure balance mining between multiple chains. In our proposed

model, we assume that a split of forgers can work together without maintaining any

type of communication with all network participants.

Geng et al. [GNH21] proposed a solution for tasks accomplishment assurance

in blockchain systems for IoT. The system uses a DAG-based blockchain to en-

sure nodes can participate in one-to-many and many-to-one tasks accomplishment

without acting maliciously. The authors addressed the incapability of single-chain

blockchain to support one-to-many and many-to-one dependencies. Their solution

involves branching/merging of a DAG blockchain to support one-to-many and many-

to-one dependencies that satisfies recognizability, compatibility, and authenticabil-

ity.
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Laube et al. [LMAA19] proposed a graph or DAG-based blockchain model where

a block can have one or multiple parent/child blocks. Their work is the first to solve

the split and merge problem (network partitioning problem) caused by nodes’ mo-

bility in mobile ad hoc networks (MANETs) using DAG. However, their model does

not detect topology changes such as network split and only relies on flooding to dis-

seminate data, maintain communication, and passively detect changes in topology.

Not being able to actively detect topology changes can cause issues with adjusting

consensus for each split [CLP+20]. Our model can actively detect topology changes

and adjust consensus accordingly, even when the network is dealing with the network

partitioning problem using the work proposed by [MVL+21].

In summary, most related works, such as [WSNH19, BCD+14, ZABZ+19, ZMR18,

SPSK19], use a chain-based blockchain structure that stores all the data on a sin-

gle chain, limiting the processing/mining of transactions/blocks due to the min-

ing competitiveness [WSNH19]. All miners or forgers can work on a single chain,

which could result in them doing the exact operations and cause wasted valuable

resources such as computational power, communication, and storage. Furthermore,

only working on a single chain does not allow nodes to process/add blocks to the

public ledger simultaneously, affecting the system’s overall throughput.Considering

mobile wireless networks, they usually tend to have resource-constrained devices,

making chain-based blockchain structures an unfavorable fit for them. Instead, our

model uses a graph-based blockchain which has shown to have an overall better per-

formance, as seen in [WSNH19]. Many related works, such as [XZZ+22, YDXJ20,

DKSP19, MLN+19, YN21], assume there are fixed, powerful devices (or high con-

nectivity) capable of continuously providing global communication to all the nodes

at all times. However, due to the mobility nature of IoT and MANETs, nodes can

split into smaller and independent peer-to-peer subnetworks due to the absence of
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edge devices. Our model is partition-tolerant and does not require high network

connectivity or fixed, powerful edge devices to provide connectivity to all nodes

at all times. Current graph-based blockchains, such as DAG-based blockchains

[YDXJ20, LMAA19, CZC21, LCP+20, GYZ+19], have a better partition tolerance

because the blockchain structure can adapt to the dynamic changes in network ty-

pologies. However, they can suffer from the following limitations. First, some rely on

full connectivity to all nodes using edge devices. Second, although they can perform

better than chain-based blockchains, the DAG structure does not intrinsically order

blocks, but partial ordering is possible as in [KJW+18, LWQ+19]. For ledgers to

achieve consensus, they may need to traverse to ancestors’ blocks [GNH21]. Third,

a large-scale DAG-based blockchain consumes higher computational resources than

traditional linear-based blockchains [WHH+19]. The proposed model in Chapter 3.4

can always order blocks which can help facilitate the split and merge of blockchains

by efficiently scanning and adding blocks between multiple blockchains.

2.2 Blockchain Merging

Laube et al. [LMAA19] proposed a graph or DAG-based blockchain model where a

block can have one or multiple parent/child blocks. Their work is the first to solve

the split and merge problem (network partitioning problem) caused by nodes’ mo-

bility in mobile ad hoc networks (MANETs) using DAG. Cordova et al. [CLP+20]

also proposed another DAG-based blockchain that structures blocks based on net-

work partitioning. However, their model does not detect topology changes such as

network split and only relies on flooding to disseminate data, maintain communi-

cation, and passively detect changes in topology. Not being able to actively detect

topology changes can cause issues with adjusting consensus for each split [CLP+20].
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Our model can actively detect topology changes and adjust consensus accordingly,

even when the network is dealing with the network partitioning problem using the

work proposed by [MVL+21].

Geng et al. [GNH21] proposed a solution for tasks accomplishment assurance

in blockchain systems for IoT. The system uses a DAG-based blockchain to en-

sure nodes can participate in one-to-many and many-to-one tasks accomplishment

without acting maliciously. The authors addressed the incapability of single-chain

blockchain to support one-to-many and many-to-one dependencies. Their solution

involves branching/merging of a DAG blockchain to support one-to-many and many-

to-one dependencies. However, The unique constraints and characteristics of mIoT

systems, such as low connectivity or moving out of cell areas, are not specifically

addressed in their work.

Fang et al. [FHB+22] implemented a solution to improve blockchain resilience

when dealing with network partition. The blockchain design allows a dynamic group

of consensus and active miners to collectively sign each block using the ByzCoin

protocol developed by [KJG+16]. The model supports network partition by creating

multiple shards or forks based on the number of network partitions, replacing the

notion of the longest chain rule with all chains. A blockchain split happens when

fewer active users sign the new block (or a partition of the consensus group), and a

merge happens when more active users sign the new block. The merging process links

different forks into the main fork. However, this model does not actively detect the

changes in typologies and only relies on passive detection by checking the number of

validators of the new block. Meanwhile, the blockchain backbone structure is based

chain-based structure that can suffer from linear scaling [WYCX20]. Finally, it’s

also unclear how the model can react to frequent merges because frequent merges

can cause multiple forks. This makes it challenging to maintain and organize the
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blocks/forks in order to facilitate scanning and merging blocks, and the study only

examined up to 3 partitions.

Hood et al. [HONS21] explored the partitionable blockchain consensus problem

and implemented a solution that uses a group of partitioning detectors that provide

crucial information to the algorithm, such as whether a block was delivered to all

peers or whether a block was mined before a blockchain split. The authors also

proposed two merging scenarios, competitive and cooperative merges, without pro-

viding details about the algorithms. Meanwhile, these merging algorithms can only

retain some but not all of the blocks by running a block catch-up procedure on linear

chains, which requires traversing all the blocks resulting in an efficient sequential

processing [YDXJ20]. In addition, the effect of frequent splits and merges and block

similarity on the merging algorithms is not discussed.

To summarize, one major issue with current blockchain merging approaches is

that they often rely on inefficient and unscalable data structures. For example,

the backbone blockchain structure is based on a chain-based structure in [FHB+22]

approach, which is not well-suited to handling devices with limited resources and

large-scale applications [WYCX20]. As a result, these approaches can quickly be-

come slow, limiting their usefulness in real-world applications. Another issue is that

current graph-based approaches often require nodes to process an entire copy of the

blockchain, including identical blocks, which can be impractical for devices with

limited storage or computational resources. This can lead to potential slow perfor-

mance and scalability issues, making it difficult for blockchain systems to handle

large-scale or resource-constrained applications.
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2.3 Blockchain Storage Optimization Techniques

Traditional blockchain models require all nodes to store a full copy of the data at

each node, posing some substantial challenges concerning scalability, storage, and

performance for IoT devices. Addressing the issues is paramount, prompting many

researchers to propose various innovative approaches for storage optimization in

blockchain for IoT

One way to achieve storage optimization in blockchain applications is to main-

tain a full copy among designated nodes. Zihuan Xu et al. [XHC18] proposed a

group-based storage scheme for a blockchain system called CUB. The Consensus

Unit (CU) based concept is introduced in which different groups of nodes form a

unit, and each unit assigns at least one copy of Blockchain blocks for storage. Blocks

Assignment Optimization (BAO) determines the allocation of blocks to each unit,

which ensures the full utilization of storage space and minimizes query cost for the

optimal assignment. They have also presented solutions to address the dynamic sce-

narios when new blocks arrive and nodes join or leave the CU. Finally, the authors

used BLOCKBENCH to perform a benchmark evaluation and verify the effective-

ness of their proposed CU-based Blockchain system. Similarly, Yanqing Fan et al.

[FQZ+22] proposed a group storage mechanism based on Double-Layer Blockchain

Network called DLBN, which improves the blockchain’s internal data composition

structure. The DLBN contains two types of blockchain nodes, which serve as the

system’s storage and consensus layers. The storage layer nodes are divided into

multiple storage units (SUs), and all nodes in the SU jointly maintain a copy of

the entire blockchain, reducing the storage burden on the nodes. The consensus

layer handles tasks like transaction sequencing, validation, and block wrapping,

which increases system transaction throughput. Based on the DLBN model, they
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proposed a reputation-based consensus mechanism, a block storage allocation algo-

rithm, and a transaction query optimization algorithm. The storage model based

on the DLBN can effectively improve system transaction throughput and reduce

node storage capacity while ensuring system security through experimental verifi-

cation and analysis. However, deploying these storage optimization approaches in

mobile IoT applications may encounter challenges, especially when nodes within

the network unexpectedly vanish or malfunction, potentially leading to the perma-

nent loss of crucial data. The dynamic solutions presented in [XHC18, FQZ+22]

may not be sufficient in ensuring data integrity in the face of node malfunctions or

disappearances because their approaches rely on the formation of Consensus Units

(CUs) to store at least one copy of blockchain or storage units (SUs) responsible for

maintaining a copy of the entire blockchain.

Wenhui Yang et al. [YDXJ20] proposed LDV, a lightweight Blockchain for ve-

hicular social networks (VSNs) that utilizes a Directed Acyclic Graph (DAG)-based

blockchain structure. Based on an in-depth analysis of VSNs, the authors proposed

the social-based data reduction approach. Each node stores only the relevant data

within the subject groups of interest and discards the irrelevant data. They also

present the historical data pruning method within a group, which meets the stor-

age requirement by reducing the number of duplicates stored in each node, thereby

avoiding the massive storage costs associated with large-scale groups containing large

amounts of data. According to experimental results, LDV saves 97.13% of storage

space and has good scalability. However, the study lacks details about the commu-

nity interests and does not implement their approach using real-world datasets that

contain real social network information.

Zhuofan Liao et al. [LCZ+22]. have proposed a DAG-Blockchain Storage Strat-

egy Based on Graph Partitions in Edge-cloud industrial Internet-of-things (IIoT)
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called GpDB. The GpDB includes a graph partition algorithm based on transaction

freshness that can divide a DAG-blockchain topology in edge servers into two parts

that will be retained and removed. The activity of the two nodes that initiated

the transaction determines the transaction’s freshness. The node activity indicates

whether the node actively engages in edge computing behaviors in the IIoT environ-

ment. In terms of storage cost, GpDB outperforms LDV and Layerchain by 62% and

74%, respectively, and with an increasing number of transactions, GpDB has good

scalability in reducing storage cost and better transaction throughput than IOTA.

However, the model relies on edge infrastructure which could affect blockchain de-

centralization.

To avoid requiring all nodes to store a full copy of the blockchain, which can

pose challenges in terms of scalability, storage, and performance, particularly for

resource-constrained devices. Several blockchain systems propose storing the full

copy of the blockchain ledger in off-chain storage solutions such as cloud, edge

or distributed data storage [LWLX19, SJ20, DKJG19, MRR+20, XZYS20, SS19,

LYW+21, LCZ+22, XFRZ20, NTG+22, ZLCD18, PB19, HGW+22]. In addition to

the off-chain storage solution, other works suggest a group of nodes to maintain

the full ledger instead of having all nodes store a full copy. For example, [LNZ+16,

TLJ+20, XHC18, DDK+21], suggest assigning a group of nodes, usually trusted, to

jointly maintain a full blockchain data rather than having all the nodes store a full

copy individually. Although the previous approaches can help reduce the storage

burden on the nodes and improve the scalability and performance, they rely on fewer

trusted nodes to maintain a full copy which can weaken decentralization [WLC+22].

Various methods have been explored to address storage issues in blockchain

systems, such as pruning older blocks. Nakamoto introduced two techniques, Re-

claiming Disk Space (RDS) and Simplified Payment Verification (SPV), in [Nak08].
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However, SPV has notable drawbacks, including dependence on centralized third

parties for storing the complete ledger, which can result in security risks and net-

work centralization [Bitb, XHC18]. Several researchers have proposed alternative

strategies for pruning older blocks, as seen in [FHBS19, Bita, LCL+20]. However,

these approaches might not be ideal, as they can prune relevant blocks or com-

promise the blockchain’s security. Another pruning method involves downloading

blockchain snapshots, as suggested by [MKP+21]. In a recent study, [WWZC21]

proposed a more targeted pruning approach centered around transaction weight.

This technique assigns weights to unspent transactions within each block, which

assists in identifying the blocks to be pruned. Nevertheless, this approach is better

suited for crypto-asset applications and may not be optimal for IoT applications

[AMTS+22].

In summary, many approaches have been explored to tackle storage challenges

in blockchain systems. However, these methods often exhibit limitations, such as a

reliance on off-chain solutions that depend on full nodes setting at the edge or fog,

which can weaken decentralization. Additionally, they are more suitable for specific

applications, such as crypto-asset-based applications, rather than general IoT use

cases. Furthermore, they lack targeted and flexible storage solutions capable of

identifying the most or least relevant blocks at any given time and dynamically

adjusting storage requirements.
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CHAPTER 3

A MULTIDIMENSIONAL BLOCKCHAIN FRAMEWORK FOR

MOBILE INTERNET OF THINGS

The adoption of blockchain in the Internet of Things (IoT) has been increasing

due to the various benefits that blockchain brings, such as security and privacy.

Current blockchain models for mobile IoT assume there are fixed, powerful edge

devices capable of providing global communication to all the nodes in the network.

However, due to the mobile nature of IoT or network partitioning problems (NPP),

nodes can move out of a cell area and split into smaller independent peer-to-peer

subnetworks. Existing blockchain structures either do not support the network par-

titioning problem or have limitations. This chapter introduces a multidimensional,

graph-based blockchain structure, that utilizes k-dimensional spatiotemporal space,

to address the challenges of applying blockchain in mobile networks with limited

resources. Experimental results show that a multidimensional blockchain structure

can improve scalability and efficiency as the blockchain grows in size, similar to loga-

rithmic growth, and reduce the longest chain length by more than 99.99% compared

to the traditional chain-based blockchain structure.

Our contributions in this chapter include:

• developing a graph-based blockchain structure that is immune to the dynamic

merge and split nature of mobile IoT systems while maintaining data consis-

tency and trust in a trustless environment.

• designing a blockchain system that can improve scalability and efficiency over

existing blockchain systems by utilizing an efficient algorithm using binary

search [Ben75] for blockchain operations.
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The rest of this chapter is organized as follows: Section 4.1 presents an introduc-

tion. Section 3.2 is an overview and background knowledge related to this chapter.

Section 3.3 describes the preliminaries and system assumptions. Section 3.4 shows

the proposed model. In Section 3.5, we discuss the simulation setup and experimen-

tal results. And lastly, Section 3.6 presents the conclusion of this chapter.

3.1 Introduction

Blockchain presented by Nakamoto [Nak08] is a time-stamped append-only log tech-

nology that is usually decentralized, immutable and has led to innovative applica-

tions in many areas such as finance, healthcare, distributed systems, voting, indus-

try, and real estate. When integrating blockchain into other domains with limited

resources, such as mobile IoT, which is the focus of this chapter, there are multi-

ple challenges to address. Traditional IoT blockchain systems rely on high network

connectivity, which implies they depend on fixed, powerful edge devices capable of

continuously providing global communication to all the nodes [KJW+18]. However,

considering the mobility nature of IoT, nodes can split into smaller and independent

peer-to-peer subnetworks due to the absence of edge devices. Existing blockchain

structures either do not support the network partitioning problem or have limita-

tions such as poor efficiency or resource consumption [ASHN21, WHH+19].

A chain-based blockchain usually aims to grow on a single chain (i.e., the longest

chain) in which blocks are ordered by their creation time. When a network split

occurs, two or more subnetworks can continue adding blocks to their blockchains,

creating distinct blockchain copies. This scenario is possible in mobile networks,

and the data from all subchains or blockchain copies could be equally important.

When these subnetworks attempt to merge again, chain-based consensus algorithms
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usually favor selecting the blockchain copy with the longest chain and appending

any future blocks on the longest chain. This approach also ignores other blocks from

sub-chains or forks, which can be crucial for future use.

Traditional blockchain systems are designed in a single chain or a linear-based

structure Nakamoto [Nak08] (we will use linear-based and chain-based interchange-

ably). This type of structure can result in undesirable performance in terms of

scalability, throughput, and confirmation time [WYCX20]. In addition, chain-based

data structures can result in computation, storage and communication overheads as

observed by [XLZ+21]. Moreover, [LCP+20] pointed out that a single chain structure

can experience centralization concerns because powerful nodes have a higher chance

of generating the next block. Another concern is high transaction fees because

transactions are processed by powerful miners that require high resource consump-

tion. Several graph-based structures, such as Directed Acyclic Graph or DAG-based

blockchain, were introduced to address these bottlenecks. Literature improvements

include developing DAG-based blockchains that can process or confirm transactions

in parallel, requiring fewer communications, computations, and storage overhead

[SLZ16, PMIH18, BKLMC20, ZHZB20]. Despite all the benefits of the DAG struc-

ture, a large-scale DAG-based blockchain, such as IoT scale, consumes higher com-

putations than traditional linear-based blockchains [WHH+19].

3.2 Background

3.2.1 Blockchain

The oldest form of blockchain dates back to 1990 by Haber et al. [HS90] which de-

scribes how to cryptographically seal and time-stamp a digital document. The oldest
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running form of blockchain, from 1995 - present, is by the New York Times [TC20]

using the work presented by [HS90]. The term blockchain became more popular

with the introduction of bitcoin in 2008 by an anonymous entity known as Satoshi

Nakamoto [Nak08]. A blockchain system consists of a peer-to-peer (P2P) network

where each node stores a copy of a distributed ledger (or distributed database)

[HS21]. A blockchain consists of blocks that are chained together using hash values

[WWC+19]. Each block can store committed digital interactions that can happen

in the blockchain network [YMRS19]. Committed digital interactions can include

the amount of digital assets sent from one account to another, temperature read-

ings, logs, or any kind of data to be stored. The blockchain grows over time by

appending valid blocks to the blockchain by special nodes called miners or forgers

[ZXD+18, ASHN21]. Blockchains are also designed to achieve some of the follow-

ing goals: First, eliminating the need to have a trusted third party. For exam-

ple, blockchain does not require any intermediary or central authority to perform

valid transactions, and nodes in blockchain systems can agree on the trustfulness of

any block using consensus algorithms [DZZ19]. Additional goals include achieving

user privacy by concealing users’ private information while keeping records publicly

available, and ensuring data integrity and immutability. There are three types of

blockchains public (such as Nakamoto [Nak08] and Ethereum [W+14]), private, and

consortium blockchains [XWS+17].

To achieve trust in a blockchain, the system uses consensus algorithms that allow

nodes to agree on any block’s validity and trustfulness before appending it into the

blockchain [DZZ19]. Some of the most widely used consensus algorithms are proof

of work (PoW) [B+02, Nak08], proof of stake (PoS) [BPS16], delegated proof of

stake (DPoS) [Lar14], and practical Byzantine fault tolerance (PBFT) [CL+99].

For more details about consensus protocols, we refer to this paper [XZLH20]. In
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(PoW), miners compete to solve a computationally-expensive mathematical puzzle.

The more hashing power a node has, the more work it can do and the higher the

chance to solve the puzzle, mine the next block, and receive the reward [WWC+19].

With blockchain systems that use PoS, the consensus algorithm requires miners or

forgers to lock assets before being selected to be validators and forging any block.

In general, forgers with higher locked assets (stake) are assumed to be more trustful

and have higher chances to forge the next block [DKJG19]. This chapter applies PoS

as a consensus algorithm since it does not require extensive computations, which is

more suitable for lightweight IoT devices.

3.2.2 Merkle Tree

A Merkle tree, proposed by Merkle et al. [Mer89], is a balanced hash tree that stores

hash values, see Fig. 3.1. Many research works utilize the Merkle tree architecture in

distributed computing, such as bitcoin. Some of the Merkle tree’s major applications

include comparison and verification of data [BSHC18]. Every leaf node in the Merkle

tree is labeled with a hash that is generated from its data content. Every non-leaf

(parent) node is labeled with a hash that is generated by concatenating the hashes

of its children. Hashing the tree works as a bottom-up approach starting from the

leaf nodes up to the root node. In the end, a unique Merkle hash is assigned to the

root node. This Merkle hash is used in blockchain systems and is stored in the block

header. The final Merkle hash represents proof of the validity of all transactions

within the block. One thing to note is that any modification to any transaction will

result in a different Merkle root hash value [WWC+19, WHH+19, LYHK07].

Fig. 3.1 depicts a simple example of the Merkle tree. The structure is divided into

two parts. The first part contains the Merkle tree, and the second part is the data
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Figure 3.1: Merkle Tree Structure [BSHC18].

to be hashed, in our case, block transactions. For instance, the leaf node H1 stores

the hash value of transaction T1, and the hash value is calculated using the hashing

function H(T1) using [Mer89], the same applies to other transactions. Moving up in

the tree, every non-leaf node concatenates its children’s hashes, hashes them, and

stores a new hash value. In the example, the non-leaf node H12 concatenates H1

and H2 and assigns a new hash to H12 as follows, H12 = H(H1|H2). This process

continues until the root node is reached, and the root node H1234 assigns the root

hash to be H1234 = H(H12|H34).

3.2.3 k-d Tree

A k-d tree, introduced in the 1970s by Bentley et al. [Ben75], is a multidimensional

binary search tree. The k symbol indicates the number of dimensions, formally

known as discriminators. The k-d tree takes sets of inputs or points and sorts them
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Figure 3.2: A k-d tree structure with 2-dimensions [Ben75].

in a k-dimensional space; see Fig. 3.2. The k-d tree is a useful and efficient data

structure for cases like range search and nearest neighbor search [Moo90].

Fig. 3.2 shows a 2-d tree which represents a set of points {A, ..., F} in a plane. In

the tree, the circles represent the points; and the squares represent null leaf spaces

that can accept the next input or node. At first, root node A splits the domain

or points with a vertical line into two sub-domains (B and C). Both subdomains

in this example have an approximately equal size number of points. The splitting

process continues until no splitting is required. Nodes at discriminator 0 split a set

of points with a vertical line while nodes at discriminator 1 split a set of points with

a horizontal line [Ben75].

3.2.4 Merkle k-d Tree

A Merkle k-d tree consists of a k-d tree with a Merkle tree representation of the k-d

tree as described in Sections 4.2.3 and 4.2.2. These are the main building blocks of

the proposed model. The multidimensional blockchain is an immutable k-d tree, and
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the Merkle tree is a modifiable representation of the multidimensional blockchain,

more details in Section 3.4.

3.3 Preliminaries

This section presents an overview of the blockchain model, notations, assumptions,

and proposed model.

The blockchain model uses Proof-of-Stake (PoS) for the consensus mechanism.

Proof-of-Work (PoW) is considered a computationally expensive consensus algo-

rithm; therefore, PoS seems more logical for mobile, wireless, and lightweight devices

because it does not require a lot of computation to forge the next block. Instead of

competing to forge the next block, a node (forger) is selected to forge the next block

at fixed time interval fT (check Table 4.1 for notations). The selection is based on

uniform random mining, and every node at the initialization has the same chance

to mine the next block. The forger gathers all transactions, prepares an mkdBlock,

adds and broadcasts the block to all peers in the network, in which every peer will

verify the new block and add the block to the blockchain T.

3.3.1 System Model and Assumptions

The proposed model consists of a set of IoT devices and a plane that is divided into

smaller regions called cells. Each cell can contain a set of IoT devices and a local

blockchain. A blockchain split happens when a group of nodes tries to split into

two or more groups, each with its dedicated cell. A merge can happen when certain

conditions occur: 1) when two or more local networks meet in a single cell. 2) when

a local network gets access to a full node that stores the entire blockchain and is

always connected to the Internet using, for example, RSU or edge devices [CLP+20].
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Table 3.1: Notations

Symbol Meaning
T Merkle k-d blockchain (MKDBC)

block An arbitrary block
mkdBlock A Merkle k-d block in a T

hash The hash of block or mkdBlock
mhash The Merkle hash of mkdBlock

tx Transaction abbreviation
cT Current time
gT Genesis time
fT Forge time interval
C A cell or region
C Set of all cells
sC spatial constraint
s A sensor
S A set of sensors
S Set of all sensors
G local network
Gt

i A local network of nodes in cell i at time t
G Set of all local networks
n Total number of sensors
V t
i Set of vertices of local network Gt

i

Tt
i A local Merkle k-d blockchain in network Gt

i

TgT MKD blockchain at genesis time gT
cDim Current dimension
tDim Total number of dimensions of T, ranging from 0 to k

To ensure the authenticity and integrity of transactions in a graph-based blockchain,

the block creator signs all transactions within the block as in [KJW+18]. Transac-

tions contain sensor readings such as temperature readings. Another assumption

is a single or multiple nodes can move from one cell to another. Our model can

actively detect topology changes and adjust consensus accordingly even when the

network is dealing with the network partitioning problem using [MVL+21]. Each lo-

cal blockchain network can work independently without relying on other blockchain

networks. Nodes are assumed to be mobile within a cell using Random Way-point
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Mobility found in [HV07] and Reference Point Group Mobility (RPGM) for group

trajectory based on [HGPC99]. Each node is capable of performing simple data

aggregation tasks such as finding max, min, mean, etc. [PPJP12]. The proposed

model does not require any additional powerful devices since nodes participating

in the blockchain can perform all the necessary operations. In addition, the model

utilizes a permissioned version of blockchain where a centralized authority controls

who participates in the blockchain and assigns a public and private key for each

node. Each node has the same genesis block. We also assume that nodes reveal

their identities to each other using a privacy-preserving method such as [LLC+18].

The nodes achieve consensus using proof of stake (PoS) consensus algorithm as in

[BPS16]. The consensus algorithm is set to have finality, which means the consensus

protocol does not allow the presence of equally valid blocks or subchains. This is

achievable using many approaches, such as applying three consensus phases before

committing any request. The three phases are: pre-prepare, prepare, and commit

as in [XFL+21, CL+99]. Another approach is the NEAR protocol [Ski20] which can

achieve finality in one round of communication. And lastly, the work by Ethereum

[Eth] to implement single-slot finality for Ethereum in around 16 seconds.

3.4 The Multidimensional or Merkle k-d Blockchain Frame-

work

The Merkle k-d blockchain model (MKDBC) consists of two major components,

as shown in Fig. 3.3. The first one is a multidimensional blockchain. Unlike

traditional blockchain models where blocks are structured as a linear-chain, the

MKDBC structures and sorts blocks in a way similar to a k-d tree [Ben75], see

Section 4.2.2. The (genesis block, previous block) in MKDBC have the same analogy
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as the (root, parent) in k-d trees, respectively. The block components of MKDBC

are similar to any other traditional block except in the block header; we have an

extra field that stores the block dimensions as a list of k values where k is the number

of dimensions of the blockchain or [Dim0, Dim1, ..., Dimk].

The second component of MKDBC is a Merkle tree representation of the entire

blockchain using the method designed by [Mer89], see Section 4.2.3. The primary

goals of using the Merkle tree are to provide an extra layer of security and as a tool

for fast comparison and verification of blocks; more details in Section 3.5. Each time

a block is added to the multidimensional blockchain, the Merkle tree gets updated.

Generating and updating the Merkle hash tree is an efficient process since it only

Figure 3.3: The multidimensional blockchain structure with 3 dimensions or k = 3,
the dimensions are 0, 1, 2.
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Figure 3.4: The process of split and merge in multidimensional blockchains.

needs a few modifications to the tree rather than searching and updating the entire

tree [Mer89]. The Merkle tree is stored separately from the blockchain since the

Merkle tree is not immutable and requires frequent updates each time a block is

added to the blockchain.

Because nodes are highly mobile in mobile wireless networks, our model utilizes

spatiotemporal data, such as coordinates and time, as discriminators or dimensions

for the multidimensional blockchain. Although it’s possible to adjust the blockchain

dimensions based on the application, we decided to use coordinates and time di-

mensions for simplicity and the randomness of nodes’ movements. The randomness

generated from node movements turned out to be helpful in balancing the multidi-
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mensional tree; more explanations about this are in Section. 3.5. The process of

blockchain split and merge is shown in Fig. 3.4. The rest of this section will explain

the algorithms of our model.

Algorithm 1, lines 1 - 5, start with initializing an empty Merkle k-d blockchain

or T. Later, the blockchain gets the first mkdBlock as a genesis block using

insertMkdBlock function, and the Merkle hash is updated using updateMerkleHash.

Once the genesis block is added to the blockchain and the Merkle hash is updated,

every node will download a copy of the blockchain at the genesis time or TgT . As

mentioned in Subsection 3.3.1, for any node to join the network, the node is required

to have a copy of the blockchain at the genesis time or TgT . This is possible because

we are using a permissioned type of blockchain where there is a centralized entity

controlling who joins the network. The reason why we require a node to have at

least a copy of TgT is to apply some balance to the blockchain tree as it grows in size,

which will be explained further in Section 4.5.1. Finally, lines 7 - 11 show whenever

it is time to forge a new block, a forger will be selected in each local network Gt
i to

forge the next mkdBlock.

Algorithm 2 handles nodes’ mobility management or when nodes are moving

from one region to another. Lines 1 - 3 check if a set of nodes S.Ccur is joining

a another cell Cnew cell. First, the algorithm decides which blockchain to keep Tk

and which blockchain to merge Tm. There are many factors to choose from, but

for simplicity, we chose to merge blockchains based on their sizes or to merge the

smaller blockchain with the larger one. Secondly, after deciding which blockchain

to keep and which one to merge, lines 4 - 8 select an aggregator node to handle the

blockchain merge. Each block in Tm will be scanned and merged, if needed, into Tk.

The merge also utilizes the same method of adding blocks as in Algorithm 3. Lines

6 - 9 delete the blockchain from either the current or new cell, depending on which

38



Algorithm 1 MKDBC Management

Input: Current time: cT . Genesis time: gT . Forge time interval: fT . Set of all
local networks: G.

Output: Updated MKDBC Tree: T
1: T← ∅
2: insertMkdBlock(T,mkdGenesisBlock) See Algorithm 3
3: updateMerkelHash(T,mkdGenesisBlock)
4: for each s ∈ S do
5: download(TgT )
6: end for
7: if (cT − gT ) mod fT == 0 then
8: for each Gt

i ∈ Gt do
9: Forger ← selectForger(V t

i )
10: newMkdBlock ← creatMkdBlock(Forger)
11: insertMkdBlock(Tt

i, newMkdBlock), See Algorithm 3
12: end for
13: end if

blockchain to merge and keep, update their cell/network information, and download

the blockchain Tk after the merge is complete.

Algorithm 3 describes a recursive function insertBlock which inserts or forges

block into the Merkle k-d blockchain T as an mkdBlock. The insertion method is

a modified version from the k-d tree insertion found in Section 4.2.2 or [Ben75].

Algorithm 3 starts by taking multiple inputs which include the MKDBC tree: T,

the block to be forged: block, a parent block to compare with: mkdBlock, current

dimension: cDim, and the total number of dimensions of T: tDim. At the first

iteration, lines 1 - 3 check if the first parentmkdBlock or T.root is null, however, the

model assumes all nodes have the same genesis mkdBlock and hence the algorithm

will skip lines 1 - 3. Next, at line 4, the algorithm checks whether block is a duplicate

at the current dimension in T or not. Later, at line 6 - 9, the algorithm continues

to recursively scan the tree cycling between each dimension until it hits a null or

a space that accepts the next block. The algorithm hits a null leaf at line 1 where

block will be forged and placed in T at the proper location.
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Algorithm 2 MKDBC Management During Mobility

Input: Two MKD Blockchain Trees: T. Set of local networks: G. Set of cells: C.
Set of sensors: S

Output: Updated MKD Blockchain Tree: T
1: if S.Ccur ̸= Cnew cell then
2: Tm ← blockchainToMerge(Tcur,Tnew cell)
3: Tk ← blockchainToKeep(Tcur,Tnew cell)
4: Aggregator ← selectAggregator(V t

m, V
t
k )

5: for each mkdBlockm ∈ Tt
m do

6: if mkdBlockm /∈ Tt
k then

7: newMkdBlockm ←
creatMkdBlock(Aggregator)

8: insertMkdBlock(Tt
k, newMkdBlockm), See Algorithm 3

9: end if
10: end for
11: delete(Tt

m) from either S.Ccur or Cnew cell

12: S.Ccur ← Cnew cell

13: Gt
new new ← Gt

new new ∪Gt
curr

14: V t
m.download(Tt

k) from peers V t
k

15: end if

Algorithm 3 insertMkdBlock

Input: MKDBC Tree: T. The block to be forged: block. A parent block to compare
with: mkdBlock. Current dimension: cDim. Total number of dimension of T:
tDim

Output: MKDBC Tree with the new forged block: T
1: if mkdBlock == null then
2: mkdBlock ← forgeBlock(block)
3: updateMerkleHash(T,mkdBlock), See algorithm 4
4: else if block == mkdBlock.data then
5: return ’duplicate block’
6: else if block[cDim] < mkdBlock[cDim] then
7: mkdBlock.left←

insertMkdBlock(T, block,mkdBlock.left, (cDim+ 1) mod tDim, tDim)
8: else
9: mkdBlock.right←

insertMkdBlock(T, block,mkdBlock.right, (cDim+ 1) mod tDim, tDim)
10: end if

Algorithm 4 presents a recursive function to update the Merkle hash of the

entire MKDBC tree. The update function is called immediately after forging any
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Algorithm 4 updateMerkleHash

Input: MKDBC Tree: T, An arbitrary block: block
Output: Updated MKDBC Tree: T
1: parent← getParentBlock(T, block), See Section 4.2.2
2: if block == T.root then
3: return
4: else if block == T.parent.left then
5: T.parent.mhash←
6: hash(block.mhash|T.parent.right.mhash), See Section 4.2.3
7: return updateMerkleHash(T, parent)
8: else
9: T.parent.mhash←
10: hash(T.parent.left.mhash|block.mhash)
11: return updateMerkleHash(T, parent)
12: end if

new block. Calculating or updating the Merkle hash is an efficient process and does

not require scanning or updating the entire tree but rather one branch of the tree

[Mer89]. The update function takes the MKDBC tree T and an arbitrary block or

mkdBlock in T. At line 1, the algorithm starts with finding the parent block of

block in T. The method used to find the parent block is similar to the k-d search

as in Section 4.2.2. Finding the parent block also gives access to the parent’s child

blocks. Lines 2 - 11 check if block is the root of T; if the condition is met, the

function terminates since there is no need to update the Merkle hash of T. Next, if

block is not the root of T, block will be compared to check if it is the right or left

child of parent and update T.parent.hash accordingly using the method in Section

4.2.3. In summary, the recursive function updateMerkleHash(T, block) starts from

the most recently forged block, and applies all the necessary Merkle hash updates

to the root or genesis block.
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3.5 Evaluation

3.5.1 Simulation Setup

For the simulation, we used 80 nodes on a grid with size m × n. All nodes get a

copy of the initial blockchain, which only includes the genesis block. Blocks are

similar to any other traditional blockchain except for an extra field that stores the

block dimensions; the dimensions used are [x coordinate, y coordinate, time]. The

order of dimensions is critical, as we will see later. The main goal of ordering is

to allow the multidimensional blockchain to grow as balanced as possible on both

sides of the genesis block. To achieve some balance in the blockchain tree, we set

the genesis block dimensions, in this case, the coordinates, as the mid-point of the

grid or 50. Since nodes are highly mobile and travel randomly within the grid,

future blocks can be added on both sides of the genesis block. In addition, to allow

additional balance to the blockchain tree, we set time as the last in the dimension

list [x coordinate, y coordinate, time]. This is crucial because time is an incremental

value, and if we set time to be the first dimension, the blockchain will only grow

on one side of the blockchain tree, in this case, the right side. If time is the first

dimension, the genesis block will have a time dimension set to 0, and any future

block will have time dimension > 0 and hence will be added to the right side of the

blockchain tree.

For node mobility, we implemented two mobility models, Reference Point Group

Mobility (RPGM) based on this work [HGPC99] and Random Waypoint Mobility

[BHPC04]. In RPGM, the nodes within a group are uniformly distributed inside

a circle, and the circle center represents the group center [Sic09]. In addition, the

group center travels on a random trajectory, and all nodes move at a random velocity
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ranging from 0 to 1. The code to generate these types of movements is publicly

available on GitHub [Pan].

3.5.2 Experimental Results

Fig. 3.5 shows a summary of 835,000 blockchain snapshots captured throughout the

simulation. The goal is to find the maximum chain length or height in the multidi-

mensional blockchain and compare it with: 1) the traditional chain-based blockchain

height such as Nakamoto [Nak08] and 2) a balanced k-d tree height [Ben75] (best

case scenario). It’s essential to consider the blockchain height because having longer

branches results in more comparisons (i.e., more resource consumption) to do any

operation, such as appending/merging/scanning blocks, in the multidimensional

blockchain. First, we grouped the blockchain snapshots based on their blockchain

sizes in an increment of 50 where group one includes all the blockchains with sizes

⩾ 0 and ⩽ 49 and so on. Then for each group, we calculated the maximum chain

length or height per snapshot and found the total average of the maximum chain

length of the group. Based on Fig.3.5, the average maximum chain height, of all

MKDBC blockchains with a size around 8000 blocks, is roughly 55. And the maxi-

mum chain height, of a traditional blockchain with 8000 blocks, is 8000. Comparing

the maximum height of MKDBC with the traditional chain-based blockchain, we

can see that MKDBC can reduce the maximum chain length by more than 99.99%.

This means, on average, it only scans less 0.01% of the total blocks to find the place

to forge or merge the next block in MKDBC. This reduction allows the multidi-

mensional blockchain to perform efficiently as the blockchain grows; the next Fig.

3.6 will demonstrate this. Some could argue that a smaller sub-chain length (leaf

block to genesis block) can allow malicious nodes to redo the work of that particular
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Figure 3.5: The longest chain height or length, averaged per blockchain size for the
multidimensional blockchain (MKDBC), compared with a traditional chain-based
blockchain [Nak08], and a balanced binary tree [Ben75]. Lastly, the cumulative
average of MKDBC longest height is represented by the line

sub-chain. This is one of the reasons we use a Merkle tree representation of the mul-

tidimensional blockchain, which is to verify whether a sub-chain is valid relative to

the entire blockchain or has been compromised. Any modification to any sub-chain

will result in a different Merkle hash for the entire multidimensional blockchain. An

important observation is that traditional blockchain systems’ height or chain length

grows linearly, and the chart can only cover a height up to 150 for a blockchain with

150 blocks. However, the MKDBC height stays relatively similar to a logarithmic

growth, showing signs of efficiency and scalability as the model grows.

The following evaluation chart or Fig. 3.6 shows the time the MKDBC takes

to forge or merge a block in a unit of time (normalized), where 1 is the maximum

recorded time. The dots represent the forging time of more than 20,000 random
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blocks from random blockchains of different sizes. Unlike traditional blockchain,

where blocks are appended to the end of the chain with almost no time, our model

requires searching the multidimensional blockchain for the right location to append

the next block. Luckily, the MKDBC utilizes a binary search operation to find the

right place to forge the next block. The details on how to search and forge the next

block are explained in the recursive Algorithm 3. As shown in Fig. 3.6, the time to

search and forge blocks shows an efficient and scalable growth.

To demonstrate another practical use of multidimensional blockchain for mo-

bile IoT with network partitioning problems, Fig. 3.6 shows a cluster of blocks,

between blockchains with sizes ranging between 1 - 1000, with higher than normal

forging time. The reason is that those blocks were forged in blockchains that stayed

relatively stationary in particular areas (we will call them stationary blockchains).

Since we’re using coordinates as the first and the second dimensions, the blockchain

continued to grow largely on one side of the multidimensional blockchain, resulting

in longer than normal sub-chains or branches (More details in Section 4.5.1). The

higher the branches, the more time it takes to forge or merge blocks since it involves

more traversing and comparisons. Interestingly, the forging time declines as those

stationary blockchains start to grow, move, and merge with other blockchains. The

transition from being stationary blockchains to becoming more active or mobile can

help in adding additional balancing to the blockchain tree and produce blockchains

with shorter branches or heights, resulting in improving the forging time.

Next, we evaluate the relationship between the maximum depth and the forge

time in a 1-d blockchain using two figures. Firstly, in Fig. 3.7, we present the max-

imum blockchain depth based on four different dimensions. In this experiment, we

first select the block ID as the block dimension, an incremental number starting from

0. Since this ID is an incremental value, any block added to the blockchain will be
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Figure 3.6: Time to forge a block in the multidimensional blockchain (MKDBC),
normalized to a unit of time where 1 is the maximum recorded time.

added on the right side of the blockchain tree, resulting in one single branch similar

to a single-chain blockchain. Next, we select the miner ID as the block dimension,

which can be any unique ID, such as a public key. Since a miner can forge multiple

blocks, many blocks can have the same block dimension, resulting in the blockchain

growing with higher depth. We can see in the figure that selecting miner ID as a

block dimension can result in a blockchain depth of 300 when the blockchain size is

around 160k. We can introduce randomness to help reduce the blockchain depth, as

it can help provide more unique values for block dimensions. In our third selection,

we concatenate the miner ID and region ID to be the next type of block dimension.

We can see that we can minimize the blockchain depth to around 40 instead of 300

when the blockchain size is around 160k by only concatenating a random value to

the miner ID, resulting in around 86% reduction. In the last experiment, we set
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Figure 3.7: The maximum blockchain depth of a multidimensional blockchain based
on four types of block dimensions.

the block dimension to be a fixed and unique value that is unlikely to repeat, such

as the block Merkle root hash, which is the Merkle hash of all transactions within

the block. Since this value is unlikely not repeat, blocks are forged and positioned

randomly in the blockchain tree, allowing the multidimensional blockchain tree to

grow with the least maximum depth or around 48 maximum depth at a blockchain

size of one million.

Secondly, in Fig. 3.8, we investigate the effect of the maximum blockchain depth

on the performance of the multidimensional blockchain in terms of block forging

time. We can see that blockchain that contains block IDs as the block dimensions

can perform the worst. This is because to append any block, we would need to

traverse all blockchain blocks because all blocks are forged in a single branch or

chain. The result of high forging time is that the forging process requires too many

block comparisons to find the next available position to append the next block. For
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Figure 3.8: The average forging time of a multidimensional blockchain based on four
types of block dimensions.

miner ID as a blockchain dimension, it shows linear growth because miners continue

to add more blocks with the same dimension over time, which can result in linear

growth of both the maximum blockchain depth and average forging time. As shown

in the figure, we can significantly reduce these linear growths by concatenating the

region ID to the miner ID. Lastly, the last dimension, block Merkle root hash, can

outperform all other dimensions achieving the lowest blockchain depth and the best

average forging time due to its ability to make the blockchain grow with smaller

branches which requires few comparisons. The takeaway from this experiment is

that selecting a random and unique value, such as block Merkle root hash, as a

blockchain dimension can significantly reduce the maximum blockchain depth and

improve blockchain performance.
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3.6 Conclusion

This chapter presents a multidimensional graph-based blockchain model that elimi-

nates the need for having fixed and powerful peripherals for mobile IoT. The model

can allow a blockchain system to function even when dealing with the network

partitioning problem while maintaining the blockchain’s security and privacy. Ex-

perimental results show the multidimensional blockchain can achieve: efficiency by

having to scan only a few blocks (fewer comparisons) for any blockchain operations,

and scalability by achieving performance similar to logarithmic growth. In future

work, we plan to study the effect of dimensionalities on the performance of the

multidimensional blockchain. We will investigate the impact by experimenting with

different numbers and kinds of dimensions.
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CHAPTER 4

AN EFFICIENT APPROACH FOR MERGING

MULTIDIMENSIONAL BLOCKCHAINS IN MOBILE IOT

Graph-based or multidimensional blockchains have been proposed to improve

the scalability and efficiency of existing blockchain applications. However, when im-

plemented in mobile Internet of Things (mIoT) networks, these blockchain systems

can frequently split and merge and cause the merging algorithm to process a large

number of similar blocks (a block is similar or identical when it exists once in mul-

tiple blockchains). The presence of similar blocks hinders the merging process, as it

consumes time and computational resources to scan, validate, and potentially merge

similar blocks. This chapter presents an efficient approach for merging graph-based

or multidimensional blockchains in mIoT networks by avoiding similar blocks and

effectively detecting and merging new blocks that were created after the split. Our

proposed merging algorithm employs depth-first search and Merkle tree techniques

to minimize the time and computational resources spent on identical blocks. Fi-

nally, we evaluate the performance of our method in highly mobile networks and

demonstrate that it can execute the merge with a more than 72% reduction in time

in comparison to merging algorithms without block similarity handling.

The following are the main contributions of this chapter:

• We propose an efficient approach for merging multidimensional blockchains

that reduces the amount of processing of identical blocks during the merging

process.

• Employing Depth-First Search and Merkle Tree Hash, we design an efficient

recursive algorithm that merges two multidimensional blockchains.
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• Our simulation results show that the proposed approach outperforms the tra-

ditional merging approach in terms of scanned and skipped blocks and the

reduction in merge time. Moreover, the proposed approach can reduce the

merging time by more than 72% compared to traditional merging approaches.

The chapter is organized as follows: Section 4.1 presents an introduction. Section

4.2 presents an overview and background knowledge related to this chapter. Sec-

tion 4.3 describes the preliminaries and system assumptions. Section 4.4 shows the

proposed model. In Section 4.5, we discuss the simulation setup and experimental

results. Finally, in Section 4.6, we presents the conclusion of this chapter.

4.1 Introduction

In recent years, blockchain technology has generated much interest due to its ability

to provide secure and private groundbreaking solutions for various problems in many

domains, such as finance, healthcare, distributed systems, voting, industry, and real

estate. Another essential field that benefits from blockchain and is related to this

chapter is the mobile Internet of Things (mIoT). These mIoT systems can adopt

blockchain technology and benefit, for example, from decentralization, security, pri-

vacy, and quality of service (QoS) [Nov18, YZX+22, NPDS21]. But the benefits of

blockchain in mIoT can also come at a cost. For instance, traditional blockchain

systems are designed in a chain-based structure similar to the blockchain structure

in Nakamoto [Nak08]. This type of structure can result in undesirable performance

in terms of scalability, throughput, and confirmation time which make the design

unsuitable for mIoT systems [WYCX20].

Fortunately, many blockchain structures were proposed to address the bottle-

necks of chain-based blockchain, with a majority of them as graph-based blockchain
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structures such as Directed Acyclic Graph or DAG-based blockchains [YDXJ20,

LMAA19, CZC21, LCP+20, GYZ+19], and multidimensional blockchain [ZMP+22].

We will use graph-based blockchains and multidimensional blockchains interchange-

ably. Besides the performance improvements of graph-based blockchains over chain-

based blockchains in mIoT, graph-based blockchains also have better support for

network mobility and partition tolerance when dealing with the split and merge

problem [WYY+22, LWQ+19]. However, when graph-based blockchains in mIoT

encounter frequent split and merge, multidimensional blockchains can experience

block similarity (i.e., two blockchains have a large number of similar blocks). The

amount of block similarity between two blockchains can affect the merge efficiency

and cause the merging algorithm to spend extra time and resources on scanning,

validating, or potentially merging identical blocks, branches, or subtrees.

The current graph-based blockchains, including multidimensional blockchains,

may not fit within the resource capacity of individual devices, leading to potential

slower performance and scalability issues. Therefore, a practical merging approach

must be developed to address this issue and ensure that the resource capacity of

mIoT devices is not exceeded.

An example scenario where the proposed approach can be applied is in smart

cities, where numerous IoT devices are used to manage various aspects such as traffic,

pollution, or energy consumption. Since these devices generate vast amounts of data

that require secure and efficient blockchain systems, a multidimensional blockchain

structure can provide the necessary decentralization and security. However, the fre-

quent split and merging of blockchains can negatively impact the merging efficiency

and result in the unnecessary processing of identical blocks [ZMP+22, WYY+22,

LWQ+19]. To the best of our knowledge, this is the first work that addresses im-

proving the merge efficiency of graph-based blockchains by minimizing the time
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and computational resources wasted on processing identical blocks between multi-

ple blockchains.

4.2 Overview

4.2.1 Blockchain

The earliest form of blockchain was proposed by [HS90] in 1990 and describes how

to secure and timestamp digital documents. The oldest running blockchain, which

has been in operation since 1995, was implemented by the New York Times based on

Harber’s work [TC20]. The term “blockchain” became more widely known with the

introduction of Bitcoin in 2008 by Nakamoto [Nak08]. A blockchain system con-

sists of a network of nodes that each store a copy of a distributed ledger. The

ledger is organized into blocks that are linked together using hash values, and

each block can store committed digital interactions that take place on the net-

work, such as the transfer of digital assets, temperature readings, or any other data

[HS21, WWC+19, YMRS19]. The blockchain grows over time by appending valid

blocks to the blockchain by special nodes called miners or forgers. Blockchains are

also designed to achieve some of the following goals: eliminating the need to have a

trusted third party, achieving user privacy by concealing users’ private information

while keeping records publicly available, and ensuring data integrity and immutabil-

ity [ZXD+18, ASHN21].

4.2.2 k-d Tree

A k-d tree is an efficient data structure, or a multidimensional binary search tree

[Ben75]. The k symbol indicates the number of dimensions known as discriminators.
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The k-d tree takes sets of inputs or points from a k-d space and sorts them in the

tree in an order based on the current dimension. Some applications of the k-d tree

are range search and nearest neighbor search [Moo90].

4.2.3 Merkle Tree

The Merkle tree was proposed by [Mer89], which is a balanced hash tree that stores

hash values representing some data. Many research works utilize the Merkle tree

architecture in distributed computing, such as bitcoin and Ethereum. The general

use of the Merkle tree is for data comparison and verification [BSHC18]. The hashing

process of the tree is a bottom-up approach starting from the leaf nodes up to the

root node. A unique Merkle hash (known as Merkle root) is assigned to the root

node or block. In blockchain applications, the final Merkle hash represents proof of

the validity of all transactions within the block. Finally, any modification to any

transaction will result in a different Merkle root hash value[WWC+19, WHH+19,

LYHK07]

4.2.4 Multidimensional Blockchains

Amultidimensional blockchain (MKDBC) [ZMP+22] is a type of graph-based blockchain

that structures blocks as k-dimensional trees using [Ben75]. The MKDBC is com-

posed of two main components. The first is an immutable k-dimensional tree struc-

ture for structuring and storing blocks, and the second is a mutable Merkle tree

representing all the blocks within the blockchain. The MKDBC also employs multi-

layer indexing to sort and organize blocks, which allows for faster scanning, forging,

and validation of blocks, resulting in increased efficiency and scalability of the over-

all blockchain system. The MKDBC is also a partition-tolerance blockchain that
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supports the splits and merges of blockchains in dynamic networks. The block com-

ponents of MKDBC resemble those of traditional blocks but with an additional

field in the block header that stores the block dimensions as a list of k values,

represented as [Dim0, Dim1, ..., Dimk]. In mobile wireless networks, the MKDBC

model can utilize spatiotemporal data, such as coordinates and time, as discrimi-

nators or dimensions for the multidimensional blockchain. However, the blockchain

dimensions can be adjusted based on any application need. It’s recommended to be

cautious when selecting block dimensions, as it appears to be in [ZMP+22], and se-

lecting some block dimensions that can introduce randomness (such as coordinates)

to avoid linear growth of the tree. Choosing only incremental block dimensions

(such as time or block number) can result in the blockchain tree to grow linearly

and can result in linear growth for any operations.

4.3 Preliminaries

4.3.1 System Model and Assumptions

The proposed model assumes a blockchain can split into two or multiple blockchains,

and multiple blockchains can merge again to form a single blockchain network. A

blockchain split happens when a group of nodes tries to split into two or more

groups, each with its dedicated cell. A merge can happen when certain conditions

occur: 1) when two or more local networks meet in a single cell. 2) when a local

network gets access to a full node that stores the entire blockchain and is always

connected to the Internet using, for example, RSU or edge devices [CLP+20]. For

simplicity, we merge the smaller size blockchain with the larger one. The split and

merge can have significant implications for network participants and cause confusion
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and uncertainty within the blockchain network, such as conflicting transactions and

the authenticity and integrity of transactions. However, there are many ways to

mitigate these implications. To help resolve conflicting transactions when merging

parts of the blockchains, we can apply methods, such as [LSZ15, SLZ16, SZ18],

more specifically, we have adopted a way that allow multiple nodes to contribute

simultaneously when creating a block to resolve conflicting transactions. Moreover,

to ensure the authenticity and integrity of transactions, we have adopted methods

similar to [KJW+18, CLP+20] by encapsulating additional data into each block that

refer to multiple blocks. Nodes are assumed to be mobile within a cell using Random

Way-point Mobility found in [HV07], and Reference Point Group Mobility (RPGM)

for group trajectory based on [HGPC99]. Each node is capable of performing simple

data aggregation tasks such as finding max, min, mean, etc. [PPJP12]. Transactions

contain sensor readings such as temperature readings. The proposed model does not

require any additional powerful devices since nodes participating in the blockchain

can perform all the necessary operations. The model also uses a permissioned version

of the blockchain where a centralized authority controls who participates in the

blockchain and assigns a public and private key for each node, and each node has the

same genesis block. We also assume that nodes reveal their identities to each other

using a privacy-preserving method such as [LLC+18]. The consensus algorithm is

set to have finality, which means the consensus protocol does not allow the presence

of equally valid blocks or subchains. This is achievable using many approaches,

such as applying three consensus phases before committing any request. The three

phases are: pre-prepare, prepare, and commit as in [XFL+21, CL+99]. Another

approach is the NEAR protocol [Ski20], which can achieve finality in one round of

communication. And lastly, the work by Ethereum [Eth] to implement single-slot

finality for Ethereum in around 16 seconds.
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Table 4.1: Table of Symbols

Symbol Meaning
T Multidimensional blockchain

block An arbitrary block
v A neighboring block

mkdBlock A Merkle k-d block in a T
hash The hash of block or mkdBlock
mhash The Merkle hash of mkdBlock

C A cell or region
C Set of all cells
s A sensor
S A set of sensors
S Set of all sensors
G local network
G Set of all local networks
n Total number of sensors
Vi Set of sensors of local network Gi

Ti A Multidimensional blockchain in network Gi

4.4 An Efficient Approach for Merging Multidimensional

Blockchains

In this section, we detail our proposed merging algorithm for multidimensional

blockchains. Before we start defining the merging algorithm, we would like to point

out to the reader that the merging algorithm presented in this chapter is an extension

of this paper [ZMP+22]. Still, this approach can be deployed to other graph-based

blockchains since they can support DFS traversal or building Merkle Trees. The

previous work requires all nodes to process a full copy of the blockchain during the

merging. However, the proposed merging algorithm can reduce the amount of pro-

cessing of blocks when merging two blockchains. Later, in this section, we present

a general description of our model and two algorithms for the efficient merge with

details to explain them.
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As stated earlier, the efficiency of the merging process is affected by the presence

of identical blocks since nodes need to spend time and resources on scanning or vali-

dating similar blocks. To improve the efficiency of the merging process of [ZMP+22]

or any merging algorithm that process a full copy, we present a new merging al-

gorithm with two components. Our merging algorithm extends, not replaces, two

existing technologies, which are Depth-First Search by Tarjan[Tar72] and Merkle

tree or hash by [Mer89]. Depth-first search is a technique we adopt to improve the

efficiency of the merging process in the presence of identical blocks. The merging

algorithm process a blockchain copy to be merged starting at the genesis or root

block and exploring as far as possible along each branch before backtracking and

exploring other branches. The second technology or component is the Merkle tree

or hash, which enables nodes to quickly and efficiently identify identical blocks by

comparing the hashes of different blocks. Finally, our algorithm combines the two

technologies to help avoid scanning identical blocks or subtrees or going to higher

depths in the blockchain and reduce the time and resources spent on processing

similar information.

We demonstrate our merging algorithm with an example as depicted in Fig. 4.1.

Consider a graph-based or multidimensional blockchain named BC1 that splits and

creates another copy BC2 due to mobility or the loss of connectivity between miners.

Both BC1 and BC2 can continue to forge new blocks as shown in the picture after

the split. It is also possible that both blockchains can have identical sub-trees of

blocks (such as block B,C,D,E, F ). In addition, new blocks (such asH, I, J) can be

forged into other leaves or branches. An advantage of multidimensional blockchain

is that the blockchain can grow with minimal height and numerous leaves [ZMP+22].

For instance, a fully balanced multidimensional blockchain with height h can have

up to 2h leaves which can accepts new blocks [CLRS09]. Considering the numerous
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amount of leaves and the frequent spit and merge, new blocks can be forged under

leaf blocks which can promote the existence of many identical sub-trees. Later,

when both BC1 and BC2 attempt to merge, we run our merging algorithm that

utilizes both Depth-First Search (DFS) and Merkle Tree. For simplicity, BC2 was

merged with BC1 because BC2 was smaller in size before the merge. The merging

algorithm starts scanning BC2 from the root or genesis block using DFS and checks

the Merkle Hash of the block. Later, the algorithm checks if the same block exists

in BC1. Since the block exists, we can see that both BC1 and BC2 have new

distinct blocks which can cause the root or genesis blocks in both blockchains to

have different Merkle hashes. This indicate no need to forge the root block of BC

but also the root of the sub-tree under the root is not an identical sub-tree. Later,

the merging algorithm check the next neighboring block or block B. We can see

that block B exists in both BC1 and BC2 but also the sub-trees under block B are

identical. This indicate there is no need to check any other block under block B and

can be safely skipped and move to the next neighboring block. We continue to run

the merging algorithm and forge new blocks (such as block J) and skip blocks under

the root of identical sub-trees (such as block C,D,E, F ). Further details about the

merging algorithm are available in the subsequent sub-section.

Next, we present two algorithms 5 and 6, which demonstrate two multidimen-

sional blockchains merging with each other. Algorithm 5 gets initiated when one

cell merges with another cell. The algorithm starts by taking two multidimensional

blockchains and deciding what blockchain to keep and merge. As mentioned in the

System Model and Assumptions or subsection 4.3.1, we merge the smaller blockchain

with the larger one for simplicity. In line 4, we initialize a root variable to be the

blockchain’s genesis block of Tm. Later, we run a recursive depth-first merge starting

from the genesis block of Tm by calling algorithm 6. Once the merge is complete, we
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Figure 4.1: An example illustrating the split and merge process of multidimensional
blockchains and the identification of identical sub-trees.

remove the blockchain from the nodes that hold a copy of Tm, update their network

topology or status, and download Tk.

The algorithm 6 is a recursive depth-first merge that utilizes our blockchain

model’s second component (Merkle tree). The algorithm takes three inputs, includ-

ing two multidimensional blockchains and an arbitrary block. We start scanning Tm

from the genesis block and check if the block status is visited. Since it’s the genesis

at the beginning, we skip to line 4 and mark the block as visited. Next in line 5 -

7, we check if the block is not in Tk; if the condition is valid, we merge the block to

Tk using the insertion method found in [ZMP+22]; otherwise, we skip to the next

part. Later in line 8 - 14, we explore every neighboring block v. For each v in Tm,
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Algorithm 5 Blockchains Merge Management

Input: Two Blockchain Trees: Tcur,Tnew cell. Set of local networks: G. Set of cells:
C. Set of sensors: S

Output: Merged Blockchain Tree: T
1: if S.Ccur ̸= Cnew cell then
2: Tm ← blockchainToMerge(Tcur,Tnew cell)
3: Tk ← blockchainToKeep(Tcur,Tnew cell)
4: root← Tm.root
5: DFSMerge(Tm,Tk, root), see algorithm 6
6: delete(Tm) from either S.Ccur or Cnew cell

7: S.Ccur ← Cnew cell

8: Gnew new ← Gnew new ∪Gcurr

9: Vm.download(Tk) from peers Vk

10: end if

we check if the block is in Tk and if v in both Tm and Tk and have identical Merkle

hashes. Equal Merkle hashes indicate that the merging algorithm hit similar blocks

or subtrees. Next, the algorithm avoids or minimizes scanning identical blocks with

higher depth by marking similar blocks as visited. We mark them as visited so

the algorithm stops exploring any block with higher depth in the future, which is

possible as in line 1 - 3. After marking identical blocks as visited, the algorithm

moves to the next neighboring block and recursively runs the DFSMerge function,

line 12, on that neighboring block.

4.5 Performance Analysis

4.5.1 Simulation Setup

For the simulation, we used 80 nodes on a grid with size m× n. Blocks are similar

to any other traditional blockchain except for an extra field that stores the block

dimensions; the dimensions used are [x coordinate, y coordinate, time].
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Algorithm 6 DFSMerge (Depth-First Search Merge)

Input: Two Blockchain Trees: Tm,Tk, An arbitrary block: Tm.block
Output: Updated Tk

1: if visited [Tm.block] == True then
2: return
3: end if
4: visited[Tm.block]← True
5: if Tm.block /∈ Tk then
6: insertMkdBlock(Tk,Tm.block), insertion algorithm is available in [ZMP+22]
7: end if
8: for each v ∈ Tm.block.neighbors : do
9: if v ∈ Tk and Tk.v.merkleHash == Tm.v.merkleHash : then
10: visited[v] ← True
11: else
12: DFSMerge(Tm,Tk, v)
13: end if
14: end for

For node mobility, we implemented two mobility models, Reference Point Group

Mobility (RPGM) based on this work [HGPC99] and Random Waypoint Mobility

[BHPC04]. In RPGM, the nodes within a group are uniformly distributed inside

a circle, and the circle center represents the group center [Sic09]. In addition, the

group center travels on a random trajectory, and all nodes move at a random velocity

ranging from 0 to 1. The code to generate these types of movements is publicly

available on GitHub [Pan].

4.5.2 Experimental Results

In this section, we examine our merging algorithm that deals with similar blocks

(improved merge) with the merging algorithms of graph-based or multidimensional

blockchains (normal merge), such as [ZMP+22], which require processing a full

blockchain copy and do not deal with block similarity.
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The experimental results for the normal merge model (Fig. 4.2) show that, as

the blockchain size increases, the cumulative average percentage of blocks remains

constant for both scanned and skipped blocks at 100% and 0%, respectively. This

indicates that all blocks are scanned and considered for a potential merge in normal

merge algorithms.

In contrast, Fig. 4.3 shows that the improved merge has a much lower percentage

of scanned blocks at only 9% instead of 100% in the normal merge, indicating that

it is more efficient in selecting the blocks to be scanned. Similarly, the improved

merge has a higher percentage of skipped blocks at 91% instead of 0% in the normal

merge. Scanning fewer blocks and skipping a large portion could indicate that the

improved merge can effectively identify and skip irrelevant or identical blocks. This

could lead to significant performance improvements in blockchain merging time, as

we will see in the subsequent figures.

Final notes on Fig. 4.2 and 4.3 are: A) for both models, the percentage of

merged blocks goes up to approximately 30% and decreases to around 2%. B) In

Fig. 4.3, it is worth mentioning that there is a difference between the number of

scanned and merged blocks. There are two reasons for this case. First, if both

the blockchains to be merged have similar leaf blocks, these blocks will be scanned

but not merged because they are the first identical blocks to be found. The second

reason if both blockchains have identical subtrees. Our model scans blocks until it

founds identical subtrees; the root blocks of the subtrees will be scanned since they

are the first identical blocs; however, any identical blocks with higher depth than

the subtree root will be skipped.

Next, the merging time for blockchains using normal and improved merge is

presented in Fig. 4.4. In this study, we propose an improved merge that incorpo-

rates additional computations over normal merge, such as marking blocks as visited
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Figure 4.2: The percentage of scanned, merged and skipped blocks for (Normal
Merge) using [ZMP+22].

and performing Merkle hash comparisons. Despite these added computations, our

proposed algorithm can still achieve better merging performance and demonstrate

logarithmic growth, indicating its efficiency and scalability as the blockchain grows

in size. However, to fully understand the efficiency of our proposed model, the fol-

lowing figure will further explain the efficiency of our proposed model compared to

the normal merge algorithm.

In order to evaluate the efficiency of our proposed model, we compare its per-

formance to the normal merge method described in [ZMP+22]. We measure the

reduction in merge time or the amount of time saved between the two approaches to

quantify the improvement. Specifically, we use the two lines in Fig. 4.4 to measure

the reduction by calculating the change or difference between the two lines. As il-

lustrated in Fig. 4.5, the time reduction is initially noisy when the blockchains have

a small number of blocks. This is expected as there are relatively few similar blocks

between the two blockchains at this stage. However, as the blockchain grows, the
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Figure 4.3: The percentage of scanned, merged and skipped blocks for our model
(Improved Merge) or algorithm 5 and 6.

number of similar blocks increases, leading to a corresponding reduction in merge

time for our proposed model. Finally, at a blockchain size of 15000 blocks, our model

completes the merging process on average with more than 72% reduction in time

compared to the normal merge method. This improvement is achieved by detect-

ing and avoiding the need to scan and validate similar blocks, thereby minimizing

wasting time and computational resources on those identical blocks.

4.6 Conclusion

In conclusion, identical blocks can affect the merging efficiency of blockchains by re-

quiring the merging algorithm to scan and validate identical blocks between multiple

blockchains. By adopting depth-first search and Merkle tree, blockchain systems can

improve the efficiency of their merging and reduce the impact of identical blocks by

allowing nodes to minimize the time and computational resources spent on process-

ing identical blocks.

65



Figure 4.4: The blockchain merge time of Normal Merge and Improved Merge.

Figure 4.5: The reduction in merge time of our model compared to [ZMP+22],
measured by taking the difference between Normal and Improved merge lines in
Fig. 4.4.
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CHAPTER 5

CSBSO: COLLECTIVE SIGNING-BASED BLOCKCHAIN STORAGE

OPTIMIZATION FOR MOBILE INTERNET OF THINGS

In the context of mobile Internet of Things (IoT), the efficiency and scalability

of blockchain storage emerge as a significant challenge, particularly in resource-

constrained systems. This chapter proposes a Collective Signing-Based Blockchain

Storage Optimization (CSBSO) model that aims to reduce the storage overhead

using an efficient blockchain structure. The proposed CSBSO extends the existing

Collective Signing (CoSi) protocol and utilizes a multidimensional blockchain struc-

ture to reduce the storage overhead and manage/retrieve blocks efficiently. Our

approach for storage optimization encompasses identifying and pruning the most

irrelevant blocks based on CoSi protocol. We evaluate CSBSO using two real-world

datasets, the Ethereum Classic Blockchain dataset and the Facebook users dataset.

We also evaluate CSBSO under various conditions and compare it with the state-

of-the-art storage optimization model. Our results demonstrate that the proposed

model CSBSO can significantly outperform the state-of-the-art storage optimiza-

tion model, achieving approximately 92% storage optimization. Finally, the results

showcase that CoSi-based storage optimization can effectively reduce the blockchain

storage overhead in resource-constrained applications.

The main contributions of this chapter are as follows:

• We propose CSBSO, a Collective Signing-Based Blockchain Storage Optimiza-

tion model for Mobile IoT, to reduce the storage costs of IoT nodes.

• Based on the CoSi protocol, we design a storage optimization algorithm that

can identify the most relevant/irrelevant blocks and prune the irrelevant blocks.
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• By employing two real-world datasets (i.e., Ethereum Classic Blockchain and

the Facebook Users), our simulation results show that the proposed CSBSO

can effectively optimize storage and outperform existing state-of-the-art tech-

niques and save up to 92% of storage space in mobile IoT environments.

The rest of the chapter is organized as follows. Section 5.1 presents an intro-

duction to the work. Section 5.2 outlines the background. Section 5.3 presents

the proposed CSBSO model. Section 5.4 evaluates the proposed blockchain storage

method. Finally, Section 5.5 concludes the chapter.

5.1 Introduction

Blockchain is a distinct distributed ledger technology that has found widespread ap-

plication in a wide range of fields. Due to the increase in data on the blockchain and

the addition of blockchain characteristics, the traditional blockchain’s full chain copy

storage requirement causes a blockchain storage scalability problem. Blockchain

systems’ scalability issues include low throughput, excessive data load, and inef-

fective query engines. All of these difficulties are closely tied to data management

[WLC+22]. Existing approaches prioritize reducing storage pressure on blockchain

nodes over data availability, resulting in a long average response time for users

attempting to access the blockchain. The massive storage demand limits the in-

volvement of devices with limited resources, such as sensors and other low-power

IoT devices [DZZ19]. The existing solutions to the issue of blockchain storage scal-

ability are classified into two categories off-chain and on-chain schemes. The Off-

chain schemes store the blockchain ledger data in existing storage systems, such as

blockchain storage solutions based on Distributed Hash Table (DHT), Inter Plan-

etary File System (IPFS), and cloud-based blockchain storage solutions. The On-

68



chain techniques, such as collaborative storage solutions and light node solutions,

primarily leverage compression or sharding technologies to limit the amount of data

stored on the blockchain node.

More recent studies, such as [SPR21, CLY19, MZFZ19, YLZ21, Wan22], pro-

posed data compression methods to reduce the storage overhead of blockchain mod-

els. These methods involve designing compression algorithms that can reduce either

the size of transactions or blocks. However, these compression-based schemes offer

storage optimization benefits but also present limitations. For example, these com-

pression algorithms have a high complexity due to the need for a unified data-sharing

service between the nodes, which cannot be suitable for large-scale and resource-

constrained devices such as IoT. Additionally, data compression approaches can lead

to increased latency, as highlighted in [AMTS+22]. The traditional blockchain’s

topological scale will significantly expand as a result of the Mobile IoT’s fast data

generation, which will continue to increase the cost of nodes’ storage.

The existing storage optimization methods, like group-based storage [XHC18],

off-chain storage [LWLX19, SJ20, DKJG19, MRR+20, XZYS20, SS19, LYW+21,

LCZ+22, XFRZ20, NTG+22, ZLCD18, PB19, HGW+22], and pruning [FHBS19,

Bita, LCL+20], have demonstrated their potential in lessening the storage demands

for blockchain systems. However, these solutions come with some drawbacks, such

as depending on a limited number of trusted nodes to maintain a full copy, assum-

ing high connectivity and availability to cloud, edge or fog, weakened decentral-

ization, and weakened security as a result of pruning important blocks [WLC+22,

LCZ+22, XFRZ20, NTG+22, ZLCD18, HGW+22]. As a consequence, it is crucial

to investigate new storage optimization strategies that can tackle these issues while

accommodating the needs of IoT and mobile applications.
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To address the abovementioned issues, we have developed a dynamic Collec-

tive Signing-Based Blockchain Storage Optimization (CSBSO) model that seeks to

dynamically reduce storage overhead for mobile IoT while retaining the ability to

adjust storage requirements. Our proposed model takes advantage of a multidi-

mensional blockchain structure to cut storage expenses and effectively manage and

retrieve blocks using an efficient data structure. Our model also utilizes Collective

Signing (CoSi) protocol [STV+16] to minimize the storage overhead. Our approach

for storage optimization is targeted at identifying and eliminating irrelevant blocks

of varying degrees of irrelevance ranging from the most to least relevant blocks using

the CoSi protocol. Extensive experiments demonstrate that our proposed technique

can significantly reduce the storage cost of IoT nodes compared to existing storage

optimization techniques.

5.2 Background

5.2.1 Internet of Things (IoT)

The Internet of Things encompasses a vast network of interconnected physical and

heterogeneous devices embedded with sensors, software, and connectivity features

that facilitate data collection and exchange across various sectors, including smart

homes, healthcare, transportation, agriculture, and manufacturing [KS18]. By inte-

grating blockchain technology into IoT systems, we can address issues such as secu-

rity, privacy, and scalability through blockchain in a decentralized, secure, and trans-

parent nature. However, traditional blockchain models may be unsuitable for IoT

environments due to their substantial storage and computational demands, which

can be challenging for resource-limited IoT devices [DKJG17]. As a result, nu-
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merous lightweight blockchain approaches have been proposed to minimize storage

overhead, enhance scalability, and optimize resource utilization while maintaining se-

curity, privacy, and decentralization in IoT applications [YDXJ20, XHC18, LCZ+22,

WWZC21].

5.2.2 Blockchain

Blockchain technology has emerged as an innovative approach to store, share, and

verify digital transactions [HS21, WWC+19, YMRS19]. It functions like a digital

ledger that employs sophisticated cryptographic techniques to ensure that trans-

actions are secure and reliable. Unlike traditional systems, blockchain does not

require intermediaries to validate transactions, leading to increased efficiency, cost-

effectiveness, and security [DZZ19]. The earliest form of blockchain was proposed

by Haber et al. [HS90] in 1990 and describes how to secure and timestamp digital

documents. The oldest running blockchain, which has been in operation since 1995,

was implemented by the New York Times based on Haber’s work [TC20]. The term

“blockchain” became more widely known with the introduction of Bitcoin in 2008

by Nakamoto [Nak08]. A blockchain system comprises a network of decentralized

machines that work collaboratively to ensure that transactions are stored accurately

and securely [ASHN21, ZXD+18]. To achieve trust in a blockchain, the system uses

consensus algorithms that allow nodes to agree on any block’s validity and trustful-

ness before appending it to the blockchain [DZZ19]. Some of the most widely used

consensus algorithms are proof of work (PoW) [B+02, Nak08], proof of stake (PoS)

[BPS16, DKJG19], delegated proof of stake (DPoS) [Lar14], and practical Byzantine

fault tolerance (PBFT) [CL+99]. There are three types of blockchains: public (such

as Nakamoto [Nak08] and Ethereum [W+14]), private, and consortium blockchains
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[XWS+17]. Blockchain technology has numerous applications, from financial man-

agement to medical record sharing and supply chain tracking [TC20].

5.2.3 Collective Signing

Collective Signing (CoSi) [STV+16] is a protocol that ensures an authority or leader’s

statement (e.g. transaction or block) is valid and signed publicly by a decentralized

group of witness cosigners. This collective signing occurs in four distinct phases and

gets initiated by the leader; the phases are announcement, commitment, challenge,

and response. The main goal of implementing this protocol is to generate a state-

ment signature that can be verified by anyone who participated in the collective

signing process. CoSi can be implemented with blockchain applications to provide

a more robust commitment of blocks. Several blockchain applications have already

adopted the CoSi protocol, including [KKJG+16, FHB+22], other built Practical

Byzantine Fault Tolerance (PBFT) consensus atop CoSi protocol such as [STV+16].

The Collective Signing prototype is open-source and can be found on GitHub [Ded].

For more details about the CoSi protocol, we refer the reader to this paper [STV+16].

5.2.4 Storage Optimization

The adoption of blockchain technology in IoT applications to securely store and

manage data has become very popular in the past few decades. Nonetheless, tra-

ditional blockchain models mandate all nodes to store a full copy of the data at

each node, posing some substantial challenges concerning scalability, storage, and

performance for IoT devices. Addressing the issues is paramount, prompting many

researchers to propose various innovative approaches for storage optimization in

blockchain for IoT. One of the storage optimization solutions is on and off-chain
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storage, where the complete blockchain data is stored in cloud, edge, or distributed

data storage systems with the goal of removing the storage burden on IoT nodes.

Another solution is proposing data compression algorithms that can help reduce the

block size, precisely the data payload within the block. Additionally, strategies like

pruning older or the least interested blocks have been considered to solve the storage

optimization problem in IoT [AMTS+22].

5.3 Collective Signing-Based Blockchain Storage Optimiza-

tion for Mobile IoT

The multidimensional blockchain was designed to enable a fast and efficient blockchain

data structure that can retain, manage and retrieve blocks, making it ideal for large

and complex blockchain applications. However, the efficiency and scalability of

blockchain storage can be a significant challenge, particularly in resource-constrained

systems such as mobile IoT.

This section presents our model, which aims to design an efficient and scalable

storage optimization for blockchain systems. Our model utilizes existing technolo-

gies, such as a binary or k−d tree, to provide a fast and efficient blockchain struc-

ture for managing and retrieving blocks. Using an efficient blockchain structure, our

model can reduce the blockchain storage overhead for resource-constrained applica-

tions, such as mobile IoT. Our approach for storage optimization includes identi-

fying and pruning the most irrelevant blocks. The proposed model assumes nodes

are operating in highly mobile environments. We expect some nodes to move out of

communication areas and be disconnected from the internet for some time. There-

fore, our model is designed to deal with these scenarios and manage the blockchain
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storage overhead for one or multiple groups of miners when they split or merge in

highly mobile environments.

For consensus, the model adopts Practical Byzantine Fault Tolerance (PBFT)

consensus protocol [CL+99] with the ability to collectively sing a block by all group

members or witnesses as in [KKJG+16, STV+16]. In addition to utilizing multidi-

mensional blockchains as a fundamental blockchain structure, our blockchain stor-

age optimization solution extends, rather than replaces, Collective Signing protocol

[STV+16] to effectively manage and optimize the blockchain storage.

The multidimensional blockchain organizes blocks based on block dimensions.

Our blockchain model uses only one dimension, which contains information derived

from the CoSi protocol and spatial data. The reason for selecting a dimension based

on CoSi protocol is we can mark and identify every blockchain split and merge,

allowing for seamless retrieval and management of the blockchain data [FHB+22].

Our block dimension structure consists of two primary components: The first is

a list of all miners’ public keys per CoSi group since each signature verifier knows

the public keys of the leader and witness cosigners [KKJG+16]. The public keys list

is then sorted to prevent generating different hashes (from different permutations)

for the same list or set. Once the public keys list is sorted, a fixed-size SHA256 hash

value (CoSi group hash) is generated for the list of miners’ public keys using [Dan15].

The second component is a value that has some randomness characteristics, such as

location information related to the CoSi group, which can be location coordinates or

region IDs. Including randomness within the block dimension is primarily to min-

imize the maximum blockchain depth, which can positively impact the blockchain

performance (more details presented in the evaluation section or 5.4). Finally, our

model combines the (CoSi group hash) and (location information) into one string

and utilizes it as the block dimension. The CoSi group hash allows each group to
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append all blocks under one subtree in the blockchain, making it easier to manage

and retrieve blocks, while location information helps in minimizing the blockchain’s

maximum depth and prevent the blockchain depth from growing linearly, which

could compromise the performance. Although employing two dimensions (or 2−d

blockchain) for our block structure is possible, it would not enable marking each

split or merge and cause each group to append their blocks under multiple subtrees,

making it more challenging to manage and retrieve blocks.

5.3.1 The Proposed Solution

In this subsection, we explain the dynamic behavior of CoSi groups in a mobile

blockchain environment using a specific example and Figure 5.1. We consider a

scenario involving two CoSi groups, each having its own blockchain copy. Initially,

CoSi groupA and CoSi groupB have six and seven miners unique to their group

and had not been part of any other groups. These miners can collectively sign

blocks within their groups. Suppose a miner from CoSi groupB joins CoSi groupA

or Blockchain Network A. Due to the miner’s movement, this leads to the forma-

tion of CoSi groupA.1 and CoSi groupB.1. Using the miner’s blockchain copy,

new and unique blocks from Blockchain Network B will be merged into Blockchain

Network A. Later, the miner then can participate and sign new blocks along with

CoSi groupA.1.

Suppose the same miner that moved Blockchain Network B to A moves back to

Blockchain Network B. This will lead to forming CoSi groupA and CoSi groupB

again.

On the CoSi groupA side, if the CoSi group decides to reduce the storage, they

can run a pruning algorithm (Algorithm 8) that can traverse all the blocks and
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find both relevant and irrelevant blocks and prune the irrelevant ones based on the

similarity score (using Eq. 5.1) between the current CoSi groupA and CoSi group

that signed each block. Besides the original blocks or white blocks, we have three

grey blocks, both the solid and dotted grey blocks will return a similarity score of 1

(most relevant block) because all members of CoSi groupA participated in signing

these blocks. However, the dashed grey block was signed by CoSi groupB which will

return 0 similarity score (irrelevant block) because no member within CoSi groupA

has participated in signing that block. Hence the block will be pruned, and only the

block header and block hash will be kept.

Similarly, on the CoSi groupB side, the miner that moved back to Blockchain

Network B will have a copy of Blockchain Network A.1. All new and unique block

will be merged into Blockchain Network B, which include the solid and dashed

grey blocks. If the CoSi group decides to reduce the storage, they can run the same

pruning algorithm. We can see that the solid grey block will be pruned because it has

a similarity score of 0 or no member in CoSi groupB has participated in signing

that block. However, the dotted grey block has one member from CoSi groupB

that signed that block and will return a similarity score of 1
7
using Eq. 5.1 for both

CoSi groupA.1 and CoSi groupB. We can keep this block because it could contain

information about a member of CoSi groupB that was part of CoSi groupA.1 and

mark the block as somehow relevant. In general, blocks that have a similarity score

of 1, between 0 and 1, and 0 can be marked as most relevant, somehow relevant,

and irrelevant blocks, receptively. In this example, we only prune blocks with a

similarity score of 0, but in the evaluation, we use a pruning threshold ranging from

0 and 1 and present its effect in reducing the storage. Finally, The details regarding

pruning blocks are available later in this section or Algorithm 8.
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Figure 5.1: CoSi architecture and example when a new miner joins a new CoSi
group.

CoSi similarity =
|CoSi group1 ∩ CoSi group2|

min(|CoSi group1|, |CoSi group2|)
(5.1)

The CoSi similarity equation (Eq. 5.1) derived from Jaccard similarity coeffi-

cient/index [RV96] calculates the similarity score between two CoSi groups, CoSi group1

and CoSi group2. It does so by dividing the number of common public keys be-

tween the groups (denoted by |CoSi group1 ∩ CoSi group2|) by the minimum size

of the two groups, i.e., the smaller number of public keys in either CoSi group1 or

CoSi group2 (min(|CoSi group1|, |CoSi group2|)). The resulting CoSi similarity

77



score reflects the degree of similarity between the two CoSi groups, ranging from 0

(no similarity) to 1 (identical CoSi groups).

Algorithm 7 outlines the process of adding a new block to the blockchain using

a binary search approach. The algorithm takes two inputs, a new block denoted as

newBlock, and the current blockchain denoted as Tcur. If the current blockchain has

no block, the new block is set as the blockchain’s genesis block at line 3. Otherwise,

the algorithm iterates through the blocks or nodes to find the correct position to

insert the new block. To achieve this, the algorithm utilizes a binary search approach

that compares the new and current blocks’ dimensions. Specifically, the algorithm

determines the axis on which the current node and new block differ and compares

the corresponding dimension values. For example, in line 9, if the dimension value

of the new block is smaller, the algorithm proceeds to the left child block of the

current node, and if the value is equal or larger (line 16), the algorithm proceeds

to the right child or block. This process of dimensions comparison continues until

the algorithm reaches a node with no child block. Once the algorithm finds the

right place to insert the new block, the algorithm proceeds to perform a collective

signing by all miners within the current CoSi group. In the end, the new block will

be appended to the blockchain.

The following algorithm 8, denoted as Prune Blockchain, is proposed to optimize

the storage efficiency of a blockchain network. The main purpose of this algorithm is

to identify blocks that do not significantly contribute to the current group of nodes

and prune blocks to reduce the amount of data stored in the blockchain within the

nodes. The algorithm takes as input the Genesis block, a list of CoSi groups, and a

similarity threshold.

The algorithm starts by calling the “travers” function located at line 1 which

takes a block as input. The algorithm recursively traverses the blockchain starting
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Algorithm 7 Add Block

Input: New Block: newBlock. Current Blockchain: Tcur. CoSi group:
CoSi group.

Output: Updated blockchain
1: if Tcur is empty then
2: Collectively sign(newBlock, leader, witnesess)
3: Tcur.root← newBlock
4: return
5: end if
6: current node← Tcur.root
7: while current node is not None do
8: axis← current node.depth mod len(current node.dim)
9: if dim[axis] < current node.dim[axis] then
10: if current node.left is None then
11: Collectively sign(newBlock, leader, witnesess)
12: current node.left← newBlock
13: return
14: end if
15: current node← current node.left
16: else
17: if current node.right is None then
18: Collectively sign(newBlock, leader, witnesess)
19: current node.right← newBlock
20: return
21: end if
22: current node← current node.right
23: end if
24: end while

from the genesis block. Later, the algorithm checks whether the currently traversed

block is empty. If empty, the function terminates; otherwise, it calculates the sim-

ilarity score between the current CoSi group and the block’s CoSi group using the

CoSi similarity function in algorithm 9. The block is pruned if the similarity score

is less than or equal to the threshold. The algorithm then traverses the blockchain

recursively, traversing the left and right children of the current block. Once it has

traversed all the children of the current block, the algorithm moves to the next block

until it has traversed the entire blockchain and terminates.
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Algorithm 8 Prune Blockchain

Input: Genesis block: T.genesis. List of CoSi group: current CoSi group. Simi-
larity threshold: threshold.

Output: Pruned blockchain
1: function traverse(block):
2: if block is null then
3: return
4: end if
5: CoSi similarity score←CoSi similarity (current CoSi group, block.CoSi group)

6: if CoSi similarity score < threshold then
7: prun(block)
8: end if
9: traverse (block.left)
10: traverse (block.right)
11: end function
12: traverse (T.genesis)

Algorithm 9, called CoSi Similarity, aims to calculate a similarity score using

Jaccard similarity coefficient or index [RV96] between two sets or two CoSi groups.

The input to the algorithm consists of two sets: the set of public keys for the current

CoSi group (CoSi group1) and the set of public keys that signed a specific block

(CoSi group2). The algorithm first finds the common public keys between the two

sets to calculate the similarity score. It then computes the ratio of the length of

the common public keys to the minimum length of the two input sets. This ratio

determines the similarity score, which determines the degree of relevance of the

current block to the current CoSi group. Overall, the algorithm takes the input

of these two sets and outputs a similarity score between 0 and 1 that is used in

algorithm 8.
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Algorithm 9 CoSi Similarity
Input: Two sets: CoSi group1, CoSi group2
Output: Similarity score: CoSi similarity
1: common public keys← CoSi group1 ∩ CoSi group2
2: CoSi similarity← length(common public keys)

min(length(CoSi group1),length(CoSi group2))
[RV96]

3: return CoSi similarity

5.4 Evaluation

In this section, we present our system assumptions, an evaluation of our model (col-

lective signing-based storage optimization) under multiple conditions and compare it

with the state-of-art model (community interest-based storage optimization) such as

[YDXJ20] using two real-world datasets [Big] to present blockchain storage using the

Ethereum Classic, and [LM12] to present community interests based on real Face-

book users. Through the utilization of these datasets, we aim to show the effective-

ness of our proposed model in comparison to existing approaches. We aim to show

the effectiveness of our proposed model compared to existing approaches. We used

400 nodes on a grid with size m× n for the simulation. All nodes get a copy of the

initial blockchain, which only includes the genesis block. Blocks are similar to any

other traditional blockchain except for an extra field that stores the block dimension;

the dimension used is the concatenation of [CoSi grouphash|group center location].

Before conducting the evaluation, it is essential to adhere to the best practices

to let the multidimensional blockchain operate as efficiently as possible based on the

multidimensional blockchain model presented in [ZMP+22]. This entails the selec-

tion of dimensions that can minimize the blockchain depth to improve blockchain

operations, such as forging, scanning, and validation. With this in mind, the collec-

tive signing-based storage optimization model is evaluated under these conditions.

As seen in Fig. 5.2, we present an assessment of the maximum blockchain depth

for four different multidimensional blockchains with 1, 2, 3, and 4 dimensions, as well
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as a DAG blockchain. The dimensions include x and y coordinates, node ID, and

time. Results demonstrate that using a 1-d blockchain can result in a comparable

maximum depth to that of 2, 3, and 4-d blockchains, but not for the DAG blockchain.

It is also notable that the number of dimensions does not affect the blockchain depth

as long as all of them have dimensions that exhibit randomness or uniqueness, such

as coordinates or the block or Merkle hash. Notably, a multidimensional blockchain

with one dimension (preferably a dimension with a broader spectrum of values less

likely to repeat) exhibits the lowest time to forge a block compared to the others,

as demonstrated in the following figure or Fig. 5.3. This is because using a 1-d

multidimensional blockchain can reduce the time spent on block comparisons and

switching between different dimensions.

In light of the importance of reducing the blockchain depth or height to enhance

blockchain operations, selecting appropriate dimensions that can effectively achieve

this objective is also critical. As shown previously, a 1-d blockchain can achieve

the most desirable performance. Another advantage of using only one dimension

for the blockchain is that we can mark every blockchain merge and split by using

a unique identifier for each CoSi group, which can facilitate an efficient tracking

of block production and management of the blockchain [FHB+22]. This unique

identifier is referred to as the CoSi group hash, which is generated by collecting

the public keys of all forgers within the CoSi group, sorting them to prevent other

permutations, and generating a hash for all the sorted public keys, which is then

used as for the block dimension. However, it is paramount to note that the CoSi

group hash has a limited spectrum. Specifically, all blocks generated by the same

CoSi group will have the same block dimension, leading to linear growth in the

maximum blockchain depth and potentially impeding the overall performance of
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Figure 5.2: Maximum blockchain depth comparison for multidimensional and DAG
blockchains.

the blockchain, and resulting in longer branches because future blocks will be added

to the right side of the blockchain tree.

To mitigate this issue, introducing randomness to block dimensions is a po-

tential strategy to reduce the maximum blockchain depth, as stated in [ZMP+22].

Fortunately, our simulation model incorporates a stochastic process that employs

node movement using random walk [HV07, Pan]. This randomness feature can be

leveraged and combined with the CoSi group hash to create a more robust block

dimension. Specifically, our final block dimension comprises a string that contains

(a fixed-size CoSi hash and the CoSi group location). Fig. 5.4 represents a 1-d

blockchain with a block dimension with a limited spectrum (fixed size CoSi group
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Figure 5.3: Time to forge a block in multidimensional blockchains with different
dimensions and DAG blockchain.

hash) and a block dimension with a wide spectrum (fixed size CoSi group hash and

CoSi group location). The results of our evaluation reveal that using one dimension

with a limited spectrum can result in a longer maximum depth with linear growth.

In contrast, a broader spectrum can minimize the maximum depth resulting in

growth similar to logarithmic growth, which can significantly reduce the maximum

blockchain depth.

Next, we explore the impact of high and low mobility for our model by manipu-

lating the interaction between CoSi groups. To achieve this, we utilized a parameter

called aggregation value (agg) as detailed in [Pan]. We selected two values, 0.1 and

0.9, where a smaller aggregation value denotes the nodes are randomly distributed
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Figure 5.4: Comparison of maximum blockchain depth with and without region
information in block dimension.

away from the group center, resulting in high interactions between CoSi groups, and

a larger aggregation value indicates the nodes are closer to the group center, leading

to low interactions between CoSi groups. Results presented in Fig. 5.5 show that a

model with higher mobility (agg = 0.1) tends to have a lower maximum blockchain

depth because more interactions between different CoSi groups create more CoSi

group hashes as the blockchain grows. Since blocks are placed based on their di-

mension values, these CoSi group hashes help append blocks with wider spectrum

dimensions. In contrast, lower interaction between groups (agg = 0.9) can result in

appending more blocks with the same dimensions, which can increase the maximum

blockchain depth.
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Figure 5.5: Effect of mobility on maximum blockchain depth.

In this study, we also explore the time required to forge a block in our model,

using the same aggregation values for low and high mobility conditions, as depicted

in Figure 5.6. Two observations can be discussed in this context. First, as we saw in

previous figures (Fig.5.2 and 5.3), minimizing the maximum blockchain depth can

result in improving the blockchain operations. However, the time to forge blocks re-

mains relatively stable, as demonstrated in Fig. 5.6. This outcome can be attributed

to the fact that collective signing is an expensive process that requires all miners

within each CoSi group to sign their respective blocks. As such, collectively signing

a block generally takes longer than forging a block by a single miner. Secondly, we

observe that CoSi groups tend to have larger sizes in high-mobility scenarios due to
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increased interactions among other groups. This can result in longer block forging

times than smaller CoSi groups in low-mobility scenarios.

Figure 5.6: Block forge time comparison for low and high mobility conditions.

5.4.1 Evaluating The Model

The next part of this section is to evaluate our model (CoSi-based storage optimiza-

tion) with another state-of-the-art model (community interest-based storage opti-

mization [YDXJ20]) using two real-world datasets. The first dataset is [Big], which

is used to generate actual block sizes based on the Ethereum Classic dataset. The

second dataset is the social circles in Facebook [LM12], which introduces community

interest and injects it to the miners since [YDXJ20] lacks the details regarding com-
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munity topics or interests. It is also important to note that we adopted a parameter

or threshold to tune storage optimization for both models to prune or keep the least

and most relevant blocks.

Fig. 5.7 shows our CoSi-based storage optimization under five distinct thresholds

and their overall mean. When the threshold is set to zero, the model traverses

through all blocks and prunes those with a similarity or Jaccard score less than or

equal to zero, based on Algorithm 8 and [RV96]. We believe blocks with similarity

scores equal to zero should be the first to be pruned, given their irrelevance to their

current CoSi group. Our results demonstrate that the CoSi group-based storage

optimization model can effectively prune the most irrelevant blocks per each CoSi

group, leading to storage space savings of approximately 93%. However, it should

be noted that other thresholds can yield even greater storage space savings but

may prune some relevant blocks to their corresponding CoSi group. Ultimately, the

overall mean of our CoSi group-based storage optimization model is around 92%,

indicating the average storage saved per each CoSi group.

Since Fig. 5.7 measures the average storage saved per each CoSi group using our

model, it is pertinent to explore the potential implications of an increase in CoSi

group size, which may require fewer blocks to be pruned. In order to address this

concern, we present Fig. 5.8 to answer this question which provides insights into

the relationship between CoSi group size and the percentage of storage saved. In

this figure, we consider CoSi group sizes ranging from 4 to 36 miners per group. We

can conclude from Fig. 5.8 that as the CoSi group size increases, more blocks need

to be retained, reducing the percentage of storage saved.

Next, we compare our CoSi-based storage optimization with community interest-

based storage optimization found in [YDXJ20] using a real-world community interest

dataset of Facebook users [LM12]. The work done by [YDXJ20] lacks the details
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Figure 5.7: CoSi-Based storage optimization results under five distinct thresholds
and their overall mean.

about how to define community topics or interests, so we implemented community

interests based on Facebook users [LM12] and injected them into the miners in the

simulations.

As demonstrated in Fig. 5.9, the evaluation of storage optimization based on

community interests was conducted under five distinct thresholds. When the thresh-

old is set to 0, we aim to prune blocks with a similarity or Jaccard score equal to 0

using the same Jaccard or similarity formula found in Algorithm 9. Instead of using

public keys, we use community interests to calculate the score.
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Figure 5.8: Relationship between CoSi group size and percentage of storage saved.

Based on the community interests derived from the Facebook dataset, results

indicated a negligible overlap in interests among communities, resulting in almost

no blocks being pruned, and the percentage of storage saved remained close to zero.

Furthermore, when the threshold is less or equal to one, the resulting data was

identical to the data obtained at a threshold of 0.75 because no two communities

share 100% of their interests based on the dataset. Overall, community interest-

based storage optimization resulted in storage savings of approximately 11%.

Lastly, Fig. 5.10 presents a comprehensive comparison between our proposed

CoSi-based storage optimization model, the community interest-based storage opti-
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mization model, as outlined in [YDXJ20], and the blockchain storage optimization

based on unspent transactions (ESS) [WWZC21]. By utilizing multiple real-world

datasets that represent blockchain size, community interests, and unspent trans-

actions, we can summarize that our CoSi-based storage optimization model can

achieve around 92% storage optimization, which is significantly higher compared to

the 11% achieved by the community interest-based model. This performance dis-

crepancy can be attributed to the fact that our proposed model can find and prune

the most irrelevant blocks for each group, which is a challenging task to achieve in

the community interest-based model due to the overlap in shared interests between

communities, making it more challenging to identify and remove the most irrelevant

blocks for each group.

Furthermore, we compare our model with the ESS model found in [WWZC21].

As shown in Fig. 5.10, we can see that the ESS model starts a higher storage opti-

mization, but later as the blockchain grows, the percentage of storage saved drops

to around 81% when the blockchain size reaches 600, 000. ESS can achieve higher

optimization at the beginning because 99.9% of all blocks between block height 0

to 100, 000 are pruned because they are considered in the ESS model as old blocks

with lower query probabilities. However, as the blockchain grows, newer blocks

have higher probabilities of being queried, and hence many of the new blocks are

not pruned, and only 74.9% of the blocks are pruned at blockchain height between

500, 000 to 600, 000. Moreover, the ESS evaluation ends at 600, 000 because their

dataset [Psy] is capped at a blockchain with a height of 600, 000 blocks. Another

observation of the ESS model is that its storage optimization tends to degrade over

time. Since the dataset caps at 600, 000 blocks, we draw a trend for the ESS model

to estimate the future values using a polynomial regression model using [Ost12]. We

can see the ESS model is estimated to continue to degrade in the future. However,
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Figure 5.9: Community interest-Based storage optimization [YDXJ20] results under
five distinct thresholds and their overall mean using Facebook dataset [LM12].

our and the community interest-based storage optimization models continue to run

stable over time.

Overall, our evaluation results demonstrate that the CoSi-based storage opti-

mization model outperforms the community interest-based and ESS models and

can be a useful approach to optimize storage space in blockchain systems.
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Figure 5.10: Comparison between CoSi-based (our model), community interest-
based storage optimization model based on [YDXJ20], and the ESS model
[WWZC21].

5.5 Conclusion

In conclusion, this chapter proposes a novel Collective Signing-Based Blockchain

Storage Optimization (CSBSO) model that uses an efficient blockchain structure

to address the scalability issue of blockchain storage in mobile IoT. The proposed

model utilizes a multidimensional blockchain structure and extends the existing

CoSi protocol to reduce the storage overhead and manage and retrieve blocks more

efficiently. The approach for storage optimization includes identifying all kinds
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of blocks (relevant, somehow relevant, and irrelevant blocks) and pruning all the

irrelevant blocks per each group based on the Collective Signing protocol. Our

experiments with two real-world datasets show that our collective signing-based

storage optimization can effectively optimize storage and outperform existing state-

of-the-art techniques and save up to 92% of storage space.
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CHAPTER 6

LIMITATIONS, FUTURE WORK, AND CONCLUSION

In this dissertation, we discuss how to advance the current blockchain model

to achieve a more efficient, scalable, and resource-optimized blockchain for mIoT

systems. In Chapter 3, we propose a multidimensional, graph-based blockchain

for mIoT. We then design an efficient approach for merging multidimensional in

Chapter 4. Afterward, in Chapter 5, we propose CSBSO, a collective signing-based

blockchain storage optimization. In this chapter, we discuss the limitations of each

work, possible future directions, and concluding remarks.

6.1 Limitations and Future Work

6.1.1 An Optimized Collective Signing Protocol for Blockchain

in Mobile IoT

In Chapter 5, we introduce a blockchain storage optimization model that utilizes a

collective signing protocol to reduce the blockchain storage overhead in mIoT. We

also mentioned techniques that can help reduce the maximum blockchain depth to

maintain the intrinsic feature that allows multidimensional blockchains to run effi-

ciently. An example of such a technique is introducing stochastic randomness based

on nodes’ movements to the block dimension. Adding stochastic randomness in the

block dimension reduces the blockchain depth, which can help improve blockchain

efficiency because it allows us to traverse the blockchain with fewer comparisons

[ZMP+22]. Despite efforts to minimize the maximum blockchain depth, the time

to forge blocks can fluctuate and then stabilize for 400 nodes due to the inherent

complexities of the CoSi process in Figure 5.6. We expect the average forge time
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to increase if the number of nodes increases because collective signing requires all

miners within each CoSi group to sign their respective blocks. So if the group be-

comes larger, what would the impact of the CoSi protocol be on the performance

and efficiency of blockchain systems? In addition, what strategies or alternative

methods could be developed to mitigate these limitations? Future work or direction

can explore ways to optimize the CoSi process to deal with larger groups in dynamic

environments while maintaining a sufficient number of nodes to sign new blocks.

6.1.2 Investigating the Energy and Memory Cost of Merg-

ing Blockchains in mIoT

The process of merging multiple blockchains may result in significant energy con-

sumption, especially when dealing with sizable blockchains that frequently split and

merge. Considering those scenarios, the merging process can present challenges for

mobile IoT devices due to their restricted energy capacities. Although Chapter 4

presents a proof-of-concept, further investigation is required to study the actual cost

of the memory and energy requirements. Future work could investigate the implica-

tion of merging multiple blockchains by measuring the energy cost and assessing the

memory requirements. Another future work could also identify potential challenges

and limitations in implementing the proposed merging process in real-world mobile

IoT environments.

6.1.3 Mitigating Security Risks During Blockchain Merging

When merging multiple blockchains, an attacker can take advantage of launching

multiple attacks. For example, an attacker can simultaneously post the same trans-
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action on multiple blockchains. If the merging process does not carefully manage this

type of malicious behavior, an attacker can submit one transaction multiple times,

which can cause double-spending. Future work to address this issue could include

ensuring proper synchronization during the merge process by designing a protocol

to confirm the order of transactions or implementing measures to verify the state

of multiple chains. Another possible attack that a malicious user can launch is the

Sybil attack. For example, an attacker can create multiple identities and control the

network; more specifically, the attacker can control the flow of information within

the network, deciding which transactions get processed or blocks get added to the

blockchain. To mitigate the risk of a Sybil attack, a possible future direction could

be implementing a distributed reputation system to help verify nodes’ identities to

prevent a malicious node from creating multiple identities.

6.1.4 Protecting Resource-Optimized Blockchain Applica-

tions from Storage Manipulation Attacks

In Chapter 5, pruning blocks based on CoSi protocol is the primary method to

achieve storage optimization. Although the CoSi protocol can identify and prune

the most irrelevant blocks and keep the relevant blocks, a malicious entity can still

initiate attacks to manipulate the available storage for some nodes. For example,

an attacker can launch block flooding, which can overwhelm the system by sending

multiple blocks to manipulate nodes’ storage. This can affect the nodes by not being

able to optimize the storage to store the most relevant block, which can compromise

the overall blockchain integrity. Another way for an attacker to apply a storage

manipulation attack is by creating multiple identities to generate relevant blocks,

making the system store fake but perceived as relevant blocks. Possible future work

97



to mitigate those risks is to design systems that can detect those attacks and enforce

some limit on block or transaction generation. Another potential future work is to

build more robust pruning techniques, which can determine if the perceived relevant

blocks are part of a malicious attack by a specific node or group aiming to manipulate

network participants’ storage.

6.2 Conclusion

In this dissertation, we present different approaches to advance the scalability, ef-

ficiency, and storage optimization of blockchains in mIoT. The scope of this re-

search covers blockchain-based applications in resource-constrained, self-organized,

and self-configured mobile IoT devices. In our first study, we propose a multidimen-

sional, graph-based blockchain structure that utilizes k-dimensional spatiotemporal

space to address the challenges of applying blockchain in mobile networks with lim-

ited resources and the performance limitation of traditional chain or graph-based

blockchains. We then observed that these multidimensional blockchains could fre-

quently split and merge in dynamic mobile networks, leading to wasted computa-

tional power in processing identical blocks. To address this issue, we developed an

efficient merging approach for multidimensional or graph-based blockchains, which

minimizes the processing of identical blocks during merging in Chapter 4. After-

ward, in Chapter 5, we propose CSBSO, a collective signing-based blockchain storage

optimization model, to reduce the storage costs of mobile IoT nodes. Finally, 6, we

highlight some limitations of each work and provide a road map for future research

directions.
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Marmolejo-Cosśıo. Fairness and efficiency in dag-based cryptocurren-
cies. In International Conference on Financial Cryptography and Data
Security, pages 79–96. Springer, 2020.

[BPS16] Iddo Bentov, Rafael Pass, and Elaine Shi. Snow white: Provably secure
proofs of stake. IACR Cryptol. ePrint Arch., 2016:919, 2016.

99



[BSHC18] Zijian Bao, Wenbo Shi, Debiao He, and Kim-Kwang Raymond Chood.
Iotchain: A three-tier blockchain-based iot security architecture. arXiv
preprint arXiv:1806.02008, 2018.

[CL+99] Miguel Castro, Barbara Liskov, et al. Practical byzantine fault toler-
ance. In OsDI, volume 99, pages 173–186, 1999.

[CLP+20] David Cordova, Alexandre Laube, Guy Pujolle, et al. Blockgraph: A
blockchain for mobile ad hoc networks. In 2020 4th Cyber Security in
Networking Conference (CSNet), pages 1–8. IEEE, 2020.

[CLRS09] Thomas H. Cormen, Charles E. Leiserson, Ronald L. Rivest, and Clif-
ford Stein. Introduction to Algorithms. MIT Press, Cambridge, MA,
USA, 3rd edition, 2009.

[CLY19] Xiaojiao Chen, Sianjheng Lin, and Nenghai Yu. Bitcoin blockchain
compression algorithm for blank node synchronization. In 2019 11th
International Conference on Wireless Communications and Signal
Processing (WCSP), pages 1–6. IEEE, 2019.

[CZC21] Mingrui Cao, Long Zhang, and Bin Cao. Toward on-device feder-
ated learning: a direct acyclic graph-based blockchain approach. IEEE
Transactions on Neural Networks and Learning Systems, 2021.

[Dan15] Quynh H Dang. Secure hash standard. 2015.

[DDK+21] Panagiotis Drakatos, Erodotos Demetriou, Stavroulla Koumou, An-
dreas Konstantinidis, and Demetrios Zeinalipour-Yazti. Towards a
blockchain database for massive iot workloads. In 2021 IEEE 37th
International Conference on Data Engineering Workshops (ICDEW),
pages 76–79. IEEE, 2021.

[Ded] Dedis. Dedis/cothority: Scalable collective authority. Accessed on 12
January, 2023.

[DKJG17] Ali Dorri, Salil S Kanhere, Raja Jurdak, and Praveen Gauravaram.
Blockchain for iot security and privacy: The case study of a smart
home. In 2017 IEEE international conference on pervasive computing
and communications workshops (PerCom workshops), pages 618–623.
IEEE, 2017.

100



[DKJG19] Ali Dorri, Salil S Kanhere, Raja Jurdak, and Praveen Gauravaram.
Lsb: A lightweight scalable blockchain for iot security and anonymity.
Journal of Parallel and Distributed Computing, 134:180–197, 2019.

[DKSP19] Pietro Danzi, Anders E Kalør, Čedomir Stefanović, and Petar
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