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ABSTRACT OF THE DISSERTATION
FACILITATING EMERGING NON-VOLATILE MEMORIES FOR ENSURING
SECURITY AND DEVICE TRUST
by
Farah Ferdaus
Florida International University, 2022
Miami, Florida

Professor Md Tauhidur Rahman, Major Professor

Emerging non-volatile memory (NVM) technologies such as Magneto-resistive
random access memory (MRAM), Resistive RAM (ReRAM), Ferroelectric RAM
(FeERAM), and Phase Change Memory (PCM) have shown great potential for build-
ing next-generation computing systems because of their near-zero leakage, unlim-
ited endurance, scalability, fast speed, and high-density characteristics. While the
MRAM has the potential to replace static RAM (SRAM) in large-scale and low-
power on-chip caches and dynamic RAM (DRAM) in energy-efficient main memory,
the ReRAM is a promising candidate for low-power and large-scale main memory
and storage systems. Emerging cost-effective, low latency, high performance, and
low energy memories can be used as a stand-alone memory chip or integrated at
the same process nodes of microcontrollers, system-on-chip, and FPGAs; thus be-
coming an excellent candidate for applications requiring high security and efficient
NVM embedded in semiconductors such as Internet of Things (IoT), wearables,
tablets, smartphones, consumer electronics, artificial intelligence, industrial, auto-
motive, and medical. While these memories play essential roles in performance, they
can also be used as core components to ensure system and supply-chain security.
Higher levels of security can be achieved by implementing security primitives or dig-

ital signatures within integrated circuit semiconductor hardware and using them in
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secure communication, authentication, and other cryptographic operations. On the
other hand, these inherent properties of emerging memories can be used to protect
cloning and other means of counterfeiting. This thesis will explore the prospect of
emerging memory chips to ensure system and supply-chain security issues. First,
a new idea of hiding information in commercial off-the-shelf (COTS) ReRAM is
presented for secure and covert data storage. Second, this work proposes a low-cost,
non-invasive, robust watermarking technique using COTS ReRAM to identify ma-
jor counterfeiting types, such as remarked, overproduced, and cloned. Third, COTS
MRAM-based security primitive, i.e., True random number generator or TRNG,
is proposed and demonstrated for low-cost alternatives to generate random keys,
cryptographic nonces, session keys, one-time-pad, etc., for the secure operation of

electronic devices and systems.
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CHAPTER 1
INTRODUCTION

1.1 Motivation

The field of cybersecurity has predominantly focused on the security of the software
and the communication network due to the assumption that the underlying hardware
is trustworthy and reliable. However, emerging attack vectors on hardware origi-
nating from the untrusted global supply chain, along with unintentional design and
integration-caused hardware vulnerabilities, questions the well-regarded notion of
hardware ‘root-of-trust’. Furthermore, the connected ecosystem of numerous sensor-
enabled smart systems around us has introduced unprecedented hardware-assisted
attack vectors. In this thesis, we are unlocking the potential of emerging memories
in cybersecurity before and after the deployments of memory chips in the system.
During the post-deployment, data in transit and data in motion are the primary
targets of an attacker. Current solutions are either expensive or require additional
hardware of different types. This research focuses on using a single hardware com-
ponent that is already in the system to ensure cybersecurity, which is possible due to
the intrinsic properties of emerging memory chips. In this research, we use emerging
memory chips to ensure low-cost data and communication security by hiding data
using the intrinsic properties of emerging memory chips and generating high-quality
random numbers, respectively. To ensure supply chain authenticity, we use the same
memory chips to watermark the manufacturer information, which can be imprinted
in both commercial stand-alone or embedded memory chips.

In past two decades a lot of research has been done on memory-based security
solutions. Memory-based security solutions are cheaper to implement as they do

not require any new hardware, and most electronic devices are already equipped



with memory components. However, conventional memory-based security primi-
tives or anti-counterfeiting solutions have at least one of the following limitations
[KPH™19, IGKSTOT, FBTR22] - (i) take longer time to evaluate, (ii) require a new
power cycle, (iii) power inefficiency, and (iv) unreliable under adverse operating con-
ditions. Fortunately, emerging memories are inherently free from such limitations
(faster, power-efficient, and robust against adverse operating conditions). Therefore,
emerging memories are more preferred candidates for generation security primitives
and anti-counterfeiting solutions. Additionally, conventional memories (dynamic
random access memory or DRAM, static random access memory or SRAM, NAND
flash, etc.) are also expected to be replaced with emerging memories in all future
electronic devices for better performance and potential gains in manufacturing costs.
Unfortunately, very limited research has been done on emerging memories from the
security perspective; and even though there are few, those research are mostly per-
formed in simulated environments or need strict requirements on operating condi-
tions (e.g., precise control over current/voltage pulse width/magnitude/waveform)
[YDW™18, VDNP16, PWG™20, YAM™21]. In this dissertation, we focus on miti-
gating this research gap and exploring various security solutions using commercially
available emerging technologies. Among many different emerging memory tech-
nologies, MRAM (magneto-resistive random-access memory) and ReRAM (resistive
random-access memory) are the most promising candidate due to their high density,
scalability, speed, compatibility with existing CMOS technology, non-volatility, low
leakage power, asymmetric read/write latency, and asymmetric read /write energy.
SRAM- or DRAM-similar read latency and energy with cell size between DRAMs
and SRAMs under the same capacity makes MRAM a promising replacement of
SRAM for large-size and low-power on-chip caches as well as an energy-efficient

alternative to DRAM. ReRAM has higher densities compared to DRAM, better



endurance compared to NAND flash, and is capable of achieving DRAM-similar
read latency and energy. Therefore, these features make them potential candidates
for building large-size and low-power main memory and high-performance storage.
Hence, we mainly focus on these two types of emerging memories while exploring

new security solutions.

1.2 Research Problem

Existing memory-based security solutions can be broadly categorized into three
domains- (i) memory-based security primitives, such as, PUF (physical unclonable
function) and TRNG (true random number generator) [SD07, (GKST07, MJS™16,
RXET14, [KPHT19, WYWT12, [KLK17], (ii) memory-based anti-counterfeiting solu-
tions such as, PUF and watermarking [TMR™20, [GDT14|, [SD07, I(GKSTQT7], and (iii)
enhance security of storage device by data hiding [WYX™13]. Therefore, this deser-
tion reevaluates the following security problems by discussing these three security
domains from the perspective of emerging memory-

1. Semiconductor supply chain vulnerability: Fabricating chips in untrusted
facilities is increasing worldwide, paving the way for counterfeit chips to the supply
chain. Especially it has become a global concern since the introduction of the hor-
izontal supply chain (Fig. . In a horizontal supply chain, each step of the chip
manufacturing process is taken care by different parties [FC18]. Without establish-
ing a root-of-trust among these fabrication facilities, chips can be counterfeited at
any stage of this chip manufacturing process. For example, the design can be cloned
while flowing among different facilities, and the fabrication and assembly facility
can overproduce and distribute to the market. Moreover, a counterfeiter can recycle

chips from old PCB boards and sell them as new. Among different types of counter-



feiting, cloned, remarked, and recycled I1Cs are the most common type and usually
occupy >80% of the total counterfeit IC market share [FC18]. Furthermore, memory
and memory-based integrated devices (microprocessor, microcontroller, FPGA, etc.)
are the most targeted by the counterfeiters as they are the most expensive component
of a system. Therefore, the memory-based anti-counterfeiting solution can protect
memory and memory-integrated ICs against such counterfeitings. Among different
memory-based anti-counterfeiting solutions, memory-based PUF and watermarking
techniques are the most effective and can prevent a wide range of counterfeitings, in-
cluding recycled and cloned ICs. However, the PUF-based technique usually requires
maintaining a centralized database which is expensive to maintain. Therefore, this
dissertation aims to design an emerging memory-based chip watermarking protocol

that does not require any special lab facility or hardware modification.

Remarked
Cloned
Design —P Fabrication =P Assembly P Distribution —P End-of-life
to market cycle

Overproduced, Defective U

Recycled, Remarked

Overproduced, Defective, Cloned

Figure 1.1: Threat model for modern horizontal supply chain [FCI1§].

2. Security vulnerability of storage devices: The recent progress in computer
hardware enables one to perform a large computation within a reasonable amount
of computation time. Therefore, an attacker can perform a brute-force attack on
encrypted data within a reasonable time period using such modern computation
devices. One way to prevent such attacks is to increase the key length arbitrar-
ily; however, increasing the key length is not always possible if there is a resource

constraint in the victim device. In addition, the conventional encryption mecha-



nism cannot provide any security against ransom attacks even with an arbitrarily
large encryption key [MP17]. However, it is well demonstrated that the data hid-
ing technique can be an excellent mechanism against such brute-force attacks and
ransom attacks. Data hiding is a relatively new technique that is analogous to
steganography. Data hiding techniques can safeguard data by concealing the secret
information so that the secret message’s existence cannot be revealed by regular
read /write operation, which is the key advantage of data hiding over standard cryp-
tographic techniques. Additionally, in the particular event of a ransom attack, even
if the ransomware encrypts the whole storage device, the hidden data in memory can
still be recovered as data hiding uses different properties from regular read/write
operations. Therefore this dissertation also aims to design a data hiding technique
that can enhance security of critical user data against brutefore and ransom attack.
3. On-device security primitives: Memory-based TRNGs/PUFs are widely
used in many application, including generating device signature, statistics, simula-
tion, gaming, etc. However, the most significant use of security primitive is securing
communication between a server and an individual. Fig. shows the simplest
communication protocol, where both server and user communicate with each other
without using any encryption technique. Such communication is not secure and can
be easily eavesdropped on by simply tapping the communication channel. How-
ever, introducing a random number generator can easily defend such attacks (Fig.
. In this protocol, the user first sends a request to the server to initiate the
communication. In reply, the server sends its public key (Kpupic) to the user. The
user generates a random number (Kgyg) and encrypts with the public key. Then
he sends the encrypted random number (Kpupic(Krne)) to the server. The server
decrypts the random number using its private key (Kprivate). Once both the user

and server have the Kgry¢, all further communications are encrypted with Kgne.



Therefore, Kryg plays the role of establishing a secure communication channel
which is also known as the session key. The communication protocol presented in
Fig. is secure as long as the Kgyg generated at user end has the sufficient
entropy. This random number-based protocol is widely used as a part of modern
HTTPS protocol. Although TRNGs can be implemented as a separate hardware
module, memory-based security primitives are preferred as memories are readily
available in most electronic devices. In this dissertation, we propose a high-speed
TRNG with high entropy, which can be applicable to futuristic devices equipped

with emerging memories.

Initiate communication

A\ 4

K

public

User Kpublic(KRNG) Server

| User I: :I Server (Koubiicr Kprvare)
Kang(--)
y
| Eavesdropping |

() (b)

Figure 1.2: (a) Threat models for user-to-server communication protocol, (b)
A TRNG-based solution to improve security.

\ 4

1.3 Research Objectives

Below are the research objectives (RO) and corresponding research questions (RQ)

that we explore in this dissertation.



1.3.1 Research Objective 1: Using ReRAM for Device Wa-

termarking and Data Hiding

Watermarking and data hiding are usually done on top of stored data. The current
ReRAM is primarily used as storage memory; therefore, we explored the possible
opportunity to watermark/hide data on ReRAM. We answer the following questions

to achieve this objective —

« RQ1: Which property of ReRAM is appropriate for watermarking and data
hiding” What is the physics behind it?

« RQ2: How robust is the watermark data? What would be the appropriate
protocol to verify the watermark data? What is the imprinting /reading speed?

« RQ3: How robust is the data hiding technique? How long can it sustain, con-
sidering the normal usage of ReRAM?

« RQ4: How secure the hidden data is? Is there any scope to improve security?
We explored the following goals to answer the above research questions —

1. Robustness and performance analysis of watermarking technique: We
analyzed the robustness of our proposed watermarking technique by varying the
operating conditions (voltage, temperature). We also analyzed the performance
of our watermarking technique by experimentally evaluating the imprinting /read-
ing speed of watermark data. We also demonstrated a simple protocol to verify
the watermark data securely.

2. Robustness and performance analysis of data hiding technique: Similar
to the watermarking technique, we analyzed the data hiding technique’s robust-
ness by varying operating conditions. We evaluated encoding and retrieval time

as a basic data hiding scheme’s performance metric. We also verified the im-



pact of the typical read/write operation before and after hiding information on
ReRAM.

3. Security analysis of data hiding technique: We performed a detailed se-
curity analysis of our proposed data hiding scheme and demonstrated a possible

security improvement in order to make the data more invisible to the attacker.

1.3.2 Research Objective 2: Using MRAM as a True Ran-

dom Number Generator (TRNG)

Throughput (speed) of TRNG is an important consideration for most applications.
Due to low access time of MRAM, we aim to explore possible opportunities to
generate random numbers using MRAM. We answer the following research questions

in order to attain this research objective.

« RQ5: Which property of MRAM is suitable for generating random numbers?
What is the physics behind it?

« RQG6: How robust will it be if we can use MRAM as a TRNG? How can we
verify if the generated sequence is truly random?

« RQ7: What would be the TRNG throughput (speed)? Is it comparable with

existing conventional memory-based solutions?
To answer above questions, this dissertation explores the following goals —

1. Developing TRNG technique: We explore the physical characteristics of
MRAM and determine the impact of different timing parameters on MRAM. We
characterized the data error induced by the reduced value of timing parameters.

We also quantified the temporal variation of the error pattern and determined if



this bit error can generate true random numbers. We used the NIST test suitdl] to
verify the randomness of the error pattern. The NIST test suite is a standardized
tool to check the mathematical properties of a random sequence.

2. Source of entropy: The limited source of entropy of existing memory-based
TRNG is the key basis of exploring proposed memory-based TRNG. The startup
state-based SRAM TRNG requires minor modifications to the conventional SRAM
array to improve the instability of SRAM cells and ensure the randomness and
quality of TRNGs in the context of device stress and long-term aging. Hence,
the SRAM-based TRNG suffers from limited entropy, the throughput is consid-
erably lower, and it needs a new power cycle to generate the random number.
Similarly, the throughput of the Flash-based TRNG, which utilizes the program
disturb characteristics, is very low. In addition, Flash-based TRNG, which uti-
lizes partial programming, requires precise control of program time, which is
chip-specific. This technique also requires periodic refresh operations for identi-
fying noisy bits due to flash memory’s finite data retention property. Further-
more, DRAM-based TRNG can be generated either by varying DRAM Latency
parameters (for example, retention/activation/precharge latency) or using the
startup condition. Likewise, SRAM, the limitation of the DRAM startup-based
TRNG, is the requirement of a new power cycle to generate the random number,
which is not feasible for a run-time system. On the other hand, DRAM latency-
based TRNG requires precise control over specific memory addresses, which is
hard to achieve due to the granular structure of DRAM. In contrast, the main
hypothesis of MRAM-based TRNG is that if the MRAM cell resistance is approx-

imately halfway between the low and high resistance states (metastable state),

INIST test suite is the widely accepted standard to verify randomness of a sequence.
It checks fifteen standardized mathematical properties of random number generator.



the corresponding output should be random due to the random thermal noise.
By reducing timing parameters during the write operation, we can reach such
metastable states, and as a result, the MRAM cell demonstrates very indeter-
ministic or chaotic behavior. Therefore, the magnetic orientation can not settle
into one particular direction that gives a strong ‘1’ or strong ‘0’ and we have
used this phenomenon to generate random numbers. The main advantages of
our proposed MRAM-based TRNG are- it does not require any new power cycle,
throughput is considerably high, and timing parameters are easily controllable
due to the inherent architecture of MRAM.

3. Analyzing the robustness and the resiliency of the proposed TRNG:
Since we are using physical phenomena of MRAM chips, the quality of random
numbers can be affected by external influences. Furthermore, an attacker can
change the operating condition to influence the TRNG output. For example, a
high voltage can be applied to reduce entropy, which has been demonstrated in
other hardware-based TRNG [XRFT14]. Therefore, once we adopt the TRNG
algorithm, we induce practical variation in operating conditions (temperature,
external magnetic field) to verify the robustness of the proposed TRNG.

4. Analyzing the performance of the proposed TRNG: We also evaluated the
throughput (speed) of our proposed TRNG from experimental data and compared

it with existing conventional memory-based solutions.

1.4 Research Approach

This research aims to ensure hardware-based security and trust for in-transit and
rested data using emerging memory technologies. Emerging technologies offer noise

sources that can be utilized to design robust, high-throughput, and high-quality

10



security primitives (i.e., true random number generator or TRNG). Besides, novel
approaches, e.g., data hiding or digital imprinting, can prevent IC piracy and se-
curely store information, strengthening the integration of emerging memories in the
modern computing system. The following subsections describe our research method-

ologies through this dissertation proposal.

1.4.1 Hiding Information in ReRAM

First, to hide the information, we perform repeated switching operations (alterna-
tively writing 0’s and 1’s) to change the physical properties of commercial ReRAM,;
therefore, the time to write ‘0" (t,0) and ‘1’ (¢,1) of stressed cells deviates from the
fresh cells. We observe that both ¢, and t,; increase due to the repeated switch-
ing operation. After a certain number of switching operations, the stressed cells
become completely separable from fresh cells. Each switching operation gradually
degrades the resistance of high resistance states, which are permanent; thus cannot
be reversed. Using this unique property, we demonstrated that ReRAM could be an
excellent storage medium to hide information. Our proposed cost-effective technique

can be implemented using a software program in a low-level memory interface.

1.4.2 Preventing Counterfeit ReRAM Devices

Our proposed cost-effective anti-counterfeit solution, watermarking technique, im-
prints the watermark through repeatedly stressing the memory cells by alternatively
writing ‘1" and ‘0. As mentioned in Sect. [1.4.1] repeatedly stressing the ReRAM
cell increases its write time (for both logic ‘0’ and ‘1’). To this extent, our technique
imprints logic ‘0’ and ‘1’ by representing the fresh and stressed memory cells, re-

spectively. Later, we retrieve the imprinted sequence by observing the write time of
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corresponding memory cells. Thus, our proposed technique can be directly deployed

into available commercial products.

1.4.3 MRAM-based TRNG

We propose a technique of generating consumer-off-the-shelf (COTS) MRAM-based
TRNG that relies on the bit errors obtained due to reduced write latency. Memory
cells show indeterministic characteristics at the reduced latency and generate erro-
neous bits due to unreliable write operation; therefore, appropriate reduced time
selection is essential for generating robust, high-quality TRNG using MRAM. Only
a few memory cells, hence addresses are error-prone at a specific suboptimal write la-
tency. Hence, memory cells are classified as persistent and noise-prone cells through
error characterization, and a subset of erroneous memory cells is determined to gen-
erate TRNG. Noisy cells are excellent candidates to generate TRNG. However, to
generate a robust TRNG, we need a cell selection algorithm to filter biased cells from
those noise-prone cells because all cells do not provide the same entropy level. Our

proposed cell selection algorithm filter unbiased cells by determining an appropriate

threshold.

1.5 Dissertation Contributions

The dissertation contributions can be summarized as follows —

1. We proposed a low-cost technique for hiding data in commercially available
ReRAM chips to conceal sensitive data preventing the critical and bothersome

data privacy problem.
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« The impact of repeated stressing on ReRAM write (set/reset) time is char-
acterized experimentally, and we observe that the ReRAM set/reset time

increases monotonically with the stressing level.

e In our hiding scheme we define fresh ReRAM cells as logic ‘0’ and partially
worn-out memory cell as logic ‘1. We retrieve the hidden data by observing

ReRAM write (set/reset time through standard digital interfaces.

o The silicon results verify the robustness, performance, stress tolerance (typ-

ical memory usage), and security of our proposed technique in multiple

COTS ReRAM chips.

2. Our proposed low-cost technique of embedding watermarks in devices with ReRAM
manipulates ReRAM’s analog physical characteristics through repeated switching

(set/reset) operations to prevent perennial electronic counterfeiting problems.

o Imprinting is performed through repeated switching (i.e., flipping ReRAM
cell content) operations to only those ReRAM addresses, which are sup-
posed to hold the logic ‘1" of the watermarked data. The switching oper-
ations are repeated until sufficient differences are developed in the set/re-
set time between fresh and stressed memory cells. Retrieval of imprinted
watermarked data is performed through the standard digital interface by

observing ReRAM set/reset time.

o The throughput and robustness of our watermarking technique in multiple
commercial ReRAM chips validate the direct deployment of the proposed

scheme into available commercial products.

o As the technique is irreversible, the imprinted watermark can not be easily

removed or destroyed, making the watermark tamper-proof.
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3. We demonstrate a true random number generation technique from energy-efficient

COTS MRAM chips by manipulating the write latency of MRAM.

« We extensively characterize the errors obtained from reducing the write time
from the manufacturer’s recommended value during the write operation.
Some cells’ errors are entirely random, whereas some cells show deterministic
behavior. Furthermore, we propose an algorithm to select the most suitable
memory cells that exhibit true randomness to generate robust and high-

quality random numbers.

e The system throughput and robustness analysis of the proposed TRNG
in multiple COTS Everspin toggle MRAM chips under a wide range of
operating conditions validate the direct deployment of the MRAM-based

TRNG into available commercial products.

In summary, this dissertation paves the way to replace conventional memories
with emerging memories in various security applications that are unexplored in
previous research works. My dissertation demonstrates the capability of emerging
memories in security applications and might be used as a reference for all futuristic
devices where conventional memories are unavailable. Therefore, the dissertation

statement of this work is:

An effective and efficient framework by characterizing data obtained from
varying latency parameters or manipulating analog physical characteristics of
emerging memories can strengthen hardware security for any low-powered and

low-cost devices.
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1.6 Organization of the Dissertation

The rest of this dissertation is organized as follows. Chapter 2] provides the necessary
background on different emerging memory technologies such as MRAM, ReRAM,
PCM, FRAM, etc. Chapter |3| presents the proposed information hiding and ex-
tracting algorithms, including the method for characterizing the changes that oc-
curred in commercial ReRAM write time due to memory stressing, and exhibits the
effectiveness of the proposed scheme and security perspective through obtained re-
sults. Then, Chapter 4| discusses the proposed watermark imprinting and extracting
mechanism and exhibits obtained results. Next, Chapter [5[ describes the proposed
technique of generating true random numbers, including cell characterization and
suitable bit-selection algorithm, and demonstrates obtained results to verify the
quality and robustness of the proposed TRNG. Finally, Chapter [6] concludes this

dissertation.
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CHAPTER 2
EMERGING NON-VOLATILE MEMORIES

The main components of the conventional memory hierarchy are on-chip caches
(i.e., SRAM), off-chip main memory (i.e., DRAM), and storage (i.e., solid-state
drive (SSD) and/or hard disk drive (HDD). Continual scaling down in technol-
ogy introduces enormous challenges such as substantial process variation, crucial
transistors’ sensitivity to different operating conditions, significant power consump-
tion, etc., to the existing memory chips. Current mainstream volatile memories
(i.e., SRAM and DRAM) suffer from scalability, density, memory persistency, per-
formance, reliability, and leakage issues. On the other hand, existing non-volatile
memory (NVM)(i.e., NAND Flash) suffers from performance, endurance, high write
energy, and reliability problems. Due to these limitations, existing memories are
incompetent in delivering ever-increasing demands of power-efficient, smaller, and
high-performance multi-core and large-scale computing systems [MDB¥02].

In recent years, academic and industry researchers have made a lot of effort in
the research and development of these emerging NVM technologies (e.g., Magneto-
resistive RAM (MRAM), Resistive RAM (RRAM), Phase Change Memory (PCM),
and Ferroelectric RAM (FeRAM)) to turn them into promising alternatives to con-
ventional memory technologies to integrate them into different levels of the mem-
ory hierarchy [LNG™10, [ZZYZ09, WYGW12, MDH™01]. Due to their propitious
scopes, such as zero leakage, high density, scalability, CMOS compatibility, and
high endurance, industries such as Everspin, Fujitsu, Intel/Micron, and Cypress
have already commercialized MRAM, ReRAM, PCM, and FRAM chips, respec-
tively. Intel and Micron’s 3D XPoint memory technology is a remarked example of
the adoption of NVM as a cache for SSD and promises 1000x lower latency as well

as higher endurance than NAND flash [Int]. In addition, emerging NVMs have been
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investigated to a great extent to integrate into low-power applications, such as the
Internet of Things (IoT), wearable devices (e.g., smartwatch, smart glasses), tablets,
smartphones, automobiles, and medical devices (e.g., hearing aids). However, before
reaching maturity, it is essential to understand their opportunities and drawbacks
and leverage them efficiently to improve next-generation computing systems’ secu-
rity, performance, power, and reliability.

Although PCM and FRAM have been successfully commercialized in the re-
cent past, the popularity of PCM and FRAM is diminishing due to the following
limitations- (i) high-temperature sensitivity, (ii) low endurance, and (iii) poor scala-
bility at lower technology node [LLW™12, [FR21]. However, MRAM and ReRAM are
inherently free from such limitations, and as a result, industry attention is shifted to
MRAM and ReRAM. Thus, this dissertation mainly focuses on the potential usages
of MRAM and ReRAM in security applications. This chapter briefly discusses the

architecture and operating principle of MRAM and ReRAM cells.

2.1 MRAM

The core element of MRAM is the magnetic tunnel junction (MTJ) that uses
the Savtchenko switching (Toggle MRAM) [ADSI16] or spin-transfer torque (spin-
transfer torque or STT MRAM) [ADSI16l [FR21] property to store both data states
(high and low). The 1T-1IMTJ MRAM bit cell comprises two ferromagnetic layers
separated by a thin dielectric tunnel oxide (AlOx or MgO) layer (Fig. 2.1a]). One
layer’s magnetic orientation is permanently fixed, commonly referred to as the ref-
erence (or fixed) magnetic layer (RML). In contrast, the other layer’s magnetization
can freely be oriented depending on the magnetic field, known as the free magnetic
layer (FML). The FML is composed of NiFe synthetic antiferromagnet (SAF). The

substantially higher magnetic anisotropy of RML compared to FML ascertains the
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stable magnetization direction of FML during memory read/write operation. The
resistance states determine the bit that will be stored in the memory array. When
both the FML and RML are aligned in the same direction (a large current passed
from SelectLine or SL to BitLine or BL through the barrier layer), the MTJ produces
low electrical resistance. On the other hand, when their magnetic field orientation is
opposite, the resistance becomes extremely large; hence, almost no current or weak

current flows through the barrier layer. Therefore, the MTJ exhibits high electrical

resistance.
Magnetic Field Parallel (low R) Resistance
RLow Rngh
g \ RRef \
i Anti-Parallel (high R) § : ARU;—: i :._ : +
o b
| AlOx | S : 60L°w: : :SOHig : +
F @' Magnetic ! : : : !
Field L 1 L
Write Current Cell Resistance Magnetic Field
(a) (b) (c)

Figure 2.1: (a) Toggle MRAM cell structure with MTJ. (b) Schematic
representation of Gaussian resistance (R, and Rpg, states) distribution of
larger-sized MTJ array [ADS16]. (c) Principle of tunneling
magnetoresistance (TMR) [TDK].

Writing a bit in the magnetic field-driven toggle MRAM or spin polarized current-
driven STT MRAM array requires passing a high write current (I,,) for changing
FML’s magnetic orientation [ADS16]. The applied I,, to the write lines, placed on
top and bottom of the MTJ devices (see Fig. , creates an auxiliary magnetic
field that changes the FML direction in the required position. Contrastingly, the
RML’s direction is strongly coupled with an anti-ferromagnet [ADS16]. During the
write operation, the memory circuit performs a pre-read operation to determine the
state of the target bit and execute a toggle pulse (if required) to change the state

of the bit if the desired state is not the same as the targeted state. Consequently,
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it reduces the overall power consumption and improves power efficiency. However,
this increases the total write cycle time (including an additional read operation).
A small bias voltage (far below the device’s breakdown voltage) is applied across
the MRAM cell during the read cycle. Depending on parallel (R, ) or anti-parallel
(Ruign) magnetic orientation, a current sensing circuitry that is attached with the
MRAM cell experiences different amounts of current and latches the appropriate
logic (‘0” or ‘1’) compared with the reference resistance (Rpges) shown in Fig. [2.1b]
The random resistance variation effect of a larger-sized MRAM array read circuitry
is illustrated in Fig. [2.1bl. The accepted bits are those whose statistical separa-
tion is greater than 5o from the mean, where ¢ is the standard deviation. The
accuracy of the read circuitry entirely depends on determining the actual resistance
state in the tail region (useable resistance change, ARy.) of the distribution. For
robust operation, less noise-sensitive, and high-speed read operation with normal
process variation, large ARy, and significantly more than 120 separation are cru-
cial [ADS16]. Note that the width of resistance distribution varies from cell to cell
because of manufacturing process variations. Besides, the quality, size, and level of
in-homogeneity of the MTJ tunnel barrier significantly impact larger relative bit-
to-bit resistance variation [ADS16]. Therefore, a thicker tunnel barrier (~ 1nm) is
essential to maintain the resistance level of the MTJ in the kilo ) range for mini-
mizing the series resistance effect from the isolation transistor [ADS16], where € is
the SI unit of resistance. However, Fig. [2.1c|shows that the change in resistance due
to the change in the induced magnetic field is steep in a certain region (the green
region on Fig. . In this region, a slight change in the induced magnetic field
may cause a drastic change in resistance states and alter the decision of the read
circuitry. Therefore, manufacturers define timing parameters for memory chips to

support reliable write/read operation against a wide range of operating conditions.
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2.2 ReRAM

Resistive switching phenomena in a dielectric material is the core mechanism of
ReRAM to store logic states [Che20, MCYC15]. The capacitor-like ReRAM cell
structure consists of two electrodes (Electroder,, and Electrodepotiom) separated
by a metal oxide resistive switch material (Fig. . Studies show that various
metal oxide materials can be used to build the resistive switch layer, such as Al,Os3,
NiO, SiOg, TasOs5, ZrOg, TiO,, HfO,, and NbyOs [Che20, MCYCI5]. However,
depending on the interfacial properties, different materials result in different de-
vice characteristics such as endurance, retention, and scalability [Che20, MCYCI5].
Whenever a voltage is applied to the Electroder,,, the metal oxide breakdown pro-
cess is initiated and produces oxygen vacancies in the oxide layer. Consequently,
these oxygen vacancies form a conductive filament between two electrodes and pro-
duce the low resistance state (LRS or logic ‘0’ state). A voltage with opposite
polarity is applied across the metal oxide to eliminate the conductive filament, rep-
resenting the high resistance state (H RS or logic ‘1’ state) of the ReRAM cell. The
ratio of HRS’s resistance to LRS’s (gf—g) is required to be large enough to en-
sure robust read/write operation [MCYC15]. The switching operations from HRS
(LRS) to LRS (HRS) is known as set (reset) operation, and the time required for
switching is known as the set (reset) time. In summary, the ReRAM read/write

operation is performed as follows-

o The write operation ensures appropriate voltage magnitude and polarity across
the ReRAM cell; as a result, the ReRAM cell obtains the appropriate resis-

tance state (LRS for logic ‘0’ and HRS for logic ‘1°).

o During the read operation, a small voltage is applied across the ReRAM cell,

and the measured resistance (by sensing current) determines the stored logic.
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Figure 2.2: ReRAM cell structure with two logic states [MCYC15].

Each switching operation (i.e., changing state from LRS — HRS or HRS —
LRS) on ReRAM gradually decreases the resistance of HRS, wearing-out the de-
vice [ATO*15]. Each write operation gradually induces crystal defect (also known
as a dielectric breakdown|[LH.J*19]) and introduces trapped charges. Those trapped
charges act like charge carriers, increasing the conductivity of metal oxide and re-
ducing the HRS’s resistance (Rygrs). Hence, fresh memory cells possess distinctly
different analog properties from the stressed cells (i.e., cells that undergo repeated
switching operations). For example, the reduction of resistance of HRS due to
the wear-out process degrades the resistance ratio (g’;—gj) [ATO*15, MCYCT3]. To
maintain the desired resistance ratio, set and reset times must be increased for

stressed memory Cellsﬂ

!The ReRAM internal control circuit maintains appropriate set/reset time by initi-
ating the write-verify-write operation sequence ﬂm In this mechanism, the write
operation continue to write data on a memory cells till able to verify the data by reading
it back.
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CHAPTER 3
HIDING INFORMATION IN RERAM

This chapter introduces a novel, low-cost technique for hiding data in commer-
cially available ReRAM chips. The data is kept hidden in ReRAM cells by manipu-
lating its analog physical properties through switching (set/reset) operations. This
hidden data, later, is retrieved by sensing the changes in cells’ physical properties
(i.e., set/reset time of the memory cells). The proposed system-level hiding tech-
nique does not affect the normal memory operations and does not require any hard-
ware modifications. Furthermore, the proposed hiding approach is robust against
temperature variations and the aging of the devices through normal read/write op-
eration. Our proposed data hiding technique is acceptably fast, and the hidden
message is unrecoverable without the knowledge of the secret key, which is used to
enhance the security of hidden information.

The advantage of embedding secret information in a concealed manner in ReRAM
cells by leveraging its analog characteristics is the confidential information remains
invisible from the normal memory content viewpoint. Our proposed technique can
be easily implemented on commercial off-the-shelf (COTS) ReRAM chips enabling
secure and covert data storage. The advantage of the information hiding technique
is — (i) the hidden data can not be retrieved due to watermarking if the storage
device is lost or stolen [FBTR22], and (ii) the attacker can not read or copy the
ciphertext, ensuring an additional protection layer over a typical encryption engine.

Technically, ReRAM is analogous to a two-terminal passive variable resistor
where two resistance states, high resistance state (HRS) and low resistance state
(LRS), represent the binary data values. Our technique embeds the hidden infor-
mation by repeatedly stressing the memory cells by writing ‘1’ and ‘0’ alternatively.

Repeated stressing through switching operation (‘1" — ‘0’ or ‘0’ — ‘1’) gradually
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decreases the H RS resistance, degrading the memory performance and eventually
causing endurance failure [ATO™15, MCYCI5]. Our experiment indicates that re-
peatedly stressing the ReRAM cell increases its write time (for both logic ‘0" and ‘17).
To this extent, we propose a technique of encoding logic ‘0" and ‘1’ by representing
the fresh and stressed memory cells, respectively. Later, we retrieve the encoded se-
quence by observing the write (set/reset) time of corresponding memory cells. Our
proposed technique is irreversible as the impact of cell stressing is immutable; hence,
the hidden message cannot be tampered. Additionally, our proposed technique does
not require hardware modification and can be directly deployed into available com-
mercial products. Moreover, the embedded message is robust against temperature
variation as ReRAM is inherently insensitive to temperature [GCRT13]. Further-
more, our proposed method can be evaluated using standard ReRAM read/write
operation and only costs ~3% of the total endurance of ReRAM cells. The in-
formation concealing technique can enable several interesting applications, such as
watermarking, secure and covert data storage, data integrity, and covert communi-
cation. The key contributions of this chapter are as follows.
o We present a new idea of hiding information in ReRAM by storing logic ‘0’ bit
in fresh ReRAM cells and logic ‘1’ in stressed ReRAM cells. We experimentally

show that the hidden data can be retrieved by observing ReRAM write time.

o We demonstrate the robustness, performance, retention characteristics, normal
memory usage tolerance, and security analysis of our proposed technique in

multiple COTS ReRAM chips.

The rest of the chapter is organized as follows. Section presents the motiva-
tion of our work. Section presents the proposed information hiding and extract-
ing algorithms, including the method for characterization of changes in ReRAM

write time caused by stress. Section |3.3| explains the experimental setup and ex-
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hibits the effectiveness and security perspective through obtained results. Finally,

Section concludes the chapter.

3.1 DMotivation

This work correlates two research areas — steganography with hardware security.
Due to the rapid evolution in digital multimedia and information technology, hiding
information within digital content, e.g., documents, videos, audios, images, text,
etc., is gaining significant attention to protect content and intellectual property
[CCCM10, WYX*13, [PAK99, [PHO3]. Prior works on typical digital steganography
techniques either use unused meta-data fields or exploit noise in the digital con-
tent where the hidden information is usually tied to the digital file itself or the
file’s content. In [SDB11], firmware defines the hard disk drive’s physical locations
(sectors), which contains the hidden information, as unusable; hence, the operating
system (OS) can not access those sectors, making the recovery process difficult and
complicated. In contrast, our proposed scheme depends on intentionally applied
stressing to conceal information in inherent analog physical characteristic variations
of ReRAM (i.e., write time), decoupling the concealed information from the digital
memory content and coupling it to physical objects. Retrieving hiding information
from physical properties requires detailed and time-consuming measurement and
analysis, making detection, copy, and erasure difficult for attackers. Therefore, the

key benefits of our proposed technique over digital steganography are as follows.

o Our proposed covert technique has no impact on normal memory usage or
memory content. The hidden information is entirely uncorrelated with the
memory content. Therefore, an attacker can not reveal the hidden information

by inspecting the memory content or performing memory operations. Our
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experimental results reveal that the hidden information remains intact even

after thousands of normal memory operations.

o Unlike digital steganography, hidden information can not be copied or stored
for future analysis as our technique manipulates analog physical characteris-
tics. For example, suppose an attacker gains access to the ReRAM without
knowledge of the location of the hidden bit. In that case, it will not be possible
to reveal confidential information by only measuring the set/reset time of the
memory cells. Performing a brute force attack is not feasible as it requires a

vast amount of time.

Besides, other steganographic methods modify the physical layer protocol to
hide data in the noise of optical and wireless transmission instead of encoding in
digital objects [PEKWQ9, [SM16], [MLPO08|]. These techniques require either special
tools or modifications to existing protocols. In contrast, our proposed technique is
analogous to physical steganography, where physical objects hide confidential infor-
mation [JJO8, WYX™13]. The key benefit of our proposed cost-effective ReRAM-
based technique is — the embedding/retrieval of the concealed information can
be performed without any circuit/hardware modification or subject-matter experts
[Bor21]. Furthermore, our easily applicable scheme can be implemented using a
software program in a low-level memory interface and works with standard digital

interfaces with COTS memory chips.

3.2 Proposed Hiding Technique

This section describes the concealing and retrieval techniques of our information
hiding scheme, along with the cell characterization performed to understand the

analog physical characteristics of ReRAM cells.
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3.2.1 Cell Characterization

Repeated switching operations (alternatively writing 0’s and 1’s) change the phys-
ical properties of ReRAM; therefore, the set/reset timing of stressed cells deviates
from the fresh cells. The degree of deviation depends on the number of switching
operations performed on stressed cells. Our proposed technique imprints logic ‘1’
with stressed cells and ‘0’ with fresh cells. Later, we retrieve the data by separat-
ing the fresh and stressed cells based on their switching time. However, ReRAM
stressing reduces cell endurance. Therefore, we want to keep the stress level as lit-
tle as possible and simultaneously ensure that fresh and stressed cells are reliably
separable with set/reset time.

To this extent, we propose Algorithm (1| to understand the ReRAM cell charac-
teristics and the impact of switching operation on set/reset timing. This algorithm
allows us to determine the minimum number of switching operations required to
reliably separate the stressed cell from the fresh cell. It also builds a relationship
between ReRAM switching time and corresponding stressing level. The sequence of
operations for this algorithm is as follows. We initiate our algorithm by writing all
‘1’ data patterns to selected memory addresses (line [2[ through line [4] of Algorithm
1). Then, all ‘0" and all ‘1’ data patterns are written alternatively to those addresses
(line[5 through line[1§of Algorithm [1)). The switching times are captured and stored
as set/reset times accordingly. We repeat the switching operation until the target
memory cells are fully worn-out (i.e., no longer able to store data reliably). We
observe that both the set and reset times increase due to the repeated switching
operation, and after a certain number of switching operations, the stressed cells
completely become separable from fresh cells. The degradation of set/reset time is
linearly proportional to the number of trap charges induced by the dielectric break-

down process, which is also linearly dependent on the electrical stress|[LHJT19| (i.e.,
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Algorithm 1: Pseudo-code for characterizing memory cells using repeated
switching operation.

Data: Nju: Max rewrite operations (data endurance)
As: Set of stressed memory addresses
wy: Word Length
D: (1 x wy) matrix containing data intended to write each memory
cells
t: Timer
Result: S7: Set time of each memory address belongs to As
Rr: Reset time of each memory address belongs to As

// Initialization
1 Sr=A{} Rr={}; D=0Ones(1 xw);
2 foreach a € As do
s | write(a,D);
4 end

// Stressing memory cells

5 for i =0 to Ny do

6 foreach a € As do

7 D = Zeros(1 x wy);

8 tic =t;

9 write(a, D); // Set operation

10 toc =t — tic;

11 S7 = Sy U {toc}; // Accumulating set time
12 D = Ones(1 x wy);
13 tic=t;
14 write(a, D); // Reset operation
15 toc =t — tic;
16 Rr =Ry U{toc}; // Accumulating reset time
17 end

18 end

the number of switching operations). Therefore, the set/reset time of the ReRAM
cell is linearly dependent on the stress count applied to the memory cell. In this
work, we use this property to distinguish between the fresh and stressed ReRAM
cells. Note that, according to our observation, the relation between switching char-

acteristics (i.e., set/reset time vs. stress countfl) is almost uniform for all memory

1One ‘stress’ means a pair of set-reset operation.
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chips sharing the same part-number. Therefore, it should be sufficient to sample a
small set of memory chips from each part-number and perform cell characterization

over those chips.

3.2.2 Information Hiding Technique

Our proposed technique conceals information in the write (set/reset) time of ReRAM
bit cells. The set and reset time increase monotonically with stress levels, making
it possible to retain a hidden message and retrieve it through a proper threshold
value that separates the stressed and fresh memory cells [FBTR22]. The authorized
entity performs the proposed information concealing technique in the memory to
encode secret information in ReRAM. In the proposed technique, we choose a set of
addresses for the secret message; the number of addresses depends on the length of
the secret message. Initially, all memory cells possess perfect or near-perfect analog
properties since they are fresh. To encode a secret message, (i) initially, logic ‘1’ is
written to those chosen addresses (line [2] through line [4] of Algorithm [2)), and (ii)
repeated switching (set and reset) operations are performed (line |5 through line
of Algorithm [2)) to only those ReRAM addresses, which are supposed to hold the
logic ‘17 of the secret message. The switching operations are repeated until sufficient
differences are developed in the set/reset time between fresh and stressed memory
cells. Each switching operation gradually degrades the resistance of H RS, which are
permanent; thus cannot be reversed. However, the number of repeated switching
cycles, N, used to encode the secret message is determined empirically through
cell characterization for given memory chips to ensure proper separation without
causing excessive stress [FBTR22]. From an encoding perspective, minimizing N is

desirable because the encoding time of the secret message is directly proportional
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to the number of switching cycles. However, higher N enhances the accuracy by
distinguishing fresh and stressed memory cells more perfectly even after thousands of
memory operations. The silicon results show that a few thousand rewrite operations

are sufficient to hide information securely.

3.2.3 Hidden Information Retrieval Technique

In order to retrieve concealed information, the physical properties of memory cells
are extracted (in our case, set/reset times) to distinguish between fresh and stressed
memory cells. Line[I5]to[26]of Algorithm 2| outlines the required steps for extracting
the set and reset times from the addresses containing concealed information. We
observe that both set and reset time change with stress counts, and both can be
used to hide the secret message. In practice, we observe an apparent gap between
the average write times of the fresh and stressed memory cell clusters with sufficient
switching operations. As a result, it is straightforward to define the threshold value
of set/reset time after encoding the secret message, which can be used to differen-
tiate between fresh and stressed memory cell clusters. It is worth mentioning that
set/reset characteristics of ReRAM cells appear to be uniform across all ReRAM

chips that we have tested.

3.2.4 Encoding/Decoding Secret Information

The flowchart in Fig. shows the steps of the information hiding process, i.e.,
encoding and decoding of information in ReRAM chronologically. The information
hiding operation steps are pretty straightforward. We hide the secret message in
analog physical characteristics of ReRAM by repeatedly stressing the memory cells.

To this end, first, we characterize a few memory cells to understand the analog phys-
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Algorithm 2: Pseudo-code for encoding and decoding secret message.

Data: N: Number of stress count (i.e. set-reset pairs)
A Set of memory addresses containing secret message.
wg: Word Length
Smsg: Secret message
D: (1 x wy) matrix containing data intended to write each memory
cells
t: Timer
Result: S7: Set time of each memory address belongs to A
T J S M
Ry: Reset time of each memory address belongs to A

// Initialization
1 Sr=A{}; Rr={}; D=0nes(1 xw);
2 foreach a € Ay do
s | write(a,D);
4 end

// Encoding secret message

for i =0 to N do

5
6 foreach a € Ay do

7 if S,.54/Bit[==1 then
8 D = Zeros(1 x wL);
9 write(a, D);

10 D = Ones(1 x wlL);
11 write(a, D);

12 end

13 end

14 end

// Decoding secret message
15 foreach a € Ay do
16 | D= Zeros(1l x wr);

17 tic =t;
18 | write(a,D); // Set operation
19 toc =t — tic; // Accumulating Set time

20 | Sy =SrU{tock;
21 D = Ones(1 x wy);

22 tic =t;

23 write(a, D); // Reset operation

24 | toc =1t —tic; // Accumulating Reset time
25 Rr =Ry U{toc};

26 end
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ical characteristics of ReRAM cells at different stressing levels up to the maximum
endurance [FBTR22]. Later, the authorized personnel performs the retrieval oper-
ation to extract the hidden message bits from the analog physical characteristics
through standard digital interfaces when required. The initial address of the stored
information, replica size, and the shift sequence of each hidden bit are used as a
hiding key during both hiding and recovery operations. Adding the error-correcting
code (ECC)E] to the secret message can improve the information recovery process by

correcting obtained bit errors.

Hiding
Scheme

a2

Payload

-~

Key ReRAM

Retrieval |_
Scheme

Figure 3.1: Operation steps used to hide information.

We assume that an attacker gets temporary access to the memory that contains
hidden information so that they can check, inspect and manipulate the hidden in-
formation through the normal memory operations using a standard digital interface.
We also assume that the attacker is aware of the information hiding technique so
that they can also examine the analog physical characteristics through the standard
digital interface. Therefore, our target is to develop the hiding scheme in such a way
that it takes a sufficiently long time and effort to detect the existence and retrieve

or remove the hidden information.

2Detail ECC algorithm is out of this chapter’s scope.
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3.3 Performance Evaluation

In this section, we evaluate our proposed technique through experiments on COTS
ReRAM chips. In addition to validating the correct operation of the information
hiding and retrieval scheme, we also analyze the robustness, performance, reten-
tion characteristics, recovery without the hiding key, and normal memory usage

tolerance.

3.3.1 Evaluation Setup

The analysis is performed over five MB85ASSMT (40nm technology node) 8-bit se-
rial peripheral interfaced (SPI) 8 Mb memory chips manufactured by Fujitsu Semi-
conductor Limited. Table captures the key features of the memory chips. We
have used our own custom-designed memory controller implemented on Teensy 4.1
microcontroller development board to issue commands and receive data from the
memory chip. These multiple chip samples are used to verify the proposed technique
and determine its feasibility. The MB85ASSMT ReRAM chips are byte-addressable.
Therefore, a single byte is the smallest unit for which we can measure set/reset time.
As a result, we need at least a one-byte storage area in the ReRAM to encode a
single bit of data. However, the measured set/reset time might vary due to the ex-
ternal and internal noise, mostly due to the delay uncertainty between the memory
controller and the memory. Therefore, for simplicity, we encode single-bit data into
256 consecutive addresses of the ReRAM to suppress the impact of noise (i.e., single
bit is replicated over 256 addresses). Section discusses the impact of using
different replica sizes. Moreover, to make the detection scheme more complex, it
is also possible to encode data into non-consecutive addresses (discussed in section

3.3.9).
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we have measured the set/reset time for each address and computed the average
for the evaluation. From now on to the rest of this chapter and chapter {4 we denote
the average set/reset time over 256 addresses as tget 256, and tpgeset 256, respectively.
Note that the write buffer size of our tested ReRAMs is also 256, which enables us
to stress 256 addresses with a single write command, reducing overall stressing time.
Although the figures presented in this section are based on a single ReRAM chip
(randomly chosen from five test chips), the observation is valid for all test chips.
Additionally, Tab. summarizes the post-hiding stress tolerance results from all
five test chips.

The following steps are performed to verify the feasibility of the proposed infor-
mation hiding technique. We have embedded an arbitrarily chosen 32-bit random
data (0xECE3038B) into (256 x 32) = 8192 memory addresses, varying the num-
ber of switching cycles, N/, up to 45K times to demonstrate the information hiding
(discussed in section[3.2.2)) and retrieval (discussed in section [3.2.3)) technique exper-
imentally. To study whether the proposed technique can reliably hide and recover
bits in the write (set/reset) time characteristics, we use the separation between logic
‘0’ and ‘1" as the evaluation metric.

Table 3.1: ReRAM Chip Specifications [Fuj19).

Parameter Value
Capacity 8, 12 Mbits
Supply Voltage 1.6-3.6V
Operating Frequency 10 MHz
Data Endurance 5 x 10° times/4 bytes
Data Retention 10 years
AC Standby/Sleep Current 65 nA/6 pA
AC Active Current (Read/Write) [0.15 mA /1.5 mA

3 Also verified for other random data.

33



3.3.2 Cell Characterization

The switching characteristics (set/reset time vs. the stress counts) of the ReRAM
chips at 25°C' are shown in Fig. [3.2. These figures represent the maximum, min-
imum, and average of tge 256 (Fig. and tresetos6 (Fig. [3.2b) as a function
of different stress levels (up to maximum possible rewrite operation@ over the 2K
random address-space. Fig. demonstrates that both the tge; 256 and treset 256
increase monotonically with stress levels, making it possible to distinguish between
stressed and fresh memory cells. For example, the right-side zoomed plot of Fig.
, and Fig. represents set/reset time up to 50K stress count, which demon-
strates that the minimum value of tg¢; 256 and treser256 at stressed count ~12K is
larger than the maximum value of tge; 256 and ¢ geser 256 at fresh condition. Therefore,
a proper threshold value of £t 256 OT Reset 256 can reliably identify fresh and stressed
cells with ~12K set/reset operations. Although Fig. is constructed with 2K

memory addresses, a similar characteristic is valid for the whole address space.

3.3.3 Appropriate Replica Size Selection

Fig. illustrates the impact of replica size (i.e., consecutive addresses used to
encode single-bit data). This figure represents the distribution of d(by, b1) at different
replica sizes, where d(by, b) represents the distance between logic ‘0’ bits (by) and
logic ‘1’ bits (by). Each dot in Fig. represents d(b}, b)) for each possible (b}, b).
A negative value of d(by, b) implies the overlap between logic ‘0’ and logic ‘1°, which
is not expected. The distance between logic ‘0’ bits and logic ‘1’ bits improves with

respect to replica size (i.e., most convergence of (b, b{) occurs at replica size 256 for

4Maximum rated endurance for MBS5ASS8MT ReRAM chip is 1M rewrite cycles (i.e.,
500K set-reset pairs). However, we observe that most memory cells can endure more
rewrite operations than the rated endurance. In our experiment, we stress memory cells
with up to 1M set-reset pairs.
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Figure 3.2: ReRAM cell characterization under stress- (a) tges 256 and
(b) tReset,256-

both set and reset operations). Fig. shows that, while using set time, the bit
‘0> and bit ‘1’ are well separable (i.e., (bj,b)) > 0, for all (i,7)) with the smallest
possible replica size of 32. On the other hand, reset time only distinguishes the bit
‘0" and ‘1’ with the minimum replica size of 224 (Fig. . So, in our proposed
data hiding technique, we can use any value above 32 while using set time and any
value above 224 while using reset time. The impact of noise in the set time is smaller
than the reset time, which is expected due to the higher magnitude of the set time.

In addition to that, we take another consideration while selecting the replica
size. All of our test ReRAM chips come with an internal data buffer that can hold
data for up to 256 addresses. This buffer is an unmodifiable hardware component (a
set of 8-bit registers). These ReRAM also comes with dedicated instruction, which

enables us to perform the following operations at once —
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e Send data from the memory controller to the memory chip for 256 addresses.
o Temporarily hold those 256 address data in the buffer.

o Write those 256 address data in parallel.

Therefore by choosing a replica size of 256 and taking advantage of this data
buffer, we can simplify our implementation and significantly improve the imprinting

speed.

15

32 64 96 128 160 192 224 256 32 64 96 128 160 192 224 256

Replica size Replica size
(a) (b)

Figure 3.3: Influence of replica size on the hidden information, using-
(a) T Set,[32,256] 5 and (b) t Reset,[32,256]

3.3.4 Retention Characteristics

The retention characteristics of the proposed hiding technique are also studied and
shown in Fig. and Fig. 3.5l Note that since each retrieval performs one set-reset
operation, these retention characteristics include impacts from additional set-reset
operations in addition to the time between information hiding and retrieval. The
red and blue dots in Fig. and Fig. [3.5] represent the imprinted logic 1’s and
0’s, respectively. Fig. and Fig. show that logic ‘1’ and logic ‘0’ are well
separated at stress level 15K, which is used to hide information considering both

tset,256 and tpeset 256, respectively. After over two months of retention, the logic ‘1’
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and logic ‘0’ remain separated for both tge 256 (Fig. [3.4b)) and ¢geset 256 (Fig. [3.5b).

The results verify that the retention time has little or no impact over bit separation.
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Figure 3.4: Retention characteristics of the hidden information using tge; 256-
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Figure 3.5: Retention characteristics of the hidden information using

tReset,256 .

3.3.5 Performance Analysis

In this subsection, we use the encoding and retrieval time as well as encoding cost

as the metric for measuring performance.
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Encoding Time

The proposed technique for information hiding relies on the repeated switching
operation of ReRAM cells. Thus, the time required to encode the hidden information
is directly proportional to the number of stress counts, A'. The estimated time to

= (7;et + 77-"eset)

hide information is Timprint = (N X Bassg X Towitchyair ) Where Towitchy i,
represents stressing time (set-reset pair) for 256 addresses (switching resistance state
with single write command), and By, represents the number of bits that need to
conceal. The chip used for our experimental evaluation has the following timing
parameters: Tguitch,,,, = (9ms 4 5ms) = 10ms, and By, = 32. Thus, the baseline
implementation requires ((hms + bms) x 32 x 15k) = 4800s for 15K switching

operations to conceal secret message. Therefore, the throughput for the encoding

process is ﬁ%ﬁj = 0.4bit/min. The hiding throughput will also be higher if A/ is

smaller. Besides, it is worth mentioning that the encoding time of our proposed
technique heavily depends on the write speed of the ReRAM chips. Fortunately, in
the past few years, the write speed of ReRAM chips significantly improved and will
continue to improve in the future. For example, the write speed of MB85ASSMT
ReRAM chips is improved >3X over its previous generation MB85AS/MT ReRAM

chipg’}

Retrieval Time

Unlike the encoding procedure, the extraction procedure is significantly fast. The
estimated time to retrieve the hidden information can be calculated by—7 ctricve =
(Tswiten X Barsg X Niep), where Topien is the average value of tger2s6 Or tReset 256,
and Mep represents the number of addresses used to encode single bits. After 15K

stressing, the average value of tges 256 is ~250us, and we used N,ep, = 256 in our im-

SMBS85ASSMT and MBS85AS/MT chips were launched in 2019 and 2016, respectively.

38



Bamsg 32bits _
Tretrieve 250ps%x32%x256

plementation. Therefore, the throughput for the retrieval is
15.625bits/s. The average value fget 256 includes program data transfers from the
microcontroller to the host computer and microcontroller overhead. Besides, the
retrieval throughput will be higher if the hiding technique uses a smaller replica size
(i.e., the number of memory addresses to encode each hidden bit), as discussed in

section 3.3.3

Encoding Cost

Our proposed technique requires a minimum of 15K set-reset operations (i.e., 30K
rewrite cycles) to make a distinguishable separation between logic ‘0’ and ‘1’ of
the concealed information (using both tge 256 and tgeset2s6). However, the rated
endurance of ReRAM chips is 1M. Therefore, our proposed technique costs only

3% of the rated endurance of encoded addresses.

3.3.6 Initial Stress Tolerance

The effectiveness of the proposed technique on moderately used memory chips is
also examined. The influence of the initial stress count (i.e., the number of stress
that occurred due to normal usage of memory before hiding information) is shown in
Fig. [3.6] To simulate the normal usage of the storage device, we write random data
patterns to the memory for the initial stressing. The occurrence of random data
patterns appears according to Ref. [WDZ™16] to make more realistic stressing on the
memory cells incurred from memory usage. For example, the separation between
logic ‘0’ and ‘1’ at the initial stress level of 50K switching cycles shows the bit
separation when bits are hidden using 15k set-reset operation after performing 50K

normal memory usage operations. We observe that bit separation decreases, i.e., bit
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error starts to occur (Fig. [3.6b]) as the initial stress level increases. However, a higher
initial stress count can be tolerated by increasing the stress level in the encoding

process. Besides, the set operation can tolerate higher initial stress than the reset

operation.

(3.125%) even after thousands of normal memory operations.
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Figure 3.6: Influence of initial stress (50/) on the hidden information using-
(a) tset,256 and (b) treset,256-

3.3.7 Post-Hiding Stress Tolerance

To test the post-hiding stress tolerance of our proposed technique, we deliberately
stress the memory chip after hiding information on the chip. We write random data
patterns to the memory to emulate the post-hiding stressing. The occurrence of
random data patterns appears according to Ref. [WDZ™16] to make more realistic
stressing on the memory cells incurred from memory usage. Fig. and Fig.
illustrate the influence of post-hiding stressing (i.e., the number of stresses performed
after hiding information).

Fig. represents the post-hiding stress tolerance of the hidden data where a

minimum (N = 15K) stress count is used to hide the informationﬂ We conceal

6 Also verified for other stressing levels (up to N' = 45K) used to hide information.
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the data in a confidential memory location using the key. The red and blue dot

represents the hidden logic 1’s and 0’s, respectively. Fig. shows that logic ‘1’

and logic ‘0’ remain separated up to 130K stress count (Fig. [3.7al). They become

inseparable at 140K stress count (Fig. [3.7b]). Similarly, with fgeset 256, logic ‘1" and

logic ‘0’ remain separated up to 40K stress count (Fig. |3.7¢|) and become inseparable

at 50K stress count (Fig. |3.7d)).
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Figure 3.7: Hidden data (hiding stress count, N = 15K) at different post-hiding
stress level- (a)—(b) tget256 at stress count 130K, and 140K (¢)—(d) treset.256 at
stress count 40K, and 50K.

In addition, Fig. represents the distribution of d(bg, b;) at different post-

hiding stress levels, where d(by, b1) represents the distance between logic ‘0 bits (bo)

and logic ‘1’ bits (b;). Each dot in Fig. represents d(b)), b]) for each possible
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(by, b{) The distance should be positive for well-separated logic ‘0" and ‘1’. A larger
value of d(bj, b}) is more desirable as it provides better separation between logic ‘0’
and logic ‘1’ bits. However, if the maximum value of set/reset time of logic ‘0’ bits
is larger than the minimum value of set/reset time of logic ‘1’ bits (similar to Fig.
, then logic ‘0’ bits and logic ‘1’ bits cannot be separated with 100% accuracy.
In such a scenario, the d(b, b)) can be negative for a few pairs of (b}, b}). The figure
demonstrates that the separation between logic ‘0’ bits and logic ‘1’ bits degrade
with respect to post-stress count. However, the separation between logic ‘0" bits
and logic ‘1’ bits is quite reasonable, even after thousands of post-hiding stresses.
For example, the logic ‘0’ bits (by) and logic ‘1’ bits (by) are clearly separable up to
110K, 140K, and 230K, post-hiding stress levels using tges 256 with N = 15K (Fig.
3.84), 30K (Fig. B.8D), and 45K (Fig. hiding stress count used to conceal
information, respectively (i.e., min (d(bg,b{)) > 0). On the other hand, the logic
‘0’ bits (by) and logic ‘1’ bits (by) are clearly separable up to 40K, 70K, and 140K,
post-hiding stress levels using ¢ geser,256 with N = 15K (Fig. B.8d)), 30K (Fig. B.84),
and 45K (Fig. hiding stress count, respectively. However, note that if we
tolerate one or two-bit errors, then our proposed scheme can survive a few more
thousands of post-hiding stress levels.

Table summarizes the post-hiding stress tolerance statistics for all test chips.
The first two columns show the stress level used to hide information and the switch-
ing (set or reset) operation considered while performing post-hiding stressing. Fi-
nally, column three to seven represents the post-hiding stress levels that different
chips can endure. We observe that more stress in the hiding process increases the
write time difference between bits hiding ‘1’s and ‘0’s. If we use lower stress levels
(even lower than 15K) to encode information, the hidden information can survive

fewer thousands of normal memory usage operations. Besides, the set operation can
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Figure 3.8: Post-hiding stress tolerance of concealed data at different hiding stress
levels, using- (a)—(c) tget256, and (d)—(f) treset,256-

endure a higher post-hiding stress count than the reset operation. Therefore, de-

pending on the application requirement, one can choose the stressing level to encode

information to sustain the desired level of memory usage.
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Table 3.2: Post-hiding stress tolerance statistics using all test chips.

%tssfi’ N Op. | Chipl | Chip2 | Chip3 | Chip4 | Chipb
15K Set 110K | 130K | 100K | 100K | 130K
Reset | 60K | 40K | 50K | 30K | 40K

20K Set 150K | 150K | 140K | 150K | 140K
Reset | 70K | 100K | 100K | 90K | 80K

15K Set 180K | 190K | 190K | 200K | 230K
Reset | 180K | 180K | 200K | 130K | 140K

Furthermore, to apply maximum post-hiding stress, we write ‘1’ — ‘0" — ‘1’ to
each memory cell after hiding information on the memory chip. The influence of
maximum post-hiding stress on the separation between logic bits vs. the number of
post-hiding stresses performed after hiding information is shown in Fig. [3.9 From
the figure, we can see that the distance between logic ‘1’ and ‘0’ decreases as the
post-hiding stress level increases. However, the distance between logic ‘1’ and ‘0’
of hidden information is quite reasonable for both tg.; 256 and tgeser 256, even after
thousands of post-hiding stress count. For example, with 45K switching operations

used to hide information can endure 200K post-hiding stress levels for both Zg.t 256

(Flg ’ and tReset,256 (Flg 39b
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Figure 3.9: Post-hiding stress tolerance of concealed data considering
maximum stressing using- (a) tger.256 and (b) treset,256-
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3.3.8 Robustness Analysis

The hidden message should be resilient to the variation of operating conditions,
i.e., it will not be possible to modify or change the hidden information with local-
ized heating or operating voltage. Inherently, all modern ICs are resilient to small
variations in operating voltage as they are usually integrated with a voltage reg-
ulator. Voltage regulators are capable of retaining the operating voltage within a
valid range of supply voltage. However, to verify the robustness of our encoding
technique against the temperature with post-hiding stressing, first, we conceal in-
formation in a confidential address space with 15K, 30K, and 45K stress levels,
respectively. Then we write random data patterns to the memory for 50K to 200K
times with 30K intervals to examine the robustness of the proposed hiding scheme.
The occurrence of random data patterns appears according to Ref. [WDZT16| to
make more realistic stressing on the memory cells incurred from memory usage.
After every 30K memory operations, we isolated the memory chip from the system
and baked it at 80°C' for 1 day. Lastly, we have evaluated the tge; 256 and treser 256
while maintaining the chip temperature of 80°C' for all three stress levels (in our
case, N = 15K, 30K, and 45K, respectively) used to conceal information.

Fig. and Fig. illustrate the influence of high-temperature baking.
These figures represent the distribution of d(bg, b;) at different post-hiding stress
levels, where d(bg, b1) represents the distance between logic ‘0’ bits (by) and logic ‘1’
bits (by). As discussed in section m, a larger positive value of d(bj, b]) is desirable
to provide better separation between logic ‘0" and logic ‘1’ bits. However, in Fig.
and Fig. [3.11d} the d(b}, bjl) is negative for a few pairs of (b}, b{); hence, logic ‘0’
bits and logic ‘1’ bits cannot be separated with 100% accuracy. Here, Figs. [3.10a]
, and show d(bé,b{) using tger 256 before performing high-temperature

system-level operation. Similarly, Figs. [3.10dl [3.10¢, and [3.10f show d(b}, b]) using
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Figure 3.10: Robustness analysis (a)—(c) before (d)—(f) after high-temperature
baking (8000> with- tS’et,256-

tset 256 after performing high-temperature baking and high-temperature system-level
operation. Similar observations are valid for ¢ geser 256 (Fig. [3.11]). We have observed
that the hidden information is not significantly affected by temperature and remains

well-separated after the high-temperature baking and high-temperature system-level
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operation (considering both tge; 256 and tgeset256). Such behavior of ReRAM is ex-

pected as the resistance ratio (%q) is relatively temperature insensitive [GCRT13)].

Note that the ReRAM chips used in our experiment are rated to operate up to 85°C'.
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3.3.9 Security Analysis

Data hiding in memory is analogous to steganography in digital information, i.e.,
adding new information on top of existing information without any trace (e.g., with-
out requiring additional storage space). Like steganography, data hiding techniques
can be used to make robust watermarks (can be recovered after using memory for a
long period of time), second-layer protection over encrypted data, law enforcement,
military communication, etc. Additionally, as hidden data is not visible through
regular read/write memory operation; thus, it can be considered safe against ran-
somware attacks. In a ransom attack, the attacker introduces malware in the system,
which encrypts all available information in storage memory. Such an attack can-
not be prevented even by encrypting the storage memory. However, data hiding
technique can be very useful in such scenarios. In the particular event of a ransom
attack, even if the whole storage device is encrypted by the ransomware, the hidden
data in ReRAM can still be recovered as data hiding uses different properties (in our
case, set/reset time) from regular read/write operation (ReRAM cell resistance).
Therefore, in this section, we perform the security analysis of our proposed tech-
nique. The previous section showed how the write time is manipulated to store
hidden information reliably. Contrarily, in this section, we discuss if an attacker
gains access to the memory containing hidden information then whether they can

detect hidden information or its existence.

Retrieval with Inaccurate Initial Address

Encoding one bit of secret information in a group of addresses rather than each
memory address improves security. If the attacker does not know the hiding key, he
or she can not accurately identify the hidden information. Grouping addresses with

an inaccurate key will contain both fresh and stressed memory cells; therefore, even

48



the correct threshold value cannot distinguish the fresh and stressed memory cells
of the inaccurate group.

Fig. illustrates the retrieved data with an incorrect initial address where
the minimum (N = 15k) stress level is used to hide information. The red and blue
dot represents the imprinted logic 1’s and 0’s, respectively. In this experiment, we
selected the initial address in three different ways. For example, we used 45K, 30K,
and 15K stressing to hide information starting with 32768, 49152, and 65536 mem-
ory addresses, respectively. Next, we choose incorrect initial addresses 28672, 32000,
and 36864 for 45K; 45056, 48500, and 53248 for 30K’; and 61440, 65000, and 69632
for 15K stress levels, respectively. The reason for choosing the initial addresses in

such a way is that —

e (Case 1: The incorrect group overleaps the maximum portion of the correct

group, or
e (Case 2: The incorrect initial address resides inside the correct group, or

o Case 3: The incorrect initial address is an integer multiple of replica size (in

our case, replica size is 256).

Although Fig. is constructed with the (N = 15K) stress count, a similar
characteristic is valid for a higher stress count (i.e., up to 45K). Besides, Fig. [3.12
illustrates case 3 only; a similar characteristic is valid for the other two cases. The
figure shows that there is no clear separation between the fresh and stressed memory
cells. Therefore, the value of hidden bits can not be retrieved through thresholding.
This result depicts that it is difficult for attackers to retrieve hidden data without the
correct initial address because each group is likely to have both fresh and stressed

memory cells.
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Hiding Data with Enhanced Security

In our proposed data hiding technique, we use set/reset time to imprint hidden data
in ReRAM. However, measuring set/reset time is a noisy process, mostly due to the
delay uncertainty between the memory controller and the memory. To avoid this
situation, we replicate the hidden data to multiple copies and imprint all copies
to ReRAM. However, if we replicate the data with the same address interval, the
hidden data can easily be unveiled by averaging set/reset time over that address
interval. In the previous sections, we hide 15 bit of hidden data in 256 consecutive
addresses, then the 2" bit in another 256 consecutive addresses, and so on. However,
the security of our proposed data hiding scheme can be enhanced in many ways.
For example, we can perform the hiding through replication and random rotation to
strengthen security by making the hidden data untraceable. Fig. demonstrates
this method by using 8-bit data (payload). For simplicity, we assume that replicating
the payload only 16 times is sufficient to recover it without any error. However,
instead of saving each replica directly to the memory, we rotated (circular shift) each
replica with a random displacement (D). The displacement should be uniform within

the possible range to maximize security (in this case, 7 < D < 0). Here, the D for
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each replica can be considered as the key. While retrieving the hidden information,
the key is required to reverse the rotation in order to find the appropriate set of
set /reset time for each information bit. Therefore the security of the information can
be guaranteed as long as the key is uncompromised. If we circularly shift each copy
of the replicated data with D (as shown in Fig. , then a simple mean of set/reset
time would not reveal any data. In addition to that, after hiding useful data in the
specific address space, one can imprint random unmeaningful data over the unused
address space. This will equalize the set/reset time over the whole address space
and make it harder to notice the change in the set/reset time over a specific address
space. Note that any uniform pseudo-random number generator (such as a linear
congruential generator or LCG) can be used to generate random displacements for
circular shifting. Therefore, instead of using the whole set of random displacements
as the key, one can simply use the seed of the pseudo-random number generator as
the key (rotational displacements need to be derivated from this key).

The authorized entity is solely responsible for generating and distributing the
keys. The key distribution protocol of data hiding completely depends on the ap-
plications. If the main purpose of the data hiding is to keep the data untraceable
from regular read /write operations, then we do not need to keep the key secret, and
the key can be any known standardized value. In such applications, the key will
serve the purpose of shuffling each copy of hidden data and keeping the set/reset
time uniform over the whole address space. However, if the main purpose of this
data hiding is to keep the data completely secret, then we need to use a standard
key distribution protocol, such as the Diffie-Hellman key exchange protocol.

Fig. [3.14]is constructed with the correct key using a N' = 15K stress level to hide
information (with 256 replicas). A similar characteristic is valid for a higher stress

count (i.e., up to 45K). The figure shows that there is a clear separation between
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the fresh and stressed memory cells. On the other hand, Fig. is constructed
with an incorrect key with the same 15K stress level to hide information. However,

there is no clear separation between the fresh and stressed memory cells. Therefore,
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the value of hidden bits can not be retrieved through thresholding. This result

depicts that attackers find it difficult to retrieve hidden data without the correct

key because each group is likely to have both fresh and stressed memory cells.
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3.3.10 Evaluation Summary

Overall, we draw the following main conclusions from the results.

1. The uniform switching characteristics of memory chips sharing the same part-
number make it possible to sample a small set of memory chips from each part-
number and perform cell characterization over those chips only. Additionally,

we only need to characterize once to understand the switching properties.

2. Our silicon result shows that the imprinting and retrieval throughput is 0.4bit /min

and 15.625bits/s, respectively. The throughput will be even higher if the hid-

ing scheme uses a smaller replica size.
3. Retention time has little or no impact over bit separation.

4. The set operation can endure higher initial and post-hiding stress levels than

the reset operation.
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5. The hidden information is not significantly affected by high-temperature bak-

ing and high-temperature system-level operation.

6. The Hiding key is a security parameter that can be adjusted to provide greater

or lesser protection against brute force attacks and ransom attack.

3.3.11 Discussion
Hiding Multi-bit Data

Like real application data, multi-bit hidden data can be hidden using multiple mem-
ory addresses. For example, if we hide the first bit of hidden data in the first n
address location, then we can hide the next bit of hidden data in the next n address
location. Hidden data does not have any impact on regular application data.

The regular application data is stored in the device by utilizing the low resistance
state (LRS) and high resistance state (HRS) of the ReRAM cell. On the other
hand, our hidden data is stored by utilizing the set/reset time variation among the
relatively fresh cells and worn-out (stressed) ReRAM cells. That is, a ReRAM cell
can simultaneously hold the real application data bit by its resistance state and a

hidden data bit by its set/reset time.

Applicability to Other NVM Technologies

Our proposed data hiding technique embeds the hidden information by repeatedly
stressing the memory cells by writing ‘1’ and ‘0’ alternatively. Repeated stressing
through switching operation (‘1”7 — ‘0’ or ‘0’ — ‘1’) gradually decreases the high
resistance state (HRS) resistance. Stressing reduces cell endurance; hence, it is
essential to keep the stress level as little as possible and simultaneously ensure

that fresh and stressed cells are reliably separable. The maximum rated endurance
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for commercial off-the-shelf (COTS) ReRAM chip is 1M rewrite cycles (i.e., 500K
set-reset pairs ). Our proposed method only costs 3% (500K x 3% = 15K set-
reset operations) of the total endurance of ReRAM cells. We believe our proposed
technique might also be applicable for PCM memories as the endurance of PCM is
< 1M cycles [Eveb]. So, it might be possible to skew some of the physical properties
with a realistic number of write operations, which might be utilized to hide data.
However, the maximum rated endurance for some other emerging memories, such as
MRAM, is greater than 10 rewrite cycles [Eveb]. Therefore, one might require a
large number of write operations to get an observable difference between fresh and
stressed cells, which might not be practicalﬂ Hence, we believe our technique is

suitable only for those emerging memories with lower endurance levels.

3.4 Conclusion

This chapter demonstrated a cost-effective technique to hide information using the
memory cells’ set/reset time of commercially available ReRAM chips. Write (set/re-
set) time of ReRAM is an analog physical characteristic that has no relation with
the stored digital content and the normal memory usage. Besides, the stored in-
formation can be survived successfully even after thousands of memory operations.
In our proposed technique, we utilize repeated switching operations to change the
physical properties of the memory cells. Without adequate knowledge about the
hiding key, analog physical characteristics measurement will not help reveal the hid-
den information. The effectiveness of the proposed technique is evaluated by metrics

of interest, i.e., the bit separation and hiding cost. Additionally, our proposed tech-

"We did not observe any noticalble difference in any physical property of MRAM cell
after stressing it for 10'° times.
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nique is robust against temperature variation and does not require any hardware

modifications.
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CHAPTER 4
IDENTIFY COUNTERFEIT RERAM DEVICES

In chapter 4], we discusses a novel low-cost technique to embed watermarking in
devices with ReRAM by manipulating its analog physical characteristics through
switching (set/reset) operation to prevent longstanding electronic counterfeiting
problems. We develop a system-level framework to control memory cells’ physi-
cal properties for imprinting irreversible watermarks into commercial ReRAMs that
will be retrieved by sensing the changes in cells’ physical properties. Our proposed
ReRAM watermarking is robust against temperature variation and acceptably fast.

The emerging ReRAM has several advantages: architectural simplicity, high
scalability, ultra-low power operation, high density, cross-bar structure feasibility,
excellent reliability at high temperature, high endurance compared to other tradi-
tional storage memories, etc. [WYGWI12, [YPL™09, [Fuj19]. Therefore, ReRAM has
been investigated to a great extent to integrate into low-power applications, such
as the Internet of Things (IoT), wearable devices (e.g., smartwatch, smart glasses),
tablets, smartphones, automobiles, and medical devices (e.g., hearing aids). Such
elevated use of ReRAMs makes it a lucrative target to counterfeiters. Our aim is to
prevent counterfeiting of such chips by embedding watermarks in ReRAM cells by
leveraging analog characteristics of ReRAM. The major contributions of this work
are as follows.

o We characterize the impact of repeated stressing on ReRAM write time ex-

perimentally and show that the ReRAM write time increases monotonically

with respect to the stress count.

o We present a novel idea of ReRAM watermarking by storing logic ‘0 bit in
fresh ReRAM cells and logic ‘1" in stressed ReRAM cells. We experimentally
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show that the imprinted data can be retrieved by observing ReRAM write

time.

o We demonstrate the system throughput and verify the robustness of our pro-
posed watermarking technique in multiple commercial off-the-shelf (COTS)

ReRAM chips.

The rest of the chapter is organized as follows. Section discusses the moti-
vation of this work. Section presents the proposed watermark imprinting and
extracting mechanism. Section explains the experimental setup and exhibits

obtained results. Finally, Section concludes the chapter.

4.1 Motivation

Fabricating chips in untrusted facilities is increasing worldwide, which paves the way
for an easy entrance of counterfeit chips into the supply chain in different formats,
such as recycled, remarked or forged documentation, tampered, cloned, reverse-
engineered, out-of-spec/defective, and overproduced [KIPP19,|GHD 14, BB16, RZZ"15,
RT21]. However, among different types of counterfeiting, cloned, remarked, and re-
cycled ICs are the most common type and usually occupy > 80% of the total coun-
terfeit IC market share. Recent studies show that memory and memory integrated
ICs (microprocessors, programmable logic devices, etc.) consist of ~50% of the total
counterfeit market share [GHD™14] as well as they are the most expensive compo-
nent of a system. Most counterfeit memory chips suffer from sub-standard quality,
poor performance, and shorter lifespan, severely affecting the security and reliability
domains [GHD™14]. To date, there have been several anti-counterfeiting solutions to
avoid fake chips, such as hardware metering, secured split testing (SST), on-chip sen-

sor, split manufacturing, electronic chip ID, IC camouflaging, DNA marking, physi-
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cal inspection-based test, burn-in test, and electrical test [GHD™ 14, BB16, RZZ™15].
Unfortunately, all of these techniques suffer at least one of the following limitations-
(i) focused on a single counterfeit type (e.g., only identifying remarked chips), (ii)
requires hardware modification, (iii) involves complex supply chain management,
(iv) requires help from the subject-matter of experts, (v) suffers from low test accu-
racy, and (vi) requires expensive lab facility [GHD™14]. In contrast, watermarking
is considered a cost-effective anti-counterfeit solution because watermark imprint-
/extraction can be performed without circuit modification, subject-matter experts,
or extensive testing [Bor21]. Watermarking is analogous to the digital signature to
verify IC origin and can easily protect memory and memory-integrated ICs from
such counterfeiting by watermarking memory components. Our proposed technique
is applicable to all future electronic devices integrated with ReRAM memory.

This article focuses on preventing counterfeit ReRAM chips or chips with em-
bedded ReRAM by watermarking technique. The emerging ReRAM has several
advantages: architectural simplicity, high scalability, ultra-low power operation,
high density, cross-bar structure feasibility, excellent reliability at high temperature,
high endurance compared to other traditional storage memories, etc. [WYGW12,
YPLT09, [Fuj19]. Therefore, ReRAM has been investigated to a great extent to
integrate into low-power applications, such as the Internet of Things (IoT), wear-
able devices (e.g., smartwatch, smart glasses), tablets, smartphones, automobiles,
and medical devices (e.g., hearing aids). Such elevated use of ReRAMs makes it a
lucrative target to counterfeiters. Our aim is to prevent counterfeiting of such chips

by embedding watermarks in ReRAM cells by leveraging analog characteristics of

ReRAM.
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4.2 Proposed Watermarking Technique

The flowchart in Fig. shows the steps of imprinting watermark chronologically.
At first, we characterize a few memory cells to understand the analog physical char-
acteristics of ReRAM cells at different stressing levels up to the maximum endurance
(discussed in Sec. . Second, we imprint watermarks through repeated stressing
the memory cells. These two steps are required to be performed only once. Finally,
in the retrieval step, the end-user or manufacturer extracts the physical properties

of the memory cells through standard digital interfaces.

____________________________________________

:’ Need to perform once

-

\
1
[Retrieval Request] [ Imprinted Data ] E
1
1
U

Figure 4.1: Steps used for ReRAM watermarking.

4.2.1 Imprinting Scheme

After characterization, our next step is to imprint watermarks in ReRAM. Chip man-
ufacturers perform the proposed watermark imprinting technique into the memory
during the die-sort testing phase [FBTR22]. The watermark may include standard
device ID, chip-specific unique ID, and other manufacturing-related information
[FBTR22|. In the proposed technique, we reserve a set of addresses for the water-
mark; the number of addresses depends on the length of the watermark. Initially,
all memory cells possess perfect or near-perfect analog properties since they are

fresh. To imprint watermarks, (i) initially, logic ‘1’ is written to those reserved ad-
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dresses (line [2| through line [i] of Algorithm [3)), and (ii) repeated switching (set and
reset) operations are performed (line 5| through line 14| of Algorithm [3|) to only those
ReRAM addresses, which are supposed to hold the logic ‘1’ of target watermark.
The switching operations are repeated until sufficient differences are developed in
the set/reset time between fresh cells and stressed memory cells. Each switching
operation gradually degrades the resistance of HRS, which are permanent; thus
cannot be reversed. However, the number of repeated switching cycles, N, used to
imprint the watermark must be determined through the cell characterization phase
for given memory chips (see Sec. . From an imprinting perspective, it is de-
sirable to minimize AN because the imprinting time of the watermark is directly
proportional to the number of switching cycles. However, higher N/ enhances the

accuracy by distinguishing fresh and stressed memory cells more perfectly.

4.2.2 Retrieval Scheme

System designers read watermarks to verify the chips’ authenticity before incorpo-
rating them into the products or verify later in the product life-cycle. In order
to retrieve watermarks and imprinted status information, the physical properties of
memory cells are extracted (in our case, set/reset times) to distinguish between fresh
and stressed memory cells. Line [15]to 26| of Algorithm [3| outlines the required steps
of extracting the set and reset times from the watermarked addresses. We observe
that both set and reset time change with stress counts, and both can be used to
imprint watermarks. For example, the manufacturer can define a threshold value
of set/reset time after imprinting the watermark, which can be used to differentiate

between fresh and stressed memory cells.
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Algorithm 3: Pseudo-code for imprinting and extracting watermarks.

Data: N: Number of stress count (i.e. set-reset pairs)
Aw: Set of memory addresses containing watermark.
wg: Word Length
wMark: Watermark
D: (1 x wy) matrix containing data intended to write each memory
cells
t: Timer
Result: S7: Set time of each memory address belongs to Ay
Ry: Reset time of each memory address belongs to Ay
// Initialization
1 Sr=A{}; Rr={}; D=0nes(1l xw);
2 foreach a € A,y do
s | write(a,D);
4 end

// Imprinting watermark

5 for i =0 to N do

6 foreach a € Ay, do

7 if wMark[Bit}==1 then
8 D = Zeros(1 x wS);
9 write(a, D);

10 D = Ones(1 x wS);
11 write(a, D);

12 end

13 end
14 end

// Extracting watermark
15 foreach a € Ay, do
16 | D= Zeros(1l x wr);

17 tic =t;
18 | write(a,D); // Set operation
19 toc =t — tic; // Accumulating Set time

20 | Sy =SrU{tock;
21 D = Ones(1 x wy);

22 tic =t;

23 write(a, D); // Reset operation

24 | toc =1t —tic; // Accumulating Reset time
25 Rr =Ry U{toc};

26 end
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It is worth mentioning that set/reset characteristics of ReRAM cells appear to be
uniform across all ReRAM chips that we have tested. Therefore, the manufacturer
can define a fixed standard set of addresses for all memory chips for watermarking.
Such arrangement should simplify the evaluation process. For example, the manu-
facturer can make the addresses that are used for watermarking publicly available.
Anyone with this information should be able to access the watermark data and

verify the chip authenticity.

4.3 Performance Evaluation

The analysis is also performed over five MB85ASSM TE| (40nm technology node)
8-bit serial peripheral interfaced (SPI) 8 Mb memory chips manufactured by Fujitsu
Semiconductor Limited. The following steps are performed to verify the feasibility
of the proposed watermarking. We have imprinted an arbitrarily chosen 32-bit
random data into (256 x 32) = 8192 memory addresses varying the number of
switching cycles, A, up to 20K times to experimentally demonstrate the watermark
imprinting (discussed in Sec. and retrieval (discussed in Sec. process.
Fig. [4.2) represents the experimental data from arbitrarily chosen test chips with
imprinted data 0xC2F740EB. We have also verified with other random data. We
imprint the data in a random memory location. The red and blue dot represents the
imprinted logic 1’s and 0’s, respectively. Fig. [£.2] shows that logic ‘1’ and logic ‘0’
begin to separate at 5K stress count (Fig. [4.2al), and they become well-separated at
10K stress count (Fig. . With further stress, the separation between logic ‘1’

and logic ‘0’ further increases (Fig. [4.2c|). Similarly, with ¢ geser 256, logic ‘17 and logic

'We have also verified our proposed technique with MB85AS4MT ReRAM chips pro-
duced by the same manufacturer. However, the Fujitsu MB85AS4MT (180nm technology
node) ReRAM chip is commercially discontinued, and the read/write operation is much
slower than the MB85ASSMT.
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‘0’ begin to separate at 10K stress count (Fig. 4.2d]) and become well-separated at
15K stress count (Fig. [4.2d). Therefore, with a proper threshold value of tg.; 256 (at
10K stress) or treset2s6 (at 15K stress), one can easily separate logic ‘0’ and logic
‘17 bits.

Fig. [4.3] verifies the watermark data imprinted in all five test memory chips.
This figure represents the distribution of d(bg, b;) at a different level of stresses,
where d(bg, by) represents the distance between logic ‘0’ bits (by) and logic ‘1’ bits
(by). Each dot in Fig. represents d(b}, b)) for each possible (b, ]). For well-
separated logic ‘0" and ‘1’, the distance should be positive. A larger value of d(b), b{)
is more desirable as it provides better separation between logic ‘0’ and logic ‘1’ bits.
However, if the maximum value of set/reset time of logic ‘0’ bits is larger than the
minimum value of set/reset time of logic ‘1’ bits (similar to Fig. [4.24]), then logic
‘0" bits and logic ‘1’ bits cannot be separated properly. In such a scenario, the
d(bi, b)) can be negative for a few pairs of (b%,b]). The figure demonstrates that
the separation between logic ‘0’ bits and logic ‘1’ bits improves monotonically with
respect to stress count. For all test chips, the logic ‘0’ bits (by) and logic ‘1’ bits (b;)
are clearly separable after 10K stresses with tge 256 and 15K stresses with tpgeset 256

(i.e., min (d(bj, b])) > 0).

4.3.1 Robustness Analysis

The watermark should also be resilient to the variation of operating conditions,
i.e., it will not be possible to modify or change the watermark information with
localized heating or operating voltage. To verify the robustness of our imprinting
technique against the temperature, first, we have watermarked a fixed address-

space with 15K stress. Then we have isolated watermarked memory chip from the
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Figure 4.2: Imprinted data at different stress count- (a)—(c) tget 256 at stress count
5K, 10K, and 15K (d)—(f) tRreset256 at stress count 10K, 15K, and 20K.

system and baked it at 80°C' for 3 hours. Lastly, we have evaluated the tg.; 256 and

T Reset,256 While maintaining the chip temperature of 80°C'. We have observed that the
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4.3.2 Performance Analysis
Imprinting Time

The proposed technique for imprinting watermarks relies on repeatedly switching
state of ReRAM cells. Thus, the time required to imprint the watermark is directly
proportional to the number of stress count, N'. The estimated time to imprint wa-
termark is, Timprint = (N X Bwatark X Tswitchpar); Where Towitenyr = (Tset + Treset)
represents stressing time (set-reset pair) for 256 addresses (switching resistance state
with single write command), and By prar, represents the number of imprinted bits.
The chip used for our experimental evaluation has the following timing parameters:
Tswitchpa;, = (5ms+5ms) = 10ms, and By aqrr = 32. Thus, the baseline implemen-
tation requires ((5ms + 5ms) x 32 x 10k) = 3200s for 10K switching operations to

imprint the watermark. Therefore, the throughput for the watermark imprinting is

32bits
3200s

= 0.6bit/min. It is worth mentioning that the imprinting time of our proposed
technique heavily depends on the write speed of the ReRAM chips. Fortunately, in
the past few years, the write speed of ReRAM chips significantly improved and will
continue to improve in the future. For example, the write speed of MB85ASSMT
ReRAM chips is improved >3X over its previous generation MB85AS/MT ReRAM

chips.

Retrieval Time

Unlike the imprinting procedure, the extraction procedure is significantly fast. The
estimated time to retrieve the watermark can be calculated by- Trerricve = (Tswiten X
Bw srark X Nyep); where Toyiren is the average value of tger 56 OF Rreset 2565 and Nyep
represents the number of addresses used to imprint single bits. After 10K stressing,

the average value g 956 is ~250us, and we used N,, = 256 in our implementation.
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: ‘e BwMark 32bits _
Therefore, the throughput for the watermark retrieval is el v

15.625bits/ s.

Watermarking Cost

Our proposed technique only requires 10K set-reset operations (i.e., 20K rewrite
cycles) to make a distinguishable separation between logic ‘0’ and ‘1’ of the imprinted
watermark (using tge2s6). However, the rated endurance of ReRAM chips is 1M.
Therefore, our proposed technique costs only 2% of the rated endurance of imprinted

addresses.

4.3.3 Security Analysis

In this section, we perform the security analysis of our proposed technique. We use
the key to enhance watermarking security. For watermarking, we use set/reset time
to differentiate between logic ‘0" and logic ‘1. Therefore, an attacker can exhaus-
tively measure set/reset time over the whole memory address space and can identify
memory cells containing the hidden information. To prevent such issues, we need
some countermeasures. Fig. shows that if we imprint plain watermark in the
memory chip, counterfeiter can extract the plain watermark and imprint the origi-
nal watermark in his counterfeit memory chip. Therefore, as a prevention to avoid
cloning and secure watermark data, we propose an asymmetric encryption algorithm
as of Fig. In this algorithm, we use the key similarly to the digital signature.
While imprinting data (done by the chip manufacturer), the manufacturer can add
a silicon-generated salt to the data and encrypt it with a private key. Now, this
encrypted data can be imprinted as secure watermarked data. On the other hand,

the end users evaluate the authentication phase by decoding the watermark data.
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In the authentication phase, the encrypted watermark data need to be decrypted

with the public key, and then, the same salt data need to be subtracted. This will

result in the plain watermark data. As we propose this watermarking technique

for chip authentication, the chip manufacturer needs to generate the private-public

key pair and make the public key available to the user. Note that silicon-generate

salt can be any physical property that is constant over the next few read/write cy-

cles (as watermark data is expected to verify only once when the chip is new) and

varies from chip to chip. For example, the read latency of the ReRAM cell is fairly

constant over a few read/write cycles and slightly varies from one memory cell to

another due to random process variation in the fabrication process. Therefore, the

read latency can be used as a salt.

Counterfeiter

Extract Imprint
Watermark Watermark

Llethld Llth(d
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Authentic Counterfeit
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(a)

Imprinting Secured Watermark
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Decoding Secured Watermark

"
e

(b)

Figure 4.5: (a) Bypassing watermarking scheme (b) Secured watermarking.

Under this system (Fig. |4.5b)), a pair of keys is used to encrypt and decrypt

information (asymmetric encryption).

A private key is used for imprinting the
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watermark, and a public key is used for extracting the watermark. The manufacturer
is solely responsible for generating this private-public key pair and making the public
key available for end-user usage. Keys can be generated as a single process using a
random bit generator and an approved set of rules. The public key can be provided
to any upon request and does not need any secure distribution protocol; as long as
the private key is not known to the attacker, the watermark data cannot be cloned
and imprinted to a counterfeit chip. Therefore, our proposed watermark technique
is secure as long as the private key is secure (Fig. . Without the knowledge
of the private key, the attacker will not be able to encrypt the watermark data
properly. However, if the private key is compromised, the attacker will be able to
imprint the watermark on a counterfeit chip, and therefore, our proposed technique

will become ineffective.

4.3.4 Discussion

Watermarking and data hiding (chapter uses the same electrical property of
ReRAM cell (set/reset time). However, the data hiding algorithm is significantly
different from the watermarking algorithm. The both watermarking and data hiding

algorithm require to fulfill some additional requirements —

o Watermark data can be an open secret. As long as watermarked data is
unmodifiable, it can serve the purpose. On the other hand, hidden data need

to be as stealthy as possible.

o While watermarking, we need to ensure the imprinted data can be retrieved at
least once to verify the device’s authenticity. Once the authenticity is verified,
we no longer need the watermark data. On the other hand, ideally, the hidden

data is supposed to be sustained forever. However, in practice, hidden data
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can become noisy due to the continuous usage of memory over time. Therefore,
we aim to keep the hidden data alive as long as possible. For example, hidden
data in flash memory can be sustained till 10K regular write operation (which
is also typical endurance of flash memory); on the contrary, with our proposed
technique with ReRAM, the hidden data can endure at least 100K regular

write operation without inducing any bit error.

o Usually, watermarking is less expensive than data hiding. For example, in
the worst case (reset operation), watermarking only takes 15K switching op-
erations to imprint the data. On the other hand, data hiding takes at least
45K switching operations to keep the imprinted data alive for the next 200K
cycles. Therefore, data hiding is a more time-consuming process than the

watermarking technique.

4.4 Conclusion

This chapter demonstrated a cost-effective watermark imprinting and extraction
technique using commercially available ReRAM chips. In our proposed technique,
we utilize repeated switching operations to change the physical properties of the
memory cells. The effectiveness of the proposed technique is evaluated by metrics
of interest, i.e., the bit separation, imprinting throughput, extraction time, and
imprinting cost. Additionally, our proposed technique is robust aging temperature

variation and does not require any hardware modifications.
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CHAPTER 5
MRAM-BASED ROBUST TRNG

This chapter demonstrates an effective technique of generating random numbers
from energy-efficient consumer-off-the-shelf (COTS) MRAM chips. In the proposed
scheme, the inherent (intrinsic/extrinsic process variation) stochastic switching be-
havior of magnetic tunnel junctions (MTJs) is exploited by manipulating the write
latency of COTS MRAM chips. Subsequent NIST SP-800-22 suite test reveal that
the proposed latency-based TRNG is acceptably fast and robust over a wide range
of operating conditions. In this work, we propose a technique of generating random
numbers that meets the aforementioned requirements by exploiting write latency
variations of COTS MRAM chips. In summary, the major contributions of this
work are as follows.

« We reduce the write enable (W) time from the manufacturer recommended
value during the write operation to introduce errors. Errors from some of the
cells at the reduced timing parameter are completely random and can be used
as a source of randomness. However, some of the cells exhibit deterministic
behavior. Therefore, we further propose an algorithm to select the most suit-

able memory cells that exhibit proper randomness in order to generate robust

and high-quality random numbers.

o We demonstrate the system throughput and robustness of our proposed TRNG
in multiple COTS Everspin toggle MRAM chips (|[Eveal) under a wide range

of operating conditions.

The rest of the chapter is organized as follows. Section discusses the motiva-
tion of this work. Section briefly overviews the operating principle of MRAM

chips. Section presents the proposed technique of generating true random num-
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bers, including cell characterization and suitable bit-selection algorithm. Section [5.4]
explains the experimental setup and exhibits obtained results to verify the quality

and robustness of the proposed TRNG. Finally, section concludes the chapter.

5.1 Motivation

True random number generator (TRNG) plays an important role in cryptographic
applications such as random key generation, cryptographic nonces, session keys, one-
time-pad, initial seeds of pseudo-random number generator (PRNG), challenge for
authentication, hardware metering, etc. [MJST16, RXF*14, GHD" 14, KPH"19]. A
TRNG translates random physical phenomena (i.e., physical entropy) into digital
sequences. the process variation during integrated circuits (ICs) fabrication is also
responsible for random noise [LBBT14]. In most cryptographic applications, the
quality of the security of a system relies on the quality of random numbers. A poor
TRNG can always be a target to an attacker for attacking the whole system. A
TRNG can be a discrete or an integral part of the system (e.g., on-chip TRNG).
Usually, an on-chip TRNG has several advantages such as low-overhead (area and
energy), non-deterministic, high-throughput, simple design, robust against a wide
range of operating conditions, etc.

Although there are many dedicated hardware designs for TRNG, memory-based
TRNG are most popular as memory is a ubiquitous component of all computing
devices, and therefore, it eliminates the requirement of a new hardware compo-
nent. Unfortunately, all previous studies of memory-based TRNG are mainly fo-
cused on conventional memories, such as DRAM, SRAM, NAND Flash, etc., which
have several limitations, including (i) low throughput, (ii) power inefficiency, (iii)

lack of robustness, etc. In this dissertation, we proposed MRAM-based TRNG
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for future devices which is free from such limitations. In addition, MRAM can
turn into a dominant universal memory (cache and main memory) technology due
to its promising scopes such as high density and reliability, non-volatility, scala-
bility, thermal robustness, unlimited endurance, high speed, and fast read access,
ultralow-power operation, CMOS compatibility, and radiation hardness [KYK™08].
Because of these advantages, most of the systems are expected to include MRAM
chips. Therefore, MRAM can be an attractive candidate for low-power TRNG.
There have been several high-quality and robust memory-based TRNGs, but most of
them suffer from high-overhead and low-throughput [WYW™12, IMJST16|, KLKI17,
YDWT18, [HST*™12, [FTSR21]. MRAM-based TRNGs have gained attention be-
cause of their capability of generating significantly high quality and robust ran-
dom numbers [KCLT21, [YDW™18, VDNP16]. However, the existing MRAM-based
TRNGs are mostly simulation-based or need modification in standard MRAM struc-
tures [KCL721, VDNP16, YDWT18 [FTSR21]. Furthermore, some MRAM-based
TRNGs can not be used in the computer system because of their incapability of re-
configuration [KCL™21 [FTSR21]. The previous contributions inspirit the need for
real memory implementation and build the foundation of proposed MRAM-based
TRNGs that can be generated from COTS MRAM chips, require minimal or no ad-
ditional hardware, are robust against environmental fluctuations, and considerably

high throughput.
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5.2 Background Preliminaries

5.2.1 MRAM Operation

Storing data in a magnetic state has several benefits over charge-based storage
such as non-destructive read operation, unlimited read /write endurance, no leakage
during magnetic polarization, no wear-out due to no movement of electrons/atoms
during the switching process of magnetic polarization [FTSR21], etc. Moreover,
Savtchenko switching based MRAM arrays possesses several important performance
characteristics such as lower write error rate and fast read/write cycle (35ns). They
are also less sensitive to external fields, and therefore they are less sensitive to
manufacturing process variations [EABT05]. The write operation of the MRAM
chip can be governed by three different control parameters: write enable (W), chip

enable (E), and upper/lower byte enable ((UB)/(LB)) signals. A simplified version

of the write enable (W) controlled write operation of the MRAM chip is shown in

Fig. 5.1

Command ————

;I_J LOW | ] HIG

Data I/O ! ! ;Valid Data: !
10000000 0

! ! ) 1 [

! ! toy

! ! ) I I

! I 1 W_J 1 1

: [ty | !
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Figure 5.1: Write enable (W) controlled write cycle of MRAM chip.

Here,
twe = write cycle time, i.e., the time period to complete full write operation in
a particular address.

tw = write pulse width, i.e., the time period for which the W pin is kept activated.
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twr = write recovery time, i.e., the time to complete the write operation after
the W pin is deactivated.

tpy = wvalid data to end of write, i.e., the time for which the valid data need to
be available in the data I/O before the W pin is deactivated.

If the output enable (G) becomes active at the same time, or after I is activated,
the output will remain in the high impedance state. After all three write control
parameters (E, W, or UB/LB) become disabled, the G signal must remain in the
steady-state high for at least 2ns. Reducing any of these timing parameters can
improve the speed and reduce power consumption but may lead to faulty operation.
The write timing parameter ty is manipulated in this work to introduce errors

during W controlled write operation.

5.2.2 Entropy Source

When the magnetic orientation of the free layer and the fixed layer are in the same
direction (i.e., parallel, Fig. |5.2a]), it presents low resistance state (Rpo,). On the
other hand, the antiparallel orientation of the free layer and fixed layer (Fig. |5.2b))
represents a high resistance state (Rpign). The sensing circuit compares the cell

(M"“’J;M) and determines if the

resistance with the reference resistance (Rg.y =
cell is storing ‘0’ or ‘1. To change the stored data in MRAM, we need to change
the magnetic orientation of the free layer. However, the magnetic orientation of
the free layer can only be changed by applying the write current for an appropriate
amount of time which is known as the write time. An insufficient write time may
fail to orient the magnetic polarity of the free layer in the appropriate direction

(Fig. |5.2c|), and the cell resistance may become halfway between Rp, and Rpyign

(metastable). If the cell resistance is exactly halfway between Ry., and Rpgign,
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the logic sensing circuit will provide random output. The randomness of the cell
output mostly depends on random thermal noise (also known as Johnson-Nyquist
noise), which is the major entropy source of our proposed TRNG [Che21]. Thermal
noise is generated from the random motion of free electrons in the material (in our
case, the dielectric material between two electrodes). The random motion of the
electron is a direct result of the random thermal vibration of atoms in the material
lattice. The magnitude of the thermal vibration of atoms is directly proportional
to the temperature [Stel9]. Therefore the random noise in an electronic device is
also directly proportional to the temperature. The random noise is random as the
motions of atoms are completely independent of one another, and each atom may
have a different kinetic energy profile (they can transfer heat to free particles like
electrons). Therefore, the thermal vibration of an atom and corresponding thermal
noise is completely random, and the resulting output sequence of our TRNG is
also random. In our proposed algorithm, we have experimentally chosen a suitable
value of write time which causes maximum temporal variation on cell output. We
experimentally observe that fewer MRAM cells produce random sequences at low
temperatures than at high temperatures. Such dependency on thermal noise arises a
potential attack surface on TRNG, i.e., creating a deterministic sequence by reducing
the operating temperature. Thus, for our proposed TRNG, we recommend selecting
a subset of metastable cells which produce random sequences at the lowest possible
operating temperature (worst possible case) and use them over the entire operating

temperature range.
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(a) (b) ()

Figure 5.2: Different state of MRAM cell. Red arrow defines the magnetic
orientation of free layer, blue arrow defines the magnetic orientation of fixed
layer. (a) parallel magnetic orientation in low resistance state (Rpow), (b)
anti-parallel magnetic orientation of high resistance state (Rpg1), and (c)
abnormal magnetic orientation of free layer when the write current is applied
for insufficient amount of time while changing the magnetic orientation.
Here, the magnetic orientation of free layer is perpendicular to magnetic
orientation of fixed layer and resistance will be in-between Ry, and Rgigh.

5.3 Generating Random Numbers using COTS MRAM

In our proposed methodology, we exploit the random Savtchenko switching at the
reduced (manufacturer-recommended) timing parameter for generating true random
numbers. When the write pulse width, ty, of toggle MRAM (see Fig.[5.1)) is reduced,
it does not get sufficient time and write current to toggle into the desired stable state.
Due to the process variation and the non-uniform distribution of current pulse within
the chip, random variations are created in the M'TJ storage element. Therefore, all of
the memory cells are not capable of performing an appropriate write operation. That
is the reason that a manufacturer specifies a set of timing parameters for reliable
read /write operations. Violation in any of these manufacturer-recommended timing
parameters may cause erroneous/faulty outputs during the read/write operation.
If the ty is not sufficient, there is a chance that FML is not aligned perfectly
with the RML (either the same or in the opposite direction) and might settle on an
intermediate position. This arrangement may lead the cell resistance to be halfway
between Ryo, and Rpggn [IDK]. Therefore, at reduced ty, if the resultant cell

resistance falls around the ARy, region of the resistance distribution (see Fig.
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2.1b)) curve, the cell will show indeterministic characteristics and generate random
bits.

In our proposed scheme, several steps are involved in generating true random
numbers. At the reduced ty,, MRAM chips create errors, and the total number of
errors differ at different reduced ty, values. At first, we select the most suitable
reduced tyr value. This selected ty aims to maximize the number of cells that can
be used for TRNGs. Second, we propose a cell selection algorithm to characterize all
of the temporally unbiased MRAM cells from a set of measurements to identify the
most appropriate memory cells for generating robust random numbers. The men-
tioned two steps must be performed only once to choose the appropriate number of
random MRAM cells. Finally, we collect data from multiple measurements from the
selected MRAM cells and use a low-overhead post-processing technique to generate

high-quality random numbers.

5.3.1 Appropriate Reduced Time Selection

The experimental results show that some of the memory cells provide erroneous
outputs if the data is written at the reduced timing parameters. The number of these
error-prone cells varies within the write pulse activation time range t = [0,ty]. We
change the ty, and count the total number of erroneous bit cells. Our main objective
is to find a suitable ¢y for which the maximum number of erroneous bits is achieved.
The number of erroneous cells is calculated from all achievable reduced write timing
parameters in the next step. Finally, we propose an algorithm to characterize the
memory cells among those erroneous cells to generate random numbers for any
system using the timing parameter for which the maximum number of random cells

is obtained. The cell characterization technique is described in section [5.3.3]
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5.3.2 MRAM Cells Characterization

Our experimental result manifests that all of the memory cells are not suitable to
generate robust random numbers. To locate these random cells, at first, we charac-
terize MRAM memory cells by writing different intuitive (solid) and non-intuitive
(random, checkerboard, and striped) input data patterns to the entire memory cells
at the reduced write enable time, ty,, and read back the full memory contents with
appropriate timing parameters a total of N times. Larger N provides better char-
acterization results but increases the computation time for characterization.

Theoretically, reduced write operation reduces the current flowing through the
MTJ storage elements [BOET14]. Hence, the magnetic orientation switching (par-
allel (P) — anti-parallel (AP) or vice versa) time increases significantly [BOET14].
Switching from P to AP is more vulnerable to reduced write operation due to
enhanced switching delay, leading to the write failure. Our experimental results
also manifest that the write operation at the reduced ty, produces erroneous data.
Moreover, these error patterns depend on the input data pattern to be written and
vary with different memory chips. Based on the error patterns from the sample
measurements, the MRAM cells can be classified into the following two categories-

Persistent Cells: These cells produce stable output from measurement to mea-
surement. These stable cells are excellent candidates to generate memory-based
Physically Unclonable Function [VDNP16, IKCL721] but not competent for true
random number generation because of manifesting consistent behavior at the re-
duced ty .

Noise-prone Cells: These cells provide inconsistent output for different mea-
surements. However, we also observe that most noise-prone cells are biased toward
‘0’ or ‘1. Therefore, to avoid producing deterministic random numbers, we propose

a cell selection technique to exclude those biased cells from the noise-prone cells.
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5.3.3 Appropriate Cell Location Selection

To generate a robust TRNG, unbiased cells need to be filtered because all cells do not
provide the same amount of entropy. At first, we discover all erroneous cells at the
reduced ty from (V) measurements. At the reduced ty, some cells will not create
any errors; we define them as the correct state (S¢). On the other hand, the other
cells will create erroneous outputs; we define them as the error state (Sg). Next, we
record the change of state (S¢ — Sg or Sgp — S¢) or flip of all cells comparing to the
two consecutive measurements from each of N measurements. This forms a (1 x M)
array containing the total number of flips in each cell location from N measurements,
where M is the total number of memory cells. Second, to select the random cells, we
need to determine the appropriate threshold, T'h. Theoretically, the expected value
of This px (N —1), where p (= 1) is the probability of state change (flip). However,
in reality, a fixed T'h might not provide sufficient random cells. Hence a specified
bound (Thy < Th < Thy) needs to be defined, where Thy, and Thy are the lower-
and upper-bound of the threshold range. Cells within this boundary are considered
as TRNG candidates. The silicon results show that the obtained random cells above
Thy are significantly negligible. Therefore, we only choose those cells for which the
(1x M) array contents are above T'hy,. The locations of these unbiased noisy cells are
stored in data-set F¢. The step-by-step procedure is shown in Algorithm [4] A true
random number must be highly temporal variant, which is the basis of our proposed
algorithm. Therefore, the selected random cells with the proposed algorithm are

capable of generating high-entropy random numbers.
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Algorithm 4: Pseudo-code for Random Cell Location Selection

procedure rand_cell _loc(N,input_data, Thy)
1: /* N = Number of total measurements */
2: /* input_data = (1 X num_cell) matrix containing input data stored to each
memory cell at reduced ¢y */
3: /* Thy = Lower threshold bound to choose true random cells */
4: num_cell = Total number of memory cells
5: /* flip_count matrix stores total number of state change (flip) from
consecutive N measurements */
flip_count = zeros(1 x num_cell)
forv=1to N —1do
x = bitwise_ror(input_data(i), input_data(i + 1))
flip_count = bitwise_add(z, flip_count)
10: end for
11: /* rand_loc matrix stores random cell locations */
12: rand_loc = zeros(1 x num_cell)
13: num_randcell = 0 /* Total number of random cells */
14: for ¢ = 1 to num_cell do
15:  if flip_count(i) > Thy then

16: rand_loc(i) = 1
17: num_randcell + +
18:  end if

19: end for

20: return rand_loc
end procedure

5.3.4 Low-overhead Post-processing

However, the raw random sequence that apparently seems unbiased might pro-
vide biased results under extreme operating conditions. Therefore, several post-
processing techniques such as Von Neumann corrector, XORing multiple bits, cryp-
tographic hash function, etc. are used to generate a fully non-deterministic random
sequence [KECT11]. Secure Hash Algorithm (SHA)-256 is area efficient, fast, and
fewer input bits are required to generate the same entropy level [GYGI12, [FTSR21].
Therefore, we chose SHA-256 as a post-processing technique and applied over the

bit sequence obtained from Fo. To generate a random number of the required
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length, at first, we accumulate the obtained random cells at the selected reduced
tw. The value of the measurements is a function of the required length and the used
post-processing technique. Next, the bit sequence is split into appropriate chunks
to feed into the SHA-256 hash algorithm. Finally, the multiple output chunks gath-
ered from the SHA-256 hash function are concatenated to produce truly unbiased

random numbers and are denoted as H¢.

5.4 Experimental Results

The primary analysis is performed over ten (2 chips from each MROA16ACYS35,
MROA16AYS35, MR1A16AYS35 MR2A16ACYS35, MR2A16AYS35 models) 16-
bit parallel interfaced differently sized (1Mb — 4Mb) memory chips manufactured
by Everspin technologies. Table captures the key features of the memory chips.
Among them, five chips are selected randomly to perform extensive analysis for
TRNG. We have used our own custom memory controller implemented on Xilinx
Artiz 7 (XC7A35T-1C) FPGA to manipulate different timing latency of a couple of
emerging memories [Raj|. As discussed in section , the generated error is pattern
dependent at reduced operation. Hence to determine the suitable pattern that is ca-
pable of generating high-entropy true random numbers, we collected a total of 5-set
measurement data with seventeen different intuitive (solid) and non-intuitive (ran-
dom, checkerboard, and striped) 16-bit input data patterns: (0zFFFF, 0xAAAA,
025555, 020000) from each ten memory chips. We observed that the solid 020000
pattern produces comparatively high erroneous bits than other patterns. There-
fore, we can conclude that parallel (anti-parallel) configuration is the logic state ‘1’
(state ‘07). Next, to characterize the MRAM cells (discussed in section [5.3.2)), we

collected a total of 50-set measurement data with only solid 020000 input pattern
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from the selected five memory chips. We chose the smallest possible achievable
(due to experimental limitation) value of ty,, 16.6% of the recommended tyy, for
this work. However, our selected value of ¢y, can generate a sufficient number of

incorrect outputs to generate high-quality random numbers.

Table 5.1: MRAM Chip Specifications [Eveal.

Parameter Standard Value
Capacity 1 - 4 Mbits
Supply Voltage 3.3V
Read/Write Cycle (twe) 35 ns
Write Pulse Width (ty) 15 ns
Write Recovery Time (twr) 12 ns
Valid Data to end of Write (¢py) 10 ns
Address/Data Bus Length 16 - 18/16
Retention Time >20 years
AC Stand by Current 18-28 mA
AC Active Current (Read/Write) | 55-80 mA /105-165 mA

5.4.1 Selection of ty

To compare the behavior of the faulty/erroneous outputs at different reduced ¢y
values using solid 020000 data pattern, an analysis is performed to determine the cell
types (i.e., noisy or persistent). We reduce the ty value from 15ns (manufacturer’s
recommended) to 10ns, bns, and 2.5ns, respectively. Due to the experimental set-
up limitations, we are incapable of reducing the ty value any further. At ty =
5ns and 10ns, the obtained total failed bits are almost negligible (< 5% and < 1%,
respectively) for all ten chips. However, at ty, = 2.5ns, the total number of failed bit
count falls within 25.59% — 37.30%, which is sufficient for TRNG analysis. Hence,
we choose ty = 2.5ns (considering the number of failed bit count) to characterize

erroneous cells.
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5.4.2 Characterization of Temporally Unbiased Cells

The MRAM cell characterization is performed according to section with N =
50 measurements. Table shows a summary of random MRAM addresses and
cells after performing cell characterization. The results show that the total number
of random cells obtained at reduced ty (2.5ns) varies from chip to chip. The
results also show that different memory modules may have different thresholds. We
also observe that only a few addresses hold these random cells. In Table [5.2] the
first row shows the cell selection threshold, Thy, used for different chips. As we
need to perform characterization so different thresholds for different models will be
acceptable- the reason for choosing different thresholds to ensure higher throughput.
However, the same threshold is used for the same model, i.e., C1 & C2 are from
the same model. We can determine a unique threshold for simplicity for all models
considering the highest threshold value (in our case, 23); however, at that point,
we will get lower throughput as a lower threshold provides higher throughput (see
section . The second row represents the percentage of addresses that contain
random cell(s). Note that we only consider those addresses which have at least
one cell that lies into Fo. As the percentage of random addresses is very small
(~ 1%) regardless of memory size, we will need to store only those few memory
cells” information. Finally, the last row presents the average number of random bits
per random addresses.

Table 5.2: Cell statistics after applying cell characterization algorithm.

Sample Chip'| C1| C2 [ C3 [ 04| C5
Threshold (Thy) 16| 16 | 15 | 23 | 21

#(Rand Addr) (%) 1.16] 1.5 [ 1.23]0.63 | 0.94
#(Rand Bits)/#(Rand Addr)[9.71[10.71[13.19/11.39/12.76

101&C2:  MROA16ACYS35, C3: MROA16AYS35, C4: MR2A16ACYS35, Cb:
MR2A16AYS35
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Figure 5.3: The characteristics of memory cells of C4: most of the cells are
purely invariant (stuck at ‘0’/‘1").

Fig. |5.3| illustrates the number of flips (S0 — Sg or Sg — S¢) of memory
cells with N = 50 temporal measurements for a randomly chosen memory chip.
Solid 00000 is used as the write data pattern. Note that to erase the trace of
previously written data, we reset the entire memory with the solid Ox FF'FF data
pattern before every measurement. The results show that a larger number of cells
(~ 40 —60%) are purely invariant (stuck at ‘0’/‘1’logic state), which is not desirable
for high-entropy random number generator. To filter out those temporally persistent
cells using the proposed algorithm (described in section , we only chose those
cells (set F¢) that are above the lower threshold range Th; = [15,23] (see Table
for different chips used in the experiment. Although the number of eligible cells
decreases after performing our proposed cell selection algorithm, the filtered cells

are enough to generate high-quality random numbers.
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5.4.3 Evaluation

Data collected from different FPGAs verify that the memory controllers do not
influence the randomness of the generated random number from MRAM chips. Fur-
thermore, to evaluate the quality, randomness, and effectiveness of the obtained
binary sequence, set He (after performing low-overhead post-processing technique,
as discussed in section , over the test data sequence), the most frequently used
and well-accepted NIST statistical test suite (STS) [FTSR21] is used. Tables[5.3)and
show the worst-case (i.e., from multiple similar test categories, the worst one is
exhibited) NIST test results considering different memory models and extreme op-
erating conditions. In the tables, the higher p-value (P — val.) (calculated from the
chi-squared (x?) test) indicates a purely random sequence and vice versa. Besides,
Prop. is the proportion of the binary sequence that passes the corresponding test.
However, for passing the randomness test, the minimum value of P — val. should be
0.0001, and Prop. needs to be greater than a specified value, which depends on the
number of sample sizes (i.e., minimum of 18 tests need to be passed for 20 binary
test sequences). The proposed MRAM-based binary sequences pass all (15) of the

NIST tests; thus, it can be considered purely random.

5.4.4 Robustness Analysis

Chip Variations: The silicon results from four different memory models of two
different sizes show that our proposed TRNG is robust. However, the statistics of
random cells are different for different memory models, shown in Table [5.2] These
sources of variations come from architectural as well as both inter- and intra-chip
dissimilarities. As the random process variation is the key source of any memory

chips’ randomness, the proposed scheme can generate random numbers.
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Environmental Variations: Robustness against a wide range of operating condi-
tions is one of the requirements of high-quality TRNGs. To verify the robustness of
our proposed random number under temperature variation and external magnetic
field (M-Field), we collected four sets of test data sequence at different operating
conditions: i) room temperature (26°C'), ii) high temperature (65°C'), and iii) low
temperature (20°C) without external M-Field. The fourth set is collected at room
temperature with an ~ 8mT external M-Field. The temperature range is chosen
within the manufacturer’s recommended value, which is [0°C' —70°C] for all memory
models. The total number of random cells is observed comparatively less for low
temperatures than the other operating conditions. The write latency of MRAM in-
creases significantly at the lower temperature, which results in the reduction of the
number of random cells at the reduced write operation [Sla09]. Besides, we applied
a constant rare earth magnetic source (generated from the permanent magnet) in
six different orientations of 3D coordinates to observe the effect of external M-Field.
However, we did not notice any significant change in the total number of random
cells with (8mT') external M-Field. Therefore, we can conclude that our proposed
random numbers are robust against extreme operating conditions. To further eval-
uate the robustness of the cell selection threshold, we deliberately select those two
models (C3 & C4) with the lowest and highest T'hy, values (see Tables[5.2 and [5.4).
Table |5.4] shows the worst-case NIST STS results in extreme operating conditions,

signifying that our proposed TRNG can produce high-quality random numbers.

5.4.5 Throughput Analysis

Cell characterization and registration are performed once during a full life cycle.

Therefore, the registration phase is not considered during throughput calculation.
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The TRNG throughput of our proposed technique is the function of the average
time required to perform read/write operation from one memory cell at the reduced
tw and the average time required to execute the SHA-256 hash function. The

throughput of our proposed TRNG is calculated as follows:

Dlen
agors tRVV,avg + thash,twg
where,
trw X Bien
ERW,avg = (#Randbits ) (5.2)
#RandAddr

Here, Bje,(= 512-bit) and Dy, (= 256-bit) are the length of the input and hashed
output (message digest) block size of the hash function, respectively, trash.avg is the
average time required to hash the input bit sequence of length Biey, trw,avg is the
average time required to generate raw random bits of size Bj.,, try is the average
time required to perform a complete read /write operation from one memory address,
and ‘#(Rand Bits)/#(Rand Addr)’ (see Table[5.2)) is the average number of random
bits per random addresses. The cryptographic hash function, SHA-256, is used in
this work due to the low-overhead post-processing. Nowadays, almost all modern
processors have dedicated instruction set architecture to provide hardware support
for performing the secure hash algorithm [GYGI12]. We found tjusn,a0y = 802.615
using Intel i7-8700 processor. Note that we use a high-level language (Python
API) to hash the complete 512-bit block message; hence, the obtained average time
(802.6ns) includes the function overhead. Ideally, MRAM has a comparatively fast
(35ns) read/write cycle considering the nominal operation [Evea]. However, us-
ing our evaluation board, the obtained try considering reduced write operation is
239.76ns (much higher than 70ns), which signifies the inclusion of the communica-
tion overhead between the FPGA interfaced with a computer to acquire the data

from memory for analysis. Furthermore, Table shows the different ‘#(Rand
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Bits)/#(Rand Addr) values for different memory chips. According to Eq. our
system-level worst-case throughput values are around 18.17, 19.95, 24.12, 21.10,
and 23.47Mbit/s for C'1 — C5 chips, respectively, considering all of the commu-
nication and function overhead. The obtained throughput values are significantly
higher compared with the performance of many popular (non) volatile memory-
based TRNGs [KPHT19, MDHT01, WYWT™12]. An efficient implementation of a

memory controller can further improve the overall performance of our proposed

TRNG.

5.5 Discussion

Our proposed TRNG takes advantage of the metastable state of MRAM memory
cell (i.e., cell resistance is halfway between high resistance state and low resistance
state). At metastable state, the temporal variation of cell output largely depends
on thermal noise. Unfortunately, the magnitude of the thermal noise is directly
proportional to the temperature. Therefore, if the attacker has control over the
temperature, he/she can introduce determinism into the TRNG output by lowering
the temperature. To avoid the situation, we characterize MRAM cell metastability
at a lower temperature. Our experimental result shows that metastable cells show-
ing randomness at a lower temperature (i.e., with small thermal noise) also show
randomness at a higher temperature (i.e., with higher thermal noise). Thus, for our
proposed TRNG, we recommend selecting a subset of metastable cells which pro-
duce random sequences at the lowest possible operating temperature (worst possible
case) and use them over the entire operating temperature range. Note that a small
fluctuation in external voltage does not have any impact on our proposed TRNG,

as all modern ICs are equipped with internal voltage controllers. This voltage con-
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troller can keep the operating voltage constant if the external voltage is in the valid

range.

5.6 Conclusion

This chapter demonstrated an efficient technique to generate high-throughput and
high-quality true random numbers from non-volatile COTS MRAM chips by utiliz-
ing its internal write latency variation. The NIST SP-800-22 suite results validate
that our proposed technique is purely random and robust at extreme operating
conditions. The throughput is also considerably higher than most of the available

TRNG techniques implemented using existing or emerging volatile or NVM chips.
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CHAPTER 6
CONCLUSION AND FUTURE WORK

This dissertation introduces comprehensive frameworks to establish device se-
curity and trust using emerging memory technologies without requiring any hard-
ware modification or new hardware component. In this research, we present three
novel ideas, which include- (i) developing an anti-counterfeiting technique by wa-
termarking ReRAM, (ii) introducing a data hiding technique in ReRAM, and (iii)
demonstrating a high-speed true random number generator using MRAM. Although
we have demonstrated the results with commercially available standalone MRAM
and ReRAM chips, our proposed method should also be applicable for embedded
ReRAM and MRAM as the underlying memory architecture is the same for embed-
ded and standalone ReRAM and MRAM memory modules.

In our proposed watermarking technique, we repeatedly stress the ReRAM cell
to make an irreversible change in its physical property (i.e., increases set and reset
times). We have demonstrated that this irreversible change in ReRAM’s physical
property can be utilized to watermark devices with ReRAM. Towards this end, we
propose an efficient protocol to verify the device’s authenticity at the user’s end us-
ing this watermarking technique. Unlike other existing anti-counterfeiting solutions,
our proposed method does not require any- (i) new hardware or hardware modifi-
cation, (ii) special lab facility or subject-matter expert, (iii) centralized database,
and (iv) exhaustive communication between manufacturer and user. Additionally,
our proposed anti-counterfeiting solution can identify a wide range of device coun-
terfeiting, including recycled, remarked, cloned, overproduced, etc. Therefore, our
proposed low-cost technique is well-suited to verify the device’s authenticity before

deploying them in a security sensitive application.
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For hiding information in ReRAM, we induce a similar irreversible change in
the physical property (as of watermarking technique) to imprint the hidden data.
However, in contrast with watermarking, we perform additional characterization on
ReRAM cells and deduce an algorithm so that the hidden data can be alive even
after using the device for a long period of time. We also provide a simple framework
to enhance the security of hidden data. Our proposed data hiding technique does not
interfere with regular memory operations and is robust against external variations in
operating conditions (i.e., temperature and voltage). We have also experimentally
verified that hidden data with our proposed technique can be recovered even after
100K regular write cycle without introducing any bit error. Our proposed data
hiding framework makes the hidden data untraceable through regular read/write
operations. Therefore, it can be used as a very effective defense mechanism against
ransom attacks and the second layer of protection on encrypted data against brute-
force attacks.

Next, our work on MRAM-based TRNG entirely relies on the bit errors obtained
in suboptimal write latency. The variations among obtained errors originated due
to not receiving sufficient current and time during the write operation to toggle into
the intended stable resistance state. Hence, appropriate reduced time identification
is essential to use MRAM for different security solutions. The experimental result
manifests that only a few memory cells, hence addresses are error-prone at a specific
reduced write latency. To this end, memory cells are characterized and observed that
a subset of erroneous memory cells can be used as a TRNG. As all noisy cells do not
possess the same amount of entropy; therefore, a cell selection algorithm is proposed
to filter the unbiased cells from the noise-prone cells with the help of an appropriate

threshold to generate robust, high-quality TRNG.
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In summary, this dissertation demonstrates three critical security solutions using
commercially available MRAM and ReRAM chips, which can be evaluated in any
embedded platform. Therefore, I hope that this dissertation will be beneficial and
inspirational to emerging NVMs for secure computing with trust in mind.

Hereafter, we present some important focus areas of future direction of this
research work —

o Our proposed data hiding technique demonstrated that stressing changes the
physical property of ReRAM. Hence, an adversary may utilize this irreversible
physical property of the memory cells to recover the deleted content using
standard digital interfaces. This way, extensive analysis of the analog physi-
cal property (i.e., write time) of the memory cells in a discarded memory can
reveal the original data. We expect that data retrieval from aged ReRAM will
endanger sensitive information such as the firmware/software code, encryption
keys, etc., and pose a severe threat to intellectual property protection. There-
fore we will investigate that experimentally in our future work and propose a

technique to ensure data remains unrecoverable after deletion.

o The latest generation ReRAM does not require any access transistor; thus,
it supports a cross-point architecture, reduces cost, and theoretically achieves
the smallest cell size of 4F? [XNMT'15, [KAT*13]. Therefore, these ReRAMs
use a bidirectional diode as a selector or even no selector at all, thus, requiring
a specially designed peripheral circuit and memory organization. These new
peripherals can also introduce attack vectors through which adversaries can
leak sensitive data as well as modify data by either injecting faults or inducing
Trojans. This mandates further research to detect potential security threats
caused by emerging memories and proposes countermeasures against existing

and emerging malicious attacks.
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» Storing data in a magnetic state has several benefits over charge-based storage;
however, the memory content is sensitive to external fields. Proper embedded
magnetic shielding can ensure data integrity and guarantee reliable memory
operation (even memory itself) against the external field, radiation effect, etc.
Memory content can be tempered to introduce different attack methodologies,
i.e., fault injection attack or stealing sensitive information through hamper-
ing data persistency by varying the alternating current (AC) magnetic field’s
frequency, magnitude, and shape. The impact will be more detrimental than
the DC magnetic field effect and introduce read, write, and retention failure.
In the future, we will explore MRAM’s reliabilities and fundamental security
vulnerabilities and propose techniques to overcome or mitigate the impact of

the external AC magnetic field.
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