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ABSTRACT OF THE DISSERTATION
DISTRIBUTED MACHINE LEARNING ALGORITHMS FOR
RESOURCE-CONSTRAINED HETEROGENEOUS INTERNET-OF-THINGS
ENVIRONMENTS
by
Ahmed Imteaj
Florida International University, 2022
Miami, Florida

Professor M. Hadi Amini, Major Professor

With the improvement of network infrastructures and advancement of IoT technolo-
gies, now it is desirable to perform computation at the edges, rather than sharing
data with a central fusion center, which is privacy-intrusive. Both conventional
(centralized) and distributed machine learning (ML) algorithms fail to address un-
derlying challenges related to users’ privacy or capturing global knowledge of the
whole network. To properly handle such challenges, a recently invented distributed
ML technique, called Federated Learning was invented that shows us a pathway to
construct a global model without exposing any user’s private data through on-device
model training utilizing edge resources. However, FL. may face various challenges
due to the lack of a convenient mechanism to prepare a federated dataset, and also
the heterogeneous nature of the resource-constrained agents such as systems, sta-
tistical and model heterogeneity. We developed a distributed sensing mechanism
through which any federated agents can be triggered and activated for sensing the
environment. That novel approach shows a pathway to carry out the FL process
in a real-world environment. Following this, we developed an FL model, FedAR
by monitoring agent activities and leveraging available local computing resources,

particularly for resource-constrained IoT devices (e.g., mobile robots), to accelerate
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the learning process. Besides, we propose a tri-layer FL framework, FedPARL that
helps resource-constrained FL agents consume less resources during training, and
avoid untrustworthy and out-of-resource agents (e.g., low battery life) during agent
selection for training and perform variable local epochs based on the agent’s resource
availability. We perform model pruning to reduce the size of the agent model that
is effective for an FL-IoT setting. Afterwards, we proposed a coupling of distillation
and dynamic local task allocation technique through which we can effectively handle
model and systems heterogeneity of FL-IoT environments. Further, we focused on
applying our developed distributed ML algorithm to improve the resilience of critical
infrastructures through knowledge exchange. We extended the work by proposing
a novel technique, FedResilience, to handle weak critical infrastructure agents by
enabling partial computational tasks from the resource-constrained agents and ex-
changing information without sharing any raw data. Besides, we implemented two
other FL applications to recognize human activities and forecast customers’ finan-
cial distress in resource-constrained environments. From the experience we gathered
over the past few years on FL, we conducted a comprehensive survey on FL, par-
ticularly for resource-constrained IoT environments that discussed the existing FL
works, present challenges, and their potential solutions, applications, and future

research directions in this domain.
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CHAPTER 1
INTRODUCTION

1.1 Motivation

The ubiquitous nature of IoT devices causes huge data streams due to their
widespread applications. Storing and processing such vast amounts of data in a
centralized data storage units and computing servers is costly, highly insecure, and
time-consuming. In order to attain a better machine learning (ML) model under
the conventional centralized approach, the users may need to compromise their
privacy by sending private data to the data center. However, in some cases, the
nature of local data may be sensitive that requires further security measures to
ensure user confidentiality and data privacy while exchanging data for computation
and decision-making purposes. For instance, smartphone users may prefer to not
share their images with other entities, or the clients would not prefer to share their
messages with a advertising company. Alternatively, they may prefer to bring code
or algorithm to the data locally, instead of passing local data to central fusion
centers. Various distributed methods [Amil9, AMK19] are developed to minimize
the computational burden and optimize the decision-making process. Federated
Learning (FL) has come to the light because of its promising paradigm that
enables distributed machine learning training over a network of available devices.
Numerous studies from a wide range of research disciplines, including databases,
distributed systems, cryptography, machine learning, and data mining, explored
FL methods from various perspectives. The prevailing goal is to learn from the
distributed dataset and simultaneously preserve privacy by not exposing the
data. To this end, the introduction of FL maintains privacy by storing client

data only on-device, eliminates the dependency on a single server to generate



prediction models by performing computation on client devices, and builds a
smarter model by learning from various client models. It is to be noted that any
resource-constrained device could be a server in an IoT environment; therefore, it
is not a good solution to consider such a device to store all the extracted data of
the available clients and generate a model likewise as conventional ML approach.
Rather than, the server can only be used to perform aggregation on the collected
local models to generate an updated global model. In this dissertation, we focus
on the development, deployment, and ultimately implementation of FL in an IoT
environment, where the IoT nodes are considered as clients with limited resources.
These resources include computation power, communication bandwidth, memory,
and battery power. The IoT clients may have different technical characteristics
and available resources, and that is why all the clients can not be treated the same.

FL has a unique way of generating a cumulative global model by learning from
the client’s model parameters, and it has two distinctive challenges from conven-
tional distributed optimization: systems heterogeneity and statistical heterogeneity
[IMMR*17, LSZ*20, YLCT19a, ZLL"18]. Although the earlier proposed FL algo-
rithm (FedAvg) has a significant contribution in FL settings, it has missed some un-
derlying challenges that can be observed in a heterogeneous FL-IoT setting. First,
the FedAvg algorithm does not instruct how to uniquely identify each of the FL
clients and trigger them for performing any actions. Second, the FedAvg assumes
all the available clients as uniform capabilities and randomly selects a fraction of
local clients for the training phase. However, in a real-world FL setting, we may ob-
serve a marginal difference in various clients in terms of their system configurations.
Third, resource-constrained IoT devices may face difficulty in performing on-device
training with large model sizes. Fourth, FedAvg does not entitle the participated

clients to perform variable or partial amounts of work; rather, it simply drops the



participants that fail to perform a task within a specified time window. Fifth, the
performance of FedAvg diverges significantly when the client has non-identically
distributed data across their devices, i.e., there remains statistical heterogeneity
within the FL networks. Therefore, if we apply the FL algorithms in a distributed
heterogeneous IoT environment (with potentially several IoT agents that have lim-
ited local computing resources), then most of the IoT devices (considered as FL
clients) may fail to accomplish a given task due to limited resources in terms of
computational power, battery life, bandwidth, or memory availability, and as a con-
sequence, the FL process may hamper. As the IoT devices are vulnerable and prone
to attacks, they may generate inappropriate models (i.e., bad model injection) that
may prolong the global model convergence and waste resources of the participated
FL devices. The authors in [LSZ" 18] proposed a framework that can handle both
systems and statistical heterogeneity. However, they randomly select a subset of
clients like the FedAvg algorithm [MMR*17], which would not be effective in an
FL-IoT environment as most of the selected candidates could be inactive or out-of-
resources. In the worst case, the random selection of the participants may lead them
to choose all the straggler devices that could hardly perform an iteration. Besides,
in their simulation, they consider that the straggler or inactive client would take a
random local iteration between 1 to E, where E is the local epoch defined by the
task publisher for the overall task. In the worst case, it is possible that most of
the stragglers need to perform local epochs close to the £. That means, instead
of considering the resource availability or previous history, they randomly assign
a local epoch for the straggler or inactive clients. Particularly, in a real-life FL
setting, such random assigning of local epoch to the stragglers would result in an
ineffective model update. Moreover, the deployment of an effective FL strategy in

solving real-world applications can be promising. For instance, critical infrastruc-



tures (e.g., power systems, transportation) are essential lifelines for most modern
sectors and have utmost significance in our daily lives. However, such important
domains can fail to operate due to systems failure or natural disasters. Though
the major disturbances in such critical infrastructures are rare, the severity of such
an event calls for developing effective resilience assessment strategies to mitigate
relative loss. The traditional critical infrastructure resilience approaches consider
that the available critical infrastructure agents are resource-sufficient and agree to
exchange local data with the server and other agents. Such assumptions open up
the door of two issues: (1) slow learning due to straggler effect or uncertainty in
reaching convergence while applying on resource-constrained critical infrastructure
agents, and (2) huge risk of privacy leakage. By understanding the pressing urgency
of constructing an effective resilience model for the resource-constrained critical in-

frastructures, we aim to leverage FL in solving such real-world problems.

1.2 Background

The invention of new distributed optimization and learning techniques has recently
been popular due to the extensive growth of data that opens the door to rethink
the design of ML and data center settings [WRXM18]. On one side, the improve-
ments of internet availability, speed, and architecture bring more convenience for
Internet-of-things (IoT) services, while on the other hand, the ever-growing devel-
opment of modern edge devices (e.g., smartphone, wearable devices, drones, and
sensors) enables performing computation at the edge without passing local sen-
sitive data to the server. The Federated Learning (FL) technique was invented
after being motivated by the same theme [MMR17]. Though FL faces many chal-

lenges in terms of systems and statistical heterogeneity, privacy, communication



overhead, and massively distributed federated network [YLCT19a, ITW*20], the
wide popularity of the FL approach motivates researchers to develop new optimiza-
tion techniques suitable for a federated setting. Such novel federated optimization
technique outperforms the conventional distributed methods, e.g., mini-batch gra-
dient descent [DGBSX12], or ADMM [BPC11]. The distributed optimization tech-
nique, e.g., [MMR*17], [BPC11, SCST17, ZLL*18] allows for inexact local model
updating that would help to balance between computation and communication in
large-scale networks and permit to active a small subset of devices at any iteration
period. Besides, to avoid the issues regarding active clients and statistical hetero-
geneity of FedAvg algorithm, a couple of works, e.g., [HKMC19, BDKD19] have
shown efforts to analyze FedAvg algorithm considering the non-federated setting,
i.e., they assume the data to be identical and uniformly distributed. However, in a
heterogeneous setting, it is not proper to assume that each local solver can perform
the same stochastic process using their local data and can handle large model sizes.
As the clients within the FL network may possess heterogeneous systems resources,
such heterogeneity results in incomplete task completion by the participated clients.
This may exacerbate straggler issues and degrade system performance. If the num-
ber of stragglers becomes high, then it may take a long time or even fail to reach
the target convergence. One solution could be to avoid the resource-constrained
clients or not select them during a training phase [BEGT19a]. However, dropping
the stragglers could limit the number of active clients and it could bring bias during
training or even some dropping clients may have important data with higher volume
[LSZ*18]. Beyond systems heterogeneity of the FL clients, statistical heterogeneity
or divergence of client model update is also a concern in federated networks. To han-
dle statistical heterogeneity, some works proposed the idea of sharing either client’s

local data or server’s proxy data [ZLL118, JOK*18]. However, the assumption of



passing client data to the server or disseminating proxy data to all the clients could
violate the privacy [HYF120]. The authors in [LSZ" 18] proposed a framework that
can handle both systems and statistical heterogeneity. By a generalization of the
FedAvg algorithm and adding a proximal term, they handle statistical diversity and
allow partial work. However, they randomly select a subset of clients like the Fe-
dAvg algorithm [MMR*17], which would not be effective in an FL-IoT environment
as most of the participants would be inactive or out-of-resources. In the worst case,
the random selection of the participants may lead them to choose all the straggler
devices that could hardly perform an iteration. Inspired by FedAvg [MMR*17] and
FedProx [LLSZ"18], we propose to design a tri-layer FL model, Fed PARL that can be
effective, specially in an FL-IoT settings. Our tri-layer FL. model will be capable to
perform model pruning, selecting proficient clients for the FL training, and enabling
accepting partial works from the resource-constrained straggler clients. Our tri-layer
FL framework would be able to accelerate convergence and improve robustness in a
resource-constrained FL-IoT environment.

FL fits best in applications where we need to deal with sensitive information, and
therefore, on-device training is more important than passing local data to the server.
Several FL applications are available, e.g., smart healthcare [HYF*20], recommen-
dation systems [YJSD20], mobile keyboard prediction [HRM 18], Google keyboard
query suggestions [YAT18], etc. We observe that most of the existing FL approaches
are designed to skip the challenges that could arise in a resource-constrained IoT
environment. The authors in [ZGH"22] discussed the applications, challenges, and
potentials of FL in IoT environments. Most of the existing FL applications are
based on labeled data collected from clients or user activities (e.g. type URLSs or
keyboard, click button). Therefore, it is necessary to develop a framework that could

help the FL client to carry-out on-device training with reduced model size and can



also handle the systems and statistical heterogeneity in presence of the participated
clients. Besides, we figure out that there is currently no work that could tackle the
challenges of resource-constrained critical infrastructures and improve resilience. We
developed a technique utilizing local resources and exchanging local models of the
infrastructure agents instead of sharing sensitive data, and finally, exploited the
collaboratively learned knowledge about probable outage and resource availability

status of the whole FL network to enhance the resilience operations.

1.3 Research Questions and Objectives

How can we develop an effective strategy to construct distri-
buted dataset for leveraging distributed learning process?
An intelligent distributed sensing mechanism would help

us to show a pathway to federated learning for making
intelligent decisions. (Conf. Papers: CSCI'19 [IA19])

How can we apply distributed machine learning technique
Question #2 by handling systems, statistical, and model heterogeneity

of an IoT environment?

A distributed learning model that facilitates lightweight
model training, examines client resources and activities,
allows variable local computational tasks, and leverages
distillation technique would handle the systems, statistical,
and model heterogeneity of an resource-constrained environ-
ment. (Conf. Papers: ICMLA’20 [IA20], SenSys’20 [Imt20a],
Journal: Frontiers in Communications and Networks [[A21]).
Can distributed machine learning technique be effective in
improving real-world applications?

A distributed machine learning strategy for a resilient mana-
gement system could help to improve resilience operations of
critical infrastructures, human-activity recognition, and finan-
cial distress prediction. (Conf. Papers: PESGM’20 [TAM20],
SEST’20 [AIM20], IHCT’21 [IAA21], Elsevier ISWA [IA22])

Question #1

Objective #1
(Published Work)

Objective #2
(Published Work)

Question #3

Objective #3
(Published Work)




Table 1.1: Published research papers during my Ph.D. in the theory and application

domains of Federated Learning.

Theory

Applications

FL-IoT Survey [IEEE IoT journal’22]

IoT [CSCT’19, Mobiquitous’19]

Distributed Sensing Mechanism [CSCI’19]

Robotics [ACM SenSys’20]

FedAR: Activity and Resource-aware
Federated Learning Model [[CMLA19]

Activity Recognition [THCI'21]

FedPARL: Tri-layer Lightweight FL
Framework [Frontier Journal’20]

Finance [Elsevier Intelligent Systems
with Applications journal]

FedMDP: FL Framework to Handle
Model and System Heterogeneity
[Journal of Parallel and Distributed
Computing (under review)]

Energy Systems [SEST’20]

Power System Resilience [Electronics

Federated Deep Learning [ICMLA’21] Journal, TEEE PES GM'20]

COVID-19 Prediction [Patterns’21
Journal]

1.4 Research Contributions

We published several peer-reviewed journals and conference papers both in the the-
ory and applications of distributed machine learning. We listed all the publications

that are out of my PhD research in Table 1.1.

1.5 Dissertation Outline

The outline of the rest of the dissertation is as follows: The review of the related
works is presented in chapter 2. The detail of our proposed distributed sensing
mechanism for smart-end user devices is detailed in chapter 3. Chapter 4 presents
our developed activity and resource-aware FedAR model. Chapter 5 discusses the
proposed lightweight Federated Learning framework for resource-constrained de-
vices. Chapter 6 covers our work on handling model and system heterogeneity via

knowledge distillation and dynamic local task allocation. Chapter 7 presents several



Table 1.2: Published research papers during my Ph.D. in the theory and application
domains of Federated Learning.

Chapter/Section Re-Used Published Research

Chapter 2 FL-IoT Survey IEEE Internet of Things Journal, 2022 [ITW+22]

Chapter 3 Distributed sensing mechanism, IEEE CSCI’19 [IA19]

Chapter 4 FedAR model: Activity and Resource-aware Federated Learning model, IEEE ICMLA’20 [IA20],
Robotics, ACM SenSys’20 [Imt20a]

Chapter 5 FedPARL: Tri-layer Federated Learning Framework, Frontiers in Communications and Networks [IA21]

Chapter 6 FedMDP: Federated Learning Model to handle Model and Systems Heterogeneity

Resilience [Electronics Journal [IKKA21], IEEE PES GM’20 [TAM20]],
Energy Systems, I[EEE SEST’20 [AIM20]

Chapter 7.2 Human Activity Recognition, THCI’21 [IAA21]

Chapter 7.3 Finance [Elsevier Intelligent Systems with Applications journal] [IA22]

Chapter 7.1

Federated Learning applications including improving resilience of critical infrastruc-
tures, human-activity recognition and financial distress prediction. Finally, chapter
8 concludes the dissertation with a discussion on the limitations of the proposed
works and different directions for our future works. Table 1.2 provides an overview
of my published research papers that have been used in some parts of this Ph.D.

dissertation.



CHAPTER 2
A SURVEY ON FEDERATED LEARNING FOR
RESOURCE-CONSTRAINED 10T DEVICES

! In this chapter, we propose to answer this question: how to train distributed
machine learning models for resource-constrained IoT devices? To this end, we
first explore the existing studies on FL, relative assumptions for distributed imple-
mentation using [oT devices, and explore their drawbacks. We then discuss the
implementation challenges and issues when applying FL to an IoT environment.
We highlight an overview of FL and provide a comprehensive survey of the problem
statements and emerging challenges, particularly during applying FL within hetero-
geneous loT environments. Finally, we point out the future research directions for
scientists and researchers who are interested in working at the intersection of FL

and resource-constrained IoT environments.

2.1 Introduction

In this section, we thoroughly explain the motivations of focusing on FL for resource-
constrained IoT devices by conducting a comprehensive survey on this topic, followed
by a literature review of recently published prior works. We then elaborately explain
how our proposed survey is fundamentally necessary for the FL. domain. We then
discuss our contributions and the necessity of conducting this research. Finally, we

highlight the organization of this comprehensive survey.

!This chapter is an edited version of the author’s previous work published in [[TW+22]
(©)2022 IEEE.
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2.1.1 Motivation

The ever-growing data collected /produced at edge devices is the result of billions of
connected Internet-of-Things (IoTs) devices as every active IoT client extracts their
observed data and pushes those data to the edge. The traditional machine learning
(ML) approaches need to perform aggregation of that extracted data element on a
data center or a single machine, and such a learning scheme is common in different
Al-based giant companies such as Facebook and Google. Companies store all the
data collected in their data center, where they train the respective ML model. To
attain a better ML model under the conventional centralized approach, the users
may need to compromise their privacy by sending private data to the data center.
Such a model training strategy is privacy-intrusive, particularly when the clients
need to address their personal or sensitive data to achieve a better training model.

Federated learning (FL) is such an approach that is capable of training a model,
leveraging the private data of clients without ever sharing it with other entities.
However, the client may possess a lack of resources to perform on-device com-
putation and may fail to reach the target convergence within an expected time.
Moreover, we may face some unique challenges that could not be observed in a tra-
ditional FL-based approach in terms of communication, computation, privacy, stor-
age, power, and energy utilization, e.g., straggler issue, high energy consumption,
handling dropped participants. This chapter reveals the challenges of FL setting
in such a situation and describes the impact of having such resource-constrained
clients within a network by considering their practical constraints. To that end,
we emphasize the open research issues in this area and enumerate numerous future

directions.
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2.1.2 Related works and Contributions

Numerous studies from a wide range of research disciplines, including databases,
distributed systems, cryptography, machine learning, and data mining, explored FL
methods from various perspectives. It is a prevailing goal to learn from the dis-
tributed dataset and simultaneously preserve privacy by not exposing the data. In
1982, a cryptographic mechanism was developed to apply on encrypted data [Yao82].
The works of [AS00, BA05, VYJ08, GIKMO00, HLN*07] are some of the early ex-
amples to discover knowledge from local data while maintaining privacy. To that
end, the introduction of FL. maintains privacy by storing client data only on-device,
eliminates the dependency on a single server to generate prediction model by per-
forming computation on client devices, and builds a smarter model by learning from
various client models. It is to be noted that any resource-constrained device could
be a server in an loT environment; therefore, it is not a good solution to consider
such a device to store all the extracted data of the available clients and generate a
model like conventional ML approach. Instead, the server can only be used to per-
form aggregation on the collected local models to generate an updated global model.
In this chapter, we focus on the deployment and implementation of FL in an IoT
environment, where the IoT nodes are considered as clients with limited resources.
These resources include computation power, communication bandwidth, memory,
and battery power. The IoT clients may have different technical characteristics and
available resources, and that is why all the clients can not be treated the same.
Several detailed surveys on FL have already been conducted by assuming that all
clients within the network are resource-unbounded. Li et al. [LSTS20] presented an
overview of challenges, open problems, and issues associated with FL by considering
the heterogeneity of devices; however, they assumed that all clients are resource-

boundless. The authors of [YLCT19a] focused on the categorization of FL settings
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while the authors in [NDR19] presented the issues of FL in a wireless environment.
Besides, a federated optimization-based framework is proposed in [LLH*20], which
is constructed by addressing challenges related to both system and statistical hetero-
geneity. They mentioned that straggler client is responsible for increasing statistical
heterogeneity which put adverse impact during convergence. By adding proximal
terms during local training, they obtained faster convergence and were able to an-
alyze the effect of heterogeneity. Another exciting paper [WHWT19] discussed FL
from the perspective of mobile edge computing (MEC), including caching and com-
munication mechanism at the edge, while a detailed survey is presented in [KM*21]
by analyzing the recent advancement and issues of FL.

The existing FL survey papers [LSTS20, YLCT19a, NDR19, LLH*20, LSTS20,
KM*21, WHW*19] are mostly focused on FL settings, system design, and compo-
nents, implementation challenges, or on recent advancements. On the other hand,
edge computing surveys [Z719, AZTS17, CY 18, MYZ"17, LO*18, WZZ*17, MB17]
are mainly conducted on edge computing infrastructure, applications including ML
and Al, resource-management, wireless communication, and security and privacy
issues. However, all these works considered only heterogeneity of systems or their
statistical data, and did not discuss the challenges that would arise when the clients
are resource-bounded. Throughout this chapter, we point out the FL challenges
while applying on a resource-constrained IoT environment, analyze the potential
solutions towards those challenges, and reveal the future directions of this domain.
This chapter is mainly a critical survey on the previous works that identifies gaps in
resource-constrained FL implementation. To the best of our knowledge, this chapter

is the first comprehensive survey on FL for resource-constrained IoT devices.
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2.1.3 Organization

The rest of this chapter is organized as follows. In Section 2.2, we present an overview
and taxonomy of FL with a comprehensive list of existing studies. In Section 2.3,
we review distributed optimization and ML approaches. Section 2.4 presents a
detail analysis of the major challenges of FL. while applying on resource-constrained
devices, which is followed by Section 2.5, where we discuss the potential solutions
of those emerging challenges. After that, in Section 2.6, we present the existing
FL applications, and in Section 2.7, we highlight the future research direction in

FL-based IoT domain. Finally, in Section 2.8, we conclude this chapter.

2.2 An Overview of Existing Studies on Federated Learning
Models

This section covers the definition of FL, a detailed description of the FL taxonomy,
a brief highlight on the existing FL frameworks, and a comparison summary of
the existing FL-based studies which are classified in terms of privacy maintenance,

attack schemes, fairness, learning effectiveness, and resource utilization.

2.2.1 Definition of Federated Learning

Federated learning can be defined as a distributed machine learning approach where
the clients train themselves locally without sharing their direct information to the
server. By periodically updating a shared global model based on performing aggre-
gation of each client model information, this approach trains each device to capture
the global view [MMR*17]. A high-level architecture of FL process is presented in

Fig. 2.1. The FL process generally includes three steps:
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Step 1 (Initiate training task and global model): In the initial phase, the
central server decides the task requirement and target application. A global model
(W2) is initialized and the server broadcasts that global model to the selected local
clients that are known as participants.
Step 2 (Local model update): Each participant generates a model utilizing their
local data. Upon receiving the global model W/, (where ¢ denotes the ¢-th iteration),
each client k updates its model parameters W/ for finding optimal parameters that
minimizes the local loss function Fy,(W}). The local optimal models are then shared
with the FL server.
Step 3 (Global aggregation): After receiving the local models from the partici-
pants, the FL server performs aggregations and generates an updated global model
(WET). The latest global model is again shared with all the new participants.
Steps 2 and 3 are repeated until the central server reaches a convergence by min-

imizing the global loss function F (W) which can be expressed as follows [LSZ*18]:

mqgn flw) = Z Py Fy(w)

where, N is the total number of available devices, P,(> 0) indicates the relative
impact of each device k while satisfying >, P, = 1, and Fj(w) is the expected
prediction loss on a sample input of k' device on parameter w. Each device k
possesses 1y, samples (where n = ), ny). thus, the relative impact of each local

device can be expressed as P, = “=.

2.2.2 A Taxonomy of FL-based Systems

Federated learning system (FLS) can be categorized according to data sample,

communication, prediction model, scale, privacy, and participation motivation (see
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@ Local model @ Global model

Figure 2.1: Federated learning procedure considering N number of participants.

Fig. 2.2). In this segment, we discuss each individual categorization instance with

proper examples.

Federated learning
Systems

Privacy Encouragement
mechanisms towards FL

Incentives
Regulations

Partitioning Machine Federati |
sample learning model SIS

: Linear Cross- Differential-
Horizontal ] !
_[ _[ model ] device privacy
perturbation
Hybrid Random Cryptographi
forest ¢ methods

Figure 2.2: A taxonomy of federated learning based systems.

Partitioning sample

While designing an FL model, we need to analyze the data distribution records by

utilizing both the features and non-overlapped instances. We can categorize FL into
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(a) Horizontal FL, (b) Vertical FL, and (c) Hybrid FL based on the data samples
distributed over networks and features space of those samples.

(a) Horizontal FL: Horizontal or sample-based FL have different data samples,
but they share the same feature space. In Fig. 2.3, we can see that two client devices
have a data sample that is generated using some similar applications, and each client
device has an identical feature space. Each client generates a local model by utilizing
the data samples and carry out the FL process. We can also consider horizontal FL
from the perspective of real-life scenarios. Assume that two local superstores have
different customers, thus, the user intersection set would be minimal. However,
the business structure and policy of the two superstores may be similar, i.e., the
feature spaces are aligned. In such a case, we can apply horizontal FL to perform
the learning action. Most of the FL studies conform to the horizontal FL strategy,
where the local participants train their model by sharing the same feature space,
and a similar global model is generated. Next-word prediction [HRM*18], wake-
word detector [LCL19], recommendation system [CLD*18] are some examples of
horizontal FL.

(b) Vertical FL: In vertical or feature-based FL, the datasets share different
sample spaces, but the sample IDs are the same (see Fig. 2.4). For instance, consider
a bank and a superstore in the same area. Most of their customers may be the same,
but their business structure, i.e., the feature space, is different, and thus the user-
space intersection is quite large. We can consider another example. Suppose we
want to make a prediction model for product purchases based on user information,
credit card rating, and purchasing history. In such a case, vertical FL. can perform
aggregation of these different features and collaboratively construct a prediction
model. SecureBoost [CFJ*19], FedBCD [LKZ"19] are some of the examples of

vertical FL.
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Figure 2.4: Vertical Federated Learning scenario.

(c) Federated Transfer Learning (FTL): FTL [PY09] can be consideblack
as the combination of both horizontal and vertical partitioning of data (see Fig. 2.5).
Horizontal and vertical FL would not be effective when two clients (A and B) have

small overlapping data samples and feature space, and we need to learn all the sam-
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ple labels of a client (e.g., client A). FTL is applicable in such scenarios where the
data samples and feature spaces are both different in the two clients’ datasets. In
other words, FTL can be applied when the clients’ local data can differ in terms of
both data samples and feature space. For instance, a group of research labs wants
to invent a COVID-19 vaccine, but their samples (e.g., testing samples may contain
different coronavirus categories) and feature spaces (i.e., strategic plan, test results)
may be dissimilar. Similarly, two different multinational companies located in differ-
ent countries may have different customers (i.e., samples) as well as distinguishable
rules and regulations (i.e., features). Due to geographical location difference of the
two companies, the overlapping data sample would be negligible, while due to dif-
ferent business types, there may be a very small intersection in the feature space.
In such a case, FTL can be applied to handle variance in data sample and feature
space while performing on-device learning. In FTL, an overlapping representation
between two feature space of the clients are learned utilizing the small common data
samples and each client obtains predictions for local samples using one-side features.
Liu et al. [LCY18] designed a framework that can learn a feature representation of

multiple parties based on common instances.

Machine learning Model

The appropriate ML model needs to adapt based on the training objective. For
instance, if we want to classify the objects from an image, we need to train the
FL model using convolutional neural networks (CNN). Several existing studies de-
velop ML models for FL settings. The most popular ML model that is used in FL
is Federated Stochastic Gradient Descent (Fed-SGD) coupled with neural network
(NN), e.g., image classification [MMR*17], word prediction [YAT18, HRM*18]. The

decision tree (DT) is another popular and widely used ML method that is highly
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Figure 2.5: Federated Transfer Learning (FTL) scenario.

efficient for training models. In tree-based FL, a model is generated for training
single or multiple decision trees. The authors in [LWH19, CFJ*19] designed a gra-
dient boosting decision trees (GBDTSs) by considering both horizontal and vertical
partitioned data schemes. Different linear models (e.g., linear regression and classifi-
cation, logistic regression, support vector machine (SVM) [HHILT17, NWI*13]) are
convenient to handle. Such linear models are easier to learn than different complex
models (e.g., DTs, NNs). In a nutshell, many FL applications and frameworks are
proposed on FedSGD [MMR*17, KMY*16, LSZ"18, WYS*20]. SGD is basically a
common optimization technique that can be applied in different models, including
SVM, linear regression, and NN. To improve the model accuracy in a large-scale FLS
and to cover the gap between FLS with state-of-the-art ML models, it is necessary

to exploit the ML architecture for obtaining better FL training.
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Federation scale

FLS can be divided into cross-silo and cross-device categories based on the scale of
federation [KM*21, LSTS20]. This categorization is performed based on the number
of clients and their data quantity.

Cross-device: In cross-device FL, the number of clients can be large, but each
client has a limited size of data. Different smartphones or IoT devices can be
considered as the clients of such a system, which could be millions or billions in
number. Recently, Google has invented an FL-based keyboard suggestion [YAT18]
by training the model on-device of the user and aggregate the model information
in the server. However, in such an approach, the clients may not be able to train
themselves in a complex training environment because of resource scarcity. Thus, the
server needs to be capable enough to process all the model information to generate
a global training model.

Cross-silo: Cross-silo FL holds a relatively small number of clients, but they
own a large amount of data. Typically, in cross-silo FL, the clients are data centers
or different organizations. For instance, Amazon recommends products by training
models using the collected data from hundreds of data centers, where each data
center stores large amounts of data and configured with sufficient computational

resources.

Encouragement towards FL

In real-world FL applications, the clients need encouragement or motivation to par-
ticipate in the training phase and that can be carried out through regulations or
incentives mechanism. For instance, Google FL keyboard suggestion [YAT18| can

not force the users to provide data, but they ensure better keyboard suggestions

21



to the users who upload their data. Such incentives motivate the users to share

information or performing on-device training.

2.3 Distributed Learning and Optimization Algorithms

In this section, we discuss the areas of research related to distributed learning and
optimization techniques. Even though the main focus of the chapter is not in such
domains, a brief highlight on these areas could motivate researchers to bring with a

new or improved version of distributed learning setting or optimization techniques.

2.3.1 Federated Learning Algorithms

As we discussed earlier, after introducing FL by [MMR*17], several modified ver-
sions of the algorithms are proposed that can be effective in different circumstances.
In this segment, we present some of the well-known and effective FL algorithms that

would motivate researchers to introduce an improved version of FL.

Federated Averaging (FedAvg)

FedAvg algorithm [MMR™*17] performs training operation via a central server that
propagates a shared global model w;, where indicates ¢ the communication round.
However, each client orchestrates local optimization using the concept of SGD. This
algorithm has five hyperparameters: a fraction of clients or, participants C that takes
part in the training round, size of local mini-batch B, learning rate n, number of local
epoch on the client-side before updating of the global model E, and a learning rate
decay A. The algorithm is presented in Algorithm 1. When the system starts, the

global model parameter w, is randomly initialized (line 1). At each communication
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round of the server, a fraction of clients is selected (line 3), and a random set of
the client is chosen for the training phase (line 4). Each client sends his/her local
optimal model parameter, which is then aggregated onto the server (line 5-7). The
iteration period continues until a certain number of iterations, or if the update is

small enough, or reaches a convergence.

Algorithm 1: Federated Averaging (FedAvg) [MMR"17]. The in-
dex of N clients are denoted by k; B represents the minibatch size
of local client, F is the number of local epochs, n; is the local ex-
amples of a client while n denotes the total data points, P, stores
a client data samples, and 7 represents the learning rate.

1 initialize w,

2 for each round ¢ =0,1,2,... do

3  c<+max(|C-N|,1)

R; = random set of ¢ clients

for each client k € R; in parallel do
wy,, = UpdateFromClient (k,w)

N Nk k
Wet1 4 D ey Wi

UpdateFromClient (k,w) : // Run on client k
Batch <+ ( split Py, into batches of size B)

10  for each local epoch ¢ from 1 to E do

11 for batch b € Batch do

12 w — w — nVL(w;b)

13 return w to server

© 00 N O o s

Local Gradient Descent

Large-scale models are often constructed, and first-order techniques are applied to
solve related problems as they scale well in terms of dimension and data size. One
popular choice is to use the Local Gradient Descent approach, where the optimiza-
tion process is divided into epochs. Each iteration initiates to perform averaging
steps across available N devices. The rest of the other epoch does not involve any

further communication. Each client device implements a fixed number of Gradient
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Descent (GD) steps (declares from the average model) using their local function

independently in parallel [KMR19b]. See the details in Algorithm 2.

Algorithm 2: Local Gradient Descent [KMR19b]. n > 0 represents
the learning rate, and ¢, denotes a particular communication time
and ¢ indicates fixed number of Gradient Descent (GD) steps.

1 Initialize vector wy
2 Initialize wf§ = wy for all k € [N] &of {1,2,...,N}
3 fort=0,1,2,... do
4 fork=1,2,...,N do
N :
5 wklz %Zg:l(wf_nvfg(w?))v 1ft:tp,p€{1,2,...}
= wf =V fi, (wf) otherwise
6 end for
7 end for

FedProx

In FL settings, the clients may need to perform a nonuniform amount of tasks that
can handle the negative effect of system heterogeneity. Still, too many clients’ up-
dates can diverge the overall methods in the results of underlying heterogeneous
data. The authors in [LSZ" 18] proposed an algorithm named FedProz that is par-
ticularly useful for resource-constrained FL-based IoT environment. They enable
variable local updates from the participated devices by adding a proximal term
within the local subproblems. The proximal term is useful in two aspects. First, it
limits the client’s local updates to address the statistical heterogeneity issue. Sec-
ond, it helps incorporate a variant amount of clients to work safely. We summarize

the technique in Algorithm 3.

q-FedAvg

Though the state-of-the-art FedAvg significantly accelerates the convergence speed

[MMR*17], it fails to allocate client resources fairly (performs uniform allocation

24



Algorithm 3: FedProx [LSZ'18|.

1 fort=0,... do

2 Server randomly chooses a subset R; of N devices (each client k is chosen
with probability Py)

3 Server sends latest global model w; to all chosen clients

- k koo
4 Each device k € R, finds a w;, where, wy , =~
II°

arg miny, iy (w;wy) = Fi(w) + 5 |lw —w
5  Each device k € R; sends wy},; back to the server
6  Server aggregation, w1 = % D je R, WE
7 end for

of resources). The allocation of resources is significantly crucial when we consider
resource-constrained devices for the FL process. With this motivation, the authors
in [LSS19] proposed ¢-FedAvg algorithm that can impose fairness based on the
clients’ contributions. In g-FedAvg algorithm, for a given cost functions Fj and
parameter ¢ > 0 (which is the fairness amount we wish to impose), the FL objective

is defined as:
min f,(w) = 3 LR (w),
w ! +1

where F™(-) denotes (¢+1) as a power of F(-). Here, ¢ is a parameter that tunes the
amount of fairness we wish to impose. When ¢ > 0, it prevents the execution of local
SGD. To solve the issues of the local updating approach, particularly while allocating
resources, the authors in [LSS19] proposed a heuristic solution by replacing gradient
with the client’s local updates obtained by running SGD on each local device. The

algorithm is depicted in Algorithm 4.

2.3.2 Distributed Learning

As discussed in Section I1, the central server of the FL process orchestrates the learn-
ing process by managing the contributions of its clients. Thus, it can be considered

as a single point of failure (see Fig. 2.6(b)). Though large organizations and com-
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Algorithm 4: g-FedAvg [LSS19]
1 fort=0,1,2,--- do
2 Server randomly selects a subset R; of N devices (each client k is chosen
with probability Py)
Server sends latest global model w; to all chosen clients
4 Each chosen client device k updates w; by performing SGD for E epochs
with 7 to obtain wf,,

w

5 Each selected client k£ computes:
6 Awf = L (w, — wf,,)
7 AF = Fi (w;) Awf
2
8 hE = qFF | (wy) [[Awf||” + LEF (w)
9  Each selected client k sends his/her parameters AF and h¥ to the server
Ak
10 Server update: w; ;= w; — Z’“E—St,f
2kes, hi
11 end for

panies may afford to place a powerful, robust, and secure central server to carry out
the training process, all types of sectors can not adapt that [VBT17]. Besides, some
clients within the network can slow down the overall process [LZZ17, BEG119b].
The main idea of fully distributed and decentralized learning is peer-to-peer com-
munications of the clients that eliminates the central server (see Fig. 2.6(c)). In
contrast, on-device training without learning from a server or its peers is shown in
(see Fig. 2.6(a)). In these figures, the communication topology looks like a con-
nected graph, where each node represents a client, and the line between two nodes
specifies a communication channel. In a distributed learning mechanism, each round
corresponds to a local update by the clients and information exchange with peers.
Though we do not have any global model or state as in standard FL, still, we can
design the process such that all clients reach a global solution through local models.
The local models can be converged through on-device training and learning from
their peers [KM™21]. Fully decentralized SGD and other optimization algorithms

are recently getting popular for scalability in large-scale systems [ALBR18] and de-
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centralization of networks devices [VBT17, CBSC16, TLY*18, KSJ19, BGTT17,
EPB*19, LKJK19, KTD*13, LASY14]. Note that even in the decentralized dis-
tributed setting, a central authority may need that will be in charge of setting up
system configuration, learning tasks, hyper-parameters, algorithm selection, or re-
solve system failure. A degree of trust needs to establish among the clients to replace

the central authority. Alternatively, such decisions can be made by a leader client,

through a collaborative consensus scheme [W*14, MRTZ17, BIK*17].

o Q@ ¢
020 Lo® O

(a) Learn model on device, (b) Learn through global (¢) Learn model on device
not learn from peers. model and on-device model. and from peers.

® 0@

Figure 2.6: Different modeling approaches in federated networks. Depending on
properties of the data, network, and application of interest, one may choose to (a)
learn separate models for each device, (b) fit a single global model to all devices, or
(c) learn related but distinct models in the network.

2.3.3 Distributed and Federated Optimization

The early trend of distributed optimization was naive distributed variants of cor-
responding serial algorithms, which is often inefficient in terms of communication.
The second trend is to design communication-efficient algorithms. The idea is to
perform a lot of local computation that is further followed by a communication

round. Such technique is useful in practice and Distributed Approximate Newton

(DANE) [SSZ14], CoCoA [JSTT14], DiSCO [ZX15] are some of the examples of such
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distributed optimization techniques. In distributed optimization, the data-centers
possess huge data with relatively few devices. Later on, federated optimization is
introduced to protect privacy in a better way. In that concept, the users keep their
data private and provide the computational power of resources. Consequently, the
data points are relatively smaller, the number of devices is huge, and data patterns
vary on different devices.

There have been various methods to deal with distributed online optimization
and distributed learning, including Stochastic Variance Reduced Gradient (SVRG)
[JZ13, KR13], DANE [SSZ14] that is particularly for distributed optimization, naive
Federated SVRG and Federated SVRG (FSVRG). The desirable properties while
designing an algorithm for unbalanced, non-II1D, and massively distributed can be

stated as follows [KMY™*16]:

1. An algorithm stays there in case it is initialized to the optimal solution.

2. In case a single node possesses all data, the algorithm should converge in O(1)

communication rounds.

3. If all available features within the system occur on a single node, then the
problem can be decomposed, and the algorithm is supposed to converge in

O(1) rounds of communication.

4. If we assume that each node has an identical dataset, then the algorithm

converges in O(1) communication rounds.

Property (1) is valuable for any optimization setting whereas properties (2) and
(3) are applicable in federated optimization systems (e.g. unbalanced, non-1ID,
massively distributed). To the end, property (4) is an extreme case, particularly
for a distributed optimization setting where we have a large number of IID data per

device.
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2.4 Learning on Resource-Constrained Devices

Before discussing the challenges associated with resource-constrained devices, it is
essential to understand the definition of on-device learning of edge devices clearly.
We can define an edge device as a resource-constrained entity with limited compu-
tational power, storage capacity, transmission range, and battery [DGLT19]. We
consider an object as an edge device if it cannot be integrated with additional re-
sources, i.e., the device resources can not be increased or decreased. For instance, a
workstation cannot be considered as an edge device as we can integrate additional
resources within that device. However, a manufactured robot can be considered as
an edge device since we cannot directly incorporate any more support to the robot’s
capability. If we look at our today’s IoT world, then we can see the use of resource-
constrained devices in every aspect, from monitoring the environment to controlling
human life. Within such an IoT environment, edge devices are utilized as they are
smaller in size and are more transportable. Different kinds of robots, drones, and
smartphones can be considered as edge devices possessing limited resources that
communicate remotely. To attain optimal service performance from such IoT com-
ponents, we need to train those edge devices that prevent them from being stragglers
during the learning process. Those devices should be trained with diversified sample
environments to perform accurate prediction in a various of testing data. It is not
feasible to train those edge devices with a large dataset due to their limited resource
availability. In this section, we discuss the potential challenges we may face while

considering such resource-bounded IoT nodes in the FL environment.
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Figure 2.7: Core challenges of Federated Learning considering resource-constrained
[oT devices.

2.4.1 Communication Overhead

Communication overhead is considered one of the major challenges in an FL-based
[oT environment. The communication cost mainly increases due to the large sizes
of data passing during the process and the iterative and non-optimized approach
of conducting communication between the server and the clients. This problem
becomes adverse when clients possess insufficient resources. For instance, if a client
possesses limited bandwidth, then the client would not be able to communicate
with the FL server effectively during model training. Similarly, if a client has weak
processing capability, then performing an assigned local computational task would
be infeasible for that client. Further, there could be large data across the network
that could produce a large model size, and eventually, the resource-constrained
clients would struggle in dealing with such a large model. To carry-out efficient
training in a large data network, the client models need to be compressed so that the

clients do not have to waste extra resources in training a large model. If a majority
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of the FL clients are resource-constrained, then the FL process requires more server-
client interaction to reach a target convergence, and the clients would not be able to
afford such a high communication cost. While frequent FL server-client interaction
can reduce convergence time, recurrent communication can encounter high costs.
Therefore, it is required to design an effective optimization technique that can handle
the trade-off between communication overhead and resource utilization of an FL
setting. The authors in [MKJ*17] analyzed the trade-offs of communication and
resource expense; however, they did not address the complexity of the clients’ local

model solutions.

2.4.2 Heterogeneous Hardware

The training phase of FL. can run on multiple devices which may belong to various
generations of products. Such product variation creates a network that consists of
heterogeneous devices with a discrepancy in computational ability, memory size, or
battery life. Therefore, the training period may vary significantly across clients, and
it is not effective to consider all participants with the same scale. To achieve optimal
results in training, FL needs to be aware of heterogeneous hardware configurations
[LSTS20]. The proficient and trusted clients need to be selected in the training
phase considering system requirements. After selecting suitable clients, it may be
possible that a model fails to send its local model due to connection error or out of
a battery issue (see Fig. 2.8). However, due to system requirements (e.g. memory,
bandwidth), most of the clients may not be able to be a part of the training round.
Besides, it is possible that the majority of proficient clients go out of networks, and
we may end up with a few clients that do not satisfy system requirements. Thus,

carrying out the FL training process in such a situation is challenging.
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2.4.3 Limited Memory and Energy Budget

In Section 2.4.2, we discuss heterogeneous hardware challenges, and in this segment,
we describe the memory availability and energy budget issue across heterogeneous
FL clients. Any FL client may have a very limited memory size, or a client hav-
ing a larger memory size may not have space. Besides, the FL clients may have
a preset energy budget, which may not fulfill the system requirements during the
training process. While limited computational ability takes more processing time,
memory shortage leads to over-flooding of the device. Such situations encounter

extra communication overhead and degrade the system performance. Hard et al.
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Figure 2.8: Systems heterogeneity scenario in Federated Learning.

[HRM™ 18] pointed out the necessary hardware requirement, including the required
memory size and processing ability during their implementation of next-word pre-
diction on the keyboard. They mentioned that to simulate their application, the
device should have a minimum of 2 GB of free memory, whereas many IoT de-

vices hardly possess even free megabytes of memory. Considering such memory
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constraints, the authors in [HK*19] proposed an approach of distributing shards of
data across FL clients to attain the target model swiftly. In their approach, they se-
lected proficient clients who possessed a greater memory size, energy budget, higher
bandwidth, and processing capability. However, they did not discuss the memory
management and data handling for FL clients with limited available memory. We
can manage such memory limitation by storing limited sizes of data, and in case
of memory shortage, data aggregation technique can be applied to avoid memory
outburst. The authors in [DB19, JWK*19, WTST19, XY*19] analyzed hardware
limitation challenges in the implementation of FL by considering Raspberry Pi and
other types of resource-limited clients. They studied the feasibility of implementing
FL on resource-constrained edge devices but did not cover the way of leveraging
optimal memory requirement and quantifying energy budget throughout the FL

process.

2.4.4 Scheduling

Existing federation optimization techniques can be classified into synchronous and
asynchronous training. The authors in [KMR15, KMY*16, MMR*17, BEG"19a]
focused on analyzing federated optimization that considers synchronous communi-
cation during training between the FL server and clients. In every training round,
a subset of clients is triggered to perform a task. However, device or network issues
can compel some clients to be unresponsive in the process, and the server needs
to wait until getting a response from sufficient clients. Otherwise, the server drops
that epoch as time-out and proceeds on to the next iteration. On the contrary,
asynchronous optimization enables FL participants to directly send gradients to the

FL server after every local update that is excluded in synchronous FL optimiza-
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tion. Asynchronous training [ZLS09] is applied in some recent works because of its
faster convergence when communication latency is comparatively higher and hetero-
geneous across the clients. The authors in [XKG19, LZZL17] analyzed asynchronous
FL training with provable convergence by combining it with federated optimization.
We present the synchronous and asynchronous FL behaviors in Fig. 2.9.

In an FL process, it is indispensable to set the training phase of the partici-
pants, which is called scheduling. Scheduling is explicitly important when there
exists resource-constrained IoT devices within the networks, and frequent interac-
tion with the server costs more resources. Optimized scheduling can play a vital
role in minimizing energy consumption as well as utilizing less bandwidth. Schedul-
ing should be carried out in such a manner so that there remains less possibility of
possessing old data by the participants. It is possible that some participants can
generate local models utilizing their old data repeatedly while skipping new data
[BEG*19a]. Such a situation can lead to resource-wastage without bringing any
variations or improvements in the model. Besides, any participant can collect data
by using a malicious application, and recognizing such harmful application data can
be a challenge as it needs extra resources. Moreover, improper scheduling can lead
to slow learning or straggler issues, which is considered as one of the reasons of a
performance bottleneck, particularly for a resource-constrained FL-based IoT envi-
ronment. By straggler clients, we mean the IoT devices that fail to respond within
a specified period while the other clients react to the server successfully. Due to
the slow response, the server needs to wait for the straggler client model, resulting
in a delay in performing aggregation of the model parameters in synchronizing FL.
If the number of such straggler clients is high, then the overall model convergence
would be at stake [CFF*19, HZSK19]. Besides, in the conventional FL approach,

the straggler clients are simply dropped [ITW*20]. However, if a significant portion
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of the clients is straggler, and we drop all of them, then the model quality would be
extremely low [XYT19]. Therefore, it is challenging to leverage a proper schedul-
ing and guarantee model convergence even when a major portion of the clients are

stragglers.
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Figure 2.9: Difference between a synchronous and asynchronous Federated Learning.

2.4.5 Energy Efficient Training of DNNs

Deep neural networks (DNNs) are applied in various artificial intelligence and deep
learning-based applications where the sample dataset is large. A lot of edge ap-
plications are now using DNN based algorithms [ZMR21, BRL*21] and there is
an increasing focus on making DNN inference efficient on edge devices [BZF*21,
CGWT20]. Additionally, FL requires edge devices to perform on-device training.

However, training DNNs requires high computation capability, large memory and
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energy availability, and most of the IoT clients may lack such system configurations.
Wu et al. [WLCS18] proposed an approach to reduce the cost of training and in-
ference by using lower-bitwidth integers for both stages of the application. Jiang et
al. proposed an efficient learning technique using pruned models, while the authors
in [PWET19] proposed a strategy to generate a high-quality ML model through
on-device model output, parameters, and data aggregation. Another interesting
approach to training high capacity models having fewer parameters is discussed in
[LCL*19]. Specifically, in case the size and features of the training dataset is huge,
we need to devise energy-efficient training on resource-constrained clients, perhaps
a challenging approach.

The memory requirement of the training phase of DNN has been an issue that is
well studied for training on large GPU and CPU server clusters. Training on edge
devices can benefit by adapting techniques that have served well in managing this
problem in the server context like efficient gradient checkpointing [SALT19], tensor
rematerialization [JJNT20] and recompute [CXZG16]. The authors in [CGZH21]
proposed another way to reduce the memory required for on-device training by in-
troducing a lite residual module that can be adapted to new data. By only changing
this lightweight module and keeping the other parameters constant, they reduce the
memory requirement of the training process.

Another factor that can cost extra energy resources during training is misla-
beled or unlabeled training data, particularly when the size of the dataset is large.
The existing FL-based applications consider that all extracted data are appropri-
ately labeled. Nevertheless, this assumption can be disproved if the collected data
is mislabeled via security holes or unlabeled due to a network connection error.
Mislabeled data would generate a wayward model that eventually affects the global

model update. In case we have unlabeled data, it costs extra resources to put labels,
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and that would be crucial for resource-constrained IoT settings. Gu et al. [GJT19]
proposed a framework to identify the mislabeled data which are injected through
data poisoning attacks. Using representation-based fingerprints, they detect the
malicious or compromised participant’s data label while coming across erroneous
predictions during runtime. Tuor et al. [TWK'20] proposed a method of finding
and ignoring irrelevant data (possibly due to mislabelling) from FL. To come up
with a solution of unlabeled data, the authors in [LLH"19] proposed a strategy to
make labeling of unlabeled data through applying collaborative learning with the
neighbor clients. Implementing the same procedure for resource-constrained clients

would be challenging in real-time as it needs additional resources.

2.4.6 Fairness in Federated Learning

Fairness in the FL process means the distribution of client resources in an equitable
manner. We can think of the global model as a resource, which is responsible for
serving the client devices. However, the service that each user receives needs to be
fair, i.e., the resource allocation and accuracy distribution across the client devices
are unprejudiced. A minimax optimization framework named Agnostic FL [MSS19]
is developed, which can optimize the target distribution of the centralized model
and is formed as a mixture of participated client distributions. However, their
proposed approach is applied only at small scales. The authors in [LSS19] used
a a-fairness metric and proposed a g-Fair FL to ensure fair accuracy distribution.
Their proposed strategy can tune resource distribution by considering the desired
amount of fairness. A collaborative fair FL framework is proposed in [LXW20],
which utilizes client reputation and compels them to converge to different models.

They achieved fairness without degrading predictive performance. In [YLL'20a], an
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FL-based client selection process is investigated to minimize clients’ model exchange
time that guarantees long-term, flexible fairness in the presence of rigid system
constraints. However, they could not figure out a way to quantify how the fairness
factor would impact the convergence speed and final target accuracy.

Moreover, some recent works on the optimization of resource allocation with
incentive mechanisms for the FL process can be found in [KPT20, YLL20a, LW20,
BSX*19, NSM20, CYW™*20]. The authors in [KPT*20] designed an incentive-based
FL model via a Stackelberg game for motivating client participation in the learning
process. With the motivation of addressing issues related to costs and mismatch
between client’s contributions and receiving incentives, the authors in [YLL"20a,
YLL*20b] proposed a payoff-sharing scheme named Federated Learning Incentivizer
(FLI). Their proposed scheme can dynamically distribute a given budget among data
owners by ensuring maximization of collective utility and minimization of inequality,
considering the received rewards and waiting time for receiving those rewards. A
trust and incentive-based FL model is designed in [BSX™19], where they proposed to
add local computation results of the clients using the concept of blockchain consensus
to establish a public auditable and decentralized FL ecosystem. In their model,
honest clients can receive incentives while malicious clients are punished heavily in
terms of payoffs. Besides, the authors in [NSM20] proposed a strategy of estimating
the contributions of each client in an FL process and provide incentives accordingly,
reducing the communication and computation overhead. Similarly, the authors in
[CYW™20] designed a client contribution-based incentive method for FL but using
the concept of Vickrey-Clarke-Groves (VCG) mechanism.

After analyzing the above-mentioned FL-fairness strategy, we can conclude that
any client within an FL-IoT environment may have resource scarcity. Therefore,

designing a fair resource allocation and distribution scheme is necessary to reduce

38



communication overhead, computation power and to achieve higher accuracy. We
need to check clients’ activities, resource status, and contributions towards model

convergence to ensure fairness in FL resource allocation.

2.4.7 Scalability of Federated Learning

In a realistic FL-based [oT environment, we may observe a large number of IoT
devices that are heterogeneous in nature and possess limited resources. In such a
situation, FL training can be executed through effective client selection and optimal
resource utilization. The authors in [CYST19] developed a framework via joint learn-
ing and establishing wireless communication among the FL clients. They discussed
that the FL process can be hampered due to packet errors or the unavailability
of wireless resources (e.g., limited wireless bandwidth). Considering the factors,
they formulate an optimization problem considering joint learning, resource block
allocation, and effective user selection with a goal of minimizing FL loss function.
They derive a closed-form expression for FL convergence by considering the effect
of the wireless channel. Their proposed framework ensures scalability and sparsi-
fication. The authors in [NY19] design a client selection protocol, using FL edge
server. Their proposed model can manage the communication resources between
the FL server and the clients, choosing clients based on their resource conditions.
Besides, an activity and resource-aware FL model is presented in [TA20]. They pro-
posed a strategy of examining client’s resources and assigning trust scores to clients
as per their contributions towards model convergence. On the basis of sufficient
resources and a higher trust score, they only select a subset of eligible clients for
the training round from a large number of available clients. Their proposed model

ensures scalability, robustness, and sparsification of the FL process. The authors
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in [YYPH20] proposed a selective client model aggregation-based FL framework for
vehicular edge computing. Instead of a random selection of FL clients, they lever-
age a technique of selecting clients based on contract theory. Moreover, a tri-layer
lightweight FL framework is proposed in [[A21] that is capable to handle a large
number of clients and their huge data streams across the networks. They shrink
large model size through pruning mechanism, select clients based on their resource
status and previous activities, handle divergent local model update, and also al-
low a variable local model update. Their proposed framework ensures scalability,

quantization, robustness, and sparsification.

2.4.8 Privacy Issues

In federated settings, we keep the raw data of each client on-device due to pri-
vacy concerns. However, it is possible to leak sensitive information [MSDCS19,
CLK*18, BDF*18, FJR15] through sharing model update during the training pro-
cess. For instance, the authors in [CLK™ 18] presented that sensitive patterns (e.g.,
credit card numbers) can be extracted from a user-trained model based on recur-
rent neural networks. In the case of having sensitive datasets distributed across
several data owners, privacy can be preserved via Secure Multiparty Computation
(SMC) or Secure Function Evaluation (SFE). The protocol outcome enables mul-
tiple data owners to collaboratively agree to generate a function without leaking
any information [RWT*18, Cha88, GT"19]. Though several privacy definitions for
FL are stated in [GKN17, HLL*19, BDF*18, NSH19, ASY*18, CLK"18, LKCT19,
LMX*19, MRTZ17, GPV19], we can classify them as global and local privacy. In
the global privacy setting, the server is assumed to be trusted, and local model

updates are private. In local privacy, individual local model updates are generated
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on the client-side and aggregated on the server. However, due to the presence of
resource-constrained devices, the existing privacy-preserving FL algorithms may not
be suitable for running on those devices. Thus, beyond ensuring rigorous privacy
guarantees, novel methods need to be designed that are communication-efficient,

computationally cheap, and capable of handling dropped participants.

2.5 Potential Solutions of Emerging Challenges

In the previous section, we explored the implementation challenges of the FL process
during on-device training with resource-scarce devices. A clear direction towards
possible solutions for those emerging challenges can be effective in future research
of this domain. This section describes the existing works and possible solutions
of emerging challenges during training of resource-constrained devices in an FL

environment.

2.5.1 Deploying Existing Algorithms to Reduce Communi-

cation Overhead

We explored a couple of key approaches that aim to reduce communication costs and
can be classified into three categories: decentralized training, model compression,
and importance-based updating. The integration of such strategies can be useful to
overcome the trade-offs and shortcomings in this area. Haddadpour et al. [HK*19]
proposed an approach to infuse redundancy among the clients to bring diversity
and reach convergence taking less communication round. Chen et al. [CYST19]
also designed a framework of joint-learning by considering the effect of wireless

factors on participants in the FL scenario. Some of these methods adapted model
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compression strategies, but those methods may deteriorate model accuracy and
encounter high computational costs. Such trade-offs are empirical, i.e., we need
to conduct several local training rounds to find an optimal number of iterations
before making a communication. FL method can be more scalable if we can apply
effective optimization techniques that are formalized theoretically, and implemented
and tested empirically. Apart from compressing the model size, FL approaches can
be motivated by MEC paradigms and their applications. For instance, the authors in
[LZSL19] considered an intermediate model aggregator for reducing instances during
device-cloud communication. However, their model costs more time to converge
when the number of clients or edge servers increased. The situation becomes adverse
when there exists non-IID data across the network. Through multi-task learning
[SCST17], such a statistical challenge can be handled. Moreover, FL models can
be exploited to efficiently utilize the storage and computing power for facilitating
efficient FL.

To reduce communication overhead, the authors in [IA19, SZG19] discussed in-
fusing redundancy among the client dataset to reach convergence with fewer com-
munication rounds. In Fig. 2.10, we see that a particular data collection point £; is
used by two clients D; and D,. Similarly, other data collection points i.e., Lo, L3 and
L, are utilized by Dy and D,, Dy and D3, and D3 and Dy, respectively. This setting
leads to infusing redundant data samples among the client devices. According to
[KMY*16, HWL20], a novel approach is proposed to share compressed sizes of mes-
sage and carry out the reduced number of communication rounds to attain the target
model. With the same motivation, the authors in [CKMT18] applied lossy compres-
sion and federated dropout to train a smaller subset of local clients and reduce
client-to-server interaction and local computation (see Fig. 2.11). Though frequent

communication may accelerate convergence, recurrent interaction incurs more com-
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Figure 2.10: Infusing data redundancy through overlapping data collection.

munication costs. Every time a client interacts with the server, it has to compromise
its resources. To handle the limited resources of the clients, a resource-optimization
algorithm is necessary to consider such a trade-off. In this regard, the authors in
[MKJ*17, SLY*20, LGN*20, LKZ"19, DTN20, LHZ*20, FMO20] studied the rela-
tion between communication cost and effective resource utilization, though they did
not discuss the complications of the local problem’s solution. Wang et al. [WTS*19]
presented a distributed control algorithm for minimizing the training loss under a
given resource budget. Besides, the authors in [WHW19] designed a framework to
exchange learning parameters of the clients through the collaboration for generat-
ing better local training models. Hence, this reduces communication overhead and
ensures both system and application level improvement, which generates additional
energy cost. A detailed discussion on the trade-offs between FL training period

and energy requirement cost can be seen in [YCST19, LLH*19, YJSD20, TBZ"19].
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They minimized the weighted sum of the training completion period and energy
consumption, applying an iterative algorithm. In the case of delay-sensitive scenar-

ios, they adjusted the weights so that FL participants would expend more energy
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Figure 2.11: Reducing size of the model by (1) generating a sub-model applying
Federated Dropout, (2) lossily compressing the obtained resulting object which is
passed to the client, who (4) applies decompression and trains that using its own
local data, and (5) again compresses the update, which is sent back to network
server. There it is (7) again decompressed and finally, (8) aggregated to be a part
of the global model.

However, most of the studies that we discussed do not consider the heterogeneity
of client resources. Due to such heterogeneity, some of the approaches can not be
adapted in such a resource-constrained FL-based IoT environment. For instance,
the key idea of [MMR™"17] was to allow for more computation on the mobile-edge
side, e.g., by conducting more local updates before interacting with the server. Such
an application requires processing power, which may not be feasible for [oT clients
with weak-processing units. Finally, the resource-limitations may cause a straggler

effect.
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2.5.2 Convergence Guarantee in Asynchronous FL

In Section 2.4.4, we highlighted the difference between synchronous and
asynchronous communication. Most of the existing FL approaches are
implemented on the concept of synchronous FL, where the global model
aggregation depends on the receiving of all the local model parameters of the
participants.  Previous works obtained fast convergence in such synchronous
FL procedures, as they assumed all participants have sufficient resources (e.g.,
computation, bandwidth, memory). In consequence, even the slowest participant
does not affect much the overall accuracy; and eventually, the model convergences.
On the other hand, in asynchronous FL, the server performs aggregation whenever
a model is received and may include a participant in the middle of the training
phase. This approach enables scalability within the system and reduces the
straggler impact, but cannot guarantee convergence. Sprague et al. [SJT18§]
analyzed the issues of ensuring convergence of asynchronous FL but did not
present a solution to overcome such issues. The authors in [XKG19] proposed
asynchronous federated optimization, [SJ*18, CNDKI19] discussed on the
asynchronous FL for geospatial applications, [LHDT19b, WHL"19, LYRZ19]
proposed a DP-based asynchronous FL strategy for MEC, and [ZLH7*20] presented
a blockchain-based secure data sharing strategy for asynchronous FL. Still, none of
these works guarantee convergence during asynchronous FL communication of
resource-constrained clients. Thus, formulating a method to ensure convergence in

asynchronous FL can be a new research direction.
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2.5.3 Quantification of Statistical Heterogeneity

FL training becomes complicated when the training data across devices are not
identical in terms of data modeling and convergence behavior of the training pro-
cess. Several ML works focused on the designing of statistical heterogeneity via
meta-learning [VD02, T*12], multi-task learning [Car97, ET04], which are further
extended to FL settings [SCST17, CLD*18, ZLL*18, C*19, E*19, KFBT19]. For
instance, an optimization framework MOCHA [SCST17] allows for personalization
through multi-task learning; however it considers convex objectives and is limited
to its ability while scaling to massive networks. The authors in [CT19] modeled
a Bayesian network by performing variational inference during learning. Though
their proposed approach can handle both convex and non-convex models, it encoun-
ters high cost while generalizing to large federated networks. Besides, the authors
in [ET19] aimed to identify cyclic patterns within data samples. While the client
data tend to be heterogeneous in terms of the number of samples, dataset struc-
ture, and format in a non-IID setting, all existing works on FL adjust the statistical
heterogeneity after the training phase begins. It impacts the training quality, and
the lack of proper quantification of such heterogeneity can cause poor training per-
formance. A local dissimilarity approach is proposed [ES10] to quantify statistical
sample variation, where the resource-quantification starts after the training starts.
The authors in [LW19] proposed a centralized approach of handling heterogeneity
of FLL model training but did not consider specific support and analysis for statis-
tical heterogeneity. Li et al. [LSZ18] proposed a reparametrization of the FedAvg
[MMR*17] algorithm that can scale up divergent model updates and guarantees
convergence while learning over statistical heterogeneous networks. However, they
did not quantify the level of statistical heterogeneity while selecting clients during

training or performing model aggregation.
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2.5.4 Data Cleaning and Handling False Data Injection

In a real-world FL-based IoT environment, the IoT clients generate their models
based on their extracted data. In a conventional FL-based IoT approach, there is no
intermediate stage to refine the sensor data, which may cause a falsified local model
with an erroneous update that eventually misleads the global model aggregation. As
the number of such false data injected clients increases, the model accuracy reduces
at the same phase. In time, it brings down the chance of reaching convergence.
Bagdasaryan et al. [BVH'18] proposed a backdoor FL to identify malicious attacks
during federated aggregation. They developed a train-and-scale scheme to restrict
anomaly detectors from looking at the client’s model weights or accuracy during FL
tasks. The authors in [F'YB18] explained the vulnerability of sybil attacks in the FL
process. They proposed a defense mechanism that can identify poisoning sybils by
analyzing the diversity of FL clients during model training. However, none of them
considered real-time false-data injection onto the IoT clients, which needs further

research.

2.5.5 Reducing Energy Consumption and On-device Model
Training

In line with our previous discussion, the clients of the [oT domain may possess a
weak-processing unit. Therefore, it is challenging to conduct inference, training on
devices, and executing timely interaction with the server through an energy-efficient
communication scheme. However, on-device training causes two problems. First,
the generated on-device model size needs to be small enough so that it fits within the
device memory and still captures most of the data complexity to compute an effec-

tive model. The on-device inference problems are solved in [KG*17] and [TB*19],
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but the on-device training issues are not expounded. Second, the system can require
high computational and storage availability for on-device training than these IoT
clients can provide. Section 2.4.5 presented some approaches suitable for specialized
neumorphic or field-programmable gate array (FPGA) hardware or miss the com-
bative constraints observed in the FL-IoT domain. Figuring out the solution to this
dual problem is paramount. A potential direction can be found in [TBGT19]. They
proposed an IoT-based network architecture to enable creating high-capacity client
models with 15-38x fewer parameters compared to the conventional model experi-
enced for such applications. Kumar et al. [KG*17] proposed a tree-based approach
to predict 2KB RAM IoT devices, e.g., Arduino Uno board that possessed 8-bit
ATmega328P microcontroller without any floating-point support, and 32 KB size of
the read-only flash. Their proposed algorithm attains standard prediction accuracy
by constructing a tree model that shrinks the model size and reduces prediction
costs. They learned a sparse tree with high-powered nodes, carrying out the tree’s
learning process through sparsely projecting data within a low-dimensional space,
and collaboratively learning all projection parameters and trees. Investigating such
architecture to enable learning within the resource-constrained FL environments is
an unexplored domain.

As we discussed, FL needs on-device training; therefore, any research that can en-
able energy-efficient execution of ML algorithms can help FL in turn. If we consider
resource-constrained nodes for an IoT environment, then prolonging battery-power
life duration is a challenge. Due to repeated interactions with the server, the battery
charge can be reduced significantly. Minimizing the depreciation of battery power
while interacting with the server is challenging. [KGT17] developed a tree-based al-
gorithm for making a prediction on resource-constrained IoT devices (i.e., Arduino)

that possess only 2KB RAM. Still, they did not perform the training operation
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on resource-constrained IoT nodes. [GS*17] designed a kNN-based algorithm that
works on resource-scarce [oT nodes (< 32kB RAM and 16MHz processor) to predict
through supervised learning, but the edge devices are not trained locally. Therefore,
it is essential to design an improved version of the FL algorithm that can handle
small computational power as well as storage to train IoT nodes on edges, and how
we can manage the energy consumption of client nodes during the training phase
is also an open issue. An exciting direction in this front are dynamic computation
technologies. Dynamic computation techniques activate only a part of the neural
network for an input. This can help achieve both efficient training and inference as
only a part of the neural network is updated for each input.

Beyond algorithm innovations, there has been a surge of work in the domain
of design of software and hardware that executes ML algorithms efficiently. Here,
efficiency refers to any or all of reduced energy consumption, faster runtime, and
smaller memory footprint. The works in this area can be categorized in the do-
main of novel instructions for executing ML in CPU [LDT*16, SBB*17], design of
specialized accelerators [CKES17, CDS*14, SMGK18], optimized software library
[TDBM19, LSC18], development of new memory technologies [KOY*19] and near
data processing to enable large storage using smaller energy budget [ISK*18]. How-
ever, the vast majority of these works are focused on the efficient inference of ML
algorithms. A lot of these optimizations could be tailored to enable suitable training.
Thus, further research in understanding the training algorithms of ML and how they
execute on hardware can help tailor these solutions to solve this issue. The work
described above modifies traditional hardware to make them amenable to machine
learning. In traditional hardware, the unit responsible for processing information
(processing unit) is separated from the unit responsible for storing data (memory).

The instructions and data are fetched from memory and executed in the processing
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unit. This is called the von Neumann architecture. Apart from this, there is an
entire body of works in the domain of neuromorphic computing [SPP*17, KKC*16]
dedicated to replicating the extreme power efficiency of the human brain by devel-
oping new hardware that mimics its synaptic structure. The main difference with
traditional hardware lies in the non von Neumann architecture of these hardware
as the processing and memory elements are not separate. We refer the readers to
[SPP*17] to get a better overview of this field. FL can also benefit from edge units

built using this neuromorphic hardware that can enable efficient on-device learning.

2.5.6 Managing Dropped Participants

Internet availability and network connection power are crucial, particularly while
applying FL in an IoT environment. Any FL-IoT participant may go out of net-
work in the middle of the training phase or during the interaction with the server
due to mobility, bandwidth shortage, lack of transmission power, or out of battery
life. Most of the recent works considered that all FL participants maintain a con-
tinuous connection with the server and cannot drop connection in the middle. In
the real-world FL-IoT environment, such a scenario is not feasible, and any partic-
ipant may go offline due to out-of-resources. Dropping off a significant portion of
the participants would fail to generate an effective global model. It is difficult to
understand whether a client gives a slow response because of the network issue or
resource-shortage. Figuring out the potential problem may help us act according to
the problem scenario. The authors in [DB19] presented a solution to handle straggler
clients by acknowledging their resource utilization (i.e., computation power) after

each local update. They formed a predictive model by analyzing the client’s resource
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utilization and adjusting local computation accordingly. Another strategy is to per-
form asynchronous training, i.e., updating the global model whenever it receives a
model update from any of the participated clients [WTS*19, CSJ19]. Moreover,
a recently invented FL framework, FedProx [LSZ*20| can handle heterogeneity in
federated networks. FedProx allows a partial amount of work from each client de-
vice through a re-parameterization of the conventional FedAvg algorithm. However,
when most of the clients within the network perform a low amount of partial works,
their approach may take longer to reach convergence. The authors in [IA21] pro-
posed activity and resource-aware FL strategy that can handle straggler issues by
examining resource status, labeling clients with trust values in accordance to their
contributions towards model convergence, and accepting variable works from the
participated clients. However, further research needs to be conducted to optimize

hyperparameters while enabling variable or partial works from the clients.

2.5.7 Privacy Preservation

The existing FL approaches aim to improve privacy by adapting classical crypto-
graphic protocols and algorithms such as DP, SMC. An FL-based SMC protocol is
proposed in [BEG'19a] to protect client model updates. Through this method, the
server cannot see the local update parameter but can still extract some information
by observing the aggregated results after each round. However, this approach en-
counters a high communication cost, which is not feasible for a resource-constrained
FL-IoT environment. The authors in [GKN17, MRTZ17, ZZY*20] applied DP to
FL to achieve a global DP, but the hyperparameters of these approaches affect the
communication and model accuracy. An adaptive gradient clipping technique is

presented in [TAM19] to handle this issue. In [BDF*18], a modified version of local
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privacy is designed to limit the power of adversaries that guarantees more robust
privacy than global privacy and results in better model accuracy. Another interest-
ing approach to a DP mechanism based on meta-learning is proposed in [LKCT19]
that can be used in FL through personalization. Besides, DP can be coupled with
model compression strategies to reduce communication overhead and attain an im-
proved version of privacy simultaneously [LSTS20, ASY*18]. Further, some prior
works [QGL120, LHD*19a, ZHS*20, LZJ"20] proposed mechanisms to preserve pri-
vacy in a blockchain-enabled FL-based IoT environment. However, most of these
approaches did not consider the heterogeneous resources of clients. They did not
analyze the feasibility of applying a robust privacy-preserving algorithm that can
be adapted without a straggler effect. Further research needs to be conducted to
obtain maximum privacy benefits for resource-constrained heterogeneous FL-based

IoT environment.

2.6 Applications of Federated Learning

FL fits best in applications where we need to deal with sensitive information, and
therefore, on-device training is more important than passing local data to the server.
Most of the existing FL applications are based on labeled data collected from clients
or user activities (e.g. type URLs or keyboard, click button). In this section, we

discuss some existing FL applications to better understand the real-world impact of

FL.

2.6.1 Resource-Sufficient Federated Learning Applications

Recommendation System: A recommendation system can be compared to an

information filtering scheme that tries to predict user preference or rating for an
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item. In the conventional recommendation system, user preference or rating would
be shared with other users, and privacy is not maintained in many cases. Instead
of sharing such private data, the authors in [CLD*18] proposed a federated meta-
learning framework through which each local client shares his/her algorithm rather
than his/her data or local model. In particular, federated meta-learning is useful
when the model size is large; therefore, sharing algorithm is more flexible than
sharing a model.

Next-word Prediction: A popular ML-based application is next-word predic-
tion where a model is constructed that can predict what the next probable word
would be. Such a centralized ML application may transfer private user data (e.g.
SMS, URLs) to the server and may leak any sensitive information about the user.
From that motivation, an on-device distributed ML-based framework is designed by
[HRM™ 18], which is inspired by the FedAvg algorithm. They performed on-device
model training of each of the participating devices and obtained a higher recall than
the conventional FL-based approaches. In this way, FL helps a user by enabling
his/her devices to make predictions by learning from his/her typing behaviors and
indirectly reading the users’ minds.

Keyword Spotting: Wake-word detector applications are prevalent nowadays.
For instance, Amazon’s ‘Hey Alexa’ wake-word detector is used to play different
songs, or execute different commands, while Google’s wake-word detector ‘Hey
Google’ is used for different purposes including driving e.g. to get direction on
a map. However, most of those applications are based on the cloud-based system
and pass user data to the server. Unlike this, an embedded speech model is pro-
posed [LCLT19], where they used a wake-word detector ‘Hey Snips’ to recognize
user’s voice. They used a crowd-sourced dataset and applied the FL strategy by

keeping user information private.

93



Relevant Content Suggestions for On-Device Keyboard: Google has
recently implemented a virtual keyboard application named Gboard, where they
applied the FL strategy to suggest relevant content [YAT18]. It works on user-click
or ignores situations that are stored in training cache and value is added when
related contents are suggested. Based on user-click, the information is stored in
the cache and feeds into the on-device training process. In this work, inference and
training are performed on-device. Only the model updated parameters are shared

with the server, while globally trained models are deployed on each client.

2.6.2 Resource-Constrained Federated Learning

Applications

Smart Robotics: A lifelong reinforcement FL framework for mobile robots is pro-
posed in [LWL19]. They designed an architecture to enhance navigation systems
of mobile robots to learn efficiently from prior knowledge and adapt to a new envi-
ronment effectively. They used two types of transfer learning for fast adaptation of
the mobile robots within a new environment. Their proposed system is scalable but
lacks security, privacy, robustness, and sparsification.

Smart Object Detection: The authors in [YL19] designed an approach of op-
timizing object detection by considering Kullback- Leibler divergence (KLD) during
measurement of weights divergence of client’s local models. They adapted the Ab-
normal Weight Suppression technique to reduce the effects of weight divergence that
may be caused by unbalanced and non-IID data.

Smart Healthcare: In healthcare services, the FL-based IoT concept can be
extremely effective to preserve the privacy of sensitive medical data. The [oT devices

can be useful to generate data streams of patient’s status, and FL can be used to
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undertake early precautions or treatment utilizing the historical data. The authors
in [YGX20] developed an FL framework for smart healthcare by applying the FL
mechanism, and reduced computation load of IoT devices during training. Their
proposed approach also took the edge of communication overhead during interac-
tion of FL server and IoT devices. However, their developed framework does not
guarantee convergence, and is incapable of performing a successful learning process
in presence of malfunction or edge/cloud server failure.

On-device Ranking: Another application of FL is to rank a search result. For
instance, if we query something in our device, an automated search result appeared.
This is done by making an expensive call to the server. To reduce such cost, imple-
mentation of on-device training to generate a ranking of search results is proposed in
[BEG'19a], which is particularly useful for resource-constrained devices. By observ-
ing the user’s selected item from a ranked list, their system puts a label whenever a
user interacts with the ranking feature. In this way, user preference is not revealed
to anyone, and communication overhead is reduced by a significant margin.

Anomaly Detection: An autonomous self-learning scheme is proposed in
INMM™19] to identify compromised devices within ToT networks. Relying on unla-
beled crowdsource data and depending on the device-type-specific behavior profiles,
their proposed system can learn anomaly detection model without requiring any
labeled data or human intervention to operate. They apply the FL strategy to
aggregate behavior profiles for effective intrusion detection.

Resource-efficient Training of UAV-enabled IoT Devices: A particle
swarm-based air quality monitoring framework is proposed in [LNL*20]. Their
proposed system enables energy-efficient lightweight model training of Unmanned
Aerial Vehicles (UAVs) using aerial haze images and predicts Air Quality Index

(AQI) while preserving privacy. To sense ground systems, they proposed a Graph
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CNN-based Long Short-Term Memory (LSTM) model for obtaining accurate and
real-time AQI inference. Besides, the authors in [TZC*21] addressed the issue of
reducing latency and improving the energy efficiency of UAV-enabled IoT devices
by optimizing battery resources and wireless bandwidth. They employed a deep

deterministic policy gradient (DDPG) strategy to evaluate their system cost.

2.7 Future Directions for FL Algorithms considering
Resource-constrained Devices

As we discussed, FL is a recently invented distributed ML technique that can be
considered as an emerging research area. After examining the core challenges of
FL process while applying on resource-constrained IoT devices in Section IV, and
analyzing some potential solutions of those emerging challenging in Section V, we
point-out potential future directions in FL-based IoT environments. In this section,
we highlight the future directions of this domain.

e In an FL-based IoT environment, it can be experienced that some clients possess
more data (e.g., due to frequent use of a particular application, or having a greater
memory size) compared to other clients within the underlying IoT network setting.
Such a discrepancy in the number of data samples, particularly due to heterogeneous
memory size and availability, leads to massive deviation in terms of training periods
from participant-to-participant. The non-uniform data distribution raises issues in
generating the representation of the population distribution of any client dataset.
Handling such disparity within local training dataset needs further research.

e To ensure convergence for asynchronous learning in a Non-IID setting with a pres-
ence of resource-constrained devices, loss functions of the non-convex problem

(i.e., an objective function that has multiple feasible regions, and each region has
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multiple locally optimal points) need to be considered, and supportive algorithms
should be proposed.

e In an FL system, we may need to choose a cluster head that would be responsible
for passing the aggregated model parameter to the server for energy efficiency.
The cluster head can collect client model parameters from its region in a synchro-
nized fashion, while the central server can receive those locally aggregated models
through a synchronous or asynchronous manner. Here, the leader can act as an
intermediate aggregator and can avoid straggler nodes. It can marginally reduce
power consumption and can minimize bandwidth requirements of the FL system,
which could be effective for resource-constrained FL-based IoT environment. How-
ever, the leader node needs to be proficient to conduct swift operations and should
be trustworthy to avoid false data injection. Thus, selection of effective leader nodes
for managing the FL operations can be an interesting research direction.

e A device-centric automatic wake-up mechanism can be useful in determining
the optimal period to carry out interaction with the server. Such an approach
can reduce unnecessary communication with the server and avoid sending a model
update when the client’s local data does not change much. Besides, the automatic
wake-up mechanism may help the resource-constrained devices to reserve energy,
which could be utilized in further training.

e Client mobility can drastically change the overall system behavior. A network
may hold a large number of active clients before the training starts, and after some
period, most of them could go out of network. As a result, some areas may own
a large number of clients, while some other regions may not be able to generate a
feasible model due to a lack of active clients. Therefore, how to handle the mobility
issues of the IoT devices and ensure successful federated model training is a potential

research direction.
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e During FL process, we may observe statistical heterogeneity among the client
data. Such heterogeneity compels the clients to perform more interactions with the
server, or with its neighbor nodes. The existing works did quantification of such
statistical heterogeneity after initiating the training, which may cost extra resources
and may have crucial impact on local training of the resource-constrained devices.
Extensive research needs to be conducted to quantify the statistical heterogeneity
even before the initialization of FL training to avoid idiosyncratic situations due to
data sample variations.

e Effective incentives mechanism design is essential to encourage FL clients to
share their model information. Some incentives or regulations schemes are imple-
mented in blockchain [EGSVR16, ZLQ 120, ZNT15], and some incentive mechanisms
are proposed for high-quality federated data [SE19, JF03]. Still, more extensive
research needs to be conducted on incentives mechanism design to upgrade the ef-
fectiveness of FL. An example of such design is how game-theory models can be
adapted in FLS or, in addition to the accuracy, what new benefit can be provided
to the user to encourage them for joining in FL training. Besides, as the FL par-
ticipants can be resource-bounded, or the participants can be business competitors,
it is mandatory to design a strategy that divides the overall earnings to ensure the
long-term engagement of the participants. Further, more focus needs to be placed
on how to defend against adversarial attacks that try to collect the majority of the
incentives.

e A lightweight blockchain framework for FL-IoT setting needs to be designed
that can ensure robustness, enhance privacy and security while interacting with
the server or neighbor clients. Blockchain can prevent model parameters or algo-
rithm temperament and verify the model update and exchange. Some blockchain

paradigm for on-device training is discussed in [KP*19, XCL20], but they designed
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that framework without considering the challenges of the weak-processing unit and
limited memory of IoT devices. Further research needs to be conducted on design-
ing miner selection, block mining, consensus algorithm, validating a chain, atomic-
ity, and blockchain interoperability, especially for FL. with resource-constrained IoT
clients.

e The FL structure leads us to think about integrating trust model to avoid adver-
sarial clients during training. Selecting a client based on only resource availability
would lead us to choose a malicious client. However, we can design a trust-based
model based on the client’s previous contribution to learning within the network and
interacting with other clients. Typically, it is assumed that the server is trustworthy,
and we can use the server to generate the trust model by analyzing the behavior of
the clients. The incentive mechanism can be designed based on the generated trust

model, and this may open us a new research direction.

2.8 Conclusion

This chapter presented a comprehensive survey on federated learning algorithms
and analyzed the implementation challenges while performing on-device training.
We particularly emphasized the issues of FL process while considering resource-
constrained [oT devices as FL clients. Firstly, we presented a highlight over FL
algorithms that can enable efficient and scalable model training in edge devices.
Then, we presented an overview of FL taxonomy and analyzed the existing pa-
pers to distinguish our contribution as compared with prior surveys. We discussed
distributed learning and optimization techniques and explained various aspects of
distributed algorithms for decision-making purposes. We analyzed the challenges

during the on-device learning of resource-constrained devices and discussed exist-
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ing feasible solutions. After analyzing the challenges, we described the emerging
challenges of FL implementation in resource-constrained IoT devices, which needs
extensive further research. Afterwards, we explored the existing FL applications to
provide a better understanding of the FL role in real-world applications. Finally,
we listed the potential future directions of deploying FL within resource-constrained
heterogeneous IoT environment.

According to the comprehensive literature survey that is provided in this chap-
ter, we conclude that there are several research questions at the intersection of FL
and resource-constrained IoT. The rest of this dissertation, will provide novel algo-
rithms namely FedAR, FedPARL, and FedMDP, and their real-world applications

in finance, IoT, robotics, and energy systems.
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CHAPTER 3
DISTRIBUTED SENSING MECHANISM USING SMART
END-USER DEVICES

! In the previous chapter, we presented a comprehensive analysis of applying Fed-
erated Learning (FL) in a resource-constrained environment. From our survey, we
realized that, there was no existing work that show us a pathway to track and trigger
distributed edge devices, and collect necessary information to prepare a federated

dataset.

3.1 Abstract

There is a dearth of research in developing low-cost solutions for distributed deci-
sion making in [oT networks. Most studies in the literature require the deployment
of additional sensors for data collection. In this study, we propose to leverage
available sensors built-in smartphones, to properly collect and broadcast data for
different decision-making purposes in smart cities infrastructures, for example, in-
telligent transportation networks, smart health services, security and emergencies,
industrial control, smart agriculture, home automation and so on. To this end, we
first introduce our new platform (including software and mobile app implementa-
tion) to identify available sensors at each end-user device. We have identified a wide
range of sensors including gyroscope, ambient light sensor, temperature, magnetic
field sensor, orientation sensor, game rotation vector, linear acceleration, relative
humidity, gravity, geomagnetic rotation vector, etc. As the sensors are already inte-

grated within the phone, therefore, using these sensors can be beneficial considering

!This chapter is an edited version of the author’s previous work published in [IA19)
(©2019 IEEE.
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the complexity, efficiency, and cost of the overall system. The challenge is to de-
sign a system that can trigger distributed devices to be self-activated and agreed
to generate all available sensors data. Besides, as devices can send a continuous
stream of data, therefore, size of data could be mounted and could be in the hap-
hazard structure, which would give us hurdles to identify a device sensor data from
another and to make an intelligent decision. To tackle all of these, we propose a
distributed sensing approach that is capable to identify a device using token, can
activate distributed end-user devices to send data to the cloud whenever it requires
and store data in the cloud server maintaining proper format. This approach en-
ables remote data collection leveraging available end-user devices and reduces the
cost of installing new sensors for autonomous IoT applications. We then build on
our efficient sensing platform to enable distributed intelligence among a network of
smart devices. To this end, we leverage the computational capacity of these devices
for local decision making, i.e., instead of broadcasting all sensing information to a
centralized agent and solve a large-scale decision-making problem, each smart device
communicates with a limited set of neighboring devices. This will also pave the way
for implementing federated learning as a promising solution for distributed decision

making.

3.2 Introduction

3.2.1 Background and Literature Review

Smartphones, smart things, wireless and wired devices are some of the components
of today’s distributed networks that continuously generating streams of data. To

store such huge data and consume minimal computational power, it is wise to pre-
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serve those data locally and perform costly computation at the network edge. As we
know, the sustainability of IoT depends on various factors e.g. power of connecting
nodes, fault-tolerance, surrounding environment as well as the heterogeneity of the
devices. Omne of the major concerns to prolong the IoT network is to use such a
device that has better processing capability as well as battery longevity and IoT
devices are mostly battery-powered [SG15]. Due to this, mobile crowdsensing has
become an emerging field that opened the door of opportunity due to the prodigious
growth of mobile devices, especially for IoT applications|GCZ"16]. Besides, today’s
smartphones are coupled with sensory components that enable us to collect data to
understand the environment and crucial information about the user. The collection
of such data generated from various devices can reveal significant information about
the internet of thing enabled devices. Now, the problem is, as mobile crowdsourcing
data is increased, it commenced communication overhead, processing delay, even-
tuates outburst of storage, leakage of security and privacy issues of data within the
network. To overcome this, we propose intelligent sensing of distributed devices
which helps us to show a pathway to federated learning for making intelligent de-
cisions by avoiding communication overhead and considering the quality of sensor
networks.

A ubiquitous learning environment to understand suitable learning contents and
self—learning strategy, particularly for IoT devices, is proposed [XWC11]. Through
that work, they disclosed how a device using RFID tags could be useful to communi-
cate with a knowledge database to further take decisions for a similar environment.
As in ubiquitous learning environment, the number of IoT devices might be huge
as well as of many classes, thus for maintaining security and integrity, the author
in [MBS*17] tried to separately identify IoT and non—IoT devices by analyzing

traffic congestion within the network. Through their method, they distinguished
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traffic generated by IoT and non-IoT devices by using HTTP packet property of the
user, analyzed traffic and finally applied a machine-learning algorithm to make the
decision.

But identifying IoT devices does not solve all problems as data retrieved from the
edge device can be invalid or false. To automatically filter such data, a machine
learning approach using the artificial neural network is proposed in [CS16] where
device id, delay, and sensor value are used as neurons. These three parameters feed
to the neural network and it filters inappropriate data. Additionally, as IoT data are
increasing with respect to the time period of its extraction, different techniques on
deep learning are studied in [VTWA18| and a solution using offline scheduling algo-
rithm is proposed in [LO'18] considering edge node’s limited processing capabilities.
But they did not implement their application examining real-life IoT environments.
Moreover, a mobile crowdsensing IoT application is deployed in [ZLG118], where
they focus on reducing latency and validation of sensor data. But they mentioned
that the performance of their solution degrades when it is applied to the real world.
Moreover, to handle huge amount of data streams in real-world, Information Flow
of Things (IFoT) is propounded in [YYS16], where the open issues and challenges
of real-time IoT data management in terms of networking and processing of big
data and handling of various type of data in a unified manner are addressed, but
they did not show how to make distributed decision after capturing real-time data
streams. Several IoT based real-life application is proposed i.e. patient monitoring
system [AH17] for observing congestive heart failure patients and sending an auto-
matic alert to observation center, similar kind of centralized cloud-based health care
data processing approach is also discussed in [HPS™15]. Furthermore, the author in
[AAS19] focused on the needs of sustainability and possible hurdles to build smart

cities from the perspective of security and privacy concerns. To enable interoper-
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ability amongst different communication network devices, an opportunistic mobile
gateway for discovering [oT devices, control, and data management is discussed in
[ACF*17]. But all these works can not process data and make the decision in a dis-
tributed fashion and hence may encounter communication overhead, high latency,
and security issues.

The conventional federated learning resembles a global model which is formed by at-
taining data from a large number of devices. However, the authors in [LSTS20] aim
to propose an approach in which a global model is generated by taking updates from
the local device in a periodic manner i.e. the central server will devise a new updated
model by learning the aggregated model of each individual devices which are com-
municating. They also pointed out some core challenges and ways to mitigate those
issues, but, they did not verify their model by applying in real-life environments.
The author in [CLD*18] showed a distributed meta federated learning technique
in which the local devices send the algorithms of their model to the global server
instead of sending data or models. But they did not consider periodical updates to
the local server to reduce communication overhead and make the minimal number of
communication rounds to perform while sending algorithms. The works of [LPH17]
considered the issue to reduce communication overhead through making updates in
the local devices and performing multitask learning in the central server. But they
assumed that the same amount of work will be performed in each distributed device
which is evidently not possible because of the system and statistical heterogeneity.
To improve communication efficiency, federated learning-based works are studied in
[KMY*16] and [KMR15], but they proposed a single global model which is trained
by capturing data from the local device within the network which arises processing

delay.
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3.2.2 Goals and Contributions

In this dissertation chapter, we introduced a novel distributed intelligent sensing
leveraging end-user devices. To achieve this, we first develop a platform to identify
available sensors in each device, e.g., smartphone. We then explain federated learn-
ing that can potentially leverage our sensing platform to enable distributed decision

making and learning over a network of IoT devices.

3.3 Distributed Efficient Data Sensing Leveraging Smart
Devices

Smartphone device is considered to be an effective tool for information extraction
as it is integrated with various type of sensors and has the capability to send data
wirelessly which may have a huge impact, particularly for Internet of Things (IoT),
enabled applications. Mobile Sensor API helps us to understand the available sensors
within the device and gives us the accessibility to fetch those sensor data in real-
time. But, if we want to identify each individual device and wish to retrieve sensor
data remotely, then we need a mechanism through which each individual device
can be handled prudently and devices will be triggered whenever we want to fetch
data. To accomplish our goal of sensing distributed data within the smartphone
devices, we propose a distributed intelligent sensing approach through which data
can be fetched at any time in a distributed way and no extra sensors need to be
installed within the devices. Our goal to accomplish distributed intelligent sensing
can be divided into a couple of stages: 1) Discovering the available sensors within a
smartphone and 2) Registering each device to cloud and generate a unique token for

each individual device, 3) Constructing a push notification feature which enables
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a device to be triggered on receiving a notification message, 4) On receiving a
notification message, requested device is supposed to pass its available sensor data
to the cloud server, and 5) Storing data in the cloud by maintaining proper structure

so that it can generate a prepared dataset based on real-time data.

Figure 3.1: Schematic overview of [oT networks.

3.3.1 System architecture

To achieve the target of intelligent sensing, first of all, we need to enable our mobile
device to compute the list of available sensors and should be able to read those
sensor data. To fetch data from distributed devices, therefore, to discover knowledge
from the retrieved data, we need to track which device our data is coming from. To
incorporate this functionality, we launch a registration process whenever a user going
to use the application for the first time after installation. The user needs to provide
an email address and password and from this information, we generated a token. All
this information we store in the cloud with a device id so that we can easily detect
the device from the cloud. After storing the token, we are capable to send push
notification to the devices and they will be triggered upon arrival of the notification
message. Immediately after being triggered, the devices will start to send the sensor

data in real-time to the cloud and it will store those data in a parent-child format of a
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tree. Those stored data can play a significant role in understanding each distributed
device’s current domain and those data can be analyzed in a distributed fashion. In
fig. 3.2a, we presented the steps from enabling end-user devices of sensing data until
generating push notification and in fig. 3.2b, we displayed the steps from triggering

an end-user device until collecting data for applying in the learning model.
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Figure 3.2: Identification of sensors and leveraging intelligent sensing in end-user
devices.
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3.3.2 Steps of Intelligent Sensing Leveraging Distributed

Devices
Device Registration and token generation

At the starting of our application, the user needs to provide its username and a
password to sign in and based on this, we generate a unique token for each individual
device. This unique token will further be used to separate a device from others.
This token is just like a label which helps us to track a device and forward a push

notification without any hassle.
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Display available sensors

Figure 3.3: Registration and generation of token for each end-user device.

Identification of the list of available sensors within a device

After completing the registration within the application, the user will be able to
see the list of available sensors that are identified. The available sensors can be
revealed using SensorManager object. We used a method publicList < Sensor >
getSensorList and Sensor. TY PE_ALL [DevlT7] to attain all available sensor list

from an android device.

69



Construct a push notification service from server to client

We incorporate a cloud messaging service which helps us to send a push notification
to a particular device or a group of devices for collecting real-time data whenever
we want. During registration, as we are generating each device’s token which is kept
in cloud, thus using that unique identity, we will be able to send a push notification

through the cloud messaging service which is shown in figure 3.4.

Cloud-based
computing center

L L push notification
IL {VZ? Triggering
1. <] Send sensor information

Figure 3.4: Remotely fetch data from a sensing device though our developed dis-
tributed sensing mechanism.

Trigger registered device on receiving notification message

After sending a notification, the device needs to understand the arrival of that
message. We infused functionalities to each of the device so that it gets triggered

upon arrival of a particular push notification from the server. For displaying the
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notification on top of the screen, we need to extract the title and body of that
notification message and store those. Using NotificationManagerCompat instance
[Dev17] and pendingIntent() method [Dev17] (which provides permission to a foreign
application to utilize in the user’s application), we able to display notification over

the top of our mobile screen.

Generating available sensor list and read current data of each sensor

After being triggered, the device needs to generate all available sensors and sense
all the sensor’s current values. We used SensorManager to get the context of sensor
service. Within getFaultSensor() method [Dev17], we specify the type of sensors
we needs to handle and using registerListener() method [Devl7|, we activate the

sensors to retrieve available sensor data.

Sending data to cloud and store in realtime database

The next step is to send the extracted data in google firebase cloud and store those
in real-time. For this, we need to provide permission so that the user can store data
whenever they get a notification message from the server. We need DatabaseRef-
erence instance [Stol6] which helps the application to find the instance as well as
the reference to store data in a perfect way. As we are sending sensor data which is
continuous and show values whenever sensor data is changed. But, it is not feasible
to send data infinite times, we need a predefined number of data that should be sent
upon arrival of the notification message. We handled it using unregisterListerner
method [Dev17] which is supposed to be active after a certain number of data being
sent. After we get the data in firebase, we can export it in JSON format which is

shown in Fig. 3.7.
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Figure 3.5: Distributed intelligent interaction leveraging end-user devices.
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Figure 3.6: Expanded view of fetched sensor readings stored in Firebase Cloud.

3.4 Federated Learning Approach for Remote Sensing

The conventional federated learning resembles a global model that is formed by
attaining data from a large number of devices. The author in [LSTS20] aims to
propose an approach in which a single, global model is generated by taking updates
from the local device in a periodic fashion i.e. the central server devises a new up-
dated model by learning the aggregated model of each individual devices which are

communicating. To solve the distributed optimization problem, we can consider four
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"users" : {

Figure 3.7: Exported sensor data in JSON format attained from firebase cloud.

major challenges. The first one is, expensive communication, which includes
how to achieve our target model by sending a minimal number of updates and how
to reduce the size of messages while transmitting to the central server [KMY'16].
The second one is, heterogeneity of the systems which occurs when we have
variance capabilities of nodes with respect to computational power, memory storage,
and communication range [SCST17]. Due to this, any device can become straggler
or inactive or there may be a possibility that only a few of the existing devices are
active to maintain communication with the server. So, it is required that the system
can tolerate heterogeneous devices, can generate effective models in spite of having
low participation of devices and have fault tolerance in case of having straggler or
inactive devices within the network. The third one is, Statistical heterogene-
ity[SCST17], which means that the samples or data which are collected or stored
are not similar. In such a situation, it will be difficult to formulate a global model

after getting trained from the local devices. The fourth one is, Privacy concerns
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[BIK*17], which is very evident to arise in federated learning as the local devices are
sharing their model updates periodically. Though the devices are not supposed to
share raw data to the central server, yet it is possible to extract sensitive knowledge
by observing the whole communication process. In such a case, differential privacy
and multiparty computation can be a solution but there are trade-offs between sys-
tem overall prediction accuracy and efficiency. In this section of our dissertation
chapter, we focus on explaining federated learning that can potentially leverage our
sensing platform to enable distributed decision making and learning over an IoT

network.

3.4.1 Infusing redundancy amongst the node dataset

Communication overhead is a major challenge that impedes scalability especially in
[oT based distributed applications. To mitigate the iteration round during commu-
nication, speeding up distributed stochastic gradient descent by infusing redundancy
among the worker node’s training data could be a good idea [HKT19]. As feeding re-
dundancy to the worker nodes decreases the residual error, which eventually helps to
reach the target accuracy by computing fewer number of communication rounds and
increases fault tolerance. For this purpose, our real-time dataset (which is formu-
lated in the previous section) can be partitioned into a number of shards or chunks
and can be distributed among the computing nodes. Each mini-batch created for a
dataset generates individual gradient descent which is obviously faster than batch
gradient descent where a single gradient is generated for the whole dataset in each
epoch. Though it is faster than batch gradient descent, still in synchronous gra-
dient descent (SGD) each node send their update within the network after every

iteration to ensure that each node aware of the updated structure. This incurs
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communication overhead in terms of communication round and the number of bits
passed during communication. Besides in SGD, as each computational node send
the updated model which is only based on their respective mini-batch not on whole
data, so it may suffer from residual error if we consider full synchronous SGD. So
redundancy infused SGD can be applied where each node can have a chunk of a
dataset and can access a partial chunk of other mini-batch but not the whole data
from a mini-batch. The author in [HK*19] proposed RI-SGD, which works on
local update and periodically generating the average of the models. The process of
infusing redundancy improves gradient diversity, reduces variance in local update
and communication round, and results in faster convergence. Populating the shard
of each mini-batch by some partial samples of data that is stored locally does not
hampers the overall performance as the main bottleneck of the system is commu-
nication rather than computation. Moreover, by reducing the size of mini-batch
also outperforms in terms of accuracy compared to conventional SGD according to
[HK*19]. Another concern is that, as each worker node exchanges their model with
each other at every iteration, then the availability of straggler nodes can encounter
large processing delay. We can simply ignore them using RI-SGD algorithm and en-
sures robustness to node failure. In summary, we can reduce communication round
during the interaction of nodes by inundating data redundancy for distributed SGD
to attain faster convergence and low residual error. Though the redundancy arises
some computational cost, it is worth of; as in return, we can get higher diversity

which proceeds to faster convergence.
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3.4.2 Quantify the impact of wireless factors on FL

For quantifying the impact of wireless factors on FL, we first focused on the chal-
lenges of FL from the perspective of wireless networks. For such a scenario, the
nodes within the networks generate a federated learning model or algorithm which
is sent to the base stations (BS) and this algorithm is computed based on the data
behavior of the user nodes [CYST19]. After that, the base station will generate a
global model that will be transmitted back to the user nodes and all receiver nodes
will be trained by learning that model. But, this training process of the nodes can
be affected due to the wireless transmission quality and limited bandwidth of the
nodes. As the wireless resource and bandwidth limitation are the major concerns,
so the base station needs to select a suitable subset of user nodes which should
be participated in sending the local model to BS and being trained by the global
model. To attain an optimal result for such an environment, we need to formulate
an approach through which limited wireless resource can be utilized properly and
the subset of user can be chosen prudently which leads us to obtain minimization
of the federated learning loss function, hence, increase the overall performance of
federated learning algorithm. We need to devise an expression that can be imposed
to attain a faster convergence rate considering the influence of wireless networks on
federated learning and helps us to figure out the optimal power required to transmit
algorithm to BS for each individual device. This optimal power is measured by
selecting a subset of user and resource block which is transmitted to BS. In the end,
the transmitted resource block and the subset of the user are optimized to obtain

minimal FL loss function.
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3.5 Conclusion

This chapter explained the foundation of sensing mechanism to trigger and collect
information from distributed end-user nodes in a federated learning environment
for effective communication among the sensor nodes. To devise this, initially we
presented a novel approach of distributed intelligent sensing leveraging smart end-
user nodes which can sense environment and communicate with a central server
by sending their asset. After that, we explained federated learning that can be
incorporated with our distributed intelligent sensing approach to attain optimized
outcome while learning over IoT network and making distributed decision. In next
chapter, we presented our novel federated learning algorithms that could be effective

for resource-constrained heterogeneous loT environments.
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CHAPTER 4
FedAR: ACTIVITY AND RESOURCE-AWARE FEDERATED
LEARNING MODEL FOR DISTRIBUTED MOBILE ROBOTS

! In the previous chapter, we presented our distributed sensing mechanism that can
be effective in remotely triggering any of the edge devices, collecting information,
and preparing a federated dataset. This chapter presents our novel activity and
resource-aware Federated Learning (FL) algorithm that is suitable for unreliable

and resource-constrained learning environments.

4.1 Abstract

Smartphones, autonomous vehicles, and the Internet-of-things (IoT) devices are
considered the primary data source for a distributed network. Due to a revolutionary
breakthrough in internet availability and continuous improvement of the IoT device’s
capabilities, it is desirable to store data locally and perform computation at the edge,
as opposed to sharing all local information with a centralized computation agent.
Federated Learning (FL) paves the path toward preserving data privacy, performing
distributed learning, and reducing communication overhead in large-scale machine
learning (ML) problems. We developed a novel activity-aware and resource-aware
FL model that can mitigate the straggler effects and can avoid the untrustworthy
agents during FL training. We consider a distributed mobile robot as an FL client
with resource limitations either in memory, bandwidth, processor, or battery life. We
consider such mobile robots as FL clients to understand their resource-constrained

behavior in a real-world setting. We consider an FL client to be untrustworthy if

!This chapter is an edited version of the author’s previous work published in [IA20]
(©2020 IEEE.
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the client infuses incorrect models or repeatedly gives slow responses during the FL
process. After disregarding the ineffective and unreliable clients, we perform local
training on the selected FL clients. To further reduce the straggler issue, we enable
an asynchronous FL mechanism by performing aggregation on the FL server without

waiting for a long period to receive a particular client’s response.

4.2 Introduction

4.2.1 Motivation

The ubiquitous nature of IoT devices causes huge data streams due to their
widespread applications. Storing and processing such vast amounts of data in a
centralized location is costly, highly insecure, and time-consuming. Further, in
some cases, the nature of local data is sensitive and requires further security
measures to ensure user confidentiality and data privacy while exchanging
data for computation and decision-making purposes. Sensitive data such as
captured images, browsing history, personal information, and location-based
services can be utilized for recommendations, social advertising, prediction, or
incurring any potential privacy risks. Such sensitive information is unsafe to
share with the server if potential privacy issues are not checked [YLCT19al.
Besides, as privacy preservation awareness is rising, legal laws and restrictions,
i.e., General Data Protection Regulation (GDPR), are becoming prominent,
which reduce the feasibility of data aggregation [LYY20]. The conventional
centralized ML techniques can not be implemented in a distributed fashion due to
infrastructure fallibility, including intermittent or weak network connectivity,

limited bandwidth, or response delay [LO'18]. To tackle the above-mentioned
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issues, an alternative distributed ML paradigm named Federated Learning (FL) is
proposed in [MMR*17] that performs on-device training based on the client’s local
data, pushes the client’s training parameters at the edge, and learns from the
global model. The popularity of FL applications is increasing due to their high
acceptability, particularly in improving user privacy. The FL process enables
network clients to generate a joint ML model that enhances privacy by not
exposing any clients’ private data. Another important factor of FL is that it works
with nonindependent and identically distributed (non-IID) data samples observed
in real-world settings [MMRyA16, BIK*17]. That means the FL algorithm is
capable of handling the changes over time in the distribution of collected data
samples. However, during an FL process, the client selection is crucial as a
straggler, and an unreliable client can retard the learning process and prolong
the model convergence time. Any client that is selected for a training phase is
called a participant. A participant may turn into a straggler if the participant is
underpowered in system requirements for a particular model training. Most of the
existing FL approach avoids the straggler issue by assuming all the FL clients as
proficient nodes and randomly selecting clients for the training rounds. However,
the presence of such straggler clients has a vital impact on the overall performance
of the learning model [ITW*20]. Further, there is a possibility of selecting a
vulnerable FL client, specifically in an FL-based IoT (FL-IoT) environment, where
the devices are more prone to susceptibility. Therefore, we need to monitor the
clients” available resources, behaviors, and contributions toward training a learning
model.

In our proposed approach, we consider mobile robots integrated with compara-
tively low processing units, limited memory, bandwidth, and battery power instead

of assuming proficient clients with sufficient resource availability. We give instruc-
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tions to each registered mobile robot for collecting data samples. We track the
robot clients through remote sensing mechanisms, and each client gets triggered
upon receiving a particular notification from the server [IA19]. Before executing
a training round, we check the resource availability following the system require-
ment for model training and examine each interested client’s trust score, which is
updated based on their previous training performance. By enabling asynchronous

FL, we further reduce the straggler effect by ignoring the unresponsive clients.

4.2.2 Literature Reviews

The FL research domain is increasingly evolving due to its capability to handle
non-ITID data, preserve privacy, and reduce communication overhead. Prior works
from various disciplines, including distributed systems, ML, databases, cryptogra-
phy, and data mining, focused on improving the FL. method. An overview of the FL
system design is presented in [BEG™19a], where they discussed the complexity of FL
design by posing challenges to FL implementation and experimental evaluation. In
consequence, some open-source frameworks are proposed to handle FL. mechanisms
such as TensorFlow Federated (TFF) designed by Google [AAB*15], Federated Al
Technology Enabler (FATE) from WeBank [WeB18], LEAF [CWL*18], and PySyft
[RTD*18].

FL strategy fits best in such applications, where we need to perform model train-
ing using sensitive data. Hence, on-device training is preferable rather than passing
data to the cloud. The authors in [HY 18] proposed an FL-based model training
for predicting heart attack in a patient. By configuring the necessary setup and
integrating wearable devices, they observed the patient’s health data and performed

FL-based on-device model training. Besides, a Federated Transfer Learning (FTL)
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framework is presented in [YLCT19a]. In that chapter, they considered each hos-
pital as an FL client and performed collaboration among neighboring hospitals to
improve the FL model. In [GWW™20], FL-based privacy-preserving named entity
recognition (NER) is implemented that can identify different medicinal attributes
(e.g., drug names, their reactions, and symptoms) by analyzing medical texts and
performing classification.

Device-centric application data is utilized to build a recommendation system
that aims to predict a rating for an item or user preference. For such a recommen-
dation system, usually, one user’s data is shared with other users, and privacy is
violated in many cases. A federated meta-learning-based recommendation system
is proposed in [CLD'18] considering the privacy issues. Each FL client shares its
generated algorithm with the server to carry out an effective global model. Simi-
larly, privacy-preserving news recommendation system [QWW™20] and personalized
recommendation system [AudIK*19] are constructed based on the FL concept. An-
other interesting application of FL is user-typing-behavior-based next-word predic-
tion designed by [HRM*18]. Their application can read a user’s mind while typing
by analyzing the user’s messages and browsing history. A similar type of application
to predict emoji on a mobile keyboard is presented in [RMRB19]. Moreover, wake-
word detector-based applications are prevalent nowadays that consider user voice
or speech for training an FL model that can recognize the user’s command. The
author in [LCLT19] designed such an FL-based wake-word detector application by
using a crowd-sourced dataset that does not expose a user’s voice during training.
The ranking search result is another recent application of FL [BEG*19a, HSK*19],
where the user query and preference are not shared with any other entity, and the
search result is generated based on FL training. A content suggestion framework is

designed on the concept of user activities, i.e., clicking or ignoring content, which
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is discussed in [YAT18]. This application tracks and stores the user-click informa-
tion on content suggestions, and constructs a model accordingly. Both training and
inference are performed on-device in their work, and only the model parameters
are dispatched to the server. However, most of the existing FL-based applications
assumed that the FL clients are resource-boundless and trustworthy, i.e., any FL
client can be selected for the training phase. However, if we consider a real-life
FL-IoT setting, the FL client is often resource-bounded and prone to vulnerability.
This chapter aims to consider both resource-constrained and reliability issues in an
FL environment. According to the best of our knowledge, there is no existing work
that examines the resource status and scrutinizes the client activity within an FL

environment.

4.2.3 Contributions

The main contributions of this chapter can be listed as follows:
e We propose a novel model capable of giving a reward or a punishment to each
participating FL client based on their performance during a training period.

e We propose a strategy to choose only capable clients before starting the FL

training phase.

e We consider mobile robots to collect federated data in a distributed fashion and

perform FL training simulation for a resource-constrained IoT environment.

e We consider an asynchronous FL scheme to mitigate the straggler effect on a

resource-constrained FL-IoT environment.
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Figure 4.1: Real-time data collection procedure in an Federated Learning environ-
ment based on our proposed distributed sensing mechanism.

4.3 System Description

In this chapter, we assume that we have a resource-constrained FL environment,
where a client may have a straggler effect, and any interested client may provide
inappropriate model information during the training process. The main reason of the
straggler effect is the resource shortage issue that leads us to think about a strategy
to avoid an unreliable or inefficient client during the learning process. Moreover,
the existence of unreliable or inconsistent clients can prolong the convergence time
and may create a negative impact on overall model accuracy. To understand the
resource-constrained FL behavior, we focus on collecting real-time federated data
collection, handling resource heterogeneity, and monitoring client activity during an

FL process.
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4.3.1 Real-time Federated Dataset Preparation through

Distributed Sensing

In a federated dataset, we need to have a column of client id that represents which
client possesses the corresponding row information. To collect federated data using
distributed mobile robots (clients), we need to send a set of instructions to those
clients. One naive strategy is to collect data by controlling the robots remotely.
However, such a strategy is not convenient if we have many clients, and we need to
keep track of each client’s information. We design an approach for controlling mobile
robots through which any robot can be tracked and acknowledged about required
instructions in a convenient way. In this approach, any new client interested in
joining an FL network needs to commit to registration by providing their credentials.
We generate a token and store the generated token in our server. A token is a unique
identifier that helps to recognize each robot client in a distinguishable way. The
token can be used as the client id in our federated dataset. More details can be found
in our prior work [IA19]. We infuse functionalities to each robot so that they can
identify a push notification when it is sent from the server. The push notification is
used to trigger a robot and pass the commands as a Quick Response (QR) code. We
use QR codes to hide raw instructions. We enable a QR code scanning mechanism
for each mobile robot to read the instructions given as a form of a QR code and
understand the meaning of the QR code. After successfully scanning the QR code,
a robot client can get the instructions in a form of an array. The first element of
the resulting array is the key, and the following elements are the parameters. For
instance, an instruction of Forward 40 10 0 means move forward with speed 40ms~!
for 10 seconds with an angle of 0 degree. In case we have multiple instructions within

a QR code, we split those by a colon separator. By reaching the desired place, the
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robot can capture images or can sense the environment. After that, the collected
data are properly labeled. Each distributed robot can train itself by the labeled
data, and generate a local model that is shared with the server. In Figure 4.1, we

presented an IoT based data collection overview for an FL environment.

4.3.2 Construction of a Trust and Resource-aware Frame-

work
¢ Step 1: Publish FL Task

An FL process can be considered a monopoly market, where a task publisher acts as
a monopolist operator and a set of mobile robots N' = {1,..., N} act as the clients.
Each client n € A uses its local training dataset of size s, for being a part of the
FL task. Each of the training data has an input-output pair, where the input is a
vector that contains data sample features, and the output indicates a label for each
input vector. The task publisher broadcasts an FL task with minimum resource
requirements (e.g., memory, battery, and processing power) and a minimum trust

score to qualify for the task participation.

o Step 2: Check Resource Availability of Interested Clients

Upon receiving information about interested clients’ resource availability, the server
filters out the candidates that do not meet the task requirement. Only the robot that
satisfies the requirements has a chance to join the training phase. In Algorithm 5,
we have a function CheckResource that takes an input of memory (M), bandwidth
(B), and battery life (£) in line 14. We generate resource availability for the three

give inputs (line 15) and compare with the task requirement Lg., (line 16). If
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available resources satisfy the task requirement, then we add that client to a list RA

(line 17-18).
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Figure 4.2: Selection of proficient and trustworthy clients for training phase applying
Activity and Resource-aware Federated Learning (FedAR) algorithm.

o Step 3: Calculate Trust of FL-client

In our proposed FedAR model, we choose a fraction of clients that may change at
each training round according to resource availability (e.g., memory availability)
and the client’s updated trust value. To construct a trust model, we pass the
iteration number/communication round (i), client id (m), global model parameters
(w;), threshold time ¢ for sending back local model, and model deviation . Each
FL participant needs to send back their local model parameter within a given period
of t that is set by the task publisher. However, we may encounter various situations
(e.g., fast or slow response) during the training process and may receive different
FL participants’ responses (e.g., inappropriate model information). If a client joins
the FL network for the first time, we set its trust score as €}, = 50. We add a trust
score Crpperestea With a value of 1 to each of the clients interested in being a part of a
training phase, who successfully meets the trust and resource requirement for that

task, but could not join the training round. We provide Cperesteq t0 €ncourage the
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trustworthy and capable candidate to participate in a future task. After selecting
the FL client, we reward each client that accomplishes a task, and if it fails, we
decrease its trust value as a punishment. Every participant client in a training
round must submit their model within a given time because it is not feasible for the
server to wait for a client for an infinite amount of time. The task publisher can set
the threshold time for a task. In case an FL participant gives responses within the
desired period, we provide a reward to that client (Crewara With a trust value of 8).
On the other hand, when an FL client fails to accomplish its task on time, we set
a penalty on that client’s trust score (Cpenairy With a trust value of —2). We check
the past performance of that client, and if the client repeatedly failed to respond
on time (20% — 50% of its participation), then we add a Cgjame trust value to that
client’s trust score (where Cpjame = —8). In case the client’s straggling effect is
observed above 50% of its overall participation, or if the client sends a model that
has a high deviation to compare to the other client’s models, we add a Cp,, trust
value to that client’s trust score (where Cgjgme = —16). In Table 4.1, we presented

the assigned trust score of different events.

Table 4.1: Trust values considering different factors in an FL environment.

Factor | Value
Cinitial 50
CReward
CInterested 1
CPenalty -2
CBlame -8
CBan -16

The details of our trust and resource-aware model are presented in Algorithm
5. In line 1, we receive communication round as 4, client id as m, global model

parameter as w;, maximum time ¢ to finish that task, and threshold of model diver-

88



sity 7. The threshold time to perform a task can be changed in different iterations
by the task publisher based on the client’s performance. We also do not consider a
fixed threshold because, in the initial period of training, a model deviation can be
larger for all clients than the global model, while after some iteration, it is supposed
to get reduced to some extent. After sending all the function parameters, line 2-4
checks whether a client sends back its optimized local model within a preset time .
If the client sends its optimized local model within time, then we set that client’s
unsuccessful record (U?)) for that training round as 0 and give that client a reward
score (Creward), Which is added to the client’s trust score. In case a client can not
send back its local model within time ¢, we set that client’s unsuccessful record (U?)
for that training round as 1 (line 6). We check how frequently that client encoun-
ters unsuccessful or ineffective local model generation. If that unsuccessful record
indicates below 20% successful task completion of the overall client participation
history, then we add a penalty score (Cpenaiy) to that client as a sign of warning
(line 7-8). In case we get more than 20%, but less than 50% unsuccessful record
history for a participated client, then we set a blame score (Cpjame) to the existing
trust score of that client (line 9-10). Moreover, if a client is responsible for giving a
slow response for more than 50% of its overall task participation history or sending
back a model with large diversity compared to other client’s local models, we assign
a Ban score (Cpgy,) to the existing trust score of that client (line 11-12). Finally,

in line 13, we append the updated trust score of each client to a list.

o Step 4: Select Client for Training Phase

In a typical FL scenario, we may need to deal with many user nodes; however, only
a small portion of them may be available at a specific time to perform training

sessions. For instance, if the client nodes are mobile robots, they can be considered
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Algorithm 5: Activity and Resource-Aware Model. The global
model of " training round is represented by G, D! indicates the local
model of a mobile robot m on i iteration, unsuccessful record of a client
m on iteration i is denoted by (UZ.), trust score C,, for m*" client, t repre-
sents timeout, and v indicates deviation.

1 UpdateTrustScore (i, m,w;,t,7):
2 if m sends model w' within t then
3 set U}D(m) =0

4 set Cm = Cm + CReward

5 else

7 | if $30, UR < 0.2 then

8 t set T}D(m) = CPemzlty

o | if 13 (U <05andiy | UR > 0.2 then
10 L set Cp, = Cry + Cilame

11 | else if %Z;Zl UP > 0.5 or G*-Di, > v then
12 L set C,,, = C,, + Cgan

13 Append C,, to TrustList

14 CheckResource (M,,, B,,,E):

15 Resource availability, R,, = f(M,, B, Em)
16 Compare R,, with Lre,

17 if R, satisfied L., then

18 L Add R,, to RA list

19 Return C and RA
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for training rounds only when charged and active. In our FL-IoT environment,
all client data are locally available, and we need to choose a subset of clients to
participate in the training process. This subset of clients is changed in each round,
considering the trust score and resource availability. After calculating the trust
value and checking out resource availability, we select the eligible candidates as
participants. Each participant generates their local optimal decisions after giving
consent to participate in a task according to its resource conditions and local dataset
content. The effectiveness of the local model update directly depends on the local
dataset accuracy [SFYB18]. After selecting the clients, we can reuse them again
and again until our target model reaches convergence. In Figure 4.2, we presented

the client selection process of our proposed FedAR method.

o Step 5: Creating Model with Forward Pass Method

Initially, we prepared input samples of client images to be grouped as batches. We
identify the TensorFlow variables that are required in constructing our model. To
represent the entire dataset, we consider a data structure that holds variables such as
model weights, bias, and various counters and cumulative statistics updated during
training. We define a forward pass method to compute loss with these variables and
model parameters, make predictions, and update the statistics of sample batches
of input. After that, we define a function that is responsible for returning a set
of local metrics. Each client devices send its local metrics to the central server.
The server performs aggregation upon receiving the values in a federated learn-
ing evaluation process. To the end, we build a model representation to use with
TensorFlow-Federated (TFF) and apply the Keras optimizer to the model. Finally,

the constructed model and optimizer instances are fed to the FedAR algorithm, and
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the process is initialized with federated train data to generate output metrics loss

and accuracy. The overall working process is depicted in Figure 4.3.
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Figure 4.3: Federated Learning-based image classification approach considering Ten-
sorFlow framework.

o Step 6: Evaluate Local Model Quality

After client selection, each client can be trained with the FL optimization technique
(e.g., FL-SGD). The task publisher disseminates the initial shared global model
parameters to all selected clients. Fach mobile robot trains its model using local
data and uploads its model parameters to the server. To ensure the reliability of
the model update, we leverage model quality evaluation by applying the FoolsGold
scheme [FYB18] that identifies unreliable participants by observing their local model
updates’ gradient diversity and helps to avoid poisoning attacks. If a local client’s
model update performance is lower than a specified threshold or a client repeatedly
sent similar gradient updates, then the task publisher rejects the client update and
does not update the global model. With resource checking, unreliable client handle
strategy, and malicious attacker detection approach, weak clients, and unreliable

model updates are not considered during the learning process. The task publisher
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only considers the reliable local model update and performs a federated averaging

strategy [MMR™17] to generate an updated global model.

o Step 7: Leveraging Asynchronous FL to Accelerate Convergence

This chapter assumes that we have resource-constrained clients within the learn-
ing environment; therefore, performing synchronous federated learning can lead the
server to wait for a long time to update the global model. In a synchronous FL, the
server performs aggregation only after receiving a response from all the available
clients. However, if a client has a straggler effect, then the client’s slow response
time can harm the overall model convergence. For such a scenario, synchronous FL
does not guarantee convergence [BEGT19a, ITW*20]. On the other hand, in asyn-
chronous FL, the server performs aggregation every time it receives a model from a
client (See Figure 4.4), i.e., the task publisher does not have to wait for a particular
client. Hence, the straggler effect does not hamper the overall model effectiveness,
and it guarantees convergence [LZZL17, XKG19]. We applied the asynchronous FL
strategy in our proposed FedAR algorithm due to the uncertain response time of
the heterogeneous resource clients. Each time the server updates its global model,
the server sends the model back to all the available participants for the next itera-
tion until the updated global model satisfies a convergence condition set by the task

publisher.

o Step 8: Update Trust Models based on Performance

After successfully executing an FL task, the server assigns the trust t value to
each participant based on their performance. If we update the trust value after
reaching model convergence, then there remains a possibility of repeatedly selecting

stragglers and unreliable clients for the training process. Rather than, we update
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Figure 4.4: Comparing Synchronous and Asynchronous Federated Learning struc-
tures based on global model update period.

each FL participant’s trust score after completing every iteration, which eventually

helps to avoid straggler or inconsistent clients in the further iteration.

4.3.3 Proposed FedAR Algorithm

We presented our proposed FedAR scheme in Algorithm 6. Initially, each client
needs to register themselves to join a network (line 1). We initialize each newly
joined FL client with a trust value (line 2). The server disseminates a task with a
system requirement to each available client and initializes the task parameters (line
3-4). In (line 5), the server receives available resource information from all clients.

In each communication round of the training phase, the available resource of each

client is compared with the system requirement, and eligible clients are included in
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Algorithm 6: FedAR: Activity and Resource-aware Federated
learning. The S eligible clients are indexed by wu;B is the local mini-
batch size, F is the client fraction, E is the number of local epochs, 7 is
the learning rate, and ¢ represents timeout.

1 Registration: Each client commits registration

2 Initialize Trust score to newly registered clients

3 Disseminate system requirements to all clients

4 Server executes: initialize wy

5 Reveal resource availability by each interested client.

6 for each round m =1,2,... do

7 RA,, = CheckResource (M,,, B, &)

8 Sort available client based on TrustList and RA, and store in &
9 C < Top S - F clients

10 M,, < (random set of C clients)

11 for each client w € M,, in parallel do

12 wy ., + ClientUpdate (u, wy,)

13 if Model received from u within time t then
14 L Wing1 $ Wng1 + 22wy 1

15 UpdateTrustScore (m,u, w,,,t,)

16 ClientUpdate(k,w) : // Run on client k
17 B < (split Py into batches of size B)

18 for each local epoch i from 1 to E do

19 for batch b € B do

20 L w — w —nVL(w;b)

21 return w to server
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a list RA (line 6-7). We sort the interested clients according to their trust score
and resource availability, and store the eligible candidates into a list S (line 8). We
select a fraction of the eligible candidate in line 9, and randomly select a subset of
eligible clients (line 10). For each selected client, we pass the latest global model
(line 11-12). We assume, there are M clients, each client have n, local data, and the
overall data n is partitioned among the M clients with a set of indexes P, on client
u, where n, = |P,|. Each client splits their local data into batches, performs SGD
for each of the batches, and sends back the local model parameter to the server (line
16-21). If the server receives the client’s model parameter, it immediately updates
the global model by performing aggregation (line 13-14). Finally, in line 15, the

trust score is updated based on a client’s response within a threshold time of ¢.

4.4 Experimented Results

4.4.1 Simulation Settings

To create a resource-bounded real-time FL environment, we considered twelve dis-
tributed mobile robots that can follow a set of given instructions. We integrated
variant sizes of memory, processor, and battery to each mobile robot to simulate the
heterogeneous environment in terms of hardware configurations. We use a combina-
tion of a popular digit classification dataset called MNIST [0ST] and our captured
digit images using distributed mobile robots. We consider eight reliable and con-
sistent robots and four unreliable robots. Among the four unreliable robots, two
of them have issues regarding resource scarcity, while the other two generate low-
quality models that can be considered a poisoning attack. We provided ten classes

of digits for the unreliable workers and deliberately modified some of the training
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samples to mislead our FL model training process. The strength of the poisoning
attack depends on the modification percentage of the labels. The robot clients use a
batch size of twenty and compute five local iterations to accomplish a local SGD up-
date. We set the same transmission rates for all the existing robot clients during the
local model update to attain simplicity during execution. Therefore, we maintain

the same energy consumption and transmission rates for all robot clients.

4.4.2 Performance Evaluation

We evaluate an FL setting’s performance by considering different chunks of data
samples for the distributed mobile robots (see Table 4.2). As we mentioned before,
we consider four unreliable mobile robots with resource limitations and assign fewer
image samples and classes to those clients (i.e., Robot 3, Robot 5, Robot 6, Robot
9 in Table 4.2). We randomly apply either Softmax or Relu activation and set
instructions for each robot to collect image samples from the environment. The
data label and image sample number assigned to each of the robots are presented
in Table 4.2. Each image is simply a matrix of pixels where each pixel indicates
color density. We flatten the 28x28 image samples into 784-element arrays. After
that, we shuffle the samples and group them into batches. We shuffle our image
samples to avoid the risk of creating batches that are not representative of the
overall dataset. We group the images into batches to consider a mini-batch of data
samples while applying local SGD. We utilize an FL framework TensorFlow 1.12.0 to
evaluate the digit classification task. We apply the forward pass method to perform
local computation, apply a keras optimizer function to obtain an optimized result,
and finally, generate the model loss using the SparseCategoricalCrossentropy loss

function.
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Table 4.2: Model architectures of FL. mobile robots.

FL Client | Emnist Labels | Activation Function Number of
Image Samples
Robot 1 0-9 Softmax 1000
Robot 2 0-9 ReLu 1000
Robot 3 0,1,2,3 Softmax 400
Robot 4 0-9 Softmax 1000
Robot 5 4,5,6 ReLu 300
Robot 6 7,89 ReLu 300
Robot 7 0-9 Softmax 1000
Robot 8 0-9 ReLu 1000
Robot 9 5,6,8 Softmax 300
Robot 10 0-9 Softmax 1000
Robot 11 0-9 ReLu 1000
Robot 12 0-9 Softmax 1000

We simulated our model’s behavior with the variance of batch size and local
epoch of each robot client (see Figure 4.5). In Figure 4.5, we use F to represent
the local epoch of each client and B to indicate the data samples’ batch size. We
can see that the accuracy of FL increases (i.e., prediction loss decreases) as the
communication round goes up. We observe that when we have a batch size of 10
and a local epoch of 20, we obtain better model accuracy for our data sample. The
learning period continues until we reach a target convergence.

To observe the clients’ trust score update, we considered different events, e.g.,
successful task completion, improper model infusion, response delay, interested to be
a part of a training phase, and not able to participate due to unavailable resources.
In Figure 4.6, we visualized the trust score update of three different mobile robots
in different periods. Besides, we simulated the straggler effect on the FL process
by considering different straggler robots that can not send back their local model
update within a given time and eventually reduce the global model’s overall accuracy.

Figure 4.7 depicted that less number of stragglers accelerates the FL accuracy.
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Figure 4.6: Trust score update of three mobile robots applying our proposed our
activity and resource-aware Federated Learning (FedAR) algorithm.

4.5 Conclusion

This chapter proposes a trust and resource-aware FL framework to deal with the un-

trustworthy and resource-constrained FL environment. For our simulation settings,

we consider distributed mobile robots that have reliability and resource limitation

issues. Instead of assuming all the FL clients are consistent and resource-efficient,

99



0.9

08 R - o
0.7 - = _ 1
7 06 - Ii® I
=
= 05
S 04
$ O
T 03
0.2
" iﬂ ] H
0
1 2 3 4 5 6 7 8 9 10 11 12
COMMUNICATION ROUND
@ FL without straggler effect [ FL with 2 stragglers [ FL with 3 stragglers
FL with 4 stragglers [ FLwith 5 stragglers

Figure 4.7: Performance of our proposed Federated Learning model in presence of
straggler effect.

we consider additional steps to check each client’s resources and previous training
performance. We enable a feature of assigning a trust score to each robot client
and avoiding the inconsistent and inadequate resources occupied by clients during
the training process. To further handle the straggler effect, we selected the most
proficient and reliable clients for an FL task and applied asynchronous FL to reduce
the convergence time. In the next chapter, we build on FedAR to develop a tailored
algorithm for resource-constrained heterogeneous IoT environments that can handle

both systems and statistical heterogeneity of trust in the FL agents.
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CHAPTER 5
FedPARL: CLIENT ACTIVITY AND RESOURCE-ORIENTED
LIGHTWEIGHT FEDERATED LEARNING MODEL FOR
RESOURCE-CONSTRAINED HETEROGENEOUS 10T
ENVIRONMENT

! In this chapter, we presented our tri-layer Federated Learning (FL) model, which
is an extended version of our FedAR model, and we additionally try to answer two
things: first, How our system will respond if we have large data across the network,
and second how we can tackle a situation if the majority of the available clients
possess low resources and if we have no other way without selecting the resource-
scarce clients for the training. So, in a nutshell, we focus on how can we carry-out
lightweight model training and count every little contribution from the resource-

constrained clients.

5.1 Abstract

Federated Learning (FL) is a recently invented distributed machine learning tech-
nique that allows available network clients to perform model training at the edge,
rather than sharing it with a centralized server. Unlike conventional distributed ma-
chine learning approaches, the hallmark feature of FL is to allow performing local
computation and model generation on the client-side, ultimately protecting sensitive
information. Most of the existing FL approaches assume that each FL client has
sufficient computational resources, and can accomplish a given task without facing
any resource-related issues. However, if we consider FL for a heterogeneous IoT en-

vironment, a major portion of the FL clients may face low resource-availability (e.g.,

!This chapter is an edited version of the author’s previous work published in [IA21]
(©)2021 Frontiers.
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lower computational power, limited bandwidth, and battery-life). Consequently, the
resource-constrained FL clients may give a very slow response, or, may be unable to
execute the expected number of local iterations. Further, any FL client can inject
inappropriate model during a training phase that can prolong convergence time and
waste resources of all the network clients. In this dissertation chapter, we propose
a novel tri-layer FL. scheme, FedPARL, that reduces model size by performing
sample-based pruning, avoids misbehaved clients by examining their trust score and
allows partial amount of work by considering their resource-availability. The pruning
mechanism is particularly useful while dealing with resource-constrained FL-based
[oT (FL-IoT) clients. In this scenario, the lightweight training model will consume
less amount of resources to accomplish a target convergence. We evaluate each
interested client’s resource availability before assigning a task, monitor their activ-
ities, and update their trust scores based on their previous performance. To tackle
system and statistical heterogeneities, we adapt a re-parameterization and general-
ization of the current state-of-the-art Federated Averaging (FedAvg) algorithm. The
modification of the FedAvg algorithm allows clients to perform variable or partial
amounts of work considering their resource-constraints. We demonstrate that simul-
taneously adapting the coupling of pruning, resource and activity awareness, and
re-parameterization of the FedAvg algorithm leads a to more robust convergence of

FL in IoT environment.

5.2 Introduction

We first discuss the motivations for introducing the Federated Proximal, Activity
and Resource-Aware Lightweight model (FedPARL) that can handle system and

statistical heterogeneity of the clients and is particularly effective for a resource-
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constrained FL-IoT environment. We analyze the existing works in the FL. domain
and mention how FedPARL can be effective in filling up the gap of prior research
considering the FL-IoT setting. Further, we describe our research contribution and

justify the necessity of conducting this research work.

5.2.1 Motivation

Federated Learning (FL) has come to the light because of its promising paradigm
as distributed machine learning training over a network of available devices. Prior
works focused on distributed optimizations and learning [SSZ14, CS12, TLR12].
However, FL has a unique way of generating a cumulative global model by learn-
ing from the client’s model parameters, and it has two distinctive challenges from
conventional distributed optimization: system heterogeneity and statistical hetero-
geneity [MMR 17, LSZ%20, YLCT19a, ZLL"18]. The details description of the FL
challenges (i.e., handling heterogeneity by performing on-device training and con-
sidering low participation of network clients, tackling high communication costs)
are discussed in [MMR"17, LSZ20, ITW*20, SCST17]. The earlier invented FL
algorithm, FedAvg [MMR™17] is an iterative process and optimization approach
that generates a global model by learning from the client’s local update. Though
the FedAvg algorithm has a significant contribution in FL settings, it has missed
some underlying challenges that can be observed in a heterogeneous FL-IoT set-
ting. First, the FedAvg assumes all the available clients as uniform capabilities and
randomly selects a fraction of local clients for the training phase. However, in a real-
world FL setting, we may observe a marginal difference in various clients in terms
of their system configurations. Second, FedAvg does not entitle to perform vari-

able or partial amounts of work by the participated clients; rather, it simply drops
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the participants that fail to perform a given task within a specified time window
[BEG'19a]. Third, the performance of FedAvg diverges significantly when the client
has non-identically distributed data across their devices, i.e., there remains statis-
tical heterogeneity within the FL network [MMR"17, LSZ*18]. Forth, the FedAvg
algorithm does not guarantee convergence in case most of the clients are dropped,
or if the majority of the clients send back divergent model updates compared to the
actual target.

In this dissertation chapter, we propose a novel FL model, referred to as Fed-
PARL, that can be effective for resource-constrained and highly heterogeneous FL
settings. Our developed FL model, FedPARL, is a tri-layer FL. model that reduces
the model size by applying sample-based pruning, supports the effective clients
through a trust and resource checking scheme, and allows partial amounts of compu-
tational tasks by examining their resource-availabilities. We bridge the gap between
systems and statistical heterogeneity by reparameterization of the FedAvg algorithm
[MMR*17]. Instead of dropping the underperformed clients and naively considering
the partial amounts of work from the participated clients (that may prolong con-
vergence), we added a proximal term by considering the resource-availability of the
selected clients. By checking the trust score and resource-availability of the clients,
our proposed approach shows more stability than the existing FedProx framework

[LSZ*18] in a highly resource-constrained FL-IoT environment.

5.2.2 Background and Related Works

The invention of new distributed optimization and learning techniques has recently
been popular due to the extensive growth of data that opens the door to rethink the

design of ML and data center settings [RT16, SSZ14, ZDW13, WRXM18, DGBSX12,
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BPC11, AT15]. On one side, the improvements in internet availability, speed, and
architecture bring more convenience for Internet-of-things (IoT) services. On the
other hand, the ever-growing development of modern edge devices (e.g., smart-
phones, wearable devices, drones, and sensors) enables performing computation at
the edge without passing local sensitive data to the server. The Federated Learning
(FL) technique is invented after being motivated by the same theme [MMR'17].
Though FL faces many challenges in terms of systems and statistical heterogene-
ity, privacy, communication overhead, and massively distributed federated network
[ITW*20, YLCT19al, the wide popularity of the FL. approach motivates researchers
to develop new optimization techniques suitable for a federated setting. Such novel
federated optimization technique outperforms the conventional distributed meth-
ods, e.g., mini-batch gradient descent [DGBSX12], or Alternating Direction Method
of Multipliers (ADMM) [BPC11]. The distributed optimization technique, e.g.,
[IMMR*17, SCST17, ZLL*18, KMY*16, MSS19, SWMS19] allows for inexact local
model updating that would help to balance between computation and communi-
cation in large-scale networks, and permit to active a small subset of devices at
any iteration period [MMR*17, SCST17, LSZ"20, TA19]. For instance, a multi-task
learning framework is proposed in [SCST17] to assist FL clients in learning sepa-
rate but close models through a primal-dual optimization strategy. Although their
proposed method guarantees convergence, the approach is not generalizable for the
non-convex problem. For the non-convex settings, the FedAvg algorithm [MMR17]
considers averaging client local SGD update and outperforms existing models. Be-
sides, to avoid the issues regarding active clients and statistical heterogeneity of
the FedAvg algorithm, a couple of works [Sti18, HKMC19, BDKD19, WPS*20,
KMR19a, MKG*20] have shown efforts to analyze FedAvg algorithm considering

the non-federated setting, i.e., they assume the data to be identical and uniformly
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distributed. However, in a heterogeneous setting, it is not proper to assume that
each local solver can perform the same stochastic process using their local data.
Further, the authors in [CYS*20] proposed a joint learning framework by consider-
ing the effect of wireless quality during model training such as packet errors, and
limited bandwidth. By considering joint learning, resource factors, and client se-
lection, they formulate objective functions of the optimization problem. Besides,
the authors in [YCST20] investigated the issues regarding effective energy utiliza-
tion during model computation and transmission for FL over wireless networks.
Though wireless quality and optimal energy utilization are two important factors
for a resource-constrained IoT environment, these two factors are out-of-scope of
this research.

One of the main challenges in federated networks is systems heterogeneity, i.e.,
the clients within the network may possess variant memory, processing capability,
battery-life, or bandwidth. Such heterogeneity exacerbates straggler issues and de-
grades system performance. If the number of stragglers becomes high, then it may
take a long time or even fail to reach the target convergence. One solution could
be to avoid the resource-constrained clients or not select them during a training
phase [BEG™19a, ITW*20, Imt20b]. However, dropping the stragglers could limit
the number of active clients and it could bring bias during training or even some
dropping clients may have important data with higher volume [LSZ*18]. Beyond
systems heterogeneity of the FL clients, statistical heterogeneity or divergence of
client model update is also a concern in federated networks. Some recent FL works
[(WTS*19, HM19, NSH*20, GLL20, DTN*19, CPSC20] analyze how to guarantee
convergence both in theoretically and empirically for an FL setting. The major
problem is that they assume all FL clients are resources capable to perform a pre-

defined uniform number of iterations while considering all the devices to participate
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in the training round. However, such assumptions are not feasible if we consider a
realistic FL network [MMR ™17, LSZ"20]. To handle statistical heterogeneity, some
works proposed the idea of sharing either client’s local data or the server’s proxy
data [ZLL*18, JOK*18, HY118]. However, the assumption of passing client data
to the server or disseminating proxy data to all the clients could violate the pri-
vacy [JOKT18, HY"18]. The authors in [LSZ" 18| proposed a framework that can
handle both systems and statistical heterogeneity. Through generalization of the
FedAvg algorithm and adding a proximal term, they handle statistical diversity and
allow partial amounts of work. However, they randomly select a subset of clients
like the FedAvg algorithm [MMR™17], which would not be effective in an FL-IoT
environment as most of the participants would be inactive or out-of-resources. In
the worst case, the random selection of the participants may lead them to choose
all the straggler devices that could hardly perform an iteration. Besides, in their
simulation, they consider that the straggler or inactive client would take a random
local iteration between 1 to E, where E is the local epoch defined by the task pub-
lisher for the overall task. In the worst case, it is possible that most of the stragglers
need to perform local epochs close to the E. That means, instead of considering
the resource-availability or previous history, they randomly assign a local epoch for
the straggler or inactive clients. Particularly, in a real-life FL setting, such random
assigning of local epoch to the stragglers would result in an ineffective model update.

In this work, inspired by FedAvg [MMR*17] and FedProx [LSZ"18], we design
a tri-layer FL. model, FedPARL that can be effective, specially in an FL-IoT set-
tings. In the initial layer, we perform a sample-based model pruning on the server
so that the server and the client can deal with smaller model size. In the second
layer, we examine the resource-availability (CPU, memory, battery-life, data vol-

ume) as well as previous activities, and select the proficient and trustworthy clients
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for the training phase. In the third layer, we perform a generalization of the Fe-
dAvg algorithm to allow partial works by assigning local epochs according to the
client’s resource-availability. Our tri-layer FL framework accelerates convergence

and improves robustness in a resource-constrained FL-IoT environment.

5.2.3 Contribution

The main contributions of this dissertation chapter can be listed as follows:

e We propose a tri-layer FL scheme that helps resource-constrained FL
clients consume less resources during training, avoid untrustworthy and
out-of-resource clients (e.g., low battery-life) during client selection for
training, and perform variable local epochs based on the client’s resource

availability.

e We perform model pruning to reduce the size of the client model that will be

more efficient in an FL-IoT setting.

e We integrate a reward-punishment scheme to incentivize effective clients to
participate in future training rounds and to punish the malicious and under-

performed clients.

e We allow partial amounts of computational tasks to be performed by the par-
ticipating FL clients and our proposed approach is robust even in a resource-

constrained FL-IoT environment.

5.3 Federated Optimization Techniques

In this section, we highlight the widely popular FedAvg and FedProx algorithms and
present the outline of our proposed FedPARL framework. In the FedAvg [MMR17]
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method, the central server initializes a global model which is updated based on
the client’s local model parameters. The main aim of the FedAvg algorithm is to

minimize an objective function (loss) which can be expressed as follows:

N
min F(w) := Y PFy(w), (5.1)

i=1
where N is the number of devices, P, > 0 refers to the impact of each device on

overall FL model, satisfying » . P, = 1, and F; denotes the objective function of

local device i. Here, we assume that n; samples are available at each device and

ni
ot

n =Y .n; is the total data points, hence, P, =

In the FedAvg procedure, the central server selects a fraction of clients for the
training round and a local objective function is used as a replacement of the global
objective function considering the device’s local data. At first, the server initializes
a global model that is disseminated to a fraction of local clients which are randomly
selected. The clients that are selected for the training phase are called participants.
After that, each client trains themself locally with £ number of local epochs by
applying stochastic gradient descent (SGD) using their local data as well as global
model information and sending back the model information to the server. Further,
the server performs aggregation based on all the received model parameters and up-
dates the global model. The iteration process is continued until a specific iteration
round or until the global model reaches convergence. Each iteration process is called
a federation [JWK™19]. However, instead of enforcing all the clients to perform an
exact local epoch, we can allow a flexible or inexact local objective function to solve
by each client. The authors in [MMR*17] discussed that tuning up the number of
local epochs plays an important role in reaching convergence. On one side, a higher

number of local epochs leads to more local computation to be performed by the FL

clients and reduces the communication overhead with the server resulting in faster
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convergence. On the other side, if the heterogeneous FL clients possess dissimilar lo-
cal objectives and perform a higher number of local epochs, then model convergence
could be negatively affected which may even cause model divergence. Besides, in
a heterogeneous FL-IoT environment, setting up higher local epochs may increase
the possibility that the FL clients fail to perform assigned computational tasks.
Further, if the FL clients perform a lower number of local epochs, it may reduce
local computations, but may prolong the communication overhead and convergence
time. Therefore, it is vital to set local epochs as sufficiently high while also ensuring
robust convergence. As the suitable number of local epochs may change at each
training round and depends on device resources, thus, determining the number of
local epochs can be considered as a function of on-device data and available system
resources. For tuning the local computation and client-server interaction, we adapt
an inexact solution that allows flexible local epochs to be performed by each client
which is stated below [LSZ*18]:

Definition 1(¢ -inexact solution). Let us consider a function G (w;wg) =
F(w) + & lw—w|?, and ¢ € [0,1], we can say w* is a ¢ -inexact solution of
ming G (w; wo) if ||VG (w*;w)|| < ¢ |[VG (wo; wo)||, where VG (w;wy) = VF(w) +
B (w —wp) .

Here, a smaller ¢ resembles a higher accuracy. The advantage of p-inexactness is
that it measures the variable local computation to be performed by the selected local
client at each training round. As we mentioned earlier, the system’ of the clients
leads to heterogeneous progress towards solving local problems, and therefore, it
is necessary to allow a variant of ¢ considering clients’ resource-availability and
training round.

Another federated optimization technique is FedProx [LSZ'18], that tolerates

partial works of the FL participants. By enabling fractional works of the clients and
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considering a regularization term, they handle systems and statistical heterogene-
ity. However, the FedProx framework does not consider any pruning mechanism
to reduce the model size that could be effective for resource-constrained FL de-
vices and generates higher loss while most of the selected participants have very
low resources, i.e., the majority of the selected devices can hardly perform lo-
cal iterations (see Figure 5.1). Few other prior works on federated optimization
[KMY*16, SLST18, RCZ 20, XKG19, LR20, PW20] tries to leverage federated op-
timization for heterogeneous networks, but none of these works are designed by
considering all the features of our proposed FedPARL framework, i.e., pruning,
checking model quality as well as client activity, and accepting partial works from

the stragglers.
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Figure 5.1: Majority of the clients performing low-partial works that leads to slower
convergence.

5.3.1 Proposed Framework: FedPARL

In this segment, we discuss our FedPARL framework that consists of three layers: 1)

sample-based pruning for lightweight model training, 2) activity and resource-aware
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FL client selection strategy, and 3) generalization of client’s local objective function

to perform local training epochs according to their available resources.

Sample-based Pruning

In an FL-IoT environment, as the clients may have constrained resources and limited
communication bandwidth, therefore, the typical FL process may face significant
challenges to perform training on a large-size model. To handle such challenges, we
deploy a model pruning mechanism for reducing model size that would eventually
reduce computation overhead on the client-side. The authors in [HPTD15] proposed
the pruning approach for centralized ML settings, where they initially train an ML
model using SGD for a particular number of iterations. After that, a model pruning
is performed considering a certain level, i.e., a percentage of model weights are
removed that have comparatively smallest absolute layer-wise values. The model
training with the pruning process is repeated until the model reaches to the desired
model size. As the training and pruning occur at the same time, we obtain a
reduced model size at the end of the training process. However, the centralized
pruning techniques [HPTD15, ZG17, SMBJ09, LAT18] require all the data samples
for training at a central location which is not applicable for an FL process as the
main theme of FL is that the clients would not share their all data samples with an
external entity.

To apply the model pruning mechanism to the FL process, we aim to perform
model pruning on the server with the concept of sample-based pruning and further,
carry out local training on the edge clients by sharing that pruned global model. The
authors in [JWK*19] discussed applying FL considering sample-based and sample-
less pruning strategies. In this dissertation chapter, we apply sample-based model

pruning due to its high probability of reaching convergence [JWK*19]. In sample-
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based pruning, we consider a small-subset of data samples on the server that are
requested from the available clients. The samples may be collected by requesting
the clients to share a small portion of their available data that they wish to share,
or the server can collect small samples on its own. Besides, as a device within an
FL-IoT environment can act as both server and a client, therefore, that device can
use its data to perform sample-based model pruning. One would expect that the
quality of the pruned model would be poor compared to the existing ML-based
pruned mechanism [HPTD15]. However, while applying the pruning mechanism to
the FL-IoT environment, we observe that the model quality is marginally reduced
with the high deduction of the model size.

After the sample-based initial pruning, further training and pruning actions can
be performed on both the server and client-side. The process can be done in one or
more federations. Particularly, we carry out initial pruning so that only a small size
of the initial global model is shared with the FL clients and it does not consume
excessive time for the edge device to perform on-device training. When pruning is
performed only on the initial global model to a certain pruning level, we call it one-
shot pruning. We can reduce the model size by performing repeated model pruning
in every iteration of the FL process, and we call it sample-based federated pruning.
The benefit of federated pruning over one-shot pruning is that it reflects the removal
of insignificant parameters from the local model, i.e., it incorporates the local data

impact available on the client-side. The overall pruning process is discussed below:

1. The server collects a small portion of data samples from the environment or
requests the available clients within the FL network to send a small subset of

data they wish to share.

2. If data is requested from the clients, then the available devices share that with

the FL server.
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3. For the first iteration, a global model is initialized by the server, and in case
of further iteration, the global model is updated based on the feedback of the

local model of the clients.
4. The server performs a sample-based model pruning until a target pruning level.

5. The pruned model is shared with the FL clients that participated in the train-
ing process. Each client updates their model utilizing their updated local data

and learning from the pruned global model.

6. Each participated client can share a partial amount of work in case they have

resource scarcity and the shared local model is aggregated by the server.

If we apply federated pruning, then the server again performs pruning on the up-
dated global model by removing the parameters having small magnitudes, and the
iterative process is continued until we obtain a desired pruning level. After reaching

the desired pruning level, the usual FL process is executed.

Activity and Resource-Aware Model

In an FL environment, we may observe clients that have heterogeneous resources,
and therefore, it is challenging to assign a task that could be performed by all the se-
lected participants. If the majority of selected participants become stragglers, then
the target convergence could never be obtained. A client can become a straggler
due to being underpowered in terms of systems requirements for the assigned task
completion, or, due to network connectivity. The typical FL models assume all the
available clients as resource-sufficient and randomly select clients for the training
phase. Besides, in an FL-IoT environment, there is a huge risk of receiving vulner-
able local model updates by the clients as the [oT devices are comparatively more

prone to attack [IA20]. Therefore, it is required to monitor client activities, available
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resources, and their contributions to the FL process. By understanding the necessity
of examining client activities and observing their resources, we integrate trust and
resource-awareness into our proposed FL model. Initially, the FL server publishes
a task with minimum system requirements. All the interested clients acknowledge
server with sending their resource-availability information, e.g., memory, battery-
life, bandwidth, and data volume. The server applies the client’s information into
a function and filters out the ineligible candidates. To handle inappropriate model
information, we leverage a trust score mechanism to understand the records of the
client’s activities. In order to assign trust scores to the clients, we consider several
events, e.g., infusion of the improper model, task completion or contributions to-
wards model training, response delay, interested in joining the training phase, and
unable to participate in the training round due to lack of resources.
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Figure 5.2: Client selection applying our novel activity and resource-aware Federated
Learning algorithm.

Initially, we assign a trust score Tj,;a = 50 to all the network clients. Any
client who is interested to be a part of the training phase, and meets resource

requirements for the model training but is not selected for the training round, we
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assign a trust score Trerested = 1 for that client. We assign this score to motivate
interested and resource-proficient clients to participate in future tasks. Besides, we
provide a reward score Trewera = 8 to a client if it accomplishes the given task
within a predefined time period. In case, an FL client becomes a straggler on less
than 20% of its overall participation, we set a penalty to that client’s trust score
Tpenaity = —2. If the client becomes a straggler in equal or greater than 20% but
not more than 50% of its participation, then we assign a blame score to that client’s
trust score, i.e., Tgiame = —8. Further, if any client becomes a straggler in equal or
more than 50% of its overall participation, or, sends back an improper model, we
assign a ban score (Tg,, = —16) to that client’s trust score. Finally, the trust score
is scaled up by dividing by 100 and stored as a trust value (with a range of 0 to
1). In Figure 5.2, we illustrated a high-level overview of client selection process by
checking resource-availability and trust score, and in Table 5.1, we presented the
chart of different factors with their associated trust score that we considered for our
simulations. The trust score is assigned according to the significance of the events
and we got inspired by designing such scoring of event reputation factors for our
simulation from [MDB17].

Table 5.1: List of trust score corresponding to different factors for an FL-IoT envi-
ronment.

Factor | Trust score
TInitial 50
Tlnterested 1
TReward
TPenalty -2
TBlame -8
TBan -16

We present the details of the integration of trust and resource-awareness strategy

in the FL. model in Algorithm 7. In line 1, function receives parameters of training
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round ¢, client id k, global model parameter w;, maximum time ¢ to finish task, and
model diversity threshold . The threshold time can be set by the task publisher
based on the task difficulty. We also do not fix the model diversity threshold as
in the initial training round, the model diversity could be higher compared to the
further training rounds. If an FL participant sends back its local model within time
t, then we set the unsuccessful record of that client, U} as 0 and add a reward
score to that client’s existing trust score (line 2-4). On the other hand, if a client
can not send back its local model within time ¢, we set the unsuccessful record of
that client, U} as 1 (line 5-6). We examine the previous task record of that client
and check whether the Ui = 1 event occurs less than 20% of that client’s overall
participation. If so, we add a penalty score to that client’s existing trust score (line
7-8). Particularly, for our simulation setting, we consider that each FL client which
shows interest to be a part of FL training may, unfortunately, fail to accomplish a
task at any time and to track their activity, we set this condition of penalty as less
than 20%. Likewise, if the event U} = 1 event occurs greater or equal to 2% but less
than 50%), then we add a blame score to that client’s existing trust score (line 9-10).
Finally, if the client’s unsuccessful event occurs greater or equal to 50%, then we
add a ban score to that client’s existing trust score (line 11-12). After assigning the
trust value, the updated trust score of the client is appended into a list (line 13).
In CheckResource function, we take resources of the clients, i.e., bandwidth (B),
memory (M), battery life (£), data volume (V) and store the resource availability
status within a list, Ry, (line 14-15). After that, we compare the client’s resource-
availability with the task system requirements, and if it satisfies, then we add that
client’s resource availability information into another list, RA (line 16-18). Finally,
the algorithm returns the trust score and resource availability list of the clients (line

19).
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Algorithm 7: Activity and Resource Checking. Training round i,
global model G, local model Li, trust score Cy for k™ client, v indicates
deviation, task requirement Lg.,, and ¢ represents timeout.

UpdateTrustScore (i, k, w;, t,7):

if k sends model to FL server within t then
set Ul = 0

set Ty, = Tk + Treward

BWw N =

else
set Up =1
if 137, U} < 0.2 then
L set T}, = T}, + TPenalty
o | if 1>, UP <05 and >, UY > 0.2 then
10 L set Tk = Tk + TBlame
11 | elseif %Z;zl UP > 0.5 or G*-L}, > ~ then
12 L set Ty, = T} + TBan

o N o O

13 Append T}, to trustlist 7

14 CheckResource (B, My, &, Vi):
15 Store (Bg, My, E, Vi) into a list Ry
16 Compare Ry with Lpe,

17 if Ry, satisfies Lpe, then

18 L Add R to RA list

19 Return 7 and RA
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Allowing Partial Works from FL Participants

In this segment, we explain how the generalization of the FedAvg algorithm allows
us to accept partial amounts of work from the FL participants. In FedPARL, un-
like the FedAvg algorithm, we select a subset of clients (called participants) that
are comparatively resource-proficient and trustworthy using the concept discussed
in Section 5.3.1. The server collects some sample data to perform sample-based
model pruning to reduce the global model size. After that, the pruned global model
is disseminated to all the participants. As we discussed before, the federated clients
may have heterogeneous resource limitations in terms of memory, bandwidth, bat-
tery levels, processing ability, or network connectivity. It may occur that we select
a proficient client that has available system configurations but somehow the device
lost the network connection. Besides, it is possible that almost all the interested and
available clients have limited resources, and we may have no other choices without
considering those devices for the training phase. It is to be noted each device needs
to use its resources to perform each local epoch. Therefore, it is not feasible to
force all selected participants (i.e., IoT devices) to perform uniform local iterations.
Rather than, we consider allowing partial amounts of work from the devices to tackle
such challenges (see Figure 5.3). Based on the resource-availability including the
available data volume, we assign a local epoch to each participant, and perform
aggregation on the server on receiving model update from any of the participants.
That means, unlike FedAvg model we do not drop any stragglers, instead, we let
the stragglers to compute a fewer number of iterations according to their available
resources. In FedProx [LSZ'18], they consider a random network clients for the
training phase and allow partial work. However, in the worst case, they may end up
selecting all the devices with very low resource-availability which may lead their al-

gorithm to perform a very low number of local epochs. Therefore, the global model
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accuracy would be lower because of the deviate local model updates and it may
greatly impacted when the number of local samples are few. Our resource and trust
aware feature of our FedPARL framework tackles the consideration of all straggler
client issue by avoiding random selection of participants and further, allows partial
amounts of work of the clients. Using the idea of [LSZ'18], we can allow partial
works for our federated clients that are selected through trust and resource-aware

strategy and we can define the ¢j -inexactness for federated client k at training

round c:
Definition 2 (¢f -inexact solution ). Let us consider a function
Gr (wiw,) = Fr(w) + 5 ||w —w|”, and ¢ € [0,1], we call w* is a ¢ -inexact

solution of min, Gy (w;w.) if |[VGr (w*w.)| < % ||IVGr (we;we)|, where
VG (w;w.) = VFi(w) + B (w — w,) .

Here, ¢f determines how much local computation is needed to perform by the
device k in communication round ¢ to solve local problems. That means, ¢j, is the
representation of the variable local iterations of the clients. The systems hetero-
geneity can be handled by relaxing the ¢j -inexactness. In Figure 5.3, we present
a conceptual visualization of allowing partial amounts of work to be performed by
10 heterogeneous clients in their third training round. From the figure, we can
see that, client 1 and 4 are performing 70% and 30% of the overall tasks due to
resource-limitations while the second client is performing the whole task because
of its available resources. If we explain it in more simplified way, then let consider
that the task publisher expects 200 local epochs to be performed by all the selected
FL clients. However, due to resource-constraint issues, some of the clients may not
be able to perform 200 local epoch for generating their local models. For such a

case, considering the resource status, the weak clients are allowed to perform lower

number of local epochs, e.g., the first and forth clients need to perform only 140
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and 60 local epoch if the overall computational task is 200 local epochs for the third
training round. For the convenience of our simulations, we assign an approximate

number of local epochs to different clients considering their heterogeneous resources.
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Figure 5.3: Partial amounts of work to be performed by the selected clients.

From the above discussion, we understand that variant local works can help
us to deal with systems heterogeneity, however, too many local epochs, or, local
update through false model injection could generate a diverge local model. The
divergence local model update could be handled by adding a proximal term. In
FedAvg, each device solves their corresponding local function, while the authors in
[LSZ*18] considers an extra proximal term for each participant while solving local

problem which is given below:
3 . c\ __ /B cl2
rrgngk (w; w) —Fk(w)+§\|w—w I (5.2)

The modified local function helps to restrict the local update closer to the global

model which is particularly beneficial while dealing with statistical heterogeneity and
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also allows partial amounts of work to be performed by heterogeneous clients. The
overall process of sample-based pruning mechanism and performing partial amounts

of work by the FL participants is presented in Figure 5.4.

@0 (o))
ce
0000 Sce ° %°
e OO0 ©
OO0
0905
o0

@ small fraction of data shared

% ® > 2
e d[@ O g ® >
15
@‘ oce AS) ce
) 29 Oce © ooo.
= ° oo oo

o0 ® ©

@ Clients generate updated local model using their @ Server shared the pruned model with the clients @ Performed model pruning on server

local data and learning from server pruned model

Figure 5.4: Performing sample-based model pruning on the server and allowing par-
tial amounts of work considering client resource-availability and previous activities.

5.3.2 Proposed FedPARL Framework

We presented our proposed FedPARL in Algorithm 8. Initially, FL server collects
a small samples by sensing environment, or request fractions of samples from the
available clients and performs model pruning (line 1). After performing the model
pruning, a compressed size of model wy is obtained, which is disseminated to all the
available clients along with the task requirements (line 2-3). Each client that are
interested to perform the task shares their available resource information with the
FL server (line 4). For each training round, the FL server check available resources
of each client by calling CheckResource() function of Algorithm 7, and extract
the trust score and available resource information of each interested clients (line 5-

6). The interested clients are sorted based on their trust 7 and available resources
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R, which are stored within a list  (line 7). A fraction of clients from the eligible
candidates are chosen and further, only a few of them are randomly selected for
the training phase (line 8-9). The FL server calls each chosen client to perform
local training through ClientLocalUpdate() function and passes the latest global
model (line 10-11). We assume the cumulative number of data samples within the
FL network is n, which are partitioned among the available clients having a set
of indexes Py on client k, where ny = |Py|. Besides, each client’s available local
data during a communication round c is indicated by n.. During training, each
chosen client utilizes its local solver to figure out inexact minimizer ¢j, to solve its
local objective function (line 16-17). After that, each client splits their data into
batches, obtains optimal local solution by performing SGD, and sends back model
parameters to the FL server (line 18-22). The FL server performs aggregation upon
receiving models from the chosen clients and updates their trust score based on their

performance (line 12-15).

5.4 Convergence Analysis

For the convergence analysis of our FedPARL framework, we first discussed a mea-
sure of dissimilarity called B-local dissimilarity that can lead us to prove convergence
of our proposed framework. According to [LSZT18], the local functions of FL clients
are B-locally dissimilar at w if Ey [HVFk(w)Hﬂ < IV f(w)||?B%. From here, we can
define the value of B(w), i.e., B(w) = 1 when E; [||VFk(w)||2} = [|[Vf(w)|? (w is
fixed solution that all the local functions of the clients agree on or all the clients

BV EI] e 1V £ (w)]] # 0.

holds the same local functions), and B(w) = SEDIE

The E;[-] expresses the expectation over FL clients with masses p, = ny/n and

Zivzl pr = 1, where ny indicates the number of local data samples on each client
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Algorithm 8: FedPARL Framework. The S eligible clients are indexed
by k; B = local minibatch size, F = client fraction, £ = number of local
epochs, n = learning rate, and ¢ = timeout.

1 Model pruning: FL server collects a fraction of samples and applies

sample-based model pruning

2 Server executes: initialize pruned global model w
3 Disseminate task requirements to all clients

4

Collect resource information of interested clients

5 for each round c =1,2,... do

© 0w N o

10
11

12
13
14

15

16
17

18
19
20
21

22

7. , R. = CheckResource (B., M., &.,V,) for all interested clients
Sort available clients based on 7 and R, and store in a list r

S + Top r - F clients

P, + (random set of S clients)

for each client k € P, in parallel do
| wk,, « ClientLocalUpdate (k,w.)

for each client k € P. do
if model is received from client k within time t then
L Wey1 ¢ Wepr + 2wk

UpdateTrustScore (c, k, w,,t, )

ClientLocalUpdate(k,w) : // Run on client &

Each client k finds a w{™" which is a ¢ -inexact minimizer of: w{™ =
Fi(w) + & |jw — we||” and determines maximum feasible number of local
epochs £

B <+ (split Py, into batches of size B)
for each local epoch e from 1 to E do
for batch b € B do

L w < w — nVL(w;b)

return w to server
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k and n denotes the total number of data samples over the whole network. In
particular, B-dissimilarity definition represents a bounded dissimilarity with a priv-
ilege of allowing statistical heterogeneity in an IID scenario. According to bounded
dissimilarity, if we have ¢ > 0, there exists a B, i.e., for all the data points
w e 8 = {w||[|Vf(w)|*>e},Bw) < B.. However, in FL setting, there is a
high chance of observing B(w) > 1 due to the heterogeneous data distributions
within the network and larger value of B(w) indicates larger dissimilarity among

the client’s local functions.

5.4.1 Convergence Analysis: Non-convex Case and Variable

¢’s
Let us assume that the local functions F}, are non-convex, and £ -Lipschitz smooth.
Besides, we assume that there exists £_ > 0, i.e., V2F, = —L_I, f:=8—-L_>0

and B (w®) < B. Now, in Algorithm 8, if we choose 3, K, and ¢ following the

analysis from [L.SZ"18], then we obtain

A—((l_@_5(1+¢)\/§_£8(1+¢)_£(1+¢)282_
6B WK 5 7
wéi—;@(m/ﬁw)po (5.3)

For iteration c of our algorithm, we can observe an expected decrease of the global
objective function that can be expressed as: Eg, [f (w™™")] < f (w) =X [|V.f (w®)|?,
where S, is the set of K devices chosen at iteration c.

In a similar fashion, for variable ¢’s, we have exact similar assumptions, and if
we choose (3, K, and ¢ of Algorithm 8 following the analysis from [LSZ"18], then

we obtain
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)\C:(l_QSCB_B(l_‘_QSC)\/i_,CB({—{—QSC)_£(1+?0)262_
p p BVEK 15154 232

%(2@ +2))>0 (5.4)

Here, also for iteration ¢, we can observe an expected decrease of the global
objective function that can be expressed as: Eg, [f (wt!)] < f (w®) =X ||V f (w®)|?,

where S, represents the set of K clients chosen at iteration ¢ and ¢. = maxgeg, ¢,

5.4.2 Convergence Analysis: Convex Case

Let us assume that F(-) ’s be convex and ¢§ = 0 for any k, ¢, such that all the clients
solve the local problems exactly. Besides, we consider that the assertions that we
mentioned in Non-convex case (see Section 3.1) are satisfied. If 1 < B < 0.5V K,

then it is viable to choose 8 ~ 6L£B% which derives that \ ~ ﬁ.

5.5 Experiments

In this section, we present empirical results of our proposed FedPARL framework.
We provided the experimental details, i.e., our simulation settings with detail de-
scription about the dataset we considered, demonstrated the outperformance of
our proposed FedPARL framework compare to the conventional FedAvg [MMR 17|
and FedProx [LSZ118] algorithm considering systems heterogeneity, and presented
the effectiveness of our FedPARL framework in presence of statistical heterogeneity

within an FL-IoT setting.
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5.5.1 Experimental Details

We perform experimental simulation of our proposed FedPARL framework on dif-
ferent datasets, tasks, and models. We implement sample-based model pruning to
generate a lightweight FL model that would be effective for FL-IoT settings. To
create an FL-IoT setting, we consider twelve distributed mobile robots that are ca-
pable to follow a given set of instructions. Each robot is integrated with variant
sizes of memory, battery-life, and processor that brings systems heterogeneity. We
carry out similar transmission rates to all considered robots for maintaining the sim-
plicity of the FL training process. Among the twelve robots, we assume that eights
are unreliable, and two of them have resource-shortage issues, and rest of the two
generates low-quality models that can be regarded as poisoning attack. We consider
the weak clients having low amounts of resources to simulate systems heterogene-
ity. Besides, we deliberately changed some of the robot client on-device samples to
mislead the FL process. The strength of the poisoning attack is dependent on the
degree of sample modification. For a better understanding of the effects of statistical
heterogeneity, we also evaluate our FedPARL framework by considering synthetic
and federated datasets.

To simulate FedPARL framework on synthetic dataset, we follow the
synthetic data generation process provided in [SSZ14, LSZ*18]. As discussed in
[LSZT18], we generated samples (X, )y) for each device k, considering model
y = argmax(softmax(Wz + b)), where, model weights W € R!*%  samples
x € R% and bias b € R0, At first, we generate an IID dataset by keeping the
similar value of YW and b on all the available devices and set A}, to ensure the same
distribution. After that, we define (a, ) = (0,0),(0.5,0.5) and (1,1) to prepare
three non-I1ID datasets. Particularly, o helps us to control variance among the

local models while 5 controls bringing variation among the local data located at a
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device that differs from the other available devices. By controlling v and (3, we
prepare three other heterogeneous and distributed synthetic datasets. For all the
four synthetic datasets, we considered 30 different devices in order to generate a
global model with optimized model weights V) and bias b. For the simulation of
FedPARL on federated dataset, we consider two different datasets MNIST [LeC98|
and Sent140 [GBHO09]. For MNIST which is a popular dataset of handwriting
digits, we split the overall MNIST dataset among 1000 clients such that each client
has only sample of two digits. We consider Sent140 dataset for non-convex setting
which is basically a sentiment analysis of tweets, and we consider 772 clients to
distribute the overall datasets.

To better understand the performance and simulate the comparison of FedPARL
with existing similar approaches (i.e., FedAvg and FedProx), we implement all the
three approaches with same simulation settings. As FedAvg and FedProx algorithm
use SGD as a local solver, hence, to bring fairness, we also apply SGD as a local
solver of FedPARL. We maintain the same hyperparameters for all the experiments
of a particular dataset that is obtained after proper tuning (e.g., learning rate). For
each training phase, we select 10 clients as participants and we define the number of
stragglers, batch size, number of iteration rounds, and learning rate. Our proposed
framework is applicable to any sort of heterogeneous FL-IoT environment and the
convergence time of the model training depends on the available FL client’s local

data and resources.

5.5.2 Simulation of Trust Score Update

As we discussed in Section 5.3.1, the trust score is updated based on the client

activities. We consider various events, i.e., interested to perform a task, successful
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task completion, response delay in sending model, incorrect model infusion, or un-
able to accomplish a task. In Figure 5.5, we present the trust score update of four

distributed mobile robots with respect to time in various training rounds.

A t,= i training round
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Figure 5.5: Activity dependent trust score update of four distributed mobile robots.

However, if we marginally change the threshold values of agents’ participation,
then we found that it negatively affects the overall model accuracy. For instance, if
set the Tpenaiy within a threshold value of 70%, then a client would repeatedly give
a slow response and would still be selected for the training process. From Figure 5.6,
we can see that though Robot 3 repeatedly gives slow response multiple times, it is
still selected for the training process. If we have a highly malicious FL environment,
then changing the threshold values significantly could open up the door of selecting

vulnerable clients for the training process.

5.5.3 Simulation of Sample-based Model Pruning

In this dissertation chapter, we particularly interested to apply our proposed
framework on a resource-constraint FL-IoT environment, therefore, producing

a lightweight FL model by eliminating the less important features could
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Figure 5.6: Activity dependent trust score update of four distributed mobile robots.

be effective in accelerating the training period. To perform pruning, we
import  tensor_model_optimization class from TensorFlow and extract
prune_low_magnitude class from Keras. We define a model for pruning by
setting up the epoch, batch size,and validation split. We also set up initial
and final sparsity, with begin and end step for pruning. After that, we feed
the model in PolynomialDecay class, store the parameters, and feed into the
prune_low_magnitude class. Finally, we compile, fit and evaluate the pruned
model. In Figure 5.7, we show the steps of our applied pruning process and in
Figure 5.8, we present the effect of performing model pruning on different sizes of
samples considering MNIST [LeC98] dataset, where each image has a size of 28*28
=784 pixels. After leveraging a sample-based pruning mechanism with a sparsity
of 80%, the number of features is reduced to 160. Using the sample-based pruning
mechanism, we found that the number of trainable parameters is 20,410 out of
40, 805 parameters while considering a Convolutional Neural Network model
architecture. We can observe hat, we obtain a significantly lower pruned model
size compared to the unpruned model (see 5.8). Besides, in Figure 5.9, we show

how the accuracy varies while performing initial sample-based pruning on different
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sample sizes. We can see from the Figure 5.9, on some cases, e.g., sample 25 has
less accuracy than sample 10. It is because as we randomly select small samples
for training, therefore, there is a possibility of choosing the same type of sample
class while missing other ones. When we consider comparatively large samples for
training, we do not observe any such cases because there is a high probability of
holding all the available classes. Further, we compare our pruned model accuracy
with baseline model accuracy for different sample sizes that demonstrating that we

loss very small accuracy while performing the model pruning (see Figure 5.10).

1. Import 2. Extract 3. Set batch size,
tensorflow_model_ » prune_low_magnitu > epoch, and
optimization de from keras validation split
v
6. Feed into 5. Set initial and "
. < . . . 4. Define model for
PolynomialDecay [« final sparsity, begin | runin
class and end step P 9
+ Compile with
q optimizer loss . .
7. Result store into | +model 8. Feed into and metrics 9. Compile, fit, and
. v prune_low_ »  evaluate pruned
pruning_params .
magnitude class model

Figure 5.7: Steps of performing model pruning.
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Figure 5.8: Performing model pruning and achieving compressed model sizes.

131



H10Sample ®25Sample ®50Sample 75 Sample
® 100 Sample w150 Sample m 200 Sample ®300 Sample
m 400 Sample m500 Sample m 1000 Sample m 5000 Sample

0.9234

@ )
e
=)
-
(=}

ACCURACY

0.2675
0.3902
0.4434
0.307
0.5663
0.584
0.6995
0.7329
0.7501
0.8517

Figure 5.9: Accuracy after performing initial sample-based pruning for different
sample sizes.
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Figure 5.10: Comparison between baseline accuracy and pruned model accuracy
considering different sample sizes.

5.5.4 Simulation of Handling Systems Heterogeneity

To measure the impact of allowing partial works from the clients, we simulate
our federated settings by considering systems heterogeneity. We assume that, for

each task, there is a global clock cycle and each participated client k£ measures
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the amounts of work it needs to perform on iteration ¢ (¢f) as a function of its

available resource constraints and clock cycle. We define a global epoch E to be
performed by all the clients and if any client has resource limitations issues to per-
form E epochs, then that client performs fewer updates considering their resource
constraints. For each task, we set the number of clients that could be stragglers,
e.g., 0%, 10%, 25%, 50%, 95%, where 0% straggler means all the participated clients
can perform the defined number of global epoch E (i.e., there is no systems hetero-
geneity), and 95% straggler means only 5% of the clients can perform the defined
number of global epoch E. The conventional FedAvg algorithm simply drops the
clients that could not perform the local epoch F| i.e., does not allow any partial solu-
tions. In Figure 5.11, we simulate the training loss by testing with various numbers
of stragglers (0%, 50%,90%) and can see that the FedPARL achieves higher training
loss compared to the FedAvg and FedProx approaches. We also present the testing
accuracy of our proposed FedPARL framework after accepting partial works from
the stragglers and can observe that FedPARL outperforms the FedAvg and FedProx
model, particularly when the majority of the clients are stragglers (see Figure 5.12).
From Figure 5.11 and 5.12, it is evident that systems heterogeneity has negative
effect on the convergence of all the datasets and higher heterogeneity leads to worse
convergence. It is also clear that simply dropping the stragglers from the training
rounds degrades the overall performance, and allowing partial solutions helps to en-
sure robustness and improves convergence. We also see that while 8 > 0, we achieve
faster convergence, and also, in that case, FedPARL obtains higher accuracy and
lower loss than FedProx. We also investigate two other FL settings with less system
heterogeneity. In our first investigation, we limit the local epoch of each device
to be exactly 1, i.e., each client can perform only a single local epoch. In such a

case, still FedPARL performs better than FedAvg model by loosing higher training
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loss (see Figure 5.13) and by attaining higher testing accuracy (see Figure 5.14).
In our second investigation, we consider a synthetic IID dataset that does not have
any statistical heterogeneity, and for such a setting, FedAvg is more robust than our
proposed FedPARL framework. That means, allowing partial works from the clients
does not have much effect on the overall performance while considering a synthetic
dataset. The simulation results show that though we lose some accuracy while per-
forming pruning, we can still achieve faster convergence with higher accuracy and
lower loss if we select FL client effectively.
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Figure 5.11: Comparison of training loss of our proposed FedPARL framework (con-
sidering no proximal term, i.e., § = 0) with FedAvg and FedProx in presence of
different percentage of stragglers (i.e., 0%, 50%, and 90%).

5.5.5 Simulation of Controlling Statistical Heterogeneity

To understand how our proposed FedPARL framework can handle statistical hetero-

geneity, we simulate the convergence behavior by eliminating the proximal term from
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Figure 5.12: Comparison of testing accuracy of our proposed FedPARL framework
(considering no proximal term, i.e., 5 = 0) with FedAvg and FedProx in presence
of different percentage of stragglers (i.e., 0%, 50%, and 90%).
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Figure 5.13: Comparison of training loss of our proposed FedPARL framework (con-
sidering 8 > 1) with FedAvg and FedProx in presence of stragglers.
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Figure 5.14: Comparison of testing accuracy of our proposed FedPARL framework
(considering § > 1) with FedAvg and FedProx in presence of stragglers.

the client’s local objective function. We observe that, when we bring heterogeneity
within the dataset, the training performance of the clients starts to degrade. In Fig-
ure 5.15 and 5.16, we show how statistical heterogeneity affects the convergence
behavior of four different datasets. For this simulation, we do not consider any sys-
tems heterogeneity, i.e., we assume each client is resource-proficient and can perform
E local epochs. The authors in [MMR™17] discussed that tuning up the number of
local epochs plays an important role in reaching convergence. On one side, a higher
number of local epochs leads to more local computation to be performed by the
FL clients and reduces the communication overhead with the server which results
in faster convergence. On the other side, if the heterogeneous FL clients possess
dissimilar local objectives and perform a higher number of local epochs, then model
convergence could be negatively affected which may even cause model divergence.

Besides, in a heterogeneous FL-IoT environment, setting up higher local epochs may
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increase the possibility that the FL clients fail to perform assigned computational
tasks. Further, if the FL clients perform a lower number of local epochs, it may
reduce local computations, but may prolong the communication overhead and con-
vergence time. Therefore, it is vital to set local epochs as sufficiently high while also
ensuring robust convergence. As the suitable number of local epochs may change
at each training round and depends on device resources, thus, the ‘best’ number of
local epochs can be considered as a function of on-device data and available system
resources.

We also demonstrate how statistical heterogeneity degrades the performance of
FedAvg (8 = 0) and how the proximal term (5 > 0) helps to improve convergence.
In a synthetic dataset, where statistical heterogeneity does not have any influence,
we can see that FedAvg performs better than FedPARL in terms of training loss
(see Figure 5.15) and testing accuracy (see Figure 5.16). As statistical hetero-
geneity increases, we can see that the training loss of FedAvg decreases and testing
accuracy becomes inconsistent or unstable. On the other hand, FedPARL handles
the situations effectively and obtains higher training loss with a consistent as well
as higher training accuracy compare to FedAvg and FedProx (see Figure 5.15 and
5.16). We also simulate the variance of local gradients of FedPARL, FedAvg, and
FedProx framework (where the lower variance of local gradients indicates better
convergence), and FedPARL performs better than FedAvg and FedProx (see Figure
5.17). We also test our system with a federated dataset and obtains similar results.

In a heterogeneity FL setting, the activities of the local clients (i.e., amounts of
local work) and their model quality directly influence the overall model convergence.
Defining a suitable number of local epochs for the clients is essential to utilize the
client’s resources effectively. Besides, a higher number of local epochs can also cause

model overfitting issues. To solve the issue, we perform fine-tuning for local epoch
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Figure 5.15: Simulation of data heterogeneity effects on training loss by considering
four synthetic datasets. From left to right, the statistical heterogeneity increases.
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Figure 5.16: Simulation of data heterogeneity effects on testing accuracy by con-
sidering four synthetic datasets. From left to right, the statistical heterogeneity
increases.
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Figure 5.17: Simulation of data heterogeneity effects on variance of local gradients by
considering four synthetic datasets. From left to right, the statistical heterogeneity
increases.

E and after that, allow each resource-constraint device to find out the appropriate
number of local epochs to perform locally. Further, if any client still sends back
a diverge model update to the server, the overall model quality may degrade. To
prevent that, applying a proximal term [ helps to limit the local model update
[LSZ*T18]. Therefore, we allow the clients to perform their device-specific local

epochs ¢ and handle the divergence of model update (if any) by adding a proximal
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term (. In this way, we handle the issues of overfitting and divergence of the model
update.

One of the challenges of evaluating the best model performance is to properly
choose the value of proximal term B. While a large 8 can slow down the overall
convergence time, a small value of § may not have any impact on the overall per-
formance. The authors in [LSZ118] figure out the best value of proximal term /3
for the considered different datasets. For the Synthetic_0_0, Synthetic_1_1, MNIST,
Sent140, the best value of § are 1,1, 1, and 0.01, respectively. From Figure 5.11 -
5.17, we visualize the effects of considering proximal term and show how our pro-
posed FedPARL framework consisting of pruning, activity, and resource-awareness
with re-parameterization of FedAvg model performs better than FedAvg and Fed-
Prox model. We consider proximal term f = 0 and 8 > 1, and show how the
value of 5 can increase the stability of a heterogeneous FL-IoT setting. We simulate
systems heterogeneity of our FL-IoT environment by forcing 0%, 50%, and 90% of
the participated clients to be stragglers without adding any proximal term and ob-
serve the improved convergence in terms of model training loss and testing accuracy
while allowing partial amounts of work with model pruning, activity, and resource-
awareness of FedPARL framework in a heterogeneous network. We also simulate
the convergence behavior of our FedPARL framework by considering the proximal
term and observing robust and stable performance, particularly, in a heterogeneous
setting in presence of 0%, 50%, and 90% of stragglers. To the end, we simulate our
proposed framework in presence of data heterogeneity. We obtain higher training
loss during model training and achieve improved stable accuracy compare to the

FedAvg and FedProx approaches.
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5.6 Conclusion

In this dissertation chapter, we propose an FL model that can be effectively applied
in a resource-constrained IoT environment. The generalization of FL objective func-
tions coupling with the pruning mechanism, and activity and resource-awareness
help us to generate a lightweight FL. model that can handle systems and statisti-
cal heterogeneity. By selecting trustworthy and proficient clients, performing local
training with the lightweight model, and allowing variable amounts of work from
FL clients, we achieve a robust, stable, and consistent FL. model that has remark-
able performance within unreliable heterogeneous networks. We have tested our
FedPARL framework with various datasets and obtained an improved convergence
behavior compared to the existing FL techniques that are implemented with the
concept of realistic heterogeneous settings. The core idea of FedAR and FedPARL
has been explained in Chapters 4 and 5. There is still a gap when the distributed
agents hold heterogeneous model architectures. Chapter 6 will further improve our
proposed algorithms by handling the model heterogeneity issues through the knowl-

edge distillation technique.
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CHAPTER 6
FedMDP: A FEDERATED LEARNING FRAMEWORK TO HANDLE
MODEL AND SYSTEMS HETEROGENEITY VIA KNOWLEDGE
DISTILLATION AND DYNAMIC LOCAL TASK ALLOCATION

6.1 Abstract

The advancement of technology, improvement of network infrastructures, and wide
availability of internet open up the door of new opportunities to perform on-device
inference. Realizing the potential of such advancement, an advanced machine learn-
ing (ML) technique was invented called Federated Learning (FL) that facilitates the
formation of a powerful model without exposing user data. While successful, it does
not consider the case where the selected FL agents independently crafts their local
model with heterogeneous architecture and performs computational tasks based on
their available resources. In the original FL. model, all agents need to agree on a
uniform model architecture and are assigned a uniform computational task. How-
ever, in a real-life FL setting, situation could be different as some agents may not
be interested to share their local model architecture details because of privacy and
security concerns, while any FL agent might find the assigned task computation-
ally challenging. Further, the heterogeneous local model architectures cannot be
aggregated together on the FL server following the traditional approaches. Fur-
ther, during the training process, we may observe a large number of straggler agents
due to resource-limitation issues and the stragglers may not be able to accomplish
the given computational task within a preset time window. To address the above-
mentioned challenges regarding agent’s local model and resource heterogeneity, we
propose an FL framework, FedMDP that can effectively handle federated agents

possessing nonidentical local model structure as well as variant local resources using
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knowledge distillation and dynamic local task allocation techniques. We tested our
framework on MNIST and CIFAR100 dataset and observed significant improvement
in accuracy in a highly heterogeneous environment. By considering 10 uniquely de-
signed model of the agents, we achieved 15% gain on average comparing to the
accuracy of the traditional learning methods and observe a few percent lower ac-
curacy comparing to the case if the agents’ local datasets were pooled and made

available for all the network agents.

6.2 Introduction

As we already mentioned in our previous chapter 2 — 5, Federated Learning (FL)
is a privacy preserving distributed machine learning (ML) scheme that does not re-
quire to obtain any user’s data in a centralized location, instead, a global predictor
model is constructed that is learned through the aggregated knowledge of partici-
pating users. On top of preserving privacy, FL provides several other benefits such
as autonomy [NDR19], security [MLD"20] and efficiency [SWS20] because of its on-
device training and distributed decision-making. The authors in [HDJ21] discussed
the decentralization mechanism of FL. and analyzed how it is effective than gossip
learning. Despite the benefits, the FL process faces many challenges among which
heterogeneity is one the major concerns and appears throughout the learning pro-
cess. The participated agents in the FL process may have heterogeneous resources
in terms of their computational power and bandwidth that was partially solved by
the prior works using asynchronous FL technique and further refined through active
sampling [NY19, LLH"20]. However, when we have a majority of the agents as
stragglers, then asynchronous FL or active sampling failed to work effectively. Be-

sides, statistical heterogeneity problem, i.e., nonuniform distribution of data among
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the agents can also be observed in an FL environment [ZXB*21, SSCE21]. As a
result, the agent’s local update can be dispersed that may prolong the model conver-
gence. Moreover, the participated FL agents may also possess heterogeneous local
models that may cause issues while performing aggregation of the FL server follow-
ing the state-of-the-art FL process. Some of the FL agents may have simple model
while some agents contain complicated and large model architecture. It is because
a agent may have sufficient resources to generate a large model while another agent
may not be capable to process its local data and generate such a large model. The
original FL. work assume that the FL agents agree on a particular model architec-
ture and all local models as well as global model follow that design. However, if we
consider that from real-world setting, then any agent may have desire to construct
their own unique model. Such situations can be arrived in areas like supply chain,
health care, Al services, and finance. For instance, when several department of a
supply chain company collaborate without sharing private data, they can craft their
own model as per distinct specification. Such supply-chain company would not like
to reveal their models because of privacy, and security concerns. Besides, we can
consider Al-enabled chat bots that are used for customer service and different com-
panies may have dozens of such service bots. Each service bots may have to deal
with different customers and solves variant tasks. It would be beneficial if knowl-
edge of one bot can be shared with others without compromising independency and
privacy. Here comes the motivation of FL that preserves privacy though on-device
model training and enables each device to learn global knowledge independently.
However, one of the core challenges that FL faces is statistical heterogeneity and
one unsophisticated way to tackle the statistical heterogeneity is to allow individual
model for each agent. Different frameworks, e.g., meta-learning [KFBT19], transfer

learning [ZXLJ21], multi-task learning [SCST17], Bayesian [C*T19] proposed differ-
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ent approaches to handle statistical heterogeneity for non-1ID data and achieved
acceptable performance; however, their approaches needs to perform model cus-
tomization of the agents up to a certain level. So, instead of centralizing control
over agents’ model, i.e., customizing agents’ model, a mechanism that can enable
full model independency can completely tackle the issues of statistical heterogene-
ity. The authors in [MMZG21] proposed an FL model, FedMDR based on weighted
geometric median, which is resilient to the corrupted model injection. The authors
in [JOK™18, ASK19, LW19, LKSJ20] also proposed different FL knowledge distilla-
tion technique to handle heterogeneous agent model but none of the approaches are
effective while applying on a resource-constrained environment. Another challenge
of FLL method is systems heterogeneity and it becomes critical when we apply FL
in a resource-constrained IoT environment [ITW*22]. According to the traditional
FL method, the task publisher assigns a uniform task to all the selected agents.
However, the agents’ resources may be limited or heterogeneous and all the selected
agents would not be able to perform the assigned task. As a consequence, the FL
server may need to wait for a long time for getting update from the straggler agents
and it may prolong the overall model convergence. According to the authors of
[IMMR 17, BEG*19a], one solution is to drop the straggler agents or not select-
ing them during model training. For instance, the authors in [AKP21] designed a
federated edge learning framework that can select a subset of edge devices as par-
ticipants by analyzing the downlink channel conditions. However, if the majority of
the selected agents are stragglers, then we may have only a few active agents that
can significantly reduce the model performance, or some straggler agents may have
higher volume of data [LSZ*18]. Beyond model and systems heterogeneity, diverge
local model update from the agents is also an issue of federated networks that can

be mainly occurred due to false model injection [KXN*20]. The authors in [CBM20)]
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proposed an FL model, FedMax that can mitigate communication overhead by ap-
plying a technique of restricting activation-divergence of the participated agents.
However, they did not consider the straggler effects due to resource-constrained
agents. The core research question that we try to address in this chapter is how we
can carry out FL process when the agents have heterogeneous model architectures
which is blackbox to others, and the federated networks have a large number of
resource-constrained agents that could become stragglers or can infuse false model

during global model update.

6.2.1 Contributions

On the whole, the main objectives of this chapter can be stated as follows:

e We developed an FL framework, FedMDP that can be effectively applied in a
highly heterogeneous resource-constrained environment. Our proposed frame-
work can be applied in such a FL setting, where the network agents pos-
sess unknown model architectures and the participated agents are resource-

constrained devices.

e We propose to use transfer learning and knowledge distillation to develop a
universal framework that enables federated learning when each agent owns
not only their private data, but also uniquely designed models and hetero-
geneous resources. We develop a module that translates knowledge between

participants.

e We enable variable computational tasks for the participated agents that can
significantly mitigate the straggler effects by considering every little computa-

tional tasks performed by the agents.
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6.3 System Description

6.3.1 Problem Definition

We assume that there are n number of agents in an FL environment. Each agent

Np

p owns a small labeled dataset D, := {(a},v;)},, and the dataset does not need

to be drawn from the similar type of distribution. We considered a large public
dataset Dy = {(2%,1?) 7{\2)1 that is resided on the server and all FL agents can
access that. We enable each user to independently design its own model f, that
is used to perform an assigned computational task. Therefore, each agent may
have heterogeneous model architectures. Unlike traditional FL. methods,, we aim
to preserve agent privacy moving one-step forward by not sharing even the hyper-
parameters of the agents. Therefore, a agent model information is not be known
to anyone and on top of that, the hyper-parameters of the agent models are not
exposed. It would protect the FL process from leaking sensitive information due
to void knowledge about agent model architectures. Now, the resource-constrained
FL agents may struggle to carry-out learning process if the assigned computational
task is too overwhelming. That could result in slow learning process and a majority
of such slow learning agents can prolong the model convergence time. We can
eliminate that issue by assigning computational tasks among the agents based on
their resource-availability. On the whole, the main goal of this chapter is to develop
an FL model that improves the performance of each agent’s model f, using publicly
accessible data Dy as well as on-device data D,, and remove the straggler effects by

assigning computational tasks based on the agent resources.
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6.3.2 Proposed Approach

Our proposed FedMDP framework has three phases. In the first phase, we leverage
the federated distillation technique by translating the local knowledge. In the second
phase, we enable variable local computational tasks based on the agents’ resources.
Finally, on the third phase, we integrate the distillation technique and dynamic
task allocation technique to handle model and system heterogeneity of the network

agents.

Leveraging Federated Distillation Technique

The key to handle model heterogeneity of the FL agents is communication. In
particular, we need to design a translation protocol that enables interpreting the
knowledge of a local model that is understandable to the server and to its peers.
We consider that each agent has a private dataset with a uniquely designed local
model. To carry-out FL process, each agent’s local model needs to translate to a
standard format. To translate the knowledge of the local models, we propose to
employ knowledge distillation technique, where the smaller local models are trained
based on the large-sized public dataset residing on the server. That means the
translator will be developed using knowledge distillation technique. The central
server is mainly responsible for collecting the translated knowledge and spreading a
consensus across the FL network. Further, the agents share their output class scores
which is evaluated considering the agent’s performance on the public dataset.

At first, each participated federated agents generates a model using its local data.
Then each agent computes class scores on the public dataset and shares with the
server. The server generates an aggregated class scores that are received from all the
agents. That aggregated class score is the latest consensus for the public dataset.

For the next iteration round, each agent downloads the latest consensus and trains
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its model based on the public dataset. After that, each agent retrain its local
model utilizing its private data and computes an updated class score for the public
dataset. Each agent again shares its updated class score and the server generates
a latest consensus. The server-agent interaction continues until the consensus class
score reach to a target. The working procedure of federated distillation technique

is explained below:

1. At the starting of each federated distillation round, the FL server selects a
subset of interested agent for the training process and each selected agent
can synchronize with the server by downloading the latest soft-labels Y4

(aggregation of all previously participated agents soft-labels) on public dataset.

2. Each selected agents update their models through model distillation technique.
The publicly available dataset and downloaded latest soft-labels are used to

generate a distilled model on each agent side.

3. Each agent train the distilled model by applying its own-device local data
and generate an updated local model, i.e., each agent learns from the global

knowledge.

4. After that, the local model’s class scores on the public dataset are generated.

5. Each agent shares the latest soft-label or class score with the FL server.

6. The server performs aggregation on all the collected soft-labels from the agents
and computes an aggregated soft-labels Y7 for the next communication
round.

Enabling Partial Computational Tasks

In a resource-constrained FL environment, each agent may not be able to perform

a given computational task. If we consider the conventional FedAvg [MMR'17]
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algorithm, then an uniform task is assigned to all the selected agents. However, the
selected agents may not be homogeneous in terms of their resources (e.g., model
architecture, processing power, memory, bandwidth). As a consequence, the ma-
jority of the agents would become stragglers during a training process and model
convergence would be prolonged. The straggler issue can be observed in the distil-
lation approach, particularly, when a agent applies a distilled model on its private
data and generates a new local model (Step 3 in Section 6.3.2). Therefore, it is not
reasonable to assign a same computational tasks to all the selected agents. Instead
of that, enabling dynamic assignment of the local computational tasks by analyzing
the agent’s resources can be effective for a resource-constrained FL environment.
Allowing a flexible amount of work helps to solve local objectives inexactly and as-
sists to tune up the number of communication vs. local computations. While too
many local epochs can overfit the model, a smaller number of local epochs increases
communication overhead as well as convergence time [[A20]. Therefore, it is re-
quired to set local epoch through proper tuning to ensure robust convergence. We
incorporate a generalization of FedAvg algorithm that entitles the straggler agent
to perform partial amount of works instead of the whole task. We can allow partial
works for our federated agents that are selected through trust and resource-aware

strategy and we can define the ¢1’; -inexactness for federated agent p at training

round %:
Definition 2 (gz;; -inexact solution ). Let wus consider a function
Gy (wiw;) = Fp(w) + 2 |lw —w;||*, and ¢ € [0,1], we call w* is a ¢ -inexact

solution of min, G, (w;w;) if ||VG, (w*w)| < ¢k |VG, (wi;w;)|, where
VG, (w;w;) = VFy(w) + 5 (w — w;) .
Here, 4,0; determines how much local computation is needed to perform by the

device p in communication round ¢ to solve local problems. That means, gpﬁ, is the
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representation of the variable local iterations of the agents. The systems hetero-

geneity can be handled by relaxing the goé -inexactness.
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Federated Averaging

Federated Distillation (server and client exchanges soft-labels)

Figure 6.1: The working process of Federated Averaging and Federated Distillation.
In Federated Averaging, training information are transferred between server and
agents via model parameters. In Federated Distillation approach, the similar infor-
mation is shared via soft-label predictions Y?* by the agents on a publicly shared
data set XPub.

In Figure 6.1, we present a conceptual visualization of allowing partial amounts
of work to be performed by 3 heterogeneous agents. From the figure, we can see
that, agent 1 and n are performing 30% and 48% of the overall tasks due to resource-
limitations while the second agent is performing the whole task because of its avail-
able resources. If we explain it in more simplified way, then let consider that the task
publisher expects 100 local epochs to be performed by all the selected FL agents.
However, due to resource-constraint issues, some of the agents may not be able to
perform 100 local epoch for generating their local models. For such a case, the weak
agents are allowed to perform lower number of local epochs, e.g., the first and forth
agents need to perform only 30 and 48 local epoch if the overall computational task

is 100 local epochs for that training round.
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Figure 6.2: Handling model heterogeneity and systems heterogeneity of federated
agents through our proposed approach.

Integrating Federated Distillation and Dynamic Local Task Allocation

After leveraging federated distillation for translating local knowledge and enabling
dynamic local task allocation to handle straggler agents, we propose an FL frame-
work by integrating both of them which is capable to handle model and system
heterogeneity. We graphically represented our proposed FedMDP framework in
Figure 6.2. From that figure, we can see the agents hold variant resources in terms
of their available memory, processor, bandwidth and battery life, and possess hetero-
geneous model architectures (e.g., CNN_128_256, CNN_64_128 192, CNN_128_384,
etc.). Each agent performs variable computational task as per their resources (e.g.,
0.3, 1.0, 0.48) and generates a local model, After that, each local model compute
a class score on the available dataset and share that with the FL server. On the

server, we have a translator that aggregates the generated class score that holds
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the overall feedback of the participated network agents. To reveal more technical

insight, we presented the details of our Fed MDP framework in Algorithm 9.

Algorithm 9: FedMDP Framework for enabling FL for heteroge-

neous systems and heterogeneous models. The global model of it

training round is represented by G* and P denotes the selected agents for

FL process.

1 Input: Public dataset Dy, private datasets Dp, independently designed
model fp,k=1...m.

2 OQutput: Trained model fp.

3 Registration: Each interested agent, Z, commits registration.

4 Initialize G, set timeout ¢!, and select a set of agent, P for training

5 Transfer learning: Each P trains fp to convergence on the Dy and then on
Dp.

6 fori=1,2...do

7 Communicate: Each P computes the class scores fp (z) on the public

dataset, and transmits the result to a central server.
8 Aggregate: The server computes an updated consensus, which is an

average  (a9) = £ Y fp (a). )

9 Distribute: Each P downloads the updated consensus f (z9).

10 Each P finds a wi™ which is a ¢} -inexact minimizer of: wj ' =
Fp(w) + 2 |jw — w'||* and determines maximum feasible number of

local epochs, E?

par*
11 Digest: Each P trains its model fp to approach the consensus f on the
public dataset D,.
12 Revisit: Each P trains fp on Dp for the determined feasible local
epochs, EV .

Here, we consider a public dataset Dy (which is available to all federated agents),
private datasets (which is possessed by each agent and may vary from agent to
agent), and individual agent’s model architecture as input (line 1). The output
that we expect for each agent is a trained model fp that learns from the global
knowledge and on-device data (line 2). Initially, each agent needs to register itself
to join in a network (line 3). After that, the global model, FL participants, training

time window, number of participated agents as well as communication round are
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initialized (line 4). Each agent trains its local model fp to convergence on the public
dataset Dy and then on its private dataset Dp (line 5). On each communication
round ¢, each agent generates a score by classifying all the sample of the public
dataset Dy and shares the class score with the FL server (line 6-7). Upon receiving
class scores from all the participated agents, the server performs aggregation on
the class scores and generates a consensus that reflects the cumulative knowledge
of all the participated agents (line 8). The latest consensus is shared with all the
participated agents and each agent download that updated consensus f (29) (line
9). After that, each participated agent exploits its local solver to determine inexact
minimizer ¢}, for solving its objective function, i.e., the number of local epochs that
is viable to perform locally in order to evaluate the class score (line 10). Through on-
device model training, each agent approach towards consensus f for public dataset
Do (line 10). Finally, each agent P train its local model fp on its private dataset

Dy for the determined feasible local epoch, EZ;T.

6.4 Experimental Evaluation

We perform the evaluation of our proposed FL framework in two different settings.
In the first test experiment, we consider the MNIST as the public data and a subset
of FEMNIST as the private data. We prepare i.i.d. simulation setting by randomly
selecting samples from FEMNIST as the private dataset of the agents. For non-i.i.d.
case, each participated agent is given only the letters written by a writer (instead of
giving handwriting of all writers), and the agent need to classify letters of all writers
during testing period. In the second test experiment, we consider CIFAR10 as the
public dataset and CIFAR100 as the private dataset, which possesses 100 subclasses

with a 20 superclasses, e.g., leopard, tiger, wolf, bear and lion. The main prediction
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task for the second experiment is to classify image samples into correct subclasses
while in the non i.i.d. case, each participated agent holds image samples of one
subclass from every superclass, and that agent needs to classify the data that are
from other subclassess of every superclass. For instance, an FL agent who has seen
leopard during on-device model training is assigned task to classify tiger, wolf, bear,
or, lion. The knowledge sharing mechanism of the FL process makes it possible to

predict unforeseen events or objects. We presented the dataset details in Table 1.

Table 6.1: Dataset details.

Dataset Class Training | Testing Total
sample sample

CIFAR100 | 100 50000 10000 60000

MNIST 9 60000 10000 70000

In our FL simulation setting, we consider 10 FL participants that has unique
convolutional neural networks (CNNs). The CNNs differ in terms of number of lay-
ers and number of channels. In Figure 6.3, we presented the details of the model
architectures of the FL agents including their layer, output shape, and number
of parameters. From the figure, it is clear that each agent has uniquely designed
model architecture. Now, if we want to aggregate the heterogeneous model archi-
tectures, then the traditional FL. methods (which performs weighted average of the
local model) would fail to generate a global model. To tackle such issues, initially,
the participants are trained based on the public dataset until they reach a target
convergence. Then, each participant carries-out on-device training on the private
dataset. After that, the participants shares the output class scores on the public
data and the server generates an aggregated consensus on the labels of the pub-
licly available data. The aggregated consensus is shared with the participants and
they tune-up their model accordingly. We evaluated the pre-trained accuracy of the

agents considering MNIST and CIFAR100 dataset. For MNIST dataset,we set up

154



three convolutional layer filters and a dropout rate, and observed an accuracy of
above 95% for all 10 participated agents (Table 2). In turn, For CIFAR100 dataset,
we set up four convolutional layer filters and a dropout rate, that gives us an ac-
curacy of above 72% for all 10 participated agents (Table 3). We simulated the
model accuracy for MNIST IID dataset by not considering any partial works and
we can observe how some of the agents’ performance degrades due to straggler ef-
fects (see Figure 6.4(a)). However, leveraging our proposed FedMDP model (which
selects effective agents and also allows partial works) generates an effective global
model that helps every agent including the stragglers to improve their local model
(see Figure 6.4(b)). Further, we simulated the model accuracy for MNIST non-11D
dataset by again not considering any partial works and we can observe how some
of the agents’ performance becomes even worse due to straggler effects in non-11D
setting (see Figure 6.5(a)). However, such performance degradation are effectively
handled by our FedMDP model which can deal with statistical heterogeneity and
can scale up any diverse local model update (see Figure 6.5(b)).

Table 6.2: Agent pre-trained accuracy for MNIST dataset.

Three Conv. Layer Filters | Dropout | Pre-trained
Model
ny —Mng —N3 rate Accuracy
1 128256 — None 0.2 96.4%
2 128 — 384 — None 0.2 96.6%
3 128 — 512 — None 0.2 96.0%
4 256 — 256 — None 0.3 98.2%
5 256 — 512 — None 0.4 95.3%
6 64 — 128 — 256 0.2 98.3%
7 64 — 128 — 192 0.2 98.4%
8 128 — 192 — 256 0.2 97.9%
9 128 — 128 — 128 0.3 98.9%
10 128 — 128 — 192 0.3 97.4%

However, we realize that assigning an uniform computational task could be over-

whelming for any of the participated agents and thus, we infused our dynamic
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Layer Model 1 (CNN 128_256) Model 2 (CNN 128_384) Model 3 (CNN 128_512) Model 4 (CNN 256_512) Model 5 (CNN 64_128_256)
Y Output Shape P Output Shape P Output Shape P Output Shape P Output Shape P
Input Layer (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0
Reshape (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0
Conv2D (None, 32, 32, 128) 3584 (None, 32, 32, 128) 3584 (None, 32, 32, 128) 3584 (None, 32, 32, 256) 7168 (None, 32, 32, 256) 7168
Bach =~ (None, 32, 32, 128) 512 (None, 32, 32, 128) 512 (None, 32, 32, 128) 512 (None, 32, 32, 256) 1024 (None, 32, 32, 256) 1024
Normalization
Activation (None, 32, 32, 128) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0 (None, 32, 32, 256) 0 (None, 32, 32, 256) 0
Dropout (None, 32, 32, 128) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0 (None, 32, 32, 256) 0 (None, 32, 32, 256) 0
Qgs{;ggm (None, 32, 32, 128) 0 (None, 32, 32, 384) 0 (None, 32, 32, 128) 0 (None, 32, 32, 256) 0 (None, 32, 32, 256) 0
Conv2D_10 (None, 15, 15, 256) | 295168 | (None, 15, 15, 384) 442752 (None, 15, 15, 512) 590336 (None, 15, 15, 256) | 590080 | (None, 15, 15, 512) 1180160
Batch ~ - - (None, 15, 15, 384) 1536 (None, 32, 32, 512) 2048 (None, 15, 15, 256) 1024 (None, 15, 15, 512) 2048
Normalization
Activation (None, 32, 32, 256) 0 (None, 15, 15, 384) 0 (None, 32, 32, 512) 0 (None, 15, 15, 256) 0 (None, 15, 15, 512) 0
Dropout (None, 32, 32, 256) 0 (None, 15, 15, 384) 0 (None, 32, 32, 512) 0 (None, 15, 15, 256) 0 (None, 15, 15, 512) 0
Q:S{;ggm (None, 32, 32, 128) 0 (None, 32, 32, 384) 0 (None, 32, 32, 128) 0 (None, 32, 32, 256) 0 (None, 32, 32, 256) 0
Conv2D_12 (None, 15, 15, 256) | 295168 | (None, 15, 15, 384) 442752 (None, 15, 15, 512) 590336 (None, 15, 15, 256) | 590080 | (None, 15, 15, 512) 1180160
ffwh - - - (None, 15, 15, 384) 1536 (None, 32, 32, 512) 2048 (None, 15, 15, 256) 1024 (None, 15, 15, 512) 2048
ormalization
Activation (None, 32, 32, 256) 0 (None, 15, 15, 384) 0 (None, 32, 32, 512) 0 (None, 15, 15, 256) 0 (None, 15, 15, 512) 0
Dropout (None, 32, 32, 256) 0 (None, 15, 15, 384) 0 (None, 32, 32, 512) 0 (None, 15, 15, 256) 0 (None, 15, 15, 512) 0
Flatten (None, 57600) 0 (None, 86400) 0 (None, 115200) 0 (None, 57600) 0 (None, 115200) 0
Dense (None, 16) 921600 (None, 16) 1382400 (None, 16) 1843200 (None, 16) 921600 (None, 16) 1843200
Activation (None, 16) 0 (None, 16) 0 (None, 16) 0 (None, 16) 0 (None, 16) 0
Laver Model 6 (CNN 64_128_256) Model 7 (CNN 64_128_192) Model 8 (CNN 128_192_256) | Model 9 (CNN 128_128_128) | Model 10 (CNN 128_128_192)
Y Output Shape P Output Shape P Output Shape P Output Shape P Output Shape P
Input Layer (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0
Reshape (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0 (None, 32, 32, 3) 0
Conv2D (None, 32, 32, 64) 1792 (None, 32, 32, 64) 1792 (None, 32, 32, 128) 3584 (None, 32, 32, 128) 3584 (None, 32, 32, 128) 3584
Bach =~ (None, 32, 32, 64) 256 (None, 32, 32, 64) 256 (None, 32, 32, 128) 512 (None, 32, 32, 128) 512 (None, 32, 32, 128) 512
Normalization
Activation (None, 32, 32, 64) 0 (None, 32, 32, 64) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0
Dropout (None, 32, 32, 64) 0 (None, 32, 32, 64) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0
Qgsf;g;m (None, 32, 32, 64) 0 (None, 32, 32, 64) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0 (None, 32, 32, 128) 0
Conv2D (None, 16, 16, 128) | 32896 | (None, 16, 16, 128) 32896 (None, 16, 16, 192) 98496 (None, 16, 16, 128) | 65664 | (None, 16, 16, 128) 65664
Batch - (None, 16, 16, 128) 512 (None, 16, 16, 128) 512 (None, 16, 16, 192) 768 (None, 16, 16, 128) 512 (None, 16, 16, 128) 512
Normalization
Activation (None, 16, 16, 128) 0 (None, 16, 16, 128) 0 (None, 16, 16, 192) 0 (None, 16, 16, 128) 0 (None, 16, 16, 128) 0
Dropout (None, 16, 16, 128) 0 (None, 16, 16, 128) 0 (None, 16, 16, 192) 0 (None, 16, 16, 128) 0 (None, 16, 16, 128) 0
I/}ngiiiriZD (None, 8, 8, 128) 0 (None, 8, 8, 128) 0 (None, 8, 8, 192) 0 (None, 8, 8, 128) 0 (None, 8, 8, 128) 0
Conv2D (None, 3, 3, 256) 295168 (None, 3, 3, 192) 221376 (None, 3, 3, 256) 442624 (None, 3, 3, 128) 147584 (None, 3, 3, 192) 221376
Batch =~ (None, 3, 3, 256) 1024 (None, 3, 3, 192) 768 (None, 3, 3, 256) 1024 (None, 3, 3, 128) 512 (None, 3, 3, 192) 768
Normalization
Activation (None, 3, 3. 256) 0 (None, 3, 3, 192) 0 (None, 3, 3, 256) 0 (None, 3, 3, 128) 0 (None, 3, 3, 192) 0
Dropout (None, 3, 3, 256) 0 (None, 3, 3, 192) 0 (None, 3, 3, 256) 0 (None, 3, 3, 128) 0 (None, 3, 3, 192) 0
Flatten (None, 2304) 0 (None, 1728) 0 (None, 2304) 0 (None, 1152) 0 (None, 1728) 0
Dense (None, 16) 36864 (None, 16) 1382400 (None, 16) 36864 (None, 16) 18432 (None, 16) 27648
Activation (None, 16) 0 (None, 16) 0 (None, 16) 0 (None, 16) 0 (None, 16) 0

Figure 6.3: Model architecture of 10 different federated agents [P = parameters].
Table 6.3: Agent pre-trained accuracy for CIFAR100 dataset.
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Four Conv. Layer Filters
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Dropout
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128 — 256 — None — None
128 — 128 — 192 — None
64 — 64 — 64 — None

128 — 64 — 64 — None

64 — 64 — 128 — None

64 — 128 — 256 — None
64 — 128 — 192 — None
128 — 192 — 256 — None
128 — 128 — 128 — None
0 64 — 64 — 64 — 64

0.2
0.2
0.2
0.3
0.4
0.2
0.2
0.2
0.3
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72.3%
79.9%
73.5%
76.9%
75.8%
77.4%
78.7%
74.6%
78.7%
75.9%

resource allocation strategy (i.e., allowing partial works) for assigning local compu-

tational tasks according to the agent’s resource availability. To measure the effects
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Figure 6.4: Model accuracy (a) without allowing partial works and (b) enabling
partial works (our proposed approach) considering federated agents including strag-
glers in presence of model heterogeneity and systems heterogeneity using MNIST
IID dataset.
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Figure 6.5: Model accuracy (a) without allowing partial works and (b) enabling
partial works (our proposed approach) considering federated agents including strag-
glers in presence of model heterogeneity and systems heterogeneity using MNIST
Non-IID dataset.

of enabling partial works of the agents, we perform a simulation of our federated
setting considering system heterogeneity. We assume that, a global clock cycle is
remained during the FL process which can specify the time window for executing
an assigned computational task. We also assume that, a task publisher will define
a global epoch E which needs to be executed by all resource-sufficient participants.
In case, a selected agent k has resource-constraints, then that agent can perform
fewer epochs by evaluating the feasible amount of computational works it can per-

form on communication round i (¢f) using a function consisting of a global cycle
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and its available resources. We evaluate the learning progress of our considered 10
heterogeneous agents to how those agents collaborate with each other despite having
model and system heterogeneity. In Figure 6.6(a) and Figure 6.6(b), we present
the simulation results of the accuracy of those 10 agents considering both IID and
non-I1D setting for the MNIST dataset, which depicts that the model quality of
each agent is improving as the communication round increases. We also considered
CIFAR100 dataset to check the performance of our FedMDP framework. In Fig-
ure 6.6(c) and Figure 6.6(d), we show the the accuracy of the agents considering
both CIFAR100 IID and non-IID dataset, which demonstrate the effectiveness of
our proposed FedMDP framework. From the simulation, we can observe that the
agents achieve higher accuracy in both of the IID settings as similar type of data are
distributed among the agents in such a case. As a result, if an agent fail to perform
the whole computational task, other agents that capture the similar knowledge can
cover up the loss. In turn, in non-1ID settings, we achieve a little less accuracy than
ITD setting which is obvious, still the agents achieve a notable accuracy within a
very few communication round despite having high heterogeneity in their local data.

To evaluate the performance of our proposed model in presence of straggler
effects, we defined various number of agents that could be stragglers, e.g.,
0%, 10%, 20%, 50%, 90%, where 0% straggler indicates that all the participated
agents are able to perform the assigned computational tasks (i.e., global epoch E),
and 90% agents are stragglers means only 10% agents could perform the whole
task. In such a situation, the state-of-the-art FedAvg algorithm simply drops the
stragglers from the training round which could prolong the convergence time, or
the global model could never reach to the target convergence of there is a high
number of stragglers. Instead of that, if we could count every little computational

tasks that are performed by the resource-constrained agents, then we would
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Figure 6.6: Agent’s learning progress in different communication rounds in spite
of systems and model heterogeneity through transfer learning-based knowledge dis-
tillation and leveraging partial computational tasks on (a) CIFAR100 IID dataset,
(b) CIFAR100 Non-IID dataset, (¢) MNIST IID dataset and (d) MNIST Non-IID
dataset.
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Figure 6.7: Testing accuracy of FedAvg model and our proposed model in presence
of different percentages of stragglers (i.e., 0%, 50%, and 90%)

mitigate straggler effects and also the model convergence would be accelerated. In

Figure 6.7, we demonstrated the validation of our hypothesis by simulating the
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Figure 6.8: Training loss of FedAvg model and our proposed model in presence of
different percentages of stragglers (i.e., 0%, 50%, and 90%)

training loss considering different number of stragglers (0%,50%,90%) and we
achieved higher training loss of the global model compare to the FedAvg method.
We also simulated the testing accuracy of FedMDP and FedAvg, and it is clear
that the FedMDP outperforms the FedAvg, particularly when a high number of
network agents are stragglers (see Figure 6.8). From these simulations, it is clear
that heterogeneity has a negative impact on the agent’s learning process and
dropping the straggler agent can significantly degrade the model performance.
Instead, leveraging our proposed FedMDP model handles model heterogeneity
through knowledge distillation technique and also helps to achieve higher model
accuracy by considering every little computational tasks performed by the agents.
We also investigate our proposed FedMDP model by considering two different
settings. In the first inspection, we limit the agent’s local computational task as
exactly 1 epoch, i.e., each selected agent needs to perform only a single local iteration
on its local data using its local resources and learning from global model. In that

investigation, we found that our proposed FedMDP model performs better than the
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FedAvg model. In our next investigation, we checked the performance of FedMDP
and FedAvg on a synthetic Independent and Identically Distributed Data (IID)
dataset that does not have any statistical heterogeneity across different network
agents. For such a dataset, the FedAvg method performs better because it simply
drops the stragglers, and consider the contributions of other agents that already
holds the similar type of knowledge. However, in non-IID dataset, if we simply
drop the stragglers, then we may lose valuable information that are possessed by
that agent. That is why, in non-IID dataset, our proposed method obtains Superior
performance than the FedAvg method.

We analyze several valuable aspects of our simulation results:

1. We evaluate the accuracy an agent could have achieved considering the same
simulations settings with the presence of straggler agents. All local data of
the agents are pooled together and shared with all the agents (see Table V).
Our proposed model accelerates the performance of all participated agents
only a few percent less than the performance of the pooled data in presence

of stragglers.

2. Our proposed model can handle extreme level of model heterogeneity. We
considered several models that have low prediction performance, i.e., fully
connected neural networks with two layers. If such models contribute equally
as the advanced models, then the overall model performance is hindered. If
we suppress the contribution of the resource-limited agents that can not per-
form the whole computational tasks and possess a low-quality model, then our

model performs better.
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6.5 Conclusion

In this chapter, we proposed an FL framework, FedMDP that can deal with agents
with heterogeneous local model architectures as well as heterogeneous locally avail-
able resources. Through the generalization of FedAvg algorithm and knowledge
translation of the federated agents, our developed framework can accelerate the
model convergence and upgrade the knowledge of the uniquely designed models of
the agents. We tested our framework on various datasets and tasks and we demon-
strated the effectiveness of FedMDP even in a highly resource-constrained environ-
ment. Our simulations results prove that the infusion of knowledge distillation and
allowing partial works significantly improve the model quality of the network agents
and also cut-off the negative impacts due to slow agents towards model convergence.
In future, we will investigate more sophisticated privacy mechanism while sharing
class score in the distillation process and will explore the optimal hyper-parameter
tuning for our proposed framework. In next chapter, we will discuss how we leverage
our developed FL algorithms in various applications such as improving resilience of
critical infrastructures, human activity recognition, and customer’s financial distress

prediction.
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CHAPTER 7
FEDERATED LEARNING APPLICATIONS

1 Given that we have proposed and evaluated the theoretical algorithms and foun-
dations of our novel FL for resource-constrained IoT environments, i.e., FedAR,
FedPARL, and FedMDP, we will explain three major applications of developed al-
gorithms in real-world scenarios. Particularly, this chapter leverages our proposed
FL algorithms in Chapters 4, 5, and 6 to deploy in real-life applications. These appli-
cations include FL for resilient operation of critical infrastructures (7.1) [IKKA21],

human activity recognition (7.2) [TAA21], and financial systems (7.3) [[A22].

7.1 FedResilience: A Federated Learning Application to
Improve Resilience of Resource-Constrained Critical In-

frastructures

7.1.1 Abstract

Critical infrastructures (e.g., energy and transportation systems) are essential life-
lines for most modern sectors and have utmost significance in our daily lives. How-
ever, these important domains can fail to operate due to system failures or natural
disasters. Though the major disturbances in such critical infrastructures are rare,
the severity of such events calls for the development of effective resilience assessment
strategies to mitigate relative losses. Traditional critical infrastructure resilience
approaches consider that the available critical infrastructure agents are resource-

sufficient and agree to exchange local data with the server and other agents. Such

'This chapter is an edited version of the author’s previous works published in [IKKA21]
(©2021 MDPI, [TAA21] (©2021 Elsevier, and [IA22] (©)2022 Springer.
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assumptions create two issues: (1) uncertainty in reaching convergence while ap-
plying learning strategies on resource-constrained critical infrastructure agents, and
(2) a huge risk of privacy leakage. By understanding the pressing need to construct
an effective resilience model for resource-constrained critical infrastructure, we aim
at leveraging a distributed machine learning technique called Federated Learning
(FL) to tackle an agent’s resource limitations effectively and at the same time keep
the agent’s information private. Particularly, we focused on predicting the probable
outage and resource status of critical infrastructure agents without sharing any local
data and carrying out the learning process even when most of the agents are inca-
pable of accomplishing a given computational task. To that end, an FL algorithm is
designed specifically for a resource-constrained critical infrastructure environment
that could facilitate the training of each agent in a distributed fashion, restrict them
from sharing their raw data with any other external entities (e.g., server, neighbor
agents), choose proficient clients by analyzing their resources, and allow a partial
amount of computation tasks to be performed by the resource-constrained agents.
We considered a different number of agents with various stragglers and checked the
performance of FedAvg and our proposed FedResilience algorithm with prediction
tasks for a probable outage, as well as checking the agents’ resource-sharing scope.
Our simulation results show that if the majority of the FL agents are stragglers
and we drop them from the training process, then the agents learn very slowly and
the overall model performance is negatively affected. We also demonstrate that the
selection of proficient agents and allowing them to complete only parts of their tasks
can significantly improve the knowledge of each agent by eliminating the straggler

effects, and the global model convergence is accelerated.
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Motivation

Critical infrastructures such as power systems, transportation, fuel, water, and gas
are interconnected and are all parts of distinct or interdependent networks that op-
erate cooperatively to produce and distribute essential services [GCUT16]. When a
sudden interruption occurs in any of the infrastructures, the resilience technique can
assist in the continuation of the operations through its ability to resist, avoid, adapt,
and recover swiftly from a disastrous situation. However, it is vital to ensure the
resilience of the critical infrastructures as the sectors are interdependent. Using an
inter-network communication scheme, entities within the same network can exchange
resources, and in an intra-network communication infrastructure, clients residing in
different network domains can provide support to each other to enhance the resilience
of the system [AIP20]. For instance, most of the critical infrastructures—e.g., trans-
portation networks, telecommunication, and finance and banking sectors—rely on
a continuous and stable power supply. However, the prolonged disruption of the
operations of critical infrastructures can incur a significant economic loss. One of
the recent surveys found that power outages occur for a minimum of one out of four
companies in every month [SEC13]. Specifically, in large companies, power outage
loss costs over a million dollars an hour and around 150 USD annually [Husl3].
Several works have already been conducted with the aim of improving the resilience
of critical infrastructures by applying machine learning (ML) [SVM20], deep learn-
ing (DL) [DRSD*19], distributed edge computing [AATM18, AIM20], and transfer
learning [ISW19]. All these works constructed their prediction model either by col-
lecting data from the agents (e.g., ML, DL) or receiving an update for some data
from the distributed agents (e.g., distributed ML). However, sharing such sensitive
data could be privacy-intrusive. An attacker can expose or tamper with data, which

may cause the failure of the whole resilience system, and a company may thus face
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a huge loss. Besides, in a distributed system, we may observe straggler clients that
learn very slowly due to resource-limitation issues and degrade the overall perfor-
mance of the prediction model [ITTW*22].

The conventional resilience approaches that are constructed on the theme of the
learning and forecasting of probable outages consider that all critical infrastructure
agents (CIAs) have available resources and can perform an assigned computational
task. However, in a real-world scenario, any agent may possess low system con-
figurations or may run out of resources. In consequence, some agents may not be
able to complete the assigned computational tasks due to the shortage of resources.
Therefore, our main motivation for this research is to mitigate the outage loss of the
CIAs by developing a novel FL-based prediction model that can preserve privacy
and handle the straggler issues in the case of resource-constrained network agents.
We propose a novel FL-based strategy that consists of a local CIA, which acts as
an intelligent decision-making entity or an FL agent; e.g., a smart factory or an
autonomous micro-grid can act as a CIA. A CIA can generate a model based on
its available local data (i.e., power demand and resource availability) and share the
model with a central fusion center that acts as an FL server. Similarly, the neighbor-
ing CIAs share their model to pursue a common goal, and the coordinator generates
a global model that learns the outage information and resource sharing scope of all
the CIA agents. In case any CIA agent has limited computational resources (e.g., low
processing capability, bandwidth) and cannot generate a learning model, the central
coordinator is enabled to select proficient clients for the training rounds, allowing
partial amounts of work from the resource-constrained CIAs considering their avail-
able resources. Therefore, the resource-constrained issues of the grids related to
model training would be resolved, and distributed resources could be supplied from

the neighbors in case any CIA fails to continue its operation.
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Literature Review

The concept of resilience can be generalized for any discipline as a system’s ca-
pacity to predict and withstand forthcoming shocks, restore the system’s normal
state swiftly, and adapt with an improved action for handling future catastrophic
events. Managing and improving the infrastructure resilience of critical infras-
tructures has recently attracted the attention of several researchers and, in con-
sequence, several studies related to the modeling and upgrading of systems and
networks resilience have been proposed [CLQ'18, Purl8, ATT"20]. The authors
in [ANH13] focused on reducing the peak load of the critical infrastructure of power
systems by considering multi-agent-based power generation, network grids, and rel-
ative demand response status. In their proposed approach, the agents could share
their local information only with a central fusion center and were unable to in-
teract with neighboring agents to exchange local resources. Besides, a compre-
hensive study on modeling the resilience of large-scale critical infrastructure was
presented in [WZRB*19]. However, centralized resilience systems become overly
complex when a large amount of data is stored, processed, analyzed, and shared
from a central fusion center [LCK19, WRS20]. The drawbacks of centralized re-
silience systems (e.g., scalability, computational power, storage) can be handled
with distributed systems and learning resilience schemes [ABDR*14]. The authors
of [SVK18] presented a detailed analysis of multi-agent systems (MAS), leverag-
ing distributed intelligence among the network agents through peer-to-peer com-
munication and sharing demand and load status to achieve a common goal. Be-
sides, the authors of [CXL*18] proposed an adaptive synchronization approach for
heterogeneous MAS against actuator fault by developing a multi-objective opti-
mization technique to measure the installation capacity of network agents con-

sidering power-resilience against disasters [UYO"19, HRM*21]. The usual oper-

167



ations of smart grids can also be hampered due to cyber attacks that may re-
sult in power outage. The authors in [FKAE21] proposed a sequential supervised
ML technique to predict cyber attacks in smart grids. Moreover, several works
have adapted the strategy of utilizing infrastructure resources to improve the re-
silience of relative operations [HBK19, GCM™17]. Further, some recent works devel-
oped resilience management systems for power systems [TAM20, AIM20, MGA 21,
GDN*21, BAKB20], transport [CHR21, BBC*21, AMWK19, PYHH21]|, urban ar-
eas [NM21, EAF*19, CVD19], healthcare [RSB*21, HCGW21, SWJ*21], and pro-
duction systems [JMC*21, Kus20, BGIWG21] by adding intelligence to the CIAs so
that the agents could make autonomous decisions by analyzing the demand-response
state. In summary, all the prior works proposed the improvement of resilience ei-
ther by passing local sensitive data of infrastructure agents to a central fusion center
or by sharing such local sensitive data with neighboring agents. However, sharing
the sensitive data that reside in the CIAs leads to the risk of privacy violation and
can also interrupt the infrastructure operation through data falsification. To pre-
vent that, a recently invented distributed ML technique called Federated Learning
(FL) was proposed that can generate a smart model by utilizing edge resources and
keeping an agent’s information private. As the FL process is completely depen-
dent on the agent’s local model update, one of the challenges that the FL process
presents is the straggler issues that arise due to the heterogeneity of the systems.
System heterogeneity can be referred to as the heterogeneous nature of the agents
in terms of their computational power, memory, battery life, or bandwidth. If we
apply the FL process considering Internet of Things (IoT) devices, then there is a
high chance of observing straggler agents during a training process [KSH*21]. This
is because IoT devices are resource-constrained and vulnerable [MKP*21]. If we

consider the state-of-the-art FedAvg algorithm [MMR*17], then it simply drops the
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straggler agents from the training process. However, dropping the stragglers can
degrade the model performance, and also some agents may have valuable data. In-
stead of this approach, we need a strategy that can effectively handle the stragglers
by counting every contribution, irrespective of its size. The authors of [LSZT18§]
proposed the FedProx algorithm, which can enable partial amounts of work to be
collected from the agents; however, they randomly selected agents for the training
round. According to the authors of [CBM20], FedMax outperforms FedProx in terms
of communication rounds by applying a strategy of limiting activation-divergence
across multiple devices.

To tackle the above-mentioned issues in the context of the resilient operation
of critical infrastructures and analyzing the existing works of FL, we are the first
to propose a novel FL-based strategy that can predict the probable outages and
resource-sharing capabilities of the network agents with the aim of improving re-
silience. Our FedResilience algorithm can select proficient agents by examining
their resources and handle the stragglers by assigning feasible local computational
tasks based on their capabilities. Our proposed technique relies on sharing local
models of the infrastructure agents instead of sharing sensitive data and, finally,
exploits the collaboratively learned knowledge on the probable outages and resource

availability status of the whole FL. network to enhance the resilience operations.

Contribution

The main contributions of this dissertation chapter are given below:

e To the best of our knowledge, this is the first FL application that can improve

the resilience of critical infrastructures through early prediction;

e We present a pathway of collaborative learning for CIAs that enables on-device

learning without sharing any data and by exchanging only model information;
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e We choose only the proficient agents for the FL training process and enable
partial works to be collected from the resource-constrained agents to resolve

the straggler issues;

e To demonstrate the effectiveness of Federated Learning in improving resilience
by the early prediction of the outages and resource-sharing scope of the agents,
we evaluate the prediction performance considering a varying number of strag-

glers and compare the model with the popular FedAvg [MMR™17] algorithm.

7.1.2 Proposed System Description

FL is a distributed machine learning technique that allows the on-device training
of network clients with their local data instead of sharing raw data with the server.
Each client generates a local model by optimizing its local objective function that
is shared with the FL server. After receiving local models from all participating FL
clients, the FL server performs aggregation on the received models and updates a
global model which is initialized as well as shared with all network clients at the
initial stage of FL training. After that, the updated global model is disseminated
to all FL clients, and each FL client tunes their local model by learning from the
global model. The FL client-server interaction process is continued until the global
model achieves a desired accuracy; hence, the model reaches a target convergence.
The overall FL process is presented in Figure 7.1.

In critical infrastructure networks, we may observe heterogeneous agents with
varying system configurations and data volumes. Therefore, it is not viable to as-
sign a uniform number of tasks to all the agents that participate in the FL process.
The authors in [ITW*22] conducted a comprehensive survey on leveraging FL for

[oT devices, where they discussed the possible challenges faced while applying FL
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Figure 7.1: FL process considering critical infrastructure agents (CIAs).

on resource-constrained agents. Due to the varying and limited resource statuses,
while one agent could perform a given computational task efficiently, another might
turn into a straggler. An agent may become a straggler if the assigned computa-
tional task is overwhelming compared to its available resources. If the majority of
the participating agents in the FL process turn into stragglers, then target conver-
gence may never be obtained. Besides this, the IoT-enabled infrastructure agents
are generally more prone to attacks that may cause divergent local model updates
[TA20]. To improve the resilience, it is crucial to predict the infrastructure’s outage,
and in distributed systems, the main hindrance in the agent’s learning process is
stragglers. Therefore, it is essential to monitor the resource status and ensure that
all agents are effectively operating by avoiding straggler issues. The typical FedAvg
algorithm [MMR™17] assumes that all FL agents are resource-proficient and capable

of accomplishing any given computational tasks. However, if a real-world FL-based
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[oT scenario is considered, then the majority of the agents may possess very few
resources. Therefore, it is not effective to randomly select a fraction of agents for
the training process. If the agents’ resource availability statuses are tracked and the
weak agents are filtered out from the training process, then it may possible to move
one step closer towards resolving straggler issues. To infuse resource-awareness
functionalities into the FL process, the task publisher (i.e., FL server) needs to
acknowledge each network agent’s minimum requirements for accomplishing a pub-
lished task. After that, all interested agents share their resource information (e.g.,
memory, processing ability, bandwidth, and battery-life) with the task publisher.
By examining the interested agents’ resources, the task publisher prepares a list of

proficient agents and randomly selects a subset of agents for that task.

Handling Systems and Statistical Heterogeneity of Critical Infrastructure

Agents (CIAs)

In this segment, we discuss how a strategy of allowing partial works from the FL
agents can be adopted through a generalization of the FedAvg algorithm [MMR17].
In Section 7.1.2, we explain how the comparatively proficient agents can be selected
for an FL process. However, it is possible that, among the selected agents, some
agents would not be able to accomplish their entire task. Particularly, this can
occur when all the interested and available FL. agents have constrained resources
and there are no other options without considering a subset of those agents for the
training phase. Now, if the conventional FedAvg algorithm is applied [MMR™*17],
which instructs the center to assign uniform local computational tasks to all the
selected agents, then straggler effects may be observed that can slow down the model
convergence, or we may never be able to reach the target convergence. Instead, if we

allow the selected agents to perform computational tasks based on their resources,

172



then we would not require the straggler agents to be dropped, and every agent
could contribute towards constructing a global model. In Figure 7.2, the high-
level view of allowing partial works from the FL agents is presented. From the
figure, it can be observed that the water network agent and transportation agent
have limited resources while the power network has sufficient resource availability.
Considering the resource status, the water network and transportation agents are
performing 30% and 48%, respectively, of the overall computational tasks, while
the power network is performing the entire task. Let us assume that the task
publisher defines a local epoch of 100 that needs to be performed by all chosen
FL agents. However, some of the agents are not capable of performing 100 local
epochs on their data to generate a local model. In such a case, if an agent is
capable of performing 30% of the overall computational task (i.e., 30 local epochs
on their own data) rather than the whole task, then the agent would be allowed
to perform that amount of the computational task and send back the model to the
server. This proposed strategy solves two issues: first, the FL server does not need
to wait a long time for a straggler agent, and second, every individual contribution
from the agents can be counted. To reduce communication overheads, a popular
strategy in federated optimization is that for each iteration period, each agent tries to
achieve a local objective function that is used as a replacement of a global objective
function. In each training round, a subset of agents is chosen, and each agent
uses its resources to optimize the local objective function. After that, the agents
share their model with the FL server, which performs aggregation and updates the
global model. Allowing a flexible amount of work helps to solve the inexact nature
of local objectives and assists in tuning the number of communications vs. local
computations. While too many local epochs can overfit the model, a smaller number

of local epochs increases communication overheads and the convergence time [IA20].
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Figure 7.2: Allowing partial amounts of work from the Federated Learning agents.

Therefore, it is required to set local epochs through proper tuning to ensure robust
convergence. We can consider a scenario from our real-life perspectives. Suppose
we have a few power agents that agree to participate in an FL process and utilize
their edge resources. Each agent may have some outage information about some
past events and also can possess resource information about its neighboring agents.
Now, if an agent wants to gather knowledge about outage events that were never
seen by that agent and store resource information from the agents that are not its
neighbors, then it needs to adopt a method to obtain the collective knowledge of
the whole network. We can infuse the collective knowledge to each agent through
the power of FL. In case, if a power agent does not have sufficient resources to
complete an assigned computational task, we allow that agent to perform partial
works. In this way, we do not ignore any agent’s local knowledge. As a consequence,
each agent is more capable of predicting an outage event and can locate an agent

that needs a power supply.
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Proposed FedResilience Algorithm

The proposed FedResilience algorithm is presented in Algorithm 10. The goal of
this algorithm is to predict the outages and resource-sharing scope of CIAs without
sharing any agent’s local data, utilizing the computational resources of the CIAs.
Applying the FL strategy for critical infrastructures mainly involves two entities: the
critical infrastructure server (CIS) and available CIAs within the networks. At the
beginning of the FL process, the server initializes a global model that is dissemi-
nated to all available CIAs within the networks specifying task requirements (line
1-2). Each interested CIA shares its current resource status with the CIS (line 3).
In each training round, the CIS examines the resource information (i.e., processing
power, memory, bandwidth, battery-charge status, and data volume) of the inter-
ested CIAs by calling the CheckResource() function (line 4-5). The CheckRe-
source() function receives a CIA’s information upon calling, stores the information
in a list, and compares the resource availability status with the task requirements
(line 13—-15). If the CIA’s available resources satisfy the minimum task require-
ments, then that CIA’s information is stored in another list and sent back from
where the CheckResource() function is called (line 16-18). Upon receiving the
resource information from all the interested CIAs, the CIS sorts the eligible CIAs
based on their resource status, selects a fraction from those CIAs, and randomly
chooses a subset of proficient CIAs for the training phase (line 6-8). After that,
the CIS calls the selected agents to perform on-device training using the AgentLo-
calUpdate() function and shares the latest global model (line 9-10). It is assumed
that the total number of data samples within the network is n, which are distributed
among the CIAs with a set of indexes D, on CIA a, where N, = |D,|. Each CIA’s
local data in a communication round ¢ are referred to by N;. During FL training,

each selected CIA utilizes its local solver to determine the inexact minimizer o}, to
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solve the local objective function (line 19-20). Further, each CIA splits its local
samples into batches, performs SGD to achieve an optimal local solution, and shares
the model with the CIS (line 21-25). The CIS aggregates the local models to gen-
erate an updated global model, and the same iteration period is continued until the

global model reaches convergence (line 11-12).

Algorithm 10: FedResilience: An FL-based approach to predict
the outages and resource-sharing scopes of critical infrastructures.
The A eligible clients are indexed by a; B = local minibatch size, F = client
fraction, F = local epoch, and n = learning rate.

1 CIS executes: initialize global model wy

2 Disseminate task requirements to all CIAs

3 Collect resource status of interested CIAs

4 for each roundt=1,2,... do

R; = CheckResource (P;, M;, B;,C;, V;) for all interested CIAs
Sort CIAs based on R and store in a list £

E < Top L - F CIAs

A; < (random set of £ CIAs)

for each client a € A; in parallel do

10 L wy, ; < AgentLocalUpdate (a, w;)

11 for each CIA a € A, do
12 L Wig1 € Wig1 + %wfﬂ

13 CheckResource (P,, M,, B,,C,,V,):
14 Store (B,, Mg, ., V,) into a list Q,

15 Compare Q, with Lpr.,

16 if Q, satisfies L., then

17 L Add 9, to list R

18 Return R
19 AgentLocalUpdate (a,w): // Run on CIA a
20 Each CIA q finds a w’t! which is a ¢, -inexact minimizer of: w

© 0 N o w

t+1
W=

F,(w) + % lw — w!||* and measures maximum feasible round of local
epochs F

21 B < (split D, into batch size B)

22 for each CIA’s local epoch e from 1 to E do

23 for batch b € B do
24 L w — w — nVL(w;b)
25 return w to server
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7.1.3 Experimental Results

To evaluate the performance of the proposed FedResilience method, various dis-
tributed mobile robots are considered as critical infrastructure agents that possess
heterogeneous resources in terms of processing power, battery life, memory, and data
volume. To simulate the straggler effects and the effectiveness of the proposed Fe-
dResilience algorithm, the Electro-Maps dataset [HMGS20] is used to predict the
power outages and resource-sharing scopes of the agents. The dataset is prepro-
cessed considering temperature, number of weeks, hour, holiday, and population,
and an additional column of resource availability is generated from the informa-
tion regarding the population, holiday, and temperature. Using the information,
we target the prediction of the outages and resource-sharing scopes of the critical
infrastructure agents. A similar transmission rate is set for all the distributed agents
for the simplicity of the FL implementation process. To simulate the effectiveness
of allowing partial works from the distributed agents, different numbers of weak
distributed agents are deliberately considered to create straggler effects; i.e., some
of the agents fail to generate local models due to their constrained resources. It is
assumed that there remains a global cycle that is followed by each agent, and each
selected agent measures the amount of the local computational task it can perform
in training round ¢ as a function of its available resources and clock cycle.

In a conventional FL approach, a global epoch F is defined for all the partici-
pating agents to perform a particular task, and if any of the agents fail to generate
a local model on time, the model simply drops that agent from the training process
(no partial tasks are allowed). However, dropping slow clients from the training
process may prolong the model convergence, or the model may even never reach
the target convergence. To handle such issues, we adapt a generalization of the

FedAvg algorithm that enables each agent to perform part of a computational task
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by considering the agent’s resource limitations. To present the motivation behind
this research, we applied the FedAvg algorithm [MMR*17] for predicting the out-
ages and resource-sharing scopes of CIAs and presented the straggler effects. We
considered a varying number of CIAs and assumed that a majority of those agents
would be stragglers. At first, we considered three agents (where two were strag-
glers) and computed the training loss and testing accuracy during the prediction of
a probable outage by applying the state-of-the-art FedAvg [MMR™17] algorithm.
In Figure 7.3, we can see that the training loss started to decrease in the initial few
communication rounds and remained almost unchanged for further communication
rounds due to the dropping of the majority of clients. In contrast, in Figure 7.4, it
is clear that the improvement of testing accuracy was quite steady and each agent

learned very slowly.
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Figure 7.3: Straggler effects on participating Federated Learning agents’ (three
agents and two stragglers) model loss for the prediction of critical infrastructure out-
age.

After that, we simulated the straggler effects by increasing the number of agents

(three stragglers out of five agents) and computing the training loss to predict a
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Figure 7.4: Straggler effects on participating FL agents’ (three agents and two
stragglers) model accuracy for the prediction of critical infrastructure outage.

probable outage by applying the state-of-the-art FedAvg [MMR™*17] algorithm (see
Figure 7.5). We can see a small decrease in training loss for communication round
500. In contrast, in Figure 7.6, it is observable that some agents had very low
accuracy while other agents had comparatively high accuracy. However, none of the
agents achieved satisfactory improvements in their accuracy.

We also simulated the straggler effects for eight agents (where six-of them were
stragglers) and generated the training loss for a predicted outage by applying the
state-of-the-art FedAvg [MMR'17] algorithm (see Figure 7.7). We can see that
both of the non-straggler agents had a very slow learning process in spite of a higher
communication round.

In Figure 7.8, we can see that the clients barely learned from each other and
consequently were not able to improve their model quality significantly. Next, we
simulated the straggler effects during the prediction of the agents’ resource-sharing

scope by applying the state-of-the-art FedAvg [MMR*17] algorithm. Similar to the
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Figure 7.5: Straggler effects on participating Federated Learning agents’ (five agents
and three stragglers) model loss for the prediction of critical infrastructure outage.
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Figure 7.6: Straggler effects on participating FL agents’ (five agents and three strag-
glers) model accuracy for the prediction of critical infrastructure outage.

outage prediction, we considered three agents (where two were stragglers) and gen-
erated the training loss and testing accuracy to predict the resource-sharing scope of

the agents. In Figure 7.9, we can see that though the training loss was comparatively
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Figure 7.7: Straggler effects on participating Federated Learning agents’ (eight
agents and six stragglers) model loss for the prediction of critical infrastructure out-
age.
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Figure 7.8: Straggler effects on participating FL agents’ (eight agents and six strag-
glers) model accuracy for the prediction of critical infrastructure outage.

lower than the outage prediction loss for the three agents—two stragglers scenario,
a similar training loss was observed for all agents (i.e., the agents did not learn

through collaboration). On the other hand, we can see from Figure 7.10, that agent
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2 had a comparatively lower accuracy than other agents, but it slightly improved
its accuracy through the FL process. However, after 200 communication rounds, all
agents’ testing accuracies improved very slowly.

Besides, we simulated the straggler effects during the prediction of the agents’
resource-sharing scope by increasing the number of agents (five agents, where three
of them were stragglers). We generated the training loss and testing accuracy by
applying the state-of-the-art FedAvg [MMR*17] algorithm. In Figure 7.11, we can
see that though the training loss dropped significantly in the few initial communi-
cation rounds, almost constant training loss was observed for all agents. Moreover,

in Figure 7.12, all the agents failed to obtain a marginal improvement in their ac-

curacy.
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Figure 7.9: Straggler effects on participating Federated Learning agents’ (three
agents and two stragglers) model loss for the prediction of agents’ resource-
sharing capability.

Similarly, we simulated the training loss and accuracy by considering eight agents
(where six were stragglers) and applied the FedAvg algorithm [MMR*17] during the

prediction of the agents’ resource-sharing scope. From Figures 7.13 and 7.14, we
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Figure 7.10: Straggler effects on participating FL agents’ (three agents and two
stragglers) model accuracy for the prediction of agents’ resource-sharing capability.
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Figure 7.11: Straggler effects on participating Federated Learning agents’ (five
agents and three stragglers) model loss for the prediction of agents’ resource-
sharing capability.

can see that the training loss and accuracy improved as we increased the number of

agents; however, both accuracy improved little with the increment of communication

rounds due to the straggler effects. In a summary, for all the considered cases,
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Figure 7.12: Straggler effects on participating Federated Learning agents’ (three
agents and two stragglers) model accuracy for the prediction of agents’ resource-
sharing capability.

the agents struggled to minimize loss and remained very steady in terms of improving

accuracy due to the straggler effect.
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Figure 7.13: Straggler effects on participating Federated Learning agents’ (eight
agents and six stragglers) model loss for the prediction of agents’ resource-sharing ca-
pability.
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Figure 7.14: Straggler effects on participating FL agents’ (eight agents and six
stragglers) model accuracy in prediction of agents’ resource-sharing capability.

To eliminate the straggler effects during the prediction of the power outage and
resource-sharing information, we leveraged allowing of partial works from the strag-
gler agents; i.e., we assigned computational tasks based on the agents’ available
resources. To evaluate the performance, we considered the same number of agents
(three, five, and eight agents) during training and observed their learning process.
At first, we considered three agents (where two agents were stragglers) and checked
their loss (Figure 7.15) and accuracy (Figure 7.16) during the prediction of power
outages. Though the training loss increased due to the deviation of the local model
updates as the stragglers performed low computational tasks, the agents started to
reduce their training loss by learning from the global model and from their own data.
On the contrary, the accuracy of the agents started to increase after 320 communi-
cation rounds because of the low number of resource-sufficient agents (Figure 7.16).
We also simulated the loss (Figure 7.17) and accuracy (Figure 7.18) during the
prediction of resource-sharing scope by considering the same number of agents and

achieved better performance than the FedAvg [MMR™17] algorithm.
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Figure 7.15: FedResilience’s impact on participating Federated Learning agents’
(three agents and two stragglers) model loss during prediction of outages.
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Figure 7.16: FedResilience’s impact on participating Federated Learning agents’
(three agents and two stragglers) model accuracy during prediction of outages.

After that, we considered five agents (where two agents were stragglers) and
checked their loss (Figure 7.19) and accuracy (Figure 7.20) during the prediction
of power outages. We observed similar patterns to those in Figures 7.15 and 7.16,

but obtained better performance due to the higher number of active clients. The ac-
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Figure 7.17: FedResilience’s impact on participating Federated Learning agents’
(three agents and two stragglers) model loss during prediction of resource-sharing ca-
pability.
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Figure 7.18: FedResilience’s impact on participating Federated Learning agents’
(three agents and two stragglers) model accuracy during prediction of resource-
sharing capability.

curacy of the agents started to increase after 100 communication rounds because of

the comparatively higher number of resource-sufficient agents (Figure 7.20).
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Figure 7.19: FedResilience’s impact on participating Federated Learning agents’
(five agents and three stragglers) model loss during prediction of outages.
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Figure 7.20: FedResilience impact on participating FL agents’ (five agents and three
stragglers) model accuracy during prediction of outages.

We also simulated the loss (Figure 7.21) and accuracy (Figure 7.22) during the
prediction of resource-sharing scope by considering five agents and achieved better

performance than the FedAvg [MMR*17] algorithm.

188



0.6
0.5
0.4
0.3
0.2
0.1

Training Loss

0 100 200 300 400 500
Communication Round

—Agent 1 ——Agent 2 —Agent 3 —Agent 4 Agent 5
Figure 7.21: FedResilience’s impact on participating Federated Learning agents’

(five agents and three stragglers) model loss during prediction of resource-sharing
capability.
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Figure 7.22: FedResilience’s impact on participating Federated Learning agents’
(five agents and three stragglers) model accuracy during prediction of resource-
sharing capability.

Further, we simulated the performance of eight agents (where six agents were

stragglers) and checked their loss (Figure 7.23) and accuracy (Figure 7.24) when
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predicting power outages. Here, it was clear that the agents improved their knowl-
edge base (i.e., the training loss decreased and a significant accuracy improvement is

observed) due to the improved quality of the global model. In a similar fashion, we
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Figure 7.23: FedResilience’s impact on participating Federated Learning agents’
(eight agents and six stragglers) model loss during prediction of outages.
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Figure 7.24: FedResilience’s impact on participating Federated Learning agents’
(eight agents and six stragglers) model accuracy during prediction of outages.

190



simulated the loss (Figure 7.25) and accuracy (Figure 7.26) during the prediction of
resource-sharing scope by considering eight agents and achieved a remarkable per-
formance improvement compared to the FedAvg [MMR™17] algorithm. The training
loss became close to 0.1 (Figure 7.25), and some of the agents achieved higher ac-

curacy within 250 — 300 communication rounds (Figure 7.26).
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Figure 7.25: FedResilience’s impact on participating Federated Learning agents’
(eight agents and six stragglers) model loss during the prediction of resource-sharing
capability.

From the simulation results, it is observable that FedResilience has better perfor-
mance than the conventional FedAvg model. As we increase the number of agents
and count partial works from each of them, then agents can learn quickly, and the
global model accuracy also increases. When we considered eight agents and six
stragglers and applied the FedAvg algorithm, then the global model only contained
the knowledge of the two active agents. As a result, the agent could not upgrade its
knowledge base and showed a steady learning curve. However, when we counted the
partial computational tasks by those stragglers, then the accumulation of those par-

tial works generated an upgraded global model. As the quality of the global model

191



%N

Accuracy
e o 2o
N B oo

o

0 100 200 300 400 500
Communication Round

——Agent1 Agent 2 Agent 3 Agent 4
——Agent 5 —— Agent 6 — Agent 7——Agent 8

Figure 7.26: FedResilience’s impact on participating Federated Learning agents’
(eight agents and six stragglers) model accuracy during the prediction of resource-
sharing capability.
improved and each agent tuned their local model by learning from the latest global
model, the agents’ learning process was accelerated. Our simulation results demon-
strate two trends: first, the FedAvg algorithm is not suitable to predict outages
or the resource-sharing information of resource-constrained CIAs as the algorithm
cannot handle the straggler effects, which eventually slows down the agents’ learn-
ing process; second, the FedResilience algorithm can handle straggler effects and
is suitable even when we have a large number of stragglers within the network.
In Figure 7.27, we can see that the FedResilience algorithm outperforms the Fe-
dAvg algorithm [MMR*17|, achieving higher global model accuracy (cumulative
updates of all the participating agents’ local models) while predicting the outages
and resource-sharing information of CIAs even with a large number of stragglers.
In Figure 7.28, a linear approximation of the real system and the performance of
the proposed FedResilience algorithm for a disaster event is presented. It can be seen

that the real system performance index decreases after time ¢4 and reaches a minimal
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Figure 7.27: Comparison of global model accuracy of FedAvg and proposed Fe-
dResilience in presence of stragglers.

index at time t,,. In the beginning, the performance index is stable due to a preven-
tive outage; however, as soon as the preventive outage is finished, the curve starts
to move downwards and reaches a minimal performance index (Pp;,). The low-
performance index remains until a certain time interval, and after that, the system
starts to recover. In contrast, when the FedResilience algorithm is applied during an
outage, the performance index does not move down at minimal performance index
(Puin); instead, using the power of edge intelligence, the system can recover swiftly

and a remarkable performance index can be achieved.

7.1.4 Discussion

We proposed a strategy to improve the resilience operations of critical infrastructures
even when the network agents have limited resources. To evaluate our approach,
the impact of straggler agents on the overall learning process is presented by con-

sidering resource-constrained distributed agents. After that, the effectiveness of our
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Figure 7.28: Fight-point linear approximation of the performance of the Fe-
dResilience algorithm during a disaster event.

proposed FedResilience algorithm is evaluated, demonstrating the acceleration of
the distributed agents’ learning process despite heterogeneous system resources and
model updates. By choosing proficient agents, performing on-device training, trans-
ferring knowledge, and allowing partial works, a robust and consistent FL. model
is achieved with higher global model accuracy compared to the state-of-the-art Fe-
dAvg algorithm; the model can also accelerate the learning process of unreliable
[oT-enabled heterogeneous environments. The proposed concept can be applied
to any resource-constrained heterogeneous IoT environment that is disrupted by

straggler effects and struggles to reach convergence due to slow learning.
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7.2 Exploiting Federated Learning  Technique to
Recognize Human Activities in Resource-Constrained

Environment

7.2.1 Abstract

The conventional machine learning (ML) and deep learning (DL) methods use large
amount of data to construct desirable prediction models in a central fusion center for
recognizing human activities. However, such model training encounters high com-
munication costs and leads to privacy infringement. To address the issues of high
communication overhead and privacy leakage, we employed a widely popular dis-
tributed ML technique called Federated Learning (FL) that generates a global model
for predicting human activities by combining participated agents’ local knowledge.
The state-of-the-art FL model fails to maintain acceptable accuracy when there
is a large number of unreliable agents who can infuse false model, or, resource-
constrained agents that fails to perform an assigned computational task within a
given time window. We developed an FL model for predicting human activities by
monitoring agent’s contributions towards model convergence and avoiding the unre-
liable and resource-constrained agents from training. We assign a score to each client
when it joins in a network and the score is updated based on the agent’s activities
during training. We consider three mobile robots as FL clients that are heteroge-
neous in terms of their resources such as processing capability, memory, bandwidth,
battery-life and data volume. We consider heterogeneous mobile robots for un-
derstanding the effects of real-world FL setting in presence of resource-constrained
agents. We consider an agent unreliable if it repeatedly gives slow response or in-

fuses incorrect models during training. By disregarding the unreliable and weak
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agents, we carry-out the local training of the FL process on selected agents. If
somehow, a weak agent is selected and started showing straggler issues, we leverage
asynchronous FL mechanism that aggregate the local models whenever it receives
a model update from the agents. Asynchronous FL eliminates the issue of waiting
for a long time to receive model updates from the weak agents. To the end, we
simulate how we can track the behavior of the agents through a reward-punishment
scheme and present the influence of unreliable and resource-constrained agents in
the FL process. We found that FL performs slightly worse than centralized models,
if there is no unreliable and resource-constrained agent. However, as the number of
malicious and straggler clients increases, our proposed model performs more effec-
tively by identifying and avoiding those agents while recognizing human activities

as compared to the state-of-the-art FL. and ML approaches.

7.2.2 Introduction
Motivation

Human activity recognition (HAR) is one of the widely popular classification ma-
chine learning (MI) applications that is used to identify activities (e.g., sitting,
standing, walking, laying, or driving a vehicle) of a person. The HAR classifier
model has immense applicability in various other applications such as surveillance
system, fitness applications (e.g., counting number of steps), patient monitoring,
context aware applications (e.g., automatic response to a phone call while driving)
and so on. The prevailing HAR methods requires centralized server to store the
collected data in order to constructing a powerful model. In such approaches, a user
has no idea whether data would be leaked or modified by other entities or not once

they are shared with the central server. Besides, the centralized ML approaches
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tends to several other issues. For example, in some cases, it is difficult to share data
across various organizations due to privacy or liability concerns. Also, the amount of
data collected by a human agent could be large and sending them to a central server
would incur huge communication cost [CYT18]. We present a rational conversation
between an Al service provider (AI) and a customer (C) regarding data sharing and
ML model generation:

C : “We need a solution for recognizing human activities in a factory to provide
early warning of unusual activities.”

Al : “No problem. We need to collect some data from your factory to train a
human activity recognition model.”

C : “Of course. We already have sufficient amount of data which are collected
from the smart devices placed in our factory.”

Al : “Awesome! Please upload all the data in our server.”

C : “I am afraid to say that I can not authorized to share those sensitive data
with a third party!”

Al : “We can send our ML experts to work on-site with those data but you need
to pay additional costs for that.”

C : “Sorry, we are not able to bear additional expanses as it would exceed our
current budget!”

This is one of the situations that urges AI community to rethink inventing a
new strategy of model training keeping user information private. With the same
motivation, a privacy preserving distribute ML technique, Federated Learning (FL)
[MMR*17] was invented that enables on-device model training and produces a global
model accumulating knowledge of all the clients. FL eliminates the need of upload-
ing dataset to a central server, reduces communication overhead, and minimizes

data leakage as model are trained through model aggregation rather than data
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sharing. Under the FL framework, we only require to train a HAR model locally
on each data owner’s (i.e., FL client) side using its own computing resources, and
upload the model parameters to the FL server for model aggregation. The existing
FL-based HAR applications [ZLL*20], [OXZ"21] assumed that all the FL clients
have sufficient resources to perform assigned local computation and generate a local
model that would be shared with the server. However, if we consider an FL-based
Internet-of-Things (IoT) environment, where the small and resource-constrained IoT
devices would be considered as the FL clients, then a lot of such FL clients would be
incapable to perform a whole computational task. Besides, as the IoT devices are
unreliable and more prone to attacks [ITW¥22], it may result in ineffective model
update from the clients. Hence, the client selection part is crucial in an FL setting
as an unreliable and slow client (also called stragglers) can prolong the learning
process. A client turns into a straggler if it is underpowered compared to the task
assigned to it. Considering all these, we proposed an FL-based HAR approach by
choosing proficient clients and enabling partial works based on the client resources,
which is particularly suitable for resource-constrained environment. By leverag-
ing asynchronous FL, we further reduce the straggler effect empowering immediate

global model update on the FL server.

Literature Reviews

Human activity recognition (HAR) plays an important role in pervasive and ubiqui-
tous computing. The state-of-the-art deep learning models replaced the traditional
feature engineering and achieved higher accuracy [WCH'19], [YHZ*17]. However,
all such centralized solutions for HAR rely on collected data from network clients
that causes privacy issues. Federated Learning (FL) comes forward with a unique

solution of preserving client’s privacy and eliminates the solitary dependency on a
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central fusion center for model generation. As a consequence, the research domain
of FL is inflating due to its unique feature of preserving data privacy, handling non-
ITID data, and minimizing communication overhead. Several research papers on FL
[LSTS20] [LLH*20], [IA19], [YLS*20], [LFTL20] are available focusing on FL sys-
tem design, components, applications, challenges, and their potential solutions. In
turn, the authors in [ITW™22] presented a comprehensive survey on FL-ToT setting,
where they pointed out the challenges, analyzed prospective solutions, and highlights
several future directions that arise while applying FL on a resource-constrained IoT
environment. The authors [IA21] proposed an all-inclusive FL model, FedPARL
that can shrink the model size of the resource-constrained agents, selects the most
proficient and trustworthy agents for training and dynamically allocate local tasks
for the agents. Since the invention of FL. method, it has been applied in various ap-
plications, such as recommendation system [CLD* 18], keyword spotting [LCL*19],
next-word prediction [HRM 18], smart robotics [IA20] and so on. Similar to such
mobile applications and robotics systems, HAR is another vital aspect that can be
benefitted from FL simplifying privacy management and providing user adequate
flexibility over controlling their local data by choosing which data would be se-
lected and how the selected data should be contributed in development of a HAR
application. The authors in [SVG18] proposed a HAR system powered by FL and
they demonstrated that their proposed model performs very close to the central-
ized model performance that may experience privacy issues. Zhao et al. [ZHST20]
designed an FL-based HAR system for human activity and health monitoring con-
sidering low cost edge devices (e.g., Raspberry Pi) and simulate the model inference
time until reaching to an acceptable prediction accuracy. Besides, a locally person-
alized FL-based HAR system is introduced in [FRS*20] to predict human mobility.

The above-mentioned proposed works adopted FL method due to the ultimate need
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of utility and privacy guarantee. However, the existing FL-based HAR approaches
randomly select clients for training without considering their capability to perform
training task that arise straggler effects. Further, all the existing FL-based HAR
systems consider a uniform computational task to be assigned to all selected FL
clients while in real-world scenario, it is infeasible to make sure that all clients
would be able to perform equivalently. Moreover, for an FL-based HAR setting,
any resource-constrained device can act as a server; hence, it is not viable to send
all the human activity data to a central server and develop a HAR classifier from
the collected data as like conventional ML approaches. Thus, there is a research
gap in FL-based HAR application development considering a resource-constrained

10T environment.

Contributions

Our main contributions of this proposed work are listed below:
e We proposed an FL. model for HAR systems that is effective for a resource-
constrained environment.

e We proposed a generalization of FedAvg algorithm to develop a HAR classifier
that can allocate local computational tasks to federated clients based on their

available resources.

e We adapted a mechanism of selecting proficient client during training that can

mitigate the straggler effects.

e We infuse asynchronous FL. mechanism in HAR systems so that the FL server

can perform immediate model update and accelerate the convergence.
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7.2.3 System Description
Federated Learning Background

Federated Learning (FL) is a privacy-preserving distributed ML technique that lever-
ages on-device model training of the network agents utilizing their edge-resources
and learning from the accumulated knowledge of the other agents. In FL process,
the FL server initializes a global model which is shared with all the available agents
within the network. Each selected agent (also called participant) generates a lo-
cal model using its available data and learning from the global model. The agents
apply an optimization method to solve their local objective functions which are
shared with the server. The server aggregates all the received local models and
generates an updated global model that holds all the latest knowledge of the net-
work agents. The interactions between FL server and agents are continued until the
global model achieves a target convergence. While applying FL for HAR within a
resource-constrained environment, it is obvious that we may observe agents possess-
ing variant system configurations and data samples. Due to resource heterogeneity,
while one agent could perform an assigned task, another agent may struggle to
accomplish that task and turn into a straggler. Therefore, it is not reasonable to
assign a uniform computational task to all the selected FL agents. Otherwise, if a
majority of the FL agents fail to share local model, then the global model quality
would increase slowly and overall model convergence would be prolonged [DTN*19].
Besides, as the resource-constrained [oT devices are more prone to attacks, they may
inject false model. A comprehensive survey on FL for IoT devices is presented in
[ITWT22], where they pointed out such potential challenges (e.g., straggler issues,
false model injection) FL process may face due to resource-constrained agents. To

recognize human activities in a resource-constrained environment in a distributed
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fashion, it is essential to examine agent’s resources, and leverage a strategy so that
the learning process continues without having any effects due to stragglers or diverge
model update. The state-of-the-art FedAvg algorithm [MMR™17] consider that any
FL agent that shows interest to be a part of the learning process has sufficient re-
sources for performing an assigned task. Hence, the FL server declares a uniform
task for all the selected agents during training. However, in a real-world setting,
such assumption is not viable that results in unsuccessful model update from the
weak agents. Besides, FedAvg algorithm randomly selects agents for training that
increases the risk of selecting vulnerable agents. Considering these, we focus on
developing an FL model, particularly for HAR by solving the straggler issues and
handling diverge model update. We propose to select proficient and honest agents
tracking agents’ resource status and their contributions towards model convergence.
Besides, we enable partial works from the agents to solve straggler issues during

recognition of human activities.

Construction of a Activity and Resource-aware Framework

In our proposed FL-based HAR model, we integrate a mechanism that can assign
trust score to the agents based on various events, and select only the proficient and
trustworthy agents for the training phase. We consider several events for categorizing
trust score, e.g., successful task completion, diverge model infusion, interested to be
a part of the training phase, response delay, and incapable to accomplish a given
task. We design the trust score table considering the significance of the events,
which is presented in Table 1. At the beginning of FL process, we assign an initial
trust score Tj,;; = 50 to all the federated agents. Any agent who shows interest
to participate in training, satisfies the resource requirement to perform task but

not selected for training, we assign Tiyerest = 1 Score to motivate that agent to
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Table 7.1: Various events and corresponding trust value.

Event | Trust value
ﬁnit 50
ﬂnterest 1
Eeward
7dVVarn -2
7—Blame -8
TBan -16

participate in future tasks. Besides, any agent who successfully accomplish a task
within a specified time window, we add a reward score Trewara = 8 to that agent’s
existing trust score. In case, an agent has previous history of becoming straggler
in < 20% of its all participation in the FL process, we assign penalty score Tpenaity
= —2. In turn, if an agent gives slow response for more than 20%, but less than
50% of its overall participation, then we add up the existing the trust score of that
agent by Tglame = —8. Further, any agent that becomes straggler for >= 50% of its

overall activities, or sends back a diverge model, we add a ban score (Tgjame = —16) .

FL server

@ Local model
@ Global model

Available Memory: 95MB
Processor: E

Bandwidth: 1MBPS
Battery Life: 21%

Available Memory: 1.5 GB
Processor: A

2MBPS

FL agent 1

Battery Life: 87%

Available Memory: 190MB
Processor: D

Bandwidth: 1MBPS
Battery Life: 59%

FL agent 2

FL agent n

Figure 7.29: Allowing partial works from the Federated Learning agents.
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Enabling Partial Works from the Agents

As we discussed in Section 7.2.3, one of the issues of the FedAvg algorithm
[MMR*17] is that it does not allow partial works from the agents. As a result, any
agent who fails to complete a whole task due to resource-limitations, can not share
its model with the FL server. Such issue hamper the improvement of the global
model quality. Considering that, we apply a strategy of generalization of FedAvg
algorithm from [LSZ720] that enable each selected participant to share partial
works and upgrade the global model quality by counting every little contributions
from the agents. In Fig. 1, we presented a schematic overview of leveraging partial
works from federated agents. It can be observed that while agent n can perform
the whole task, agent 1 and 2 can only perform 15% and 37% of the whole task.
The assigned task can be considered as the number of local iterations each agent
needs to perform. Here, if the whole task is regarded as 100 iterations on the local
data, then agent 1 and 2 can perform only 15 and 37 local epoch while the agent n
successfully able to complete 100 local iterations. This strategy solves unnecessary
waiting time due to straggler agents, and also reflects every little contributions

from the agents on the global model quality.

Proposed FL-based Human Activity Recognition Algorithm

We presented our FL-based human activity recognition method in Algorithm 11
considering unreliable and heterogeneous resource occupied federated agents. In the
algorithm, the N eligible FL-based HAR agents are indexed by a; F = fraction of
available agent, B = local minibatch size, £ = local epoch number, = learning rate,
and t = timeout. At the initial stage of the FL process, interested agents commits
registration to be a part of the FL-based HAR process (line 1). An initial trust value

is assigned to registered agents, which is updated based on the agent’s activities.
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Algorithm 11: Federated learning model for human activity recog-
nition in a resource-constrained unreliable environment.

1 Each interested FL-based HAR agent registers in the FL network
2 Each agent a possesses a trust score, T,

3 System requirements are broadcasted to all interested agents

4 FL Server executes: initialize global model, wy

5 Each FL-based HAR agent reveals its local resource availability

6 for each communication round i =1,2,... do

7 R; = ResourceStatus (i, P,, B,, My, V,)

8 Sort agents according to T, and R,, and keep in a list £

9 E < Top L - F agents

10 | A; < (random set of £ agents)

11 for each agent a € A; execute in parallel do
12 wf,, < AgentModelUpdate (a,w;)

13 if Agent a respond within time t then
14 t Wiy < W1 + %wfﬂ

15 T; = ScoreUpdate (i, a,w,,t,)

16 ScoreUpdate (i, a,w;,t,)

17 ResourceStatus (i, P,, B,, M., V,):

18 Store (P!, B, ML, Vi) into a list G

19 Compare G, with L%,,

20 if G} satisfies Ly, then

21 L Add G' in R

22  return R

23 AgentModelUpdate (a,w) : // Run on agent a

24 Bach FL-based HAR agent a generates a local model w’*! which is a \!
-inexact minimizer of: wit! = F,(w) + § [jw — w'||* and determines
optimal round of local epoch, E

25 BB < (split local data point of agent a, P, into batch size B)

26 for local epoch 1 to E do

27 for batch b € B do
28 L w — w —nVL(w;b)
29 return model w to server

205



At the beginning, the FL server assigns an initial trust value to all newly registered
agents, which is updated accordance to the activities of the agents, and the FL server
broadcasts system requirements for performing a task to all available agents (line
2-3). The FL server initializes the global model, wy and shares with the agents (line
4). Each agent shares information about its available resources with the FL server
(line 5). At each communication round of the FL process, the FL server examines
resource status of each interested agents by calling ResourceStatus function (line
6-7). In ResourceStatus function, we consider communication round number,
processing power (P), battery-life (B), memory (M), and data volume (V) as the
resources of the agents, and store the resource status of agent a for communication
round ¢ into a list, G/ (line 17-18). After that, the FL server compares the agent’s
resource status with the task requirements, £,., (line 19). If the agent has sufficient
resources for that task, then we store the agent’s resource status information into
a list, R and return the list, R (line 20-22). After receiving the resource status
information and checking the trust score of the agents, the FL server performs sorting
and ranks the available agents, which are stored into a list £ (line 8). From the list,
fraction of agents are selected and further, only a few agents are randomly chosen for
the training round (line 9-10). Each selected agent are requested to perform local
computational tasks on their on-device data through AgentLocalUpdate function
and the latest global model is passed as a function parameter (line 11-12). After
receiving command to perform on-device training from the FL server, each agent
uses local solver determining inexact minimizer A’ and performing local training to
resolve local objective function (line 23-24). Each agent splits local data points,
P, into batches, performs stochastic gradient descent (SGD) optimization technique
considering feasible number of local epoch which is determined through local solver

as well as using batches, sends back local model to the FL server (line 25-29). After
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receiving model from an agent a, the FL server follows asynchronous FL strategy to
perform immediate aggregation for generating a latest global model without waiting
for other agents (line 13-14). The total number of data samples within FL networks
is referred by n, which are distributed among the available agents, and the number

of local data samples of a during a communication round i is represented by n{.

Algorithm 12: Trust Model. The global model of i** training round is
represented by G*, unsuccessful record of a agent a on iteration 7 is denoted
by (U:.), trust score C, for a'* client, t represents timeout, and ~ indicates
deviation.

1 ScoreUpdate (i,a,w;, t,7): if agent a sends local model w'* within t

then
2 set Ul =0
3 | set T, = Ta + Eeward
4 else
5 set U! =
6 if 15 U < 0.2 then
7 L set 7:1 = 7:1 + %enalty
8 if 157 US <05 and 13 US> 0.2 then
9 LSGt7}:7}+779lame
10 else if 131 US> 0.5 or G'-L} > + then
11 | set To = Ta + Than

12 Append 7T, to TrustList and Return

Further, the FL server updates trust score of all participated agents based on
their performance. The trust score is updated on calling based on the trust model
in Algorithm 12 upon calling of ScoreUpdate function in line 15 of Algorithm
11. If an agent successfully sends local model update within time ¢, then we assign
unsuccessful record during communication round ¢ for agent a, U’ to 0 and give a
reward to that agent by increasing its trust score (line 1-3). In turn, if a client
failed to send back model update within time ¢, we set U’ to 1 and check the agent’s

previous participation activities. If the U; = 1 case occurs less than 20% of that
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agent’s overall participation history, then we add a penalty score, Tpenaiy to the
agent’s current trust score (line 4-7). Likewise, if the U} = 1 case happens >= 20%
but < 50%, then we add a blame score, Tpiame (line 8-9), and if the U] = 1 event
happen >= 50%, then a ban score is added to the agent’s trust score (line 10-11).
Finally, the updated trust score, 7T, is appended to a list (line 12) and the score can

be used during participation selection in next communication round.

7.2.4 Experimental Results

As we explained in Section 7.2.3, the trust score of participated agents in the
FL process is updated based on their activities. The score is increased whenever an
agent successfully accomplish a task and, decreased upon slow response, or improper
model update. In Fig. 7.30, we visualize the activity data points that clearly shows
that the dataset values are feasible to classify, and in Fig. 7.31, we simulate the
trust score update of four FL agents corresponding to their activities in different
training rounds. As per the trust score simulation of Fig. 7.31, we select Agent 1,

Agent 2 and Agent 4 in training period ¢7.

®  VWALKING_DOWNSTAIRS
®  VALKING_UPSTAIRS

-40

-60

Figure 7.30: Activity data point visualization of human activity recognition dataset.
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Figure 7.31: Trust scores of four FL agents in various training rounds.

To evaluate our proposed FL model performance, we considered distributed mo-
bile robots as FL agents that possess variant processing capability, battery-life,
memory, and data volume. We used the UCI HAR dataset [AT13], which is a
multivariate, time-Series dataset consisting of attributes, such as triaxial angular
velocity and acceleration measured using gyroscope and accelerometer, respectively,
a bb61-feature vector consisting of time and frequency variables, the corresponding
activity level and an identifier who collected the related data. We distribute data
among agents to recognize human activities and simulate how each agent perform
on-device training and generate a local model. We set up a similar transmission
rate for FL agents to bring simplicity of the implementation process. To simulate
the straggler effects and demonstrate the effectiveness of our proposed model in
HAR, we deliberately considered a number of weak agents, i.e., the agents fail to
accomplish a given task due to limited resources. We assume that a global clock
cycle is followed by each agent, and each chosen distributed agent can determine
the number of local epoch it can perform using its resources and specified time

window in training round 7. Instead of using a uniform local epoch E, we apply
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Figure 7.32: Training loss of three FL agents applying our proposed FL framework
during recognition of human activities.

a generalization of FedAvg algorithm that allows to execute partial works based
on its available resources. We apply our proposed FL algorithm (Algorithm 11)
that enables on-device model training of the participated agents, and apply SGD
optimization method locally on each agent. The number local iterations on each
agent side are dependent on the available resources and local data of the agents.
We simulate our model for a small-scale during prediction of human activities con-
sidering three distributed agents and simulate the loss and accuracy of those three
distributed agents’ local models when 1 out of 3 agents are straggler (see Fig. 7.32

and 7.33). We also tested our model when 2 out of 3 agents are stragglers and
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Figure 7.33: Testing accuracy of three FL agents applying our proposed FL frame-
work during recognition of human activities.

Table 7.2: Comparison of our proposed FL model with FedAvg model during pre-
diction of human activities considering different local epochs and batch sizes.

Global Model Global Model
. Accuracy (1 out of Accuracy (2 out of
Epoch | Batch size 3 agent is s(traggler) 3 agents are (stragglers)

Proposed Proposed
FedAvg Model FedAvg Model
5 64 74.25% 76.38% 62.10% 73.45%
10 64 87.90% 90.35% 69.4% 85.7%
10 30 84.35% 87.10% 71.2% 83.4%
15 64 81.4% 84.90% 65.28% 79.8%
15 40 83.10% 85.95% 69.85% 80.5%
20 64 85.25% 88.20% 69.25% 84.10%
25 64 86.6% 89.4% 71.2% 84.9%
25 60 82.8% 86.04% 68.8% 80.4%

compare our results with the FedAvg [MMR*17] algorithm for the same simulation

settings. In table 7.2, we demonstrated that the global model accuracy of our pro-
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posed FL model outperforms the FedAvg [MMR*17] algorithm during prediction of
human activities in presence of stragglers. Here, the epoch resembles the number of
local epoch that is considered as the amount of whole computational task and batch
size refers to how the local data are splitted to apply SGD optimization method.
We found that for the epoch 10 and batch size 20, our proposed FL model shows

superior performance even in presence of stragglers.

7.2.5 Conclusion

We developed an FL model for HAR that can be effectively applied in a highly
unreliable resource-constrained environment. The existing prediction method based
on HAR require human activity data in a central fusion center that could violate
privacy and also do not consider the generation of the prediction model from the
federated agents that could reveal significant information. Besides, there is currently
no existing application on FL that consider the HAR within a resource-constrained
environment. We integrated a resource-checking and trust score scheme within the
FL process that helps us to find out proficient and trustworthy agents for the training
phase. Further, we leverage a generalization of FedAvg algorithm that allows the
resource-constrained agents to perform partial tasks instead of accomplishing the
whole tasks that mitigates the straggler effects and helps the FL server to count every
little contributions from all the participated agents. We tested the performance of
our proposed FL model using HAR dataset and considering a real-word setting, and

achieved a superior performance comparing to the existing HAR methods.
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7.3 Leveraging Asynchronous Federated Learning to Pre-

dict Customers Financial Distress

7.3.1 Abstract

In recent years, as economic stability is shaking, and the unemployment rate is
growing high due to the COVID-19 effect, assigning credit scoring by predicting
consumers’ financial conditions has become more crucial. The conventional ma-
chine learning (ML) and deep learning approaches need to share customer’s sen-
sitive information with an external credit bureau to generate a prediction model
that opens up the door of privacy leakage. A recently invented privacy-preserving
distributed ML scheme referred to as Federated learning (FL) enables generating a
target model without sharing local information through on-device model training on
edge resources. We propose an FL-based application to predict customers’ financial
issues by constructing a global learning model that is evolved based on the local
models of the distributed agents. The local models are generated by the network
agents using their on-device data and local resources. We used the FL concept
because the learning strategy does not require sharing any data with the server or
any other agent that ensures the preservation of customers’ sensitive data. To
that end, we enable partial works from the weak agents that eliminate the issue if
the model convergence is retarded due to straggler agents. We also leverage asyn-
chronous FL that cut off the extra waiting time during global model generation. We
simulated the performance of our FL model considering a popular dataset, Give me
Some Credit [LLL11]. We evaluated our proposed method considering a a different
number of stragglers and setting up various computational tasks (e.g., local epoch,

batch size), and simulated the training loss and testing accuracy of the prediction
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model. Finally, we compared the F1l-score of our proposed model with the existing
centralized and decentralized approaches. Our results show that our proposed model
achieves an almost identical F1-score as like centralized model even when we set up
a skew-level of more than 80% and outperforms the state-of-the-art FL models by
obtaining an average of 5 ~ 6% higher accuracy when we have resource-constrained

agents within a learning environment.

7.3.2 Introduction

In this section, we start with the motivation of developing an FL model for cus-
tomers’ financial distress prediction. After that, we discuss and analyze the prior
works that are developed, particularly in the FL. domain. To the end, we present

our contributions, which is followed by presenting the organization.

Motivation

Banking sectors are recently facing huge challenges due to the borrower’s unwill-
ingness and inability to repay their borrowed money, leading to bad debts. The
fundamental challenge is to undertake appropriate decisions while giving loans and
identifying unqualified applicants. One solution towards tackling such a problem
is to perform an analysis of risk management that requires a necessary amount of
agent data. Besides, the heavy consumption of credit limits by the unpaid customers
can also cause severe disasters for the banks. In 2019, 22, 780 business bankruptcy
cases were filed in the US [ST19]. To avoid such huge losses, one of the popular
solutions is to construct a powerful model to predict customers’ financial disasters
by storing the training data centrally. In such an approach, the financial company

holding customer’s data performs labeling and passes to a central cloud server for
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model training. After proper training, the model can be used for inference tasks.
However, in such a method, the financial companies or the customers do not have
any control over how and where their data would be utilized once they are shared
with the central database server. Besides, the traditional centralized model training

has the following problems:

e Nowadays, it is getting difficult to broadcast data across different organiza-
tions because of liability concerns. Different data sharing regulations (e.g.,
the General Data Protection Regulation (GDPR)) limit data sharing across

organizations.

e The overall centralized model training takes a long period which depends on
when the next off-line training round occurs. Whenever an agent collects some
data, it must need to upload the data in the server and have to wait for the
next training round, which the agent cannot control. This encounter lagging

feedbacks that delay the error correction in model inference.

e The vast amount of data that is updated and stored in a central server can

cause a high communication cost.

As we mentioned earlier, developing a prediction model using customers’ data
have greater risks of privacy violation. Besides, the prevailing training approaches
may face issues in a distributed learning setting due to response delay by the network
agents, infrastructure fallibility, or weak network connectivity [LOT18]. To mitigate
such losses, a prediction scheme needs to be constructed that deals with sensitive
information of the agents while maintaining privacy. A recently popular distributed
ML technique called Federated learning preserves agent’s data privacy by performing
computation at the edges without sharing any local data and generating a cumulative

model utilizing the model information of the edge devices. In recent times, the FL
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applications are highly acceptable due to their ability to preserve user privacy. On
top of that, FL can handle non-independent and identically distributed (non-IID)
data [MMR*17, BIK™17], i.e., FL can still work if data samples are not uniformly
distributed among the agents. The typical FedAvg algorithm [MMR™17] assigns a
similar number of local epochs using their available data. However, in a real-world
setting the situation could be different. Any of the FL agents may have a huge
amount of size while other agents may have fewer data samples. If we think about
the same scenario considering credit bureau as the server and the banks and financial
agencies as agents, then a bank may possess a larger amount of agent information
while a financial agency may have comparatively less agent information. Thus, the
FL agents may require a variant number of local computations depending on the
number of their available samples. However, the state-of-the-art FedAvg algorithm
[MMR*17] does not propose any mechanism to handle straggler agents and there is
no existing FL application that can predict customer’s financial distress considering
a resource-constrained environment. We aim to develop an FL model using agent’s
sensitive financial information without sharing those with any external entity. That
means, unlike conventional ML approaches, we do not pass any raw data to the
outside server, i.e., each bank does not share their agent information with a credit
bureau or any other bank that could potentially violate privacy [YLCT19a]. In
this way, the personal information of the agents has less probability to be known
by the outsider, and agents’ confidentiality can be preserved. Further, we adopt a
generalization of the FedAvg algorithm to assign variant local epochs based on the
available data of the banks and financial agencies so that they need to utilize fewer

resources and can generate a local model without overfitting. 2

2Throughout this dissertation chapter, FL agent indicates banks or financial agencies
that hold the customer’s data.
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Literature Reviews

Over the years, several methods have been proposed to assist decision-makers and
analysts with useful methods to predict financial distress considering various mathe-
matical models and financial parameters that include logistic regression [UHZN17],
linear regression [PR19], support vector machines [SW18], deep learning [Jan21],
and artificial neural network [TRRK20]. Besides, numerous centralized techniques
are developed to forecast personal bankruptcy by mining customer’s data. For in-
stance, the authors in [XWMM13] proposed a sequence mining technique to apply
in credit card data by applying a SVM classifier. The sequence mining reveals the
bankruptcy features which are used as the main predictors. Besides, the authors in
[JJW15] examined the performance of various binary classifiers for credit rating ap-
plication. Moreover, the authors in [Lee07] applied a grid-search algorithm to figure
out the optimal parameter of SVM for predicting credit rating of the customers.

A strategy of forecasting digital currency using meta-heuristic signal processing
methods is proposed in [AKB19], while a prediction model using multi-objective
optimization strategy in presented in [KABA20]. Furthermore, the authors in
[KASH18] proposed an ML model to forecast the Bitcoin process using time-series
data. However, all these proposed methods are based on the theme of sharing sen-
sitive customers’ data to a central fusion center for model construction, which fails
to preserve customers’ data privacy. It is because sharing sensitive data (e.g.,
customer’s financial information or credit card data) with other entities is privacy-
intrusive and if we consider a large-scale network, then the computation time in-
creases as the server needs to process a huge amount of data. Besides, processing
huge data streams results in high-computational and maintenance costs. Therefore,
instead of centralizing customers’ data, we need to apply a strategy that generates

an effective model without sharing or transferring any customer’s sensitive data.
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The research on the FL domain is growing prodigiously due to its benefits in
maintaining privacy, handling non-1ID data, sharing computational power, and en-
countering less communication overhead [MMR*17]. FL process maintains pri-
vacy by not exposing any agents’ private data through on-device model training
[YLCT19b], while computational burdens are distributed among the network agents
instead of imposing on a central fusion center [LSZ720]. The authors in [BIK'17]
proposed a secure protocol of aggregating user data by encountering a low over-
head, which can be used in an FL setting. Besides, an activity and resource-aware
FL model is proposed in [TA20] that is designed for distributed mobile robots and
can handle non-IID data while tracking the agents’ resource status. Several kinds
of research from different disciplines have been conducted to improve FL strategy,
including ML, data mining, distributed systems, and cryptography. The FL term
and the FedAvg algorithm were first introduced in [MMR*17], where they discussed
how FL can be effective to generate a smart model preserving user’s data privacy
and distributing the processing loads among federated agents. Later on, the authors
in [BEG'19a] pointed-out the complications while developing FL-based systems and
proposed solutions towards designing effective FL. model by avoiding challenges of
a distributed learning environment, e.g., statistical heterogeneity, systems hetero-
geneity, etc. Several comprehensive survey papers are available including [KM*21]
that explains the concepts of FL in more detail and analyzes the potential solutions
of some of the existing FL challenges and presents the future directions. The au-
thors in [LLH"20] conducted a detail analysis on optimizing FL for a large-scale
mobile edge network by considering a heterogeneous edge devices and their varying
constraints. A tri-layer FL framework is proposed by the authors in [IA21] that can
shrink model size of the resource-constrained agents and can also handle systems

and statistical heterogeneity. Besides, an FL model is designed in [SWMS19] that
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can handle non-IID data and suitable for low bandwidth and low latency chan-
nels. Moving forward, a distributed sensing mechanism is proposed in [IA19] that
can remotely trigger any of the network agents and prepare a federated dataset by
encountering a very low communication cost. Their proposed mechanism is partic-
ularly useful when we have a large number of 10T devices within the network and
the management and scheduling of those devices is challenging.

The privacy-preserving nature of FL attracts researchers to develop different FL
applications for solving real-life problems. Particularly, the FL method fits best
where we need to deal with sensitive data. For instance, heart attack prediction of
a patient through personalized model training [HY 18], device-centric recommen-
dation system [TLZY20], wake-word detector through on-device model training and
recognition of user speech [LCL*19], leveraging resilience IKKA21], recommenda-
tion system [YJSD20] and so on.

Researchers are coming forward to solve different issues during FL. model training
and improve its applicability in solving real-life problems. To solve the non-uniform
distribution of samples, some recent works proposed to model target distribution
or force the agent samples to adapt uniform distribution. Specifically, Mohri et
al. [MSS19] designed a minimax optimization technique, named agnostic federated
learning, where the global model is optimized for any target distribution that is
formed by the infusion of agent distributions. Their proposed method is applied only
at small scales. The authors in [LSS19] proposed g-Fair Federated Learning (q-FFL),
where they assigned higher weights to agents with poor prediction performance so
that the accuracy distribution within the network lowers in variance. The authors in
[ZLG20] proposed an experience-driven FL model to improve the energy efficiency of
the overall process by handling agents’ CPU-cycle frequency. They formulated their

objective function considering the training time of the agents and their respective
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energy consumption. A joint FL agent scheduling and resource allocation strategy is
proposed in [SZN20] to optimize model accuracy considering a limited training time
budget for a latency-constrained FL setting. By allocating more bandwidth to the
agents with weaker computational abilities or worse channel conditions, they carry
out a greedy algorithm-based scheduling approach during the training process. One
of the potential challenges to applying FL in a resource-constrained environment is
the straggler effects due to systems heterogeneity [ITW™22]. However, none of the
proposed works deal with the effects of straggler issues due to systems heterogeneity
when we apply FL model training in a resource-constrained environment.

We proposed a novel FL algorithm for predicting customers’ financial distress
by preserving privacy and considering the straggler issues. Our proposed method
is effective when a large number of distributed agents possessed limited resources.
To the best of our knowledge, there is currently no existing FL application for
forecasting customers’ financial distress. The existing theory of the FL. method
states that an algorithm can be applied across distributed edge agents without ever
collecting any private data from them and a final model can be generated through
a weighted average of the collected models that holds all the local information of
the distributed agents. That means the FL technique enables each agent to gain
the capability of predicting an event that is never seen or observed by that agent,
but similar to that event observed by another network agent. However, the existing
theory of the FL. method missed the underlying issues when we apply that in a
resource-constrained environment. In such an FL setting, a majority of agents would
turn into stragglers, i.e., they cannot perform an assigned computational task. Thus,
we proposed a generalization of the FedAvg algorithm that enables partial works
from the straggler agents and accelerates the learning process by mitigating the

straggler effects. Instead of dropping the weak agents as like the existing theory, the
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local resources of the distributed agents are examined, and a feasible computational
task is assigned to each agent that considered each agent’s local knowledge into the
global model. To preserve privacy and generate a smart model by collecting local
model information from various financial sources, we construct an FL model that
is trained based on the agent’s personal information, financial stability, and loan
information. Without collecting all the information of the agents and train model
within a central server, each FL agent, e.g., bank, financial agency, or organization
locally train model utilizing their available data and share their model information
with the credit bureau (FL server). Instead of assigning a uniform local epoch to
every FL agent, we set a variant local epoch based on the available data volume
of the FL agents. To the end, the agent performs an asynchronous FL process
to generate an updated global model using the collected model information of the
FL agents. The main challenge of our proposed method is to quantify the amount
of local computational tasks for the resource-constrained agents and ensure that a
sufficient number of data samples are possessed by the participated agents. The
main limitation is that our proposed method is not able to deal with a situation
if the agents possess heterogeneous local models, i.e., we did not consider model

heterogeneity of the distributed agents.

Contributions

We propose an FL model to predict an agent’s (or loan requester’s) financial sit-
uation by considering variant local epochs for the data holders of the agents (e.g.,
banks, financial organizations). We leverage FL strategy that considers customer’s
local resources to assign computational tasks during training. Particularly, the lo-
cal computational tasks of each FL agent are assigned based on their data volume,

bandwidth, and network availability. We analyze our prediction model by consider-
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ing various batch sizes and agent numbers for the training phase. To the end, we
visualize the performance of our FL model compared with a centralized model, and
also with a mean local model, and the best local model in an FL process. Our key

contributions are listed below:

e To the best of our knowledge, we introduced the first FL application on pre-
dicting the financial distress of the customers by analyzing their previous trans-

action history.

e Our proposed prediction model leverage on-device training of the agents and

does not require any sensitive information to develop the prediction model.

e Our developed model utilizes the edge resources and cut-off the processing

burden from a central fusion center.

e The proposed FL model is effective in a resource-constrained environment; i.e.,

when a large number of distributed agents have limited resources.

e To demonstrate the effectiveness of our proposed model in predicting finan-
cial distress, we evaluate the performance by considering a various number of

stragglers and compare the model with the existing methods.

7.3.3 Background of Federated Learning and Our Proposed

approach

FL term was first introduced in [MMR*17] where they proposed a popular FL
algorithm called Federated Averaging (FedAvg). The algorithm was designed to
manage multiple agents collecting data and a server coordinating the local update
from the distributed agents to leverage global learning objectives. In particular, the

goal is to minimize:
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min F(w) = Y P.F,(w), (7.1)

where, R is the number of agents, P. > 0 )  P. = 1 (P. > 0) which defines the
relative impact of a local agent, satisfying >, P. = 1. The local objective of an agent
measure the risk over possibly variant data distributions D., i.e., F.(w) = FE,, p,
[fe(w;we)], where r. samples are available at each agent c. Therefore, p. = ™, where
r =) rc refers to the total data points across the network.

Federated learning (FL) can be defined as a distributed machine learning tech-
nique that allows the edge agents to generate models based on their local data and
builds an aggregated global model on the server learning from all the edge agents.
The agents generally share their generated model or algorithm without passing raw
data directly to the server. Thus, as data remains on-device, privacy is maintained
to some extends. Besides, there could be a various number of agents that are inter-
ested to be a part of the FL process. However, the FL process considers a fraction of
the agents to be part of the training process. One benefit of considering a fraction
of agents could be to make the FL process simple, i.e., when we have a lot of agents
within an FL environment, considering a subset of the agents would let us deal with
a smaller number of agents; and the other benefit is that the agent activities can be
handled effectively. They showed how to perform model training in several iterations
through a server-agent interaction and finally, produce a smart model by learning
from participated local agents. For initiating the process, the initial global model
that is shared with all the agents and for reducing communication overhead, they
perform a predefined number of local epoch on each agent side. Further, each agent
performs local epochs by splitting data into batches and an optimization method to
reach closer to the optimal local solution. Finally, the prepared local model by each

agent is shared with the server.
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FL generally includes the following three steps:

Step 1 (Initialization of Global Model): At the initial stage, the FL server
initializes a global model for a specific task and selects a fraction of available agents
for the training phase that are called participants. The initialized global model is
disseminated to all the participated agents.

Step 2 (On-device or Local Training): After receiving the global model, each
participant carries out on-device training on its local data and also learning from
the global model. The generated local model is shared with the server.

Step 3 (Accumulation of Agent Models): The FL server waits for the response
of the FL participants and upon receiving their model information, the FL server
aggregates the model parameters and generates the latest global model. Again the
FL server selects a new subset of FL agents and the updated global model is again
shared with all the newly selected participants. The iterative process of step 2 and
step 3 is continued until the global model reaches to a target convergence. We

presented an overview of the FL process in Figure 7.34.
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Figure 7.34: Overview of Federated Learning process for modeling agent’s financial
status prediction.

However, the FedAvg algorithm does not guarantee convergence when we have

non-IID data within the network and the majority of the participated agents give
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a slow response (called stragglers agents). The FedAvg algorithm simply drops the
stragglers from the training round and in case most of the participated agents are
dropped, then the training period would be prolonged, or convergence cannot be
achieved. Instead of that, if we assign a local computational task to each agent
based on their resources and count every little contribution from all participated
agents including the stragglers, then our model convergence time can be acceler-
ated. The proposed FL model is particularly useful when we have heterogeneous
agents within a network in terms of available resources and non-uniform distribu-
tion of local data, and most of the participated agents have resource-constrained
issues. In such situations, the traditional distributed learning techniques for finan-
cial distress prediction fail to generate an effective model. Besides, our proposed FL
model can capture the global knowledge of the customers’ financial distress while
not exposing any customer’s private data, while the traditional learning techniques
are privacy-intrusive, and also not able to capture the global knowledge. Our main
objective is to minimize the loss of the global objective function by performing a
weighted average of the participated agents’ local tasks in presence of a large number
of stragglers. We enable a dynamic local task allocation technique through which
the distributed agents can perform variable computational tasks according to their
available resources. In that way, if a straggler holds vital information, we still can
include that in the global model instead of dropping it from the training round. The
proposed FL model can be significantly useful for financial sectors, where customers
privacy has utmost importance and different financial sectors do not want to ex-
change the information due to customers privacy but still want to have the benefit
of the prediction model.

A high level overview for modeling customer’s financial status prediction scheme

is illustrated in Figure 7.35. We considered Credit Bureau as the FL server and
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Bank, Card Issuers, and Auto Finance Company as the FL agents. At the initial
stage, the FL server initializes a global model for a specific task and acknowledges
each agent about their local computational task to perform, Upon receiving the
global model, each participant performs the assigned computational task through
on-device training and share their model with the server, and finally, the server
performs aggregation on the received models. In Figure 7.35, we assume that Bank
and Auto Finance Company have limited resources and Card Issuers has sufficient
resources. Considering the resource availability, Bank and Auto Finance Company
perform 40% and 52%, respectively, of the overall computational task, and Card
Issuers perform the whole task. To make the idea more clear, let us assume that
the task publisher assigns a task to perform a 100 local epoch. However, some of
the agents may not be capable to perform 100 local epochs or may have a few data
for which excessive local epoch may overfit the model. Hence, if an agent has fewer
resources, then it is allowed to perform a suitable number of local epoch and send
back the model update to the FL server. This technique solves two issues: 1) it
is not required to wait for a straggler agent while updating the global model, and
2) every participated agent’s contribution can be counted. We provided details of

FL-based modeling customers’ financial distress prediction in Section 7.3.4.

Credit Bureau

@ Local model
@ Global model

D
3>@;@
)

Auto Finance
Card Issuers Company

Figure 7.35: Our proposed Federated Learning approach for modeling agent’s finan-
cial status prediction.
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7.3.4 System Description

We assume that similar features of customers’ personal and loan information are
available to different banks, financial agencies, and card issuers. We consider each
of such information sources as an FL agent and take into consideration a credit
bureau as an FL server. A credit bureau is generally responsible for collecting
information from different sources and providing suggestions to third parties on
whether a loan can be given to a certain customer. However, many customers
would not feel safe sharing their information directly with an external server as
there is a high chance of privacy violation. Our proposed method is particularly
suitable for customers’ financial distress prediction task because we generate a smart
prediction model that captures the knowledge of all necessary financial sectors even
without sharing any raw data. Our method can generate a prediction model by
distributing computational tasks among participated agents and setting up dynamic
task allocation for resource-constrained distributed agents. Compare to the existing
approaches, this is the first FL application for customers’ financial distress prediction
that can carry out model construction in a distributed fashion while preserving
privacy and even when the distributed agents have systems heterogeneity and variant
local data volume. We presented the flowchart of the overall process in Figure 7.36

and described our proposed approach step by step as follows:

A Global Model Initialized by FL server

At first, a task publisher define the task that is resided on the server. A global
model is initialized by the FL server, which is disseminated to all the available
network agents such as available banks, financial sources, and other agencies. All
the interested agents share their consent with the credit bureau that acts as an FL

server to be a part of the training process. That global model can be considered
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a function and particularly, the credit bureau initialized the hyperparameters (i.e.,

coefficients, bias) and the learning rate of the global model.

Broadcasts Global Model Participants

After the global model initialization, the FL server (i.e., credit bureau) tracks agents
that show interest to be a part of the training process.  The FL server shares
the hyperparameters (i.e., coefficients, bias) and the learning rate with the agents
holding the customer’s information such as available banks, financial sources, and

other agencies.

Selection of FL Participants

After acknowledging the task and receiving the global model, a number of agents
(e.g., banks or financial agencies that could hold customers’ information) would
show interest. However, we do not consider all the FL. agents for the training phase
because the high number of FL agents may overly complicate the overall process
and the waiting time of the FL server would be prolonged to make sure that all
the local models’ update is considered while updating the global model. Instead,
a subset of FL agents are selected for the training phase that shows interest and
has sufficient available computational resources. Each selected agent constructs a
linear model based on its available local data and applies an optimization algorithm,
Stochastic Gradient Descent (SGD) until the local model finds out optimal solution

to minimize the loss function.

Perform On-device Training and Generation of Optimal Local Model

If we consider a real-life FL setting, then some agents may possess only a few

data while the other may contain a large amount of data. Therefore, assigning
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Figure 7.36: Flowchart of the proposed Federated Learning process to predict cus-
tomer’s financial disaster.

the same number of local epochs would not be feasible and also not effective for the
overall learning process. Considering the data volume and resource availability, some
agents may need to perform a higher number of local epochs to accomplish a target
convergence while some agents may be capable to perform only a few rounds of the
local epoch. Considering that, we proposed an FL model for customer’s financial
distress prediction by adapting an inexact solution through the generalization of the

state-of-the-art FedAvg algorithm [MMR*17]. Particularly, the inexact solution can
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help an agent to determine the number of local epoch (i.e., computational tasks)
it needs to perform by analyzing its on-device resources. The 7. -inexactness for
performing variant computational tasks by a agent c¢ at training round r can be
defined as follows [LSZ"18]:

Let us consider a function, G, (w;w,) = Fe(w) + § |lw — w,||?, and 7 € [0,1], we call
w* is a 1l -inexact solution of min, G. (w;w,) if ||VG. (w*;w,)|| < 1% [[VGe (wr; wr)]|
where, VG, (w;w,) = VF.(w) + a (w — w,).

Here, the effectiveness of n-inexactness is that it enables variable local computa-
tional tasks to be performed by the selected FL agents. Due to systems heterogene-
ity, as the agents may have dissimilar progress in solving local objective functions,
therefore, it is necessary to enable adaptive 1 considering the FL agent’s available
resources. After receiving the global model, each agent splits their samples into
batches and constructs a model by applying SGD optimizer on the mini-batch of

data. Each agent performs a predefined number of local epochs that are set by the

FL server and it is calculated based on the available number of customer data.

Update Global Model and Repeat the Training Process

After allocating variant computational tasks, the FL server waits for the local model
update from the participated agents and performs an aggregation whenever it re-
ceives a model from any of those agents.

As the participated agents may have variant local epochs that may take different
computation times for generating the local model, thus, as soon as any model is
received by the FL server, it performs aggregation on the local models for updating
the global model. That means, we perform asynchronous FL approach to update
the global model. The key contrast of asynchronous FL with a synchronous FL is

that in the synchronous FL approach, the FL server only updates the global model
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when it receives a model from all the agents while in the asynchronous FL method,
the global model update is performed whenever an FL agent model is received by
the FL server. After updating the global model, the FL server shares that latest
global model with the network agents and newly selects participants for the next
round of the training phase. The same process is continued until the global model
completes a predefined iteration round or reaches to the target convergence. We
presented the flowchart of the overall process and the framework of our proposed

model in Figure 7.36 and 7.37, respectively.
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Figure 7.37: Federated Learning Framework to predict customer’s financial disaster.

FL Model for Predicting Customer’s Financial Disaster

In Algorithm 13, we presented how we modified FedAvg [MMR™17] algorithm to
perform prediction of customer financial disaster. Initially, the FL server (i.e., the
credit bureau) defines the task (line 1) and also initializes a global model with
required parameters (line 2). In every training round, the FL server chooses a
fraction of agents, which are called participants (line 4-5). We assume that there
are total n number of data samples available within a network that are possessed by
distributed agents. If the data samples are uniformly distributed, then we assign a

similar local epoch to all participants (line 6-7). In case of non-uniform distribution
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of the data samples, the FL server requests each participant to share the status
of their available data volume and the FL server estimates a local epoch for each
individual participant V' (line 8-10). After that, the FL server call each participant
by passing the agent id, latest global model and local epoch to find out an optimal
local solution (line 11-12). Each FL participant receives the shared global model,
splits their local samples into batches, performs a local training based on the required
number of local epochs, and shares that local model with the FL server (line 15-
20). Whenever the FL server receives an updated local model from any of the

participants, it aggregates the received models to generate an updated global model

(line 13-14).

7.3.5 Experimental Evaluation

7.3.6 Simulation Settings and Dataset Preparation

For our simulation, we used Python programming language and tailored Google
Colab developed by Google as the simulation environment. Google Colab is an
online simulation framework for writing and executing ML, distributed ML, and
deep learning codes. The simulation platform provides various runtime environments
and python versions for the successful execution of the codes. It is also effective
for downloading and mounting larger datasets directly from the server swiftly and
provides a high computation speed during the construction of a complex learning
model. We used the Give me Some Credit dataset [LLL11] from Kaggle that has
1,50,000 data samples with a shape of (150000,12). The features are agent id,
age, monthly income, debt ratio, number of dependents s, number of running credit
account, number of loans or lines in real estate, revolving utilization of unsecured

lines, number of times 30-59 days past but due unpaid, number of times 60-89 days
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Algorithm 13: FL Model for Customers Financial Disaster Pre-
diction. The number of available agents within the FL network
is denoted by N, the fraction of agents for the training phase is
represented by f, local data samples on each agent is P., number
of local epoch on an agent is £, and 7 is the learning rate.

1 Task is initiated and interested agents’ resource status is received by credit

bureau that acts as FL server

2 A global model w, is initialized by the credit bureau
3 for every training round r =0,1,2,3... do

4 s« max(|N-f],1)

5 R = random set of s agents

6 if dataset is uniformly distributed then

7 set a similar local epoch for all participants

8 | dataset = 0

9 else

10 Each agent acknowledges server about its available sample size V'
11 Determine number of local epoch &, for each participant V'
12 | dataset = 1
13 for each agent ¢ € R in parallel do

14 wt,, = LocalTraining (c, w,, &)

15 if model received from c within time t then

16 L Wr1 S Z/c\il Wi

17

LocalTraining (c,w,&,) :

18 if (dataset == 1) then

19 Each agent finds a w’ ™ which is a 7™ -inexact minimizer of: w/™ =
Fo(w) + 5§ |lw— w"||* and determines maximum feasible local
computational task (i.e., local epoch) & to perform

20 [ < (Split P, into batches of size B)

21 for each local epoch 7 from 1 to &, do

22 for batch b € 5 do

23 w4 w—nVe(w;b)

24 return w to server
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past but due unpaid, number of times 90 days past but due unpaid. The target
column has a label that indicates whether the agent would face financial disaster in
the next two years or not. The dataset was highly imbalanced, i.e., the number of
samples with label 0 was 139974 while the samples with label 1 was only 10026 in
number. To make our prediction model unbiased due to the imbalanced dataset, we
performed downsampling on the dominant class label 0 using resample() function
and matched the number of samples or instances of a class with label 1. After
that, we used train_test_split to separate train and test data and allocated test size
as % of the whole dataset. Unlike conventional ML approach, we distribute the
whole dataset among a number of agents who are responsible for performing local

computation on those distributed data, generating a model and sharing that with

the FL server.
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Figure 7.38: Split dataset across 12 agents and simulate performance of various
number of participants with different batch sizes: (a) batch size = 0 (b) batch size
= 3 (a) batch size = 5 (a) batch size = 10.
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7.3.7 Experimental Results

For the convenience of our simulation, we define several agents under consideration
and distribute our whole dataset among those agents. In a real-life scenario, the
number of agents indicates the available interested agents within an FL network.
However, we can distribute the dataset in a uniform or non-uniform fashion among
the agents. If we uniformly distribute the dataset among the agents, we call it 11D
settings and in case we perform non-uniform distribution of the data among the
agents, we call it non-IID settings.

We perform our simulation by considering both IID and non-IID FL settings.
As we already discussed in Algorithm 13, we need to select a fraction of agents
who would carry out local training. We consider a variant number of agents to
split our dataset and figure out the best estimator for those scenarios. In Figure
7.38, we show the simulation results after splitting our whole dataset across 12
agents and figuring out what number of participants showing the best estimator
in 50 training rounds for different batch sizes, i.e., batch size = 0, 3, 5, 10. From
the simulation result, we understand that, while considering 12 agents to split our
dataset, if we set batch size as 0, 3, 5, 10, then considering participants as 9, 10,
11, and 11, respectively, would give us the effective training outcome. For the 11D
settings, where the dataset is uniformly distributed across the agents, we applied
our proposed Algorithm 13 derived from FedAvg model [MMR17] and checked
out its performance with the mean of local performance of the selected participants.
We considered variant number of agents to partition the dataset, selected optimal
number of participants with the results of Figure 7.38, and set different batch sizes
to examine the performance. In Figure 7.39, we can see that our proposed model
outperforms the mean of the local model performance in all cases. We also store

the best local model in every training round and compare that to our corresponding

235



Proposed FL Model F1-score vs Local model F1-score 070 Proposed FL Model F1-score vs Local model F1-score. Proposed FL Model F1-score vs Local model F1-score
0.750

0725 0725

0.700

0675 0675

3 2 £ o058
g g 8
§ 0650 8 0650 2
b o b
0625 066
0625
0600 064
0600
os75 062
0575
0550 |~ Proposed FL Model e~ Proposed FL Model 080 —o— Proposed FL Model
0 2 s 60 ) 100 0 2 w 60 50 100 0 2 o & & 100
Round Round Round
(a) C=4,P=3,B=3 (b)C=4,P=3B=>5 (c)C=4,P=3B=10
Proposed FL Model F1-score vs Local model F1-score Proposed FL Model F1-score vs Local model F1-score Proposed FL Model F1-score vs Local model F1-score
ora 0.74
072
o7z
o070
070
o068 o
8 goss
2 8
066 T
066
064
064
062
062
g0 |~ Localodel —— Local Model —e— Local Model
—o— Proposed FL Model —o— Proposed FL Model —o— Proposed FL Model
060
o 2 @ o & 100 0 2 W & & 100 0 2 o & & 100
Round Round Round
(d)C=8,P=7,B=3 (e)C=8,P=7,B=5 (fyc=8,P=7B=10
Proposed FL Model F1-score vs Local model F1-score Proposed FL Model F1-score vs Local model F1-score Proposed FL Model F1-score vs Local model F1-score
074
o074
323
! o7z
070 |
§ oes \l o070
066
' 068
064
066
062 —e— Local Model —e— Local Model —e— Local Model

—e— Proposed FL Model —o— Proposed FL Model 064 —e— Proposed FL Model

0 2 0 60 80 100 0 2 a0 50 & 100 0 20 40 0 & 100

(j)C=12,P=7,B=3 (k)C=12,P=10,B=5 ()C=12,P=11,B=10

Figure 7.39: Performance comparison of our proposed FL model with variant local
epochs vs local mean model of the participants (C' = clients, P = participants, B
= batch size).

model. We found that the proposed model has very close training accuracy compared
to the best local model performance. The comparison of our proposed model with
the best local model is visualized in Figure 7.40.

We compared our result with a personalized FedAvg (Per-FedAvg) algorithm.
In Per-FedAvg, the stochastic gradient for all the participated agents is computed
based on their independent local dataset batches. However, if a participated agent
is unable to execute the required number of local iterations considering the local

gradient, then it may affect the global model accuracy. In the worst case, that
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Figure 7.40: Performance comparison of our proposed FL model with variant local
epochs vs best local model in every training round (C' = agents, P = participants,
B = batch size).

agent would not be able to send a response to the server within a preset time. If
we consider that most of the participated agents in the training process cannot
execute the assigned number of local epochs, then the model convergence would
be prolonged. Though the setting up of local gradient accelerates the training
process of the agents compared to the state-of-the-art FedAvg algorithm, it fails
to address underlying issues when most of the agents have limited resources and
can hardly perform an assigned computational task. Our proposed model can deal

with the resource limitation issues by assigning higher computational tasks to the
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resource-sufficient and reliable agents and setting lower computational tasks to the
resource-constrained agents.

We also simulate our proposed FL model performance for non-IID settings by
distributing data uniformly through label shewing and considering a various num-
ber of stragglers. We tested our system with various skew levels (i.e., non-IIDness),
ie., 0,0.1,0.15,0.20,0.25,0.30,0.35,0.4,0.45,0.5,0.6,0.7,0.8,0.9,0.95. A skew label
0.30 means the FL agent would have a minimum of 30% labels of a class. In fig-
ure 7.41-7.43, we compared our proposed method with the centralized model, local
mean, FedAvg and Per-FedAvg method during prediction of agent disaster consid-
ering the non-settings with variant skewness and stragglers. We can see that our
proposed FL model outperforms the local mean model and FedAvg model in every
case because traditional local mean model and FedAvg simply drop the stragglers.
Our proposed model also achieved higher F1 score than Per-FedAvg, particularly
in presence of stragglers because its capability of accepting partial works from the
resource-constrained agents. Specifically, Per-FedAvg sets the local starting point
to reach at target convergence while our proposed method generates optimal lo-
cal computational task to perform in a training round. Further, our proposed FL
model performs almost similarly to the centralized model up to 70% skew label
and has slow performance degradation with higher skew label. We also tested the
computational time of our proposed model as well as other state-of-the-art learning
methods such as decentralized technique with no model transfer, federated averag-
ing (FedAvg) algorithm, personalized federated averaging (per-FedAvg) algorithm,
activity and resource-aware FL model (FedAR), and we achieved less computation
time for different FL scenarios considering a various number of agents with strag-
glers (see Figure 7.44). The decentralized method resulted in highest computational

time because whenever an agent became a straggler, the neighbor agent needed to
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wait for the data from that agent to update its learning model. In turn, FedAvg
directly drops the agents who become straggler during a training round, and both
Per-FedAvg and FedAR do not accept partial works from the stragglers and carry-
out training based on agent’s personalization. FedAR achieves comparatively better
performance than Decentralized, FedAvg, and Per-FedAvg because it has a mech-
anism to avoid the weak agents and not select them for training; however, it takes
more computational time than our proposed method because it also needs to wait

for the straggler agents if somehow an effective agent turns into straggler.
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Figure 7.41: Evaluate Fl-score of different learning methods in non-IID settings
considering 2 stragglers out of 4 participants.

7.3.8 Discussion and Analysis

Our proposed FL model is particularly suitable for the unique task of predicting the
financial distress of the customers because it maintains data privacy and leverage
edge computation to generate a prediction model. As the leakage of customers’
sensitive data is a major concern of the modern financial sectors, thus, applying our

proposed model can cut off the tension of data leakage. This is the first FL appli-
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Figure 7.42: Evaluate Fl-score of different learning methods in non-IID settings
considering 4 stragglers out of 6 participants.
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Figure 7.43: Evaluate Fl-score of different learning methods in non-IID settings
considering 8 stragglers out of 10 agents.

cation for predicting financial distress. To this end, we not only implemented the
application using the state-of-the-art FedAvg algorithm but also propose a dynamic
task allocation strategy that tailors the effective amount of computational tasks a
distributed agent needs to perform. Through the distributed learning paradigm, the
processing burden upon a central fusion center is eliminated and each distributed
agent learns collaboratively from local data and global knowledge. Instead of as-

signing uniform computational tasks, the novel dynamic task allocation strategy
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Table 7.3: Evaluation of our proposed model performance considering precision,
recall and F1-score.

Test case iﬁi‘g’l 0% | 20% | 40% |60% |80% |90% |95%
2 stragglers | Precision | 0.740 | 0.733 | 0.742 | 0.715 | 0.705 | 0.607 | 0.598
among Recall 0.686 | 0.711 | 0.688 | 0.687 | 0.634 | 0.585 | 0.492

4 agents Fl-score | 0.712 | 0.722 | 0.714 | 0.701 | 0.668 | 0.596 | 0.540
4 stragglers | Precision | 0.742 | 0.739 | 0.749 | 0.721 | 0.717 | 0.706 | 0.676
among Recall 0.713 | 0.717 | 0.693 | 0.705 | 0.679 | 0.613 | 0.562
6 agents Fl-score | 0.727 | 0.726 | 0.720 | 0.706 | 0.698 | 0.656 | 0.614
8 stragglers | Precision | 0.751 | 0.747 | 0.758 | 0.751 | 0.745 | 0.734 | 0.725
among Recall 0.710 | 0.711 | 0.711 | 0.708 | 0.707 | 0.714 | 0.678
10 agents Fl-score | 0.730 | 0.729 | 0.734 | 0.729 | 0.726 | 0.724 | 0.701
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H Proposed approach 19.86 24.43 39.23 42.12 62.17

Figure 7.44: Computational time simulation of our proposed Federated Learning
model with other existing approaches.

helps us to tackle the issues regarding systems heterogeneity while applying the FL
process.

Our study demonstrates that the heterogeneous resources of the distributed
agents can significantly mitigate the overall performance of the model during the

prediction of customer financial distress. Similar straggler effects were observed
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in the past studies in different other settings, e.g., a recent study on collaborative
mobile robots demonstrated that a higher number of stragglers lowers the model
accuracy of the participated robots [[A20]. However, the proposed model can only
select the effective agents for the training process but missed the underlying issues if
most of the agents have resource limitations. Similarly, the authors in [VNN*21] also
aimed to mitigate straggler effects by understanding its negative effect on the model
convergence. They proposed an approach of selecting agents for the FL process
while considering cell-free large MIMO networks. However, their proposed strategy
mostly focused on network bandwidth, did not analyze the other resource status
(e.g., locally available data) of the distributed agents, and failed to scale up di-
verse local model updates. Besides, the authors in [NY19] proposed an FL protocol
by managing agents based on their resource conditions. Particularly, the protocol
can resolve the agents’ selection issues considering resource constraints that enable
the FL server to perform an aggregation over the local model updates of as many
agents as possible. However, their proposed approach does not work effectively
when agents’ local computation time and model update time fluctuate dynamically
from agent to agent. Our proposed FL model can effectively predict financial dis-
asters even when a large number of participated agents are stragglers due to their
resource-constraint issues. We dynamically allocate local training tasks for the fed-
erated agents so that none of the agents incurs delays in sharing local model updates
and thus, we can significantly reduce the computational time to reach our target
accuracy.

The outcome of this research indicates that though the centralized model per-
forms effectively in predicting financial distress, it possesses an underlying problem
as it needs to collect all the sensitive information from different financial sectors. It

is obvious that due to customers’ privacy, a lot of companies would not be inter-
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ested in avail the privilege of the prediction results. If we consider the traditional
distributed ML systems as a scheme of sharing information, that also underperforms
because the agents could not learn global knowledge instead only learn from their
peers. After that, we check the performance of the state-of-the-art FedAvg and Per-
FedAvg algorithm and observe improved performance compare to the traditional
distributed learning-based systems. It is because both FedAvg and Per-FedAvg
consider the global knowledge during the local model update of each agent. Be-
tween the FedAvg and Per-FedAvg algorithm, Per-Avg achieves better prediction
results because it enables personalized model training of the agents. However, both
FedAvg and Per-FedAvg did not quantify the task allocation during model train-
ing. As a result, when we have a resource-constrained environment and the task
publisher sets up an overwhelming task for a resource-constrained agent, it fails to
accomplish that task and turns into a straggler. We handle that issue by allocating
local computational tasks analyzing agent available resources and enabling partial
computational tasks for the resource-constrained agents. That is why our proposed
model achieves higher accuracy even when we have a high number of stragglers
within an FL setting because it allows partial works for the resource-constrained
agents instead of dropping them from the training round that ensures inclusion
of various observations of the distributed agents. Eventually, that also accelerates
the convergence time because our model performs model aggregation whenever the
server receives a model update from any of the agents instead of waiting for a model

update from all the participated FL agents.
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7.3.9 Methodological Contribution

Financial distress prediction of customers is pivotal for financial organizations who
need to undertake critical decisions on loans based on the generated results from
the forecasting model. Bankruptcy prediction of the customers is one of the main
aspects in this regard. To construct a learning model for determining customers’
financial distress, the traditional learning methods share the private information of
the customers to a central fusion center. Later on, a central prediction model is
developed based on the gathered data of all the customers. However, sharing the
customers’ private data may lead to privacy leakage, and any of the data could be
modified in the middle of the data sharing process. Thus, we focus on preserving
customers’ data privacy while generating a prediction model. We perform on-device
model training considering distributed network agents, collect the learning model
from those agents, and obtain a final model that captures all the global knowledge.
From the theoretical perspective, the final model can still obtain a smart model
that has high accuracy and low loss because we are considering each agent’s feed-
back on their local samples and perform weighted average on the shared model that
eventually gives more importance to the agent’s model that holds more data. We
practically simulate the model for the financial disaster prediction model based on
the state-of-the-art FedAvg algorithm and observed superior performance than the
traditional decentralized model. Later on, we investigate how the FedAvg algorithm
would perform if a majority of the distributed agents have resource-constrained is-
sues, and turn into stragglers when a uniform local computational task is assigned to
them. Our implementation results show that the system heterogeneity has negative
effects on the global model performance, and it prolongs the model convergence if a
majority of stragglers are dropped from the training process. To solve this issue, we

dynamically allocate local computational tasks based on the available resources of
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the distributed agents to predict customers’ financial distress. The hypothesis that
we considered is if we can handle the situation of turning an agent into a straggler,
then we can accelerate the convergence process and can obtain a high-quality model.
Particularly, an agent turns into a straggler if the assigned computational task is too
overwhelming for that agent. Thus, if we enable partial computational tasks for an
agent, then it can contribute towards model convergence using its limited resources.
It gives us two major advantages: first, every small contribution of the agents is
counted, and second, we do not have to lose the effect of any agent’s data that could
be crucial. By leveraging our proposed FL model, we found a significant improve-
ment of accuracy even when a high number of agents have constrained resources.
Besides, we achieved lower computational time to reach target convergence as the
FL server did not have to wait for model updates from the weak agents. Thus, our

theoretical and practical implications are validated.

7.3.10 Conclusion

We proposed an FL paradigm for predicting agent financial status, utilizing local
computation of different information sources considered as FL agents. We enable
a strategy of accepting partial works from the weak agents and demonstrate how
to ensure robustness for financial distress prediction application even if we have a
large number of stragglers. We simulated our prediction model in both IID and
non-IID settings and considered available local data volume to determine the re-
quired number of local epoch for each FL participant. Due to variant data volume,
i.e., different local epochs, we leveraged the asynchronous FL. mechanism that per-
forms global model update without waiting for all agents’ local model updates. We

tested the model by splitting the dataset among the variant number of agents and
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simulated results for different batch sizes. By considering a different number of
stragglers and setting up various computational tasks (e.g., local epoch, batch size),
we demonstrated that our developed FL model is robust even if there are many
straggler agents within the network. We also show a comparison graph of F1-score
that proves the effectiveness of our proposed FL model outperforming the central-
ized model and the state-of-the-art FL. model, particularly in non-IID settings. We
achieved 5 ~ 6% higher testing accuracy on average compared to the state-of-the-art
FL models even when we have highly sparse non-1ID data within the networks, and
a large number of participated agents have limited resources. We also found that
our proposed model achieved faster convergence compared to the state-of-the-art
FL methods (e.g., 10.21s faster computational time than FedAvg when considered

10 straggler agents out of 12 agents).
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CHAPTER 8
CONCLUDING REMARKS AND FUTURE WORKS

8.1 Summary

In this dissertation, we study the systems, statistical, and model heterogeneity is-
sues while applying distributed machine learning algorithms in resource-constrained
environments. In chapter 2, we conducted a comprehensive survey on Federated
Learning-based Internet-of-Things (FL-IoT) settings by analyzing existing chal-
lenges, discussing potential solutions, presenting open research issues, and high-
lighting future research directions. We then design a distributed sensing mechanism
presented in chapter 3 that can trigger any network clients remotely encountering
low communication cost, and fetch necessary information for FL training. After-
ward, in chapter 4, we introduce an activity and resource-aware FL model that
examine the previous contributions of the clients and check out the resource status
to select the effective client for FL. method. In chapter 5, we develop a tri-layer FL
framework that can effectively handle systems and statistical heterogeneity of the
network clients in spite of the presence of the resource-constrained devices. Moving
forward, we introduce a technique to handle heterogeneous local model architectures
and local resources of the distributed clients via knowledge distillation and dynamic
local task allocation in chapter 6. After that, in chapter 7, we present how our
novel FL algorithms can be effective in real-world applications, such as improving
resilience of critical infrastructures, human activity recognition, and finance.

We presented a novel approach of distributed intelligent sensing leveraging smart
end-user nodes which can sense the environment and communicate with a central
server by sending their asset. We proposed and implemented a solution to leverage

mobile nodes for stimulating data. We further discussed the pathway to use collected
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data as a facilitator towards enabling federated learning for effective communication
among the sensor nodes. We then explained federated learning as a promising
solution for our distributed intelligent sensing and decision making a framework to
attain optimized outcomes while learning over autonomous IoT networks.

After developing the distributed sensing mechanism, we implemented an ac-
tivity and resource-aware FL framework, FedAR to deal with the untrustworthy
and resource-constrained FL environments. We constructed a trust model that la-
bels each client with a score after monitoring their activities and previous training
performance. Our proposed framework capable of avoiding the inconsistent and
inadequate resource clients from the training process by checking out their resource-
availability and previous participation history.

Though FedAR is capable to select proficient clients during training, it has lim-
itations if any proficient clients somehow turns into a straggler during a training.
Besides, handling statistical heterogeneity and training a large model would be
ineffective for the resource-constrained devices. Thus, we develop a tri-layer FL
framework, FedPARL where we additionally try to answer two things: first, how
our system will respond if we have large data across network, and second how we
can tackle a situation if majority of the available clients possess low resources and if
we have no other way without selecting the resource-scarce clients for the training.
So, in a nutshell, the main focus of FedPARL is how can we carry-out lightweight
model training and count every little contributions from the resource-constrained
clients. We tested our FedPARL framework with various datasets and achieved a
robust, stable and consistent FL model that has remarkable performance within
unreliable heterogeneous networks.

Though our FedPARL framework can handle systems and statistical hetero-

geneity, it can not handle an FL setting, where the clients possess heterogeneous
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model architectures. Thus, we develop FedMDP that can deal with resource-
constrained agents with heterogeneous local model architectures. We developed
a distillation techniques that is effective even in a highly resource-constrained en-
vironment with heterogeneous resource and local model architectures. Our simula-
tion results demonstrated that leveraging dynamic local task allocation and infusing
knowledge distillation can solve the issues related to heterogeneous FL settings with
non-identical local model architectures and local computational resources.

After developing various FL algorithms that can handle systems, statistical and
model heterogeneity, we focus on applying our developed algorithms in solving real-
world challenges. We demonstrated that our leveraged novel FL algorithm is effec-
tive in improving resilience of critical infrastructures, identifying human activities in
a highly unreliable environment, and can also predict customer’s financial distress

when the network agents have constrained computational resources.

8.2 Future Works

We present significant future research directions that can be conducted in the current

state-of-the-art distributed machine learning techniques for IoT environments:

e Our novel FL algorithms can avoid untrustworthy agents from the training
process and can also handle a situation if an agent share a diverge model
update. However, various types of cyber attacks could be observed in a learn-
ing environment, such as poisonous attack, sybil attack, backdoor attack. A
comprehensive study needs to be conducted to detection and prevention such

attacks in an FL-IoT environments.

e In our novel FL algorithms, we aim to preserve data privacy of the participated

agents either by exchanging only the local model parameters or collecting the
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agents’ feedback as a class scores based on a public dataset. However, still
there remains possibility of leaking information of the network agents and
more sophisticated privacy mechanism need to be developed for the learning

process.

The state-of-the-art FL research put less focus on hyperparameters tuning
optimization and feature selection. In an FL process, there are local training
hyperparameters (e.g., learning rate, batch size, local epoch, dropout) on the
agent side and server hyperparamaters (e.g., number of agents, timeout) on
the FL server side. Thus, extensive research needs to be conducted on optimal
hyperparameter tuning and removing insignificant features from agents’ local

dataset to enable automated FL.

We also would like to investigate the effectiveness of various algorithms, such
as YOLO and tiny YOLO, and would like to explore their impact on resource-

constrained Federated Learning environments.

In a human-centered multi-layer FL setting, the network could be interdepen-
dent. In future, we plan to develop a holistic model that can capture the
interdependence among human-centered multi-layer critical infrastructures.
Extensive research needs to be performed to enable interdependent decision
making in a distributed fashion by developing efficient solutions that are capa-
ble of finding globally optimum solutions using information from each network

as well as modeling the interdependent information exchange.
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