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ABSTRACT OF THE DISSERTATION 

DIGITAL TWIN-BASED COOPERATIVE CONTROL TECHNIQUES FOR SECURE 

AND INTELLIGENT OPERATION OF DISTRIBUTED MICROGRIDS 

by 

Ahmed Aly Saad Ahmed 

Florida International University, 2021 

Miami, Florida 

Professor Osama A. Mohammed, Major Professor 

Networked microgrids play a key role in constructing future active distribution 

networks for providing the power system with resiliency and reliability against catastrophic 

physical and cyber incidents.  Motivated by the increasing penetration of renewable 

resources and energy storage systems in the distribution grids, utility companies are 

encouraged to unleash the capabilities of the distributed microgrid to work as virtual power 

plants that can support the power systems. The microgrids nature is transforming the grid 

and their control systems from centralized architecture into distributed architectures. The 

distributed networked microgrids introduced many benefits to the future smart grids, it 

created many challenges such as the absence of centric oversight, the lack of robustness 

against renewable uncertainty and vulnerability to cyberattacks. These challenges and 

issues imposed the necessities to transform the control system architecture form classical 

decision making to holistic, hierarchical multi-vision distributed smart decision making.    

In this dissertation, a data-centric oversight layer is added on top of the energy cyber-

physical system to collect the required information by the internet of things (IoT) 

technologies and provision it to the cloud virtual space. This layer has relatively unlimited 
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computational and communication resources that can guide the distributed cyber system to 

secure, reliable, efficient and intelligent operation. By adding the data-informed model 

philosophy (Digital Twin) into this centric layer can answer real-time What-IF questions, 

enhance the control system resiliency, provide the control system with guidance toward the 

global optimal objective and provide situational and security awareness. 

The dissertation extended the developed control system resiliency by providing multi-

mode of operation according to the cyber system state. The distributed multi-agent control 

system is designed to be security-aware without the centric oversight via developing 

distributed cyberattack observer that can detect and identify the attacked neighbors by 

extracting the cyber graph and the consensus control features and compare it with the 

healthy characteristics. 

Finally, the controller itself is armed with an independent mode of operation, which 

makes the controller work with the local information only to guarantee stable and optimal 

operation. The developed techniques and ideas we experimentally tested and evaluated on 

the FIU smart grid testbed.  
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ℝ𝑛𝑣𝒪×𝑛𝑢𝒪  

𝐸𝑣,𝒪
𝑠ℎ  Interconnected coupled areas tie-line modelling matrix 𝐸𝑣,𝒪

𝑠ℎ ∈

ℝ𝑛𝑣𝑠ℎ×𝑛𝑢𝒪  

𝐶𝒪
𝑐𝑚 𝐶𝑀 state-space output modeling matrix, 𝐶𝒪
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Chapter 1 Introduction 

Large scale penetration of renewable energy in the distribution grid enhances the smart 

grid flexibility, energy market reliability and greener communities. To integrate a larger 

share of renewables in the distribution network, intelligent distributed microgrids must be 

designed to integrate the distributed generators, distributed storage systems and smart loads 

into the future smart grid [1], [2]. That requires reliable, resilient, secured, reconfigurable 

and intelligent control and management architectures.  

The current architecture of the power system control and management was built based 

on centralized architectures and algorithms [3], [4]. The growth of distributed energy 

resources (DERs) deployment enforces the power system to depend mainly on the 

distributed control/management algorithms. Shifting the power system from bulky 

centralized generation, single-way power flow and passive distribution network design 

toward distributed generation, two-way power flow and peer-to-peer active distribution 

design impose many complexities and challenges in the power system operation and 

control [5]. This shift transformed the grid decision making infrastructure into distributed 

control architecture, which despite its benefits, it causes security, resiliency, and efficiency 

issues. The cooperative networked microgrids can support the grid by voltage regulation, 

feeder decongestion, efficiency improvement and market transactions improvements via 

making a consensus on a certain control/optimization objective using the secondary 

distributed control architecture [6], [7]. 

The main drawback of distributed algorithms is their dependence on limited peer-to-

peer information broadcast. Each controller or manager is implemented locally to satisfy a 
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certain local objective and is limited when it comes to the global objective, which is 

transmitted by only the information from its neighbors [3], [5]. On one hand, the local 

objective can be satisfying the local energy balance, local voltage stabilization, or 

maximizing the local profits.  On the other hand, the global objective can be equal power-

sharing among different DERs, voltage stabilization at the point of common coupling 

(PCC), or synchronizing distributed energy entities.   

The distributed control systems (DCSs) use the local measurements of each agent and 

its correlated neighbors to estimate its new control/management objective. To estimate the 

updated control law, the consensus algorithm was utilized. The consensus algorithm 

(protocol) aims to make the distributed control/management agents reach an agreement on 

a transmitted message if there is a central authority (leader) or reach an agreement on an 

average quantity if the system is fully distributed [8], [9]. 

Creating a flexible active distribution network depending on the networked microgrids 

increases the complexity of the energy cyber-physical system and impose many challenges 

and threats against reliable operation. The fully distributed decision-making infrastructures 

lack the global vision, which makes the control system unable to deal with not only the 

uncertainty and the variability of the renewable resources but also it makes the system 

cannot handle unexpected emergencies [10]–[12]. Also, the missing of the centric oversight 

due to the distributed control reduces the hosting capacity of the renewable resources, cause 

inefficient operation of the energy storage and impact the overall system situational 

awareness [3], [5]. 
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The widespread use of networked controllers, and networked sensor in the energy 

cyber-physical system creates avenues for security threats and many back doors for 

cyberattacks. In the distribution system, the system is very vulnerable to be compromised 

by attackers because of the low-security level. Compromising a control agent or a sensor 

for a single microgrid can disturb the control law and degrade the active distribution 

network operation, which eventually can interrupt the power and dismantle the distribution 

feeders into isolated islands. The distributed microgrid infrastructure could be affected by 

many types of vulnerabilities as false data injection attacks and denial of service attacks. 

The attack can be launched on the communication link among the controllers, sensor links 

or on the controller itself [11]–[16]. 

To enhance networked microgrid security, two solutions can be utilized. The first one 

is the Information Technology (IT) based security solutions that focuses on data 

encryption, authentication, key management, and privacy preservation. The second 

solution is redesigning the control system to be resilient against cyber-attacks. To address 

these problems, a centric oversight is required to support the cyber-physical system by the 

effective operation guidelines, authenticate the control agents’ activities and enhance the 

system observability [11]. 

1.1 Distributed Microgrids in Smart Grid 

The NMGs is shaping the modern smart grids by impacting the grid from the level of 

distribution up to the bulky generation level. The microgrid as a physical system is defined 

as an autonomous small power system that controls, optimizes and manages the distributed 

resources, energy storage and the various types of loads within a distinct electrical 
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boundary [17]–[20]. The scale and the capacity of the microgrids can be wildly classified 

according to the distributed grid levels from milligrid (MV level) through microgrid to the 

nanogrid (LV level).  

As shown in Figure 1.1, the networked microgrids (NMG) defined as the aggregation 

of interconnected microgrids to transform the distribution system into virtual power plants. 

The NMG can be based on the rooftop and community-scale solar systems attached with 

storage system up to a larger capacity and different type of resources as an industrial 

microgrid. The NMGs are highly reconfigurable as a physical system and they can work in 

the grid-connected or the islanded modes. The cyber system of the NMGs includes 

complex, large-scale, wide-spread heterogeneous and spatially controllers, sensors, 

computation, communication links, communication middleware, which in spite of its 

capabilities and benefits, has many challenges and drawbacks [20]. 

One of the basic and vital physical components in the NMGs is the power electronic 

inverter/converter.  The dynamic interaction among resources, storage systems, loads or 

generally among microgrids is mainly dependent on the inverters. The active distribution 

network voltage regulation, the power sharing among energy units and the power dispatch 

are controlled via the networked inverters [19].  By using power inverters to interconnect 

such DERS, microgrids, the system reliability, stability, and power quality can be 

improved. The high-capacity addition of power electronic inverters in microgrids, that 

influence advanced software-concentrated controllers and communication topologies, 

makes them vulnerable to cyber-attacks. Since the future distribution system depends 
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mainly on the power electronics inverter, and data corruption can disrupt the interconnected 

inverter wide-area stability and synchronization.   

 

Figure 1.1: Networked microgrid infrastructure. 

The NMGs benefits can be achieved by a well-designed control/management 

methodology. The energy generation shifted from one-way power flow into two-way 

power flow (from/to prosumer), from the centralized energy market into a free distributed 

market. In addition, the geographical distribution of the DERs encourages the trend of 

distributed decision-making architecture. 
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1.2 Microgrids control architectures 

In the wide-plant systems, the control system can be classified into three architectures 

(centralized, decentralized and distributed) control. As shown in Figure 1.2, the centralized 

controller gets the entire feedback information of the physical system and apply the control 

law then it sends the control actions back to the system actuators. In the decentralized 

approach, the system has many controllers, which work independently using only the local 

information to make the decisions. In the distributed architecture, the system is divided into 

many cooperating subsystems, each subsystem has its local controller but unlike the 

decentralized control system, each controller communicates with its neighbors to achieve 

the control objective. Table 1.1 contains a comparison between each control architecture 

with respect to the Pros and Cons [3]. 

 

Figure 1.2: Control System architecture classification. 

Usually, the NMGs control strategy has three fundamental roles; maintain the voltage 

and frequency stability, satisfy proper power sharing among MGs and achieve economic 

operation. To satisfy the previous objectives, a hierarchical control strategy is used. This 

strategy contains three layers (primary, secondary and tertiary) control [4]. The primary 

control layer applied locally and interact directly with the device (power electronics 
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converter) to respond to fast dynamics as load variation within milliseconds. It uses the 

droop control to set the reference voltage and frequency to the inner control loops and 

reduces the circulating current. 

Table 1.1: A comparison between the control system architectures concerning the pros 

and cons. 

 Centralized 

Control 

Decentralized 

Control 

Distributed 

Control 

Pros • Have better 

knowledge about 

the global system 

behavior (centric 

oversight). 

• Could achieve the 

best performance if 

it is applied 

properly. 

 

• Less computational 

burden and enough 

flexibility. 

• Could work 

autonomously 

without 

communication 

(with local info 

only). 

• Can behave close 

performance as 

centralized control 

and the closed loop 

stability is 

achievable. 

• Flexible, scalable, 

low bandwidth and 

less computational 

requirement. 

 

Cons • Suffer from a 

single point of 

failure.  

• Sophisticated 

control design. 

• Requires high 

communication 

bandwidth and 

computation 

burden. 

• lacks scalability, 

successful attack 

leads to 

catastrophic 

damage. 

 

• Bad control 

performance.  

• Cause unstable 

behavior of the 

global system due 

to the lack of 

coordination. 

• Optimal global 

objective cannot be 

satisfied. 

• Vulnerable to cyber-

attacks.  

• Lacks the robustness 

with the existence of 

the data uncertainty 

or communication 

failure. 

• Lacks for centric 

authority (no agent 

aware about the 

overall 

environment). 
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The main purpose of the secondary control layer is to regulate, restore, synchronize the 

voltage and the frequency. It has a slower response as compared with the primary control 

layer (in seconds). For the purpose of economic operation, optimal power flow and utility 

integration, the tertiary control layer is designed. 

Considering the control system architecture, the primary control is a local decentralized 

autonomous control. The secondary control layer can be built based on centralized or 

distributed control architecture. Also, the tertiary control layer can be a centralized or 

distributed structure. In the NMGs operation, the distributed secondary cooperative control 

is applied among the adjacent microgrids. The secondary control agents in each microgrid 

can share/collect information from the other microgrids to coordinate the operation for the 

overall active distribution network. To aggerate the benefits of the NMGs, the secondary 

and tertiary control layers should coordinate by forming a networked cooperated 

distributed control system [6], [21]. 

1.3 Networked Microgrid Control Challenges and Requirements 

The dependence on the distributed control/optimization although its benefits created 

many challenges and issues that characterized by the distributed architecture nature. The 

fully distributed approach cannot satisfy the global objective because it has limited local 

and neighboring information only. That could impact the efficient operation and 

magnifying the uncertainty effect on the entire system operation. For instance, the 

renewable variability and uncertainty can disturb the distributed energy management by 

taking improper decisions that reduce the hosting capacity of the renewables. Also, the 

distributed controllers cannot be well-coordinated since it does not have the global 
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information in a centric place, which easily cause achieving a suboptimal solution [14], 

[16], [22]. A centric guide is required to support the multiagent controllers with global 

optimal guidance. 

The security threats are extremely high in the distributed systems especially the large-

scale distributed decision making in the active distribution grids. By compromising a single 

agent or multi-agents in the distributed control system can disturb the control law. 

Therefore, this movement to the networked multi-agent systems requires security-aware 

controllers to be resilient against a cyberattack or failure wither on the controller itself or 

the communication among the agents. To provide the NMGs with the required level of 

guidance, situational awareness, optimality rules and security insights, a data-centric entity 

should be present. Also, the distributed controller should have the ability to change the 

mode of operation by depending only on the local information in case of a complete failure 

in the communication network. It should respond autonomously to the cyber or the physical 

contingency event by reconfiguring the control algorithm and work independently. 

These previously discussed challenges require the existence of a central authority that 

can provide the data centricity but how to add this capability without suffering from the 

centralized architecture drawback that is the question. 

1.4 Problem statement 

Today, the energy world is moving rapidly from centralized power plants based on 

fossil fuels to distributed virtual power plants based on renewable energy resources (RES). 

As the penetration of RES rises in the grid, many challenges such as variability and 

uncertainty in the grid appear. These challenges create difficulties in the power system 
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operation and control of frequency, voltage, and congestion. To integrate a high share of 

RES, the distributed renewable energy utilization represents a flexible and reliable solution 

to enhance RES dispatchability [1]. The emergence  of distributed energy resources (DER) 

in the form of the interconnected microgrid and nanogrid clusters introduce an incentive to 

the customers to be prosumers. It also create peer-to-peer transaction power trading. 

Although the high performance of centralized control and optimization solutions  has high 

complexity, low reliability and lacks scalability for further expansion [5]. Moreover, 

centralized control systems has high computational and communication burden and poor 

fault tolerance capabilities. Motivated by the inherently distributed nature of DERs, 

networked cooperative control systems are receiving a wide attention from researchers 

[14]–[16], [21], [23]–[26]. This  only needs local communications links among neighbors 

to achieve control, optimization or management objective..  

The distributed control and management frameworks are more flexible, scalable, 

reliable and resilient, which results from the controllability redundancy and smart control 

algorithms [5], [25], [26]. Many power system controllers, optimization algorithms and 

management strategies are shifting to be in the distributed architecture for making the 

decisions. For example, distributed economic dispatchers, optimally distributed energy 

management systems, cooperative control, and optimization and load shedding algorithms. 

Notwithstanding the advantages of the distributed cooperative control systems and their 

emerging applications.  These frameworks lack the robustness with the existence of data 

uncertainty. The distributed energy control and management systems increase the 

vulnerability of the interconnected smart grids to adversaries and communication failures 
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[5]. Due to the absence of a central supervisor, the distributed systems face the risk of 

cyber-attacks. In addition, due to the cooperative nature of making a control decision, the 

optimal control objective cannot be satisfied, lose the interconnected power systems 

synchronization and eventually expose the multi-agents system to instability. There are 

many malicious attacks that can threats the distributed networked control system; as 

availability attack in form of Denial of Service (DoS), data integrity attack in form of the 

false data injection and conditionality attacks in form of violating privacy.  

1.5 Research objective 

The main objective of this dissertation is to provide secured cooperative 

control/management techniques to mitigate the cyber-physical attacks on the 

interconnected smart grids. The control and management should enhance the scalability, 

robustness, security, stability, coordination, and optimal operation of the cooperative 

control techniques for the interconnected smart grids as microgrid, nanogrids and virtual 

power plants (VPPs). In this paradigm, different control architectures as decentralized, 

distributed and hierarchically distributed should be redesigned to deal with the cyber-

physical attacks and the data uncertainty [27]–[29]. The research question is how to merge 

the benefits of centralized, decenteralized and the distributed architectures by designing a 

data-centric layer.  This will  provide the distributed controllers with the centric oversight, 

guidance, awareness and global vision. Also, how can this platform avoid the drawbacks 

of the centralized structure. This platform should also consider the interdependences 

among the cyber communication, middleware, controllers, and the newly emerging 

physical system (as the interconnected power electronics devices). In the practical world 
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of the ECPS, what is the suitable system that can host this data-centric layer to guarantee 

the proper level of interoperability. 

The digital twin is a precise cyber clone of the energy cyber-physical system that 

matches the same dynamics, features, and functionality of the system simultaneously in a 

virtual space. Digital twin computation components procedure data from the controllers, 

event log, sensors, forecasting data, and operational data to inform the physical systems 

about the findings, guidelines, global control objectives, predictive insights findings and 

anomaly detection to make necessary changes in the physical space or adapt system 

parameters if there is a necessity [30]–[35].  

Therefore, a cloud-based digital twin that includes both the cyber and physical model 

will be implemented to watch and guide the distributed control layer. That will give a 

centralized oversight without increasing the communication and computational burden.  In 

addition, coordinated defense mechanisms should be embedded in the distributed 

controllers and distributed observers to support the global control/management objective. 

Both the digital twin and the distributed controllers should watch each other and guarantee 

overall security and mitigation against an attack or data uncertainty. In light of the internet 

of things (IoT) technologies, security-aware control systems should be provided with aid 

data and model identification to ensure safe and stable system operation [34].  The 

developed security-aware control systems and the data-distribution service (DDS) will be 

introduced as the digitized integrated solution for the newly constructed peer-to-peer 

energy systems. The experimental validation will be provided to evaluate the different 

control and management systems.  
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The major objective of this dissertation is to change the classical vision to power system 

control by shaping the future distributed decision-making system. The purpose is to shift 

the classical control infrastructure from a short vision for a single operation state into a 

multi-vision considering the future state of operation and the historical experience. Figure 

1.3 shows the vision of the developed system in this dissertation. 

 

Figure 1.3:  Migration from classical decision-making to smart decision-making. 

The research problem will focus on:  

• Developing a coordinated multi-layer energy management system for 

integrating a high penetration of renewable resources in the interconnected 

smart grids to enhance robustness and security while maximizing profit. 

• Developing a decentralized control system to enhance the voltage stability, 

proper power-sharing, and resilient operation for DC microgrid/nanogrids. 
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• Achieving cyber-physical attack mitigation via designing digital twin-based 

cooperative control and optimization techniques for the interconnected smart 

grids. 

• Utilizing the Internet of Things (IoT) technologies and the data-driven digital 

twin approach to design a security-aware distributed control strategy for the 

interconnected microgrids/nanogrids clusters. 

• Validating and evaluating the developed control and energy management 

systems experimentally using cyber-physical test-bed systems. 

1.6 Original contribution of this dissertation 

The original contribution of this desertion is to develop novel methodologies that utilize 

digital transformation (Industry 4.0) to integrate the distributed generation/storage, secure 

transactive energy management/control and achieve resilient risk management. To 

accomplish this goal, a comprehensive study of the future requirements of the active 

distribution grids control, optimization, management, and communication is achieved. The 

main objective of the study is to investigate how the future distribution network will depend 

on the digital transformation from the level of the building (networked nanogrids) to the 

level of the primary distribution system (networked microgrids).  Although the digital 

transformation will bring benefits to the energy infrastructure for both the utility and the 

consumer, it will create many challenges such as dealing with high share renewables and 

expose the widespread networked sensors/controller to cyberattacks.  

Firstly, a study is performed to decide what is the proper decision-making architecture 

that can enhance the distributed microgrid resiliency, reliability, observability and security. 
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Since the digital transformation will convert the distribution system into a distributed 

infrastructure, the study proved that merging the performance of the centralized control 

architecture and the flexibility of the distributed control architecture can lead to an 

integrated control system with the full benefits and without the drawback of both 

architectures. This integrated control system is named the hierarchically distributed control 

system. It keeps the feature of the distributed networked control system and adds a data-

centric layer on top. Data centricity can be achieved easily thanks to digital transformation 

technologies like the internet of things (IoT), cloud computing and communication 

middleware. The cloud computing capability and the availability of the data gives the 

dynamic model the ability to implement the Digital Twin (DT) of the energy cyber-physical 

system. To address the future Industry 4.0 requirements, the developed architecture is 

shaped, designed, formulated, implemented, tested and verified. 

After building the foundation of the DT of the ECPS, the DT shadow is formulated, 

described and implemented on the cloud system. Also, a generic standard was developed 

to put the rules of the data-driven dynamic model that can use the asset shadow to be the 

life replica of an asset. Both the cyber model and the physical model of the ECPS are 

developed. Furthermore, the DT model is classified into fast dynamics and slow dynamics 

DTs to serve different applications. 

To enhance the intelligence of the DT, the DT constructor engine was developed to 

automatically construct the custom DT according to the application in real-time. Since the 

practical implementation is vital to prove the validity of the developed technique, a 

practical environment was designed and implemented on the cloud to be the DT playground 
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that can help the grid operator/planner to test, validate and deploy future application, 

solution and/or study.  

To test and verify the developed platform, the Amazon Web Services (AWS) cloud 

system is used to implement the ECPS DT [36]. AWS, communication middle wares, 

embedded edge controllers and networked sensor are used to verify the platform 

effectiveness. Many solutions are introduced depending on the DT. The developed strategy 

expands the control time horizon into multiple visions to overcome the forecasting error in 

the high penetration of variable renewable energy resources forecasting error. An 

aggregated mathematical model using state-space representation is formulated in the cloud 

to implement the hierarchically distributed model predictive control system. The novelty 

in the develped model is the concentration on the holistic optimal cost-effective operation 

of the grid in the first layer and ensuring the robust solution against the high variability of 

RES in the smaller areas. The data-centricity based DT is utilized to guarantee an effective 

operation of the renewables with maximum profit, less cost, maximum renewable 

utilization, and minimum load shedding under high uncertainty level. The DT gives the 

power system area’s coordination managers that are distributed in the lower layer the 

centric oversight and guided it to the global optimality.  

Also, the energy management system was made to be adaptive with different operation 

plans that can work autonomously according to the system state of operation wither in 

normal operation or under emergency. The technique used data centricity and the 

Analytical Hierarchy Process (AHP) to dispatch the resources and the ESSs for safer and 

reliable operation. 



 

17 

 

The work in this dissertation utilizes centric oversight to watch the distributed control 

system activity to detect, identify and mitigate the cyberattack on the NMGs control 

system. The DT based solution is utilized to watch the multi-agent control system reported 

activities. The DT platform on the cloud generates parallel data-informed models to 

estimate the cyber-physical system states and sort their residues. Then, a conflict logic 

algorithm detects and identifies the attack/failure. In the control layer, a modified 

consensus algorithm uses the updated desired control objective and the confirmed 

failure/attack to mitigate the global control objective. The developed method was able to 

discover and mitigate multi-coordinated cyber-attacks. 

Because failure is not an option in some energy infrastructure, the dependence on the 

centralized DT is not 100% safe to guarantee resiliency. Without centralized oversight, the 

distributed control system should be designed to be security aware. In this dissertation, we 

designed a digital processing-based observer to extract the cyber graph dynamical 

characteristics for the neighbor agent’s data and compare it with a pre-defined threshold. 

The system studied is an interconnected Nanogrids, which are coupled by a DC/DC 

converter to share the power and support the grid at the point of common coupling. The 

developed Mathematical Morphology (MM) processing technique was able to discriminate 

between the attacked and the healthy agents. The infected agent was excluded from the 

graph adjacency matrix to retrofit the consensus and achieve the control objective. 

Finally, the distributed observer in previous work still depends on communication to 

prevent the misleading activity among the controllers. As a last defense, the distributed 

controller should be designed to work independently without depending on communication 
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to satisfy the control objective. For this dissertation, a decentralized small-signal model 

predictive control system was utilized to work with only the local information. MPC uses 

the small-signal model for prediction estimation. The MPC and its optimizer solve the 

problem to stabilize the voltage and maintain a proper power-sharing policy. It uses the 

local voltage information, filtration, and the system model to satisfy the control law without 

a cyber system. 

1.7 Dissertation organization 

This dissertation is organized in ten chapters, including this chapter, which introduces 

the literature review and identify the  contributions of this dissertation. 

Chapter 2 provides an overview of the cyber-physical system needs to data-centricity 

and the digital twin overall description. In addition, the foundation of the physical and the 

cyber asset’s shadows, Industrial Internet of Things (IIoT) technologies and how it shapes 

the digital twin. The shadow state update time requirements are also discussed. 

Chapter 3 provides the digital modelling for the cyber system, the physical system and 

their interaction. The chapter developed different types of models to cover most of the 

applications and solutions that are built based on the digital twin. Also, the models are 

designed to include both the fast dynamic and slow dynamic models to serve multi-time 

scale applications.  

Chapter 4 presents the practical implementation of the digital twin platform to be the 

playground of the digital for real implementation. The chapter discusses how the Amazon 

Web Service (AWS), IoT technology, embedded computers, communication middle wares 
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and the main algorithms are implemented. A basic provisioning example is introduced for 

testing the overall system performance to shadowing multiple controllers from the edge 

control system to the cloud. 

Chapter 5 introduces the first application/solution of the DT playground to improve the 

distributed management system in the smart grid operation. The chapter develops the DT 

playground as the centralized supervisory manager layer that guides the coordination 

managers (distributed decision-makers) to the global optimality. The chapter shows the 

usage of the hierarchically distributed model predictive control technique to achieve 

optimal and robust operation under high share renewables. The chapter concluded with the 

practical implementation of a practical smart grid testbed. 

Chapter 6 extends the functionality of the energy management system by providing it 

with the ability to adapt automatically according to the power system status (normal 

operation, emergency operation or user-defined plan). The chapter introduces also the 

analytical hierarchy approach to perform the changes in real-time. Two scenarios are states 

to validate the performance of the developed strategy. 

Chapter 7 addresses the utilization of the DT centric oversight to secure the networked 

microgrids control system against cyberattacks. The chapter introduced how the DT 

constructor generates the physical and cyber systems twins. Also, the chapter states the 

usage of the Luenberger observer to estimate the states and calculates the residues. Then, 

a detailed discussion is done to explain the cooperative algorithms on both cloud and edge 

controllers. Finally, the solution is validated by experimenting with two different types of 

attacks on different distributed controllers.  
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Chapter 8 provides the solution of the mathematical morphology based distributed 

observer to extract the cyber graph features and discriminate between the healthy and the 

infected control agents. The chapter starts with an overview of the networked nanogrids 

architecture alongside its control system layers. The chapter also introduced the 

mathematical morphology formulation and presented how it can be implemented to detect 

and identify the compromised agent.  Finally, different types of a cyberattack are emulated 

to test the effectiveness of the defense mechanism. 

Chapter 9 adds the last line of defense be designing an autonomous decentralized and 

independent control strategy, which depend only on the local information without 

communication. The chapter discusses the ability of the developed resilient controller to 

manage the energy storage operation even under the full absence of the communication 

network. This method is applied in a critical power system (MVDC shipboard power 

system).  The small-signal model predictive control is presented after the onboard energy 

units’ models. Finally, the strategy is validated by testing the controllers under normal 

operation and critical mission operation.  

Chapter 10 concludes with a summary of the dissertation outcomes, the significance of 

this research as well as recommendations for future work related to its topic. 
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Chapter 2 Cyber-Physical System Digital Twin Foundation 

The future smart grid and smart cities will be extremely complex cyber-physical system 

(CPS). Many industrial, commercial, and residential systems are going toward 

implementing networked controllers, sophisticated sensors and embedded Artificial 

Intelligence devices. This emerging CPS creates new avenues for not only improving this 

wide-area interconnected systems but also creates new solutions, better understanding and 

even new markets [37], [38].  

The IoT infrastructure can provide better capabilities to the smart interconnected 

systems such as smart cities, intelligent transportation, smart power grid and even the 

healthcare system. Although the benefits of the IoT, it has many challenges that are resulted 

from huge data to collect, handle and process.  To deal with such huge data and make it 

informative, a data centricity platform should be shaped. The management of the IoT data 

is a key element to leverage the benefits. This can include data aggregation, processing, 

computation and making insightful decisions [39], [40].  

2.1 Cloud Aided CPS 

In industrial systems as the energy sector, IoT technologies as smart sensors, networked 

controllers, embedded AI devices can make the operation of such systems autonomous, 

smart and efficient. Despite these abilities, the cloud computing platform is required to give 

centric oversight to the IoT networked devices. The cloud system can provide more 

flexibility, better scalability and huge computing abilities to the industrial CPS. For 

instance, the Electrical Vehicle (EV) industry requires regular healthy monitoring, 

maintenance services and software updates after-sale to guarantee safe operation and to 
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close the manufacturing cycle by improving the next production cycle. To do that, the cloud 

platform is a perfect unique solution. The integration between the IoT technologies and 

cloud computing attracted the attention of large companies like GE, Siemens, Tesla and 

IBM to push toward more solving research and development questions [41], [42].  

The interaction between the IoT sensors, controllers, actuators and communication 

gateways that are built to introduce decision-making services for the physical system on 

one side with the cloud platform on the other side creates a new industrial revolution 

(Industry 4.0). 

 

Figure 2.1: The networked cyber-physical system supported by IoT and cloud 

computing services. 
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Figure 2.1 shows the CPS that is shaped by the IoT and supported by cloud 

connectivity. As shown, the bottom layer is the physical assets as the appliances in the 

buildings, the equipment in commercial or industrial systems, vehicles in the transportation 

infrastructure, generators, and power electronics (P.E) converters in the energy sector and 

last but not least the humans/robotics everywhere.  

The cyber system layer is on top of the physical system and can be classified into three 

main components: the networked sensor/decision-makers component, the communication 

gateways and the communication protocols/middleware. The networked sensors as smart 

meters, cameras, motion sensors, smart tags, GPS and wearable sensors for humans. The 

decision-makers can be summarized into the controllers, embedded AI or smart actuators. 

To interlink between these cyber assets, communication gateways that are based on a 

variety of communication infrastructure are utilized. These gateways can be radio 

frequency (RF), cellular (4G/5G), Wi-Fi, Zigbee, Bluetooth, Ethernet, Fiber Optic 

medium, Wireless Highway Addressable Remote Transducers (WiHART) or Low Power 

Wide-Area Network (LPWAN). For the purpose of the interface between the 

communication infrastructure and the software interaction, the communication protocols 

and middleware are utilized. In industry, the protocols/middleware such as ModBus, IEC 

61850, DNP3, BACnet, Master-Slave, DDS, OPC-UA, PROFINET, MQTT and EtherCAT 

are utilized heavily and it can be selected according to the application [43]. 

The previously described layers of networked cyber-physical system are provisioned 

on the cloud system (virtual space) for data centricity-based insights. The cloud system has 

a physical system that host CPS, which includes the computing servers, storage systems 
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and physical networking.  On the cloud physical system, the virtual platform is living, and 

it contains the IoT core/hub for data registration and ingestion. On top of the IoT core layer, 

the data can be routed to different services like data processing, database software, 

distributed data storage systems. Finally, the beneficial solutions and application that 

transform the data into useful information are hosted as computing services as real-time 

and historical data analysis, visualization, decision making. In addition, the digital-twin 

can be implemented to fuse the information from the data, examination, and the dynamic 

models to serve many other solutions as situational awareness, security auditing, guidance 

and running what-if investigations.  

To leverage the full capability of the Cloud aided CPS, the cloud platform should be 

developed to have a set of application programming interfaces (APIs) to give the industrial 

developers in all domains the ability to build customized applications/solutions.  

2.2 Networked CPS Digital Twin 

The idea of the digital twin was firstly developed in 1970 by NASA during the Apollo 

13 mission [44]. Recently, the great development and innovation in the domains of IoT, 

cloud computing, and big data encouraged many industries to utilize it for better handling 

with the data-centricity and the huge information availability. While the Digital Twin 

Consortium is working to standardize every aspect of the DT technology, it has many 

definitions. The DT is defined as the model that includes the last sensor information for 

matching a physical device. Also, it is defined as the virtual replicas/models of the physical 

object/thing.  
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In this thesis, we are putting the foundations to enhance the DT by including not only 

the physical replicas, which is defined previously but also by including the cyber system 

and its interaction with the physical system.  The CPS digital twin can create a 

comprehensive digital clone of the CPS in the virtual space for better understanding the 

relationship between the large scale non-linear physical and cyber system. 

To create a DT for a physical or cyber asset, the related data should be collected as the 

asset’s states, manufacturing data and operation data. The output of the DT should replicate 

what could happen in the real world but cannot tell what’s currently happening. The degree 

of the living model accuracy and complexity varies depending on the implementation of 

the model, what are the desired results and what is the application/solution that uses this 

DT. For instance, the DT of an ESS could mimic the state of charge (SOC) estimation with 

respect to the charging/discharging and how the SOC can be affected by temperature. On 

the other hand, the DT model is different if it is built to replicate the chemical reaction 

relation with the ramping rate abilities.  

Generally, the digital twin model could combine CPS telemetry sensors, controllers’ 

states, machine learning models and dynamic models. If the DT included only the last states 

of the controller/sensor, the DT called device shadow. Then, using shadow the dynamic 

model can be driven. Also, if the shadow states are stored in a database for a certain time 

horizon, the deep learning model can be supplied to predict a future state. Figure 2.2 shows 

how three modes of DT can be fused to make a decision. Then, the decisions can be sent 

to the IoT layer by updating the desired states portion in the shadow. The DT is an 

application-oriented platform. According to the required solution timeframe, the DT 
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timescale is defined.  Some applications need to work in real-time by 1:1 ratio, another 

application can work on delayed decision-making and some applications require faster than 

real-time rates (prediction-based solutions). 

 

Figure 2.2: the CPS digital twin structure. 

2.3 Digital Twin Elements 

The DT was designed based on four main elements: the DT shadow, the DT models, 

the DT constructor and the DT playground. Figure 2.3 depicts the construction of the 

developed CPS DT. To represent a thing digitally in the virtual space, many immutable 
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and changeable attributes related to different aspects such as features, capabilities, 

structures, working states and operating conditions can be utilized to describe this thing.  

 

Figure 2.3: CPS DT Elements 

2.3.1 DT Shadow  

The DT shadow has the last status of the assets and it includes the asset’s metadata, 

reported states, desired states, the delta states and generic real-time transaction information. 

Shadow Metadata: A physical thing 𝜑 or a cyber thing 𝜃 has the metadata ℳ =

{𝜌1, 𝜌2, … . ,  𝜌𝑛𝜌} that contains a set of 𝑛𝜌 immutable properties 𝜌. The metadata can 

include the manufacturer registration, design characteristics, standard limitations and the 

recommended rating conditions. For instance, a physical thing of DERs has power ratings, 
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ramping capabilities, thermal withstand characteristics, voltage limitations, manufacturing 

information, etc. Additionally, a cyber thing as the controller has specific bandwidth, data 

model structure, processing capabilities, functional blocks, etc. The knowledge of the 

metadata is vital for DT formulation, as it provides the virtual space with the ability to be 

aware of a thing’s original specifications, which impact the physical thing’s lifetime and 

the cyber thing’s security. 

Shadow Reported States: The information is collected from sensors and controllers to 

update the physical asset by setting the last reported set of states 𝑥𝑟𝑒𝑝 =

{𝑥1
𝑟𝑒𝑝, 𝑥2

𝑟𝑒𝑝,  … ,  𝑥𝑛𝑥
𝑟𝑒𝑝}, which contains 𝑛𝑥 reported states for a thing. 

Shadow Desired States: The target guidance states from the DT are recorded as the 

desired states in the shadow by setting the desired states 𝑥𝑑𝑒𝑠 = {𝑥1
𝑑𝑒𝑠, 𝑥2

𝑑𝑒𝑠,  … ,  𝑥𝑛𝑥
𝑑𝑒𝑠} 

Shadow Delta States: Some Applications requires recording the difference between the 

desired and the reported states 𝑥∆ = 𝑥𝑑𝑒𝑠 − 𝑥𝑟𝑒𝑝. The DT recognizes the reported state 

compliance with the desired state by calculating the difference between the desired state 

and the reported state. 

Shadow Connectivity Information: The connectivity info includes the registration of 

the transaction between the asset and the cloud in real-time. It can include the shadow 

update version (sequence), the client token and the update timestamp.  

2.3.2 DT Model  

The DT model as stated previously can include the cyber model, physical model, and 

deep learning model. According to the solution requirements, the DT model type can be 
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defined. In addition, the application timeframe determines the need for the model 

resolution as the slow dynamic model or the fast-dynamic model. The DT model a set of 

parameters that map the relation between an input 𝑈 that usually driven from the DT 

shadow or the database and an output 𝑌 that is estimated.  

2.3.3 DT Constructor  

According to the required DT solution, the DT can be automatically constructed. The 

DT playground sends a request to the DT constructor by defining the DT type, the 

input/output requirements and the timescale. The model selector chooses the required 

models that create the DT and then the input/output is configured by merging the models 

into one model. Finally, the model is automatically shaped as an observer for the full state 

estimation.   

2.3.4 DT Playground  

The DT playground is designed to be a programmable platform that can host the 

solution/application and have access to the DT shadows, models and the constructed DT 

clones. According to pre-developed APIs, the user/developer can build an application. The 

application can use one DT clone or multiple parallel clones in real-time based on the 

developer definitions. 

2.4 Energy CPS Digital Twin 

With the emergence of distributed energy resources (DERs), with their associated 

communication and control complexities, there is a need for an efficient platform that can 

digest all the incoming data and ensure the reliable operation of the power system. The 

digital twin (DT) can unleash tremendous opportunities and can be used at the different 
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control and security levels of power systems. The energy CPS digital twin can be 

implemented in real-time based on the internet of things (IoT) and cloud computing 

technologies.  

One of these ECPS is the Future power distribution systems, which consists of multiple 

entities that interact with each other in real-time. The increased adoption of distributed 

energy resources and active prosumers in the power network will result in more data 

sharing and processing. A microgrid represents the basic building block of future power 

systems, where a microgrid’s an agent/operator should ensure load-generation balance in 

its territory while interacting with other microgrids’ agents or the distribution system 

operator [45]. From a holistic perspective, the future active distribution system can be 

viewed as a network of interconnected microgrids. The emergence of these interconnected 

microgrids can increase the efficiency of the system and ensure the reliable operation of 

the power grid during normal and extreme conditions. However, with such interconnected 

networks, there will be much more complexity, data communication and processing. 

To mitigate these kinds of issues and to harness the usage of the insights available from 

the collected data, Industry 4.0 has emerged as the next industrial revolution, with the 

internet of things (IoT) and cloud computing as cornerstones of its deployment [46]. In that 

domain, many researchers have started to investigate the potential of IoT in different 

applications. Among these different applications is the energy-cyber-physical system. The 

deployment of IoT in that domain can be used to converge the current power system into 

the synergetic cyber-physical system that is the smart grid [47], [48]. In [49], IoT high-

level framework for the design of information and communication technologies systems 
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for smart microgrids was developed. The authors described the different applications that 

can be realized when the power system becomes a part of an IoT framework, and the 

potential information flow associated with different applications. 

Turning the current power grid into an IoT technology-dependent one means that many 

data are harvested from the physical assets’ sensors and the cyber assets’ controllers. This 

will greatly affect our current understanding of the energy sector [29], [33], [50]–[54]. An 

example of the sensors and data shared in a microgrid can be found in [55], where energy 

management as a cloud service was explored to provide a control platform for a residential 

microgrid. With the incoming stream of data and operational real-time requirements as well 

as the potential cyber-attacks on the communication network, there is a need for a 

conceptual framework that can monitor, collect, harness, and interact with the physical 

components to ensure their optimal operation. The digital twin (DT) concept arises as a 

promising solution that can provide such a framework and unleash many opportunities and 

gains that are associated with the flow of data and real-time interaction.  

Many studies in the literature have started developing and describing conceptual 

designs and applications of digital twins. A description of the expected main building 

blocks for a general cyber-physical system was introduced in [56]. In [57], the authors 

presented a digital twin architecture for the security of an industrial automation system, 

where they developed a security-oriented digital twin for the Programmable Logic Control 

(PLC) software update process. In [31], the author provided a cloud-based digital twin for 

a cyber-physical system with an application to the social internet of vehicles for driving 

assistance application. 
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Few researchers have started to deploy and implement the digital twin for power system 

applications. To date, and to the best of our knowledge, there is not much literature that 

describes an actual design and implementation of a digital twin in the electric power-grid 

domain. In [58], the authors provided a general first-steps description of the 

implementation of a digital twin of a single microgrid. No details or implementation are 

provided. Therefore, this thesis tries to cover this gap by providing a detailed explanation 

and implementation of a low-cost, open-source-based and close-to-market proof of concept 

for a digital-twin framework for power system applications. The developed framework can 

be used in many applications of power systems, ranging from the simple monitoring of the 

system and actual control and interaction with the physical system to attack detection on 

the communication layer. 

2.5 ECPS DT Architecture Description 

In modern power systems, the microgrid is a vital infrastructure that enables higher 

renewables penetration in the deep distribution grid. The microgrid contains different 

distributed generation resources (DERs), energy storage systems (ESSs) and flexible 

loading, which transform the distribution grid into a fleet of virtual power plants. At this 

level of the networked microgrids, a huge number of assets, sensors, meters, actuators and 

controllers will be connected to the Internet through heterogeneous IoT communication 

networks. Figure 2.4 shows the developed cloud-based digital twin architecture, which 

could be the strategic technology that coordinates, facilitates, aggregates and provides 

centric oversight guidance for the new distribution system infrastructure. The developed 

digital twin is illustrated as a virtual replica for both the physical and cyber layers of the 
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networked microgrids. The physical layer consists of many assets (things) such as DERs, 

ESSs, fixed loads, flexible loads, DC/DC converters, DC/AC inverters, cables, 

transmission lines, transformers and circuit breakers. The power electronic converters are 

considered as the main vital actuators that fully control the distribution grid. It can flexibly 

route the power flow in the power lines and guarantee proper power-sharing among DERs 

and ESSs inside a microgrid or between the networked microgrids. The interconnected 

microgrids forms clusters that are connected to the power system point of common 

coupling (PCC) through an 𝐼𝐶𝑝𝑐𝑐 and a step-up transformer. 

The edge cyber system space contains networked sensors/intelligent electronic devices 

(IEDs) that communicate with each other through an internet protocol such as transmission 

control protocol/internet protocol (TCP/IP). The sensors monitor the physical assets by 

widespread current transformers, voltage transformers, temperature and weather 

transducers, micro-phasor-measurement units (𝜇𝑃𝑀𝑈𝑠), fault locators and protective 

relays. In addition, the cyber system makes decisions using the networked controllers as a 

distributed secondary control system that is responsible for voltage regulation, frequency 

synchronization, and active and reactive power sharing control. On top of the secondary 

controllers is the tertiary control system, which is responsible for energy management, 

market operations and the major global control/optimization object. The cyber control layer 

and its communication network take the power system automation control and protection 

decisions during the normal and abnormal conditions based on the feedback from the 

networked sensors. With this level of complex transactions among the cyber things and 

between the physical and cyber things, centric oversight is required to autonomously 
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monitor, operate, analyze and understand the cyber-physical energy system. The virtual 

space is developed as a centric oversight layer, which can deal with such complex systems 

using multiple coordinated cloud services. 

The cloud system is utilized to implement the developed virtual space. The physical 

things are monitored by the sensors’ measurements and hosted in the IoT core of the 

physical system. Regarding the control system in cyberspace, the controllers’ states are 

hosted as cyber things in the IoT core. The last states of both the cyber and physical things 

are kept as a shadow on the cloud. 

For both the cyber and physical things, a serviceless computing function—which is a 

low cost, simplified microservice—is used to monitor the data activity and take/activate 

local actions or launch another computing service/application according to pre-defined 

logic settings. The IoT shadow states are considered as the shadow twin for the energy 

cyber-physical system (ECPS). The shadow twin contains the metadata and the last states 

for the physical and the cyber assets. This shadow can be used for different power system 

applications, even with intermittent measurement updates. Additionally, the cyber twin 

state-space model and the physical twin state-space model are used to enhance the digital 

replica of the ECPS. 

Multiple services are deployed to manage, filter, analyze and store data for better 

utilization among the energy system applications and solutions. The developed digital 

twins are cooperatively utilized to represent the actual ECPS, which could extend the 

virtual space capabilities for many different applications in the future. 
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Figure 2.4: The architecture of the developed energy cyber-physical system (ECPS) 

digital twin. 
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For instance, energy management, security auditing, distributed control guidance, 

power system state estimation, what-if scenarios, predictive maintenance for energy assets, 

outage management, wide area fault tolerance and power system restoration are promising 

applications that could enhance future distribution grid reliability and security. 

Additionally, the scalability feature of the IoT in the energy systems will provide an 

incentive for power system designers, operators and researchers to better understand the 

new distribution grid capabilities. 
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Chapter 3 Energy CPS Digital Twin Modelling 

The Degree of complexity and the accuracy of the DT is defined according to the 

application and the type of analysis or the outputs that are required to be implemented. The 

purpose of the DT in this chapter is to discover the physical balancing mismatch, the cyber 

control system convergence, and the hybrid CPS consistency. 

3.1 DT Dynamic Modelling Platform 

Usually, the modelling and simulation of the power system are running off-line with 

manual settings to study contingency analysis, plan an outage for maintenance, or future 

planning for example. The developed DT playground uses the IoT data to give the model 

life and inherit a very close real-time behavior of the power system. However, the 

following models can cover many applications for the power system DT playground, the 

DT models are not limited to the following model types. 

3.1.1 Cyber Dynamics Model Structure 

The cyber system can be implemented using a different formulation based on the cyber 

system duty. In the power system industry, the networked control systems play the main 

role to exploit the available resources to maintain the power continuity at maximum 

efficiency and with a higher level of resiliency. The newly designed control infrastructure 

is based on the distributed multi-agent controller which agree on a global objective 

alongside satisfying the local objectives.  

The resilient distributed control system is mainly depending on the control agents and 

their communication channels. The control effort is done cooperatively and if any agent is 

disturbed or the communication failed, the agreement among the secondary control agents 
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(SCAs) cannot be reached. The purpose of the DT for the cyber is system is to continuously 

guarantee the reliability and the connectively of the control agents. 

In Figure 3.1, to implement the digital replica of the cyber system, the topology reading 

module is developed. It uses the shadow of the control agents reported states and transform 

it into the cyber graph topology and the features of the multiagent connectivity as the 

adjacency matrix, the degree and the Laplacian matrix. The constructed DT clones can be 

constructed from The IoT shadow by using the method (I/OQueryShdw()) and/or the 

stored data in the cloud-based database by using the method (I/OQueryDB()). 

 

Figure 3.1: cyber dynamic model modules and interfaces. 
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To model the exact control behavior of the SCAs, the graph features is used to construct 

the fast and the slow dynamics of cyber models as discussed in the following part. The 

interfaces functions are developed to be the topology shadow (getTopology()), the control 

states (getCntrlStates()) and the estimated communication latency (getLatency()) is 

implemented to get the cyber system DT. 

The fast and slow dynamics of the cyber graph is mainly depending on the 

communication bandwidth among the control agents. It can be represented in the model by 

controlling the sampling rate of the consensus rule update. The cyber communication 

bandwidth sampling time 𝜏𝑚 is represented as a set of the fast and slow communication 

rate  𝜏𝜃 = {𝜏𝐹𝐷
𝜃 , 𝜏𝑆𝐷

𝜃 }. To merge the cyber and the physical DT models, the DT constructor 

uses the functions (getSDModel()) to get the slow dynamics model and the function 

(getFDModel()) to get the faster dynamics model. 

3.1.2 Physical Dynamics Model Structure 

The digital twin nature is based on the life model and the model specifications is an 

objective-oriented model. According to the application of the DT, the modelling 

methodology, response and accuracy are defined. In the developed DT playground for the 

power system and energy applications, the power system model can be classified into three 

different modelling types. Figure 3.2 shows the developed physical modelling modules and 

their interfaces for DT implementation. 

As shown in Figure 3.2, the first type is the steady-state power system modelling, which 

can provide real-time snapshot-based studies as load flow analysis, line loading violation, 

voltage profile deviation and contingency assessment analysis. The steady-state modelling 
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is considered as a snapshot-based slow dynamic. Based on the accuracy requirements of 

the DT application, the steady-state modelling module is selected among three types: DC 

power flow analysis (DCPF), AC power flow analysis (ACPF) and optimal power flow 

analysis (OPF). These modules can be interfaced with the other modelling modules 

according to the application objectives. The interface with this module is executed by three 

methods (getDCPF(), getACPF(), getOPF()). 

The second type of slow modelling module is for the economic and market real-time 

analysis. The developed modelling methodology is based on a generic energy node state-

space formulation for each energy source, energy storage system, load and grid 

connectivity. This model is designed to be independent to simplify the economic dispatch 

study, market operation, and optimal power commitment. The second module capabilities 

can be extended for certain applications that care about the security-constrained market 

operation by interfacing the generic energy node module with the steady-state modules. 

Based on the selected case study, the modules interface class methods are called 

(getEconDispatch(), getMarketAnalysis()). 

In the third type, the fast dynamics power system modelling techniques contains four 

modules as shown on the right-hand side of Figure 3.2. The transient stability module is 

responsible for transient stability assessment, fault critical clearing time and dynamic 

voltage stability. The large-signal and small-signal stability modules are provided for the 

large and small disturbance effect on the stability, respectively. The fourth module is 

responsible for modelling multi-domain models as electro-mechanical interaction and/or 

power-electronics converter interaction with the grid. This type has four methods: 
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performing transient stability analysis (getTSA()), analyzing the effect of large or small 

disturbances (getLSSA(), getSSSA()) and getting the result of multi-domain simulation 

(getMDHA()). 

 

Figure 3.2: physical dynamic model modules and interfaces. 

These different modules can be merged by using the DT constructor interface methods 

(Construct() and getModel()), which includes the module that is responsible for the 

modelling initialization and configuration. According to the application, the model 

modules are selected and merged and initialized based on the last shadow states that are 

coming from the IoT core interface modules. The input/output (I/O) interface between the 
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modules and the IoT core for both the shadow and the databases are performed by the query 

filtering instructions (I/OQueryShdw(), I/OQueryDB()).  

3.2 Generic Formulation of the CPS DT Model  

By combining the last sensory/control updates and the model, the DT can replicate the 

real system digitally. The model is mathematically formulated to describe the static and 

dynamic features of the thing and enhanced by full or partial information from the edge. 

The DT can simulate the normal and abnormal behaviors of an asset. In addition, the data-

driven models leverage data analytics to describe, understand and predict the dynamical 

activity numerically. Exploiting the historical knowledge data, event logging and their 

counteractions in the deep-learning technologies can equip the DT model with the 

capability of recommending corrective actions during a contingency and effectively 

operating the ECPS during normal healthy operation. 

Generally, the physical asset 𝜑 ∈ Φ is represented by the physical set of states 𝑋Ψ, 

which is measured by a sensor 𝜓 ∈ Ψ. The physical dynamic is defined by 𝐴Φ, 𝐵Φ, 𝐶Φ, 

𝐷Φ parameter matrices. The physical system with control input 𝑈Ψ is represented in state-

space form as 

 𝑋Ψ̇ = 𝐴Φ𝑋Ψ + 𝐵Φ𝑈Ψ

𝑌Ψ = 𝐶Φ𝑋Ψ + 𝐷Φ𝑈Ψ
} (3.1) 

To provide the cyber model the flexible compatibility with the physical model, the 

cyber system dynamics is developed to be in the linear time-invariant state-space 

representation. A cyber thing 𝜃 ∈ Θ represents a controller state 𝑥𝜃 ∈ ΧΘ, which uses the 

sensor measurement and the cyber graph 𝒢 to control the physical asset 𝜑. The cyber 
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dynamic is defined by 𝐴𝛩, 𝐵𝛩, 𝐶𝛩, 𝐷𝛩 parameter matrices. The cyber system dynamics is 

given by, 

 𝑋𝛩̇ = 𝐴𝛩𝑋𝛩 + 𝐵𝛩𝑈𝛩

𝑌𝛩 = 𝐶𝛩𝑋𝛩 + 𝐷𝛩𝑈𝛩
} (3.2) 

The digital twin model was developed to be a multi-purpose function. It can be used by 

many applications. According to the required solution, the DT model is defined by the 

sampling time, the known inputs and the desired outputs. The previous ECPS physical and 

cyber twins can be hybridized to replicate the cyber-physical system’s behavior as follows, 

 [𝑋̇
Θ

𝑋̇Ψ
] = [ 𝐴Θ 𝟎

𝐵Φ𝐶Θ 𝐴Φ
] [𝑋

Θ

𝑋Ψ] + [𝐵
Θ

𝟎
] [𝑈Θ] (3.3) 

 [𝑌ΘΨ] = [𝟎 𝐶Φ] [𝑋
Θ

𝑋Ψ] (3.4) 

where 𝑌ΘΨ is the hybrid model output and the disturbance pair 𝐷Φ , 𝐷𝛩 are ignored for 

simplification. Using the hybrid twin models, the unknown states and the forecasted 

behavior can be predicted based on the present shadow states. 

3.3 ECPS DT Model Formulation 

As previously discussed, the DT model is application-oriented and the DT model for 

the energy CPS cannot be a single definite model for all solutions. In this section, a variety 

of DT models are developed for the purpose of the distributed control guidance, energy 

management, cybersecurity auditing and authentication. In addition, the DT model was 

covered for both the fast and slow model dynamics. The following model development was 

implemented for the networked distributed microgrids in the active distribution network. 
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3.3.1 Physical System DT Model  

The ECPS is assumed to contain a set of subsystems that are physically interconnected 

to balance the generation and demand mix and controlled through coordinated multi-agents 

that are linked using a cyber communication graph to ensure a common goal. The degree 

of the complexity of the DT model depends on the nature of the application, the possible 

actions and the physical asset itself. 

The developed ECSP DT model was divided according to the application’s nature into 

two models: a low-bandwidth (slow dynamics) DT model and a high-bandwidth (fast 

dynamics) DT model. On one hand, the applications that require the low-bandwidth model 

are energy management, market operation, situational awareness monitoring and predictive 

maintenance. These applications are performed periodically every large time span, and they 

usually depend on long-term historical data to predict long-term future operation strategies 

and management actions. On the other hand, the high-bandwidth applications are real-time 

outage management, what-if contingency analysis, secondary control guidance and system 

restoration. The following subsections present the developed DT model. 

3.3.1.1 Slow Dynamics Physical Model 

Suppose a distribution grid has 𝑜𝑡ℎ interconnected energy units. These energy units can 

be distributed generation (such as a solar, wind or conventional generator), Energy Storage 

Systems (ESSs) such as a battery storage system or thermal storage system, fixed loads or 

flexible loads (such as an electric vehicle parking garage or nanogrids). Figure 3.3 shows 

the low-bandwidth physical model of an energy unit. Generally, the energy unit can be 

represented as a generic energy node with an original infeed source 𝜉 from the energy 
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resource as the solar irradiance or the required demand. If the infeed energy is storable with 

capacity ℋ, the node can represent an ESS or flexible load. If the energy cannot be stored, 

the node represents a generation or the fixed load and ℋ = 0.  

Energy
Storage

Energy 
Conversion 

System

Original 
Resource

or
DemandInfeed

Generated 
power

Load 
power

Curtailment
or

Shedding

Energy Unit

Power 
Transaction
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ℋ𝑜  

𝜓𝑜  

𝜉𝑜  • Solar Irradiance
• Wind Speed
• Fuel
• Required 

Demand

 

Figure 3.3: slow dynamics physical model of the digital twin. 

In the case of representing the renewable resource as solar or wind and where excessive 

power is present, the power curtailment can be represented by 𝜓 < 0. In the case of 

representing the loading, 𝜓 represents the load shedding and 𝜓 > 0. When the generic node 

has 𝑃𝑙𝑑 = 0, it represents a generation mode. Additionally, if the generated power 𝑃𝑔𝑛 =

0, the unit represents the load. If both the generation mode and loading mode exist, the 

node represents an ESS. The generic mathematical formulation of the 𝑜𝑡ℎ energy unit 

representations are: 

 ℋ𝑜 𝑆𝑜𝐶𝑜̇ = − 𝜂𝑔𝑛,𝑜
−1 𝑃𝑔𝑛,𝑜 + 𝜂𝑙𝑑,𝑜𝑃𝑙𝑑,𝑜 ± 𝜉𝑜 + 𝜓𝑜 − 𝜚𝑜(𝑆𝑜𝐶𝑜 − 𝑆𝑜𝐶𝑜

(0)) (3.5) 
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where 𝑆𝑜𝐶𝑜 and 𝑆𝑜𝐶𝑜
(0)

 are the state of charge and the initial state of charge of the 𝑜𝑡ℎ 

energy unit. In addition, 𝜂𝑙𝑑 and, 𝜂𝑔𝑛 are the efficiency of the generation and loading 

operation, and 𝜚𝑜 is a variable that represents the flexible load controllability. Table 3.1 

shows possible mathematical formulations for different energy unit types according to (3.5) 

and from applying the energy unit constraints. 

Table 3.1: energy unit mathematical formulation. 

Type Constraints State-Space Model 

Conventional ℋ𝑜 = 0, 𝑃𝑙𝑑,𝑜 = 0,𝜓𝑜 = 0 0 = − 𝜂𝑐𝑔𝑛,𝑜
−1 𝑃𝑐𝑔𝑛,𝑜 + 𝜉𝑐𝑔𝑛,𝑜 

Renewable ℋ𝑜 = 0, 𝑃𝑙𝑑,𝑜 = 0,𝜓𝑜 < 0 0 = − 𝜂𝑟𝑔𝑛,𝑜
−1 𝑃𝑟𝑔𝑛,𝑜 + 𝜉𝑟𝑔𝑛,𝑜 + 𝜓𝑐𝑢𝑟,𝑜 

ESS 𝜉𝑜 = 0,𝜓𝑜 = 0 ℋ𝑠,𝑜 𝑆𝑜𝐶𝑠,𝑜̇ = − 𝜂𝑠𝑔𝑛,𝑖
−1 𝑃𝑠𝑔𝑛,𝑜 + 𝜂𝑠𝑙𝑑,𝑜𝑃𝑠𝑙𝑑,𝑜 

Fixed Load ℋ𝑜 = 0, 𝑃𝑔𝑛,𝑜 = 0,𝜓𝑜 > 0 0 = 𝜂𝑙𝑑,𝑜𝑃𝑙𝑑,𝑜 − 𝜉𝑙𝑑,𝑜 +𝜓𝑠ℎ𝑑,𝑜 

Flexible 

Load 
𝑃𝑔𝑛,𝑜 = 0,𝜓𝑜 = 0 

ℋ𝑓𝑙𝑑,𝑜 𝑆𝑜𝐶𝑓𝑙𝑑,𝑜̇ = 𝜂𝑓𝑙𝑑,𝑜𝑃𝑓𝑙𝑑,𝑜+𝜉𝑓𝑙𝑑,𝑜

− 𝜚𝑜(𝑆𝑜𝐶𝑓𝑙𝑑,𝑜 − 𝑆𝑜𝐶𝑓𝑙𝑑,𝑜
(0)

) 

 

3.3.1.2 Fast Dynamics Physical Model 

The purpose of the DT is to represent the power system’s dynamics and the effect of 

the networked microgrids on the distribution grid’s point of common coupling. The DC 

microgrid mainly consists of four components: sources, a DC/DC converter, loads and 

distribution cables. The large-signal dynamical equations that represent the transient 

response are derived as a linear time-invariant differential equation. The main focus of this 

physical model is to represent the transactions among the networked microgrids. Therefore, 

the intra-microgrid transactions are ignored here, as they are already covered in the low-

bandwidth model. Each microgrid contains several interconnected sources and loads that 

can be characterized by a Thevenin equivalent circuit. Thus, the individual microgrid 𝑖 is 

modelled by a controllable voltage source and its passive components of resistance, 

inductance and capacitance. 
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Figure 3.4 illustrates a networked DC microgrid under study. The grid contains two 

clusters of microgrids: the first cluster has five microgrids, and the second one has three 

microgrids. Usually, the practical DC power system was connected to the major grid via a 

point of common coupling (PCC). The equivalent model of each microgrid’s equivalent 

voltage sources is shown at the bottom of Figure 3.4, which identifies the primary control 

system of the DC/DC converter. Since the control objective of the secondary controllers in 

cyberspace is power-sharing, the voltage and the current references are formulated in the 

model to make the power-sharing factor the reference of the controlled microgrid output. 

Generally, the DCNMG dynamics of 𝑖𝑡ℎ microgrids can be described by: 

 
𝐿𝑖
𝑑𝐼𝑖
𝑑𝑡

= 𝐸𝑖
∗ − 𝑟𝑖𝐼𝑖 − 𝑣𝑖

𝑡

𝐶𝑖
𝑑𝑣𝑖

𝑡

𝑑𝑡
= 𝐼𝑖 − 𝐼𝑖

𝑡
}
 

 

 (3.6) 

where 𝐼𝑖 is the 𝑖𝑡ℎ microgrid converter average inductor current, 𝐸𝑖
∗ is the reference voltage 

at the 𝑖𝑡ℎ microgrid 𝑣𝑖
𝑡 is the microgrid terminal voltage and 𝐼𝑖

𝑡 is the transmitted current 

from/to microgrid 𝑖 to the grid. In addition, 𝑅𝑖, 𝐿𝑖 and 𝐶𝑖 are the equivalent resistance, 

inductance and capacitance of each microgrid 𝑖. 

It is assumed that the microgrid output is controlled by the reference signals of the 

terminal voltage 𝑉𝑖
𝑡,𝑟𝑒𝑓

 and the output reference power 𝑃𝑖
𝑟𝑒𝑓

 using the droop control 

characteristics as follows, 

 𝐸𝑖
∗ = 𝑉𝑖

𝑡,𝑟𝑒𝑓
− 𝑘𝑖(𝑃𝑖

𝑟𝑒𝑓
− 𝑃𝑖) (3.7) 
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where 𝑘𝑖 is droop coefficient and the output power can be represented in terms of power-

sharing factors 𝑃𝑖 = 𝑃𝑖,𝑚𝑎𝑥𝑥𝑖. Therefore, if 𝛽𝑖 = 𝑘𝑖𝑃𝑖,𝑚𝑎𝑥, the controlled voltage in (3.7) 

can be rewritten as follow. 
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Figure 3.4: NMGs fast dynamics model. 
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 𝐸𝑖
∗ = 𝑉𝑖

𝑡,𝑟𝑒𝑓
− 𝛽𝑖(𝑥𝑖

𝑟𝑒𝑓
− 𝑥𝑖) (3.8) 

The microgrid terminal 𝑡𝑖 is connected to the distribution grid nodes 𝑔𝑗 which has 

voltages 𝑣𝑜
𝑔
= [𝑣𝑜

𝑔
, … , 𝑣𝑚

𝑔
] and the transmitted current to the grid nodes can be described 

as, 

 𝐼𝑖
𝑡 = ∑ 𝐼𝑗

𝑔

𝑗⊂𝑚

= ∑ 𝑦𝑖𝑗
𝑡𝑔
(𝑣𝑖

𝑡 − 𝑣𝑗
𝑔
)

𝑗⊂𝑚

 (3.9) 

where 𝑦𝑖𝑗
𝑡𝑔

 is the line or cable admittance between the nodes 𝑡𝑖 and 𝑔𝑗. Since the balancing 

and power flow is the purpose of the model, the electrometric transients are ignored which 

leads that the grid interconnection model is represented as follows, 

 [𝐼
𝑡

𝐼𝑔
] = [𝑌

𝑡𝑡 𝑌𝑡𝑔

𝑌𝑔𝑡 𝑌𝑔𝑔
] [𝑉

𝑡

𝑉𝑔] (3.10) 

According to (3.6) and (3.8)-(3.11)(3.10), the balancing dynamics in matrix notation 

can be written as, 

 

𝐿
𝑑𝐼

𝑑𝑡
= 𝑉𝑡,𝑟𝑒𝑓 − 𝛽𝑋𝑟𝑒𝑓 − 𝑅𝐼 − 𝑉𝑡

𝐶
𝑑𝑉𝑡

𝑑𝑡
= 𝐼 − 𝐼𝑡

𝐼𝑡 = 𝑌𝑡𝑡𝑉𝑡 + 𝑌𝑡𝑔𝑉𝑔

𝐼𝑔 = 𝑌𝑔𝑡𝑉𝑡 + 𝑌𝑔𝑔𝑉𝑔 }
 
 

 
 

. (3.11) 

where 𝑋𝑟𝑒𝑓 = [𝑥1
𝑟𝑒𝑓

, … , 𝑥𝑛
𝑟𝑒𝑓

]𝑇, 𝑉𝑡,𝑟𝑒𝑓 = [𝑣1
𝑡,𝑟𝑒𝑓

, … , 𝑣𝑛
𝑡,𝑟𝑒𝑓

]𝑇 . To ensure the equilibrium of 

the dynamics in (3.11) is analyzed in steady-state such that 𝑉𝑡 = 𝑉𝑡,𝑟𝑒𝑓 −  𝛽𝑋𝑟𝑒𝑓−𝑅𝐼𝑡 as, 

 
𝐼𝑡 = 𝑌𝑡𝑡𝑉𝑡,𝑟𝑒𝑓 − 𝛽𝑌𝑡𝑡𝑋𝑟𝑒𝑓 − 𝑅𝑌𝑡𝑡𝐼𝑡 + 𝑌𝑡𝑔𝑉𝑔

𝐼𝑔 = 𝑌𝑔𝑡𝑉𝑡,𝑟𝑒𝑓 − 𝛽𝑌𝑔𝑡𝑋𝑟𝑒𝑓 − 𝑅𝑌𝑔𝑡𝐼𝑡 + 𝑌𝑔𝑔𝑉𝑔} (3.12) 

whose re-arranging yields, 



 

50 

 

 

𝐼𝑡 = (𝑌𝑡𝑡−1 + 𝑅)−1𝑉𝑡,𝑟𝑒𝑓 − 𝛽(𝑌𝑡𝑡−1 + 𝑅)
−1
𝑋𝑟𝑒𝑓

+𝑌𝑡𝑔(1 + 𝑅𝑌𝑡𝑡)−1𝑉𝑔

𝐼𝑔 = (𝑌𝑔𝑡 − 𝑌𝑔𝑡𝑅(𝑌𝑡𝑡−1 + 𝑅)−1)𝑉𝑡,𝑟𝑒𝑓                 

−(𝛽𝑌𝑔𝑡 − 𝑌𝑔𝑡𝑅𝛽(𝑌𝑡𝑡−1 + 𝑅)−1)𝑋𝑟𝑒𝑓

(𝑌𝑔𝑔 − 𝑌𝑔𝑡𝑌𝑡𝑔𝑅(1 + 𝑅𝑌𝑡𝑡)−1)𝑉𝑔 }
  
 

  
 

 (3.13) 

The system achieves the equilibrium if the controlled values 𝑉𝑡,𝑟𝑒𝑓 and 𝑋𝑟𝑒𝑓are chosen 

to guarantee that the system in (3.11) is solvable. By mapping the system in (3.11) to the 

physical system generic formulation in (3.1), the physical system states and inputs are 

𝑋Ψ = [𝐼, 𝑉𝑡]𝑇 , 𝑈Ψ = [𝑉𝑡,𝑟𝑒𝑓 , 𝑋𝑟𝑒𝑓 , 𝐼𝑡]𝑇, respectively. The physical system dynamical 

parameters are derived from (3.11) as follows, 

 

𝐴Φ = [
−𝑅𝐿−1 −𝐿−1

𝐶−1 0𝑛
] 

𝐵Φ = [
𝐿−1 −𝛽𝐿−1 0𝑛
0𝑛 0𝑛 −𝐶−1] 

𝐶Φ = [𝐼𝑛] 

(3.14) 

3.3.2 Cyber System DT Model  

The distribution system that contains NMG can be considered a virtual power plant. 

The aggregated power from the NMG is controlled by the tertiary controller at PCC 

(leader) and the multi-agent cooperated controllers at each microgrid (followers) [11], [12], 

[16], [59]–[61]. The PCC tertiary controller objective is to satisfy the energy management 

optimal update, which is the reference power-sharing 𝑃𝑝𝑐𝑐
𝑟𝑒𝑓

 by aggregating it from the 

NMGs sharing 𝑃𝑖. Since the NMG contains different scales of microgrids, the sharing 

capability of each microgrid is different. Therefore, the PCC agent (𝑎𝑔𝑒𝑛𝑡 0) is described 

by the sharing factor 𝑥0 = 𝑃0 𝑃0,𝑚𝑎𝑥  and each microgrid sharing capability is defined as 
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𝑥𝑖 = 𝑃𝑖 𝑃𝑖,𝑚𝑎𝑥 . The PCC agent control objective is to achieve certain reference common 

power-sharing factor as follows, 

 

min
𝑥

(𝑥0
𝑟𝑒𝑓

− 𝑥0(𝑥𝑖)) 

𝑠. 𝑡.         0 ≤ 𝑥0 ≤ 1 

                          0 ≤ 𝑃0 ≤ 𝑃0,𝑚𝑎𝑥 

(3.15) 

where 𝑃0,𝑚𝑎𝑥 is the maximum power-sharing capability at the PCC. 

The secondary distributed controllers cooperate to achieve a consensus on the main 

leader control objective. According to the graph theory, the cyber communication is a graph 

𝒢 = (𝒱, ℰ) that determines the cyber state coupling of the agents’ dynamics where 𝒱 =

{0,1, … , 𝑛} is the vertex set with a set of edges ℰ ⊆ 𝒱 × 𝒱 is the coupling between the 

control agents.  

 

Agent 0 is the main leader for the system, and it is connected to the leaders of 

microgrids clusters 𝑖𝑙, which is connected to several 𝑖 followers. The edge (𝑖, 𝑗) ∈ ℰ 

represents the cyber state of 𝑖𝑡ℎ agent will influence the dynamics of 𝑗𝑡ℎ agent according 

to weighing factor 𝑤𝑖𝑗, which is represented as a global adjacency matrix 𝒜 ∈

ℝ(𝑛+1)×(𝑛+1), which is described as, 

 [𝒜]𝑖𝑗 = {
𝑤𝑖𝑗 > 0       𝑖𝑓  𝑖, 𝑗 ∈ ℰ

0                   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 
 (3.16) 

The secondary control agent model is used to emulate the cyber graph by implementing 

the model on the right-hand side of Figure 3.5 for every agent and use the weighting factors 
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𝑎𝑖,𝑗 to represent the communication link connectivity and the degree of populating the 

control update rules to the rest of the cyber graph. 
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Figure 3.5: distributed control model 

The graph Laplacian matrix is defined as ℒ = 𝒟 −𝒜, were  𝒟 = 𝑑𝑖𝑎𝑔{𝑑𝑖}, is the in-

neighbours degree matrix and 𝑑𝑖 = ∑ 𝑤𝑖𝑗𝑗∈𝑛𝑖
. 

Remark 1: The leader-follower consensus protocol can be implemented in the 

following discrete-time form for 𝑘𝑡ℎ samples to achieve an agreement on the steady-state 

control leader such that, lim
𝑘⟶∞

𝑥𝑖(𝑘) = 𝑥0
𝑟𝑒𝑓

∀𝑖 ∈ 𝑛 that was provided by the tertiary 

controller as formulated in Algorithm A2 in [62], 



 

53 

 

 𝛿𝑖𝑗(𝑘 + 1) = 𝛿𝑖𝑗(𝑘) + 𝑤𝑖𝑗(𝑥𝑗(𝑘) − 𝑥𝑖(𝑘)) (3.17) 

 𝑥𝑖(𝑘 + 1) = 𝜀. 𝛿𝑖𝑗(𝑘 + 1) + 𝑔𝑖. 𝑥0 (3.18) 

where 𝛿𝑖𝑗 is an intermediate updating of the control law for an agent 𝑖 by 𝑗𝑡ℎneighbours, 𝜀 

is a constant to regulate the consensus speed and 𝑔𝑖 is the pinning gain, which characterizes 

the spanning tree at the leader. 

The dynamics of the consensus protocol can be modelled as a set of interacting agents 

that achieve a common goal 𝑥0. The local neighborhood tracking error 𝑒𝑖 of a controller 𝑖 

is formulated as, 

 𝑒𝑖 = 𝑥̇𝑖 = ∑𝑤𝑖𝑗(𝑥𝑗 − 𝑥𝑖)

𝑗∈𝑛𝑖

+ 𝑔𝑖. (𝑥0 − 𝑥𝑖) (3.19) 

 𝑋̇ = −(ℒ + 𝐺). 𝑋 + 𝐺𝟏𝑥0 (3.20) 

The leader takes the role of controlling the graph in a distributed manner using the 

consensus protocol 𝑢𝑖 = 𝜄𝑒𝑖, were 𝜄 is a constant gain, which was chosen to ensure the 

synchronization among agents. The synchronization error with the leader can be 

represented as 𝛿𝑖 = 𝑥𝑖 − 𝑥0.  

The consensus was achievable under the input 𝑢𝑖 to the leader state 𝑥0 and the 

synchronization error with the leader 𝛿𝑖 = 𝑥𝑖 − 𝑥0 is decaying to zero, 𝛿𝑖 → 0 if the 

dynamical matrix of the cyber graph is stabilizable. The global dynamical error under the 

control mechanism 𝑢𝑖 be formulated as, 
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𝛿̇ = 𝑋̇ − 𝑋0̇
𝛿̇ = ((𝐼𝑛⨂𝒜) − 𝜄(ℒ + 𝐺))𝛿

𝛿̇ = 𝐴𝑐𝛿

} (3.21) 

were 𝐴𝑐 represent the error closed dynamical matrix. The solution is written as, 

 𝛿(𝑡) = 𝑒𝐴
𝑐𝑡𝛿(0) (3.22) 

By mapping the cyber system dynamics in (3.20) into the generic DT model in (3.2), 

the cyber states 𝑋Θ = 𝑋𝑟𝑒𝑓, the graph control input 𝑈Θ = 𝑋0, the cyber system dynamics 

are 𝐴Θ = −(ℒ + 𝐺), 𝐵Θ = 𝜄𝐺1, 𝐶Θ = 𝐼𝑛. 

These developed models of the ECPS cannot be handled as a data-informed models 

without input/output configuration, shadow synchronization and observer prototypical. To 

transform these models into a usable DT clones, the DT playground was developed and 

discussed in the following chapter. 
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Chapter 4 Practical Implementation of the Energy CPS Digital Twin Playground 

This chapter presents an Internet of Things based digital clone of the energy cyber-

physical system that can serve many applications in the power system as monitoring, 

resilient control, management, security, situational awareness and planning. The developed 

framework can create a digital twin of the physical power system components, cyber 

control layer and their interaction in real-time. The framework provides the power system 

with reliable, efficient and secure operations during the normal state and makes the system 

survivable against catastrophic risks. The developed framework leverages the emerging of 

IoT and cloud computing technologies to create a safe playground to test, validate, plan 

and study the new ideas in a real like system. Unlimited applications can be implemented 

for the power system to run in parallel, which gives the ECPS the ability to follow the 

Industry 4.0 revolution and achieve the power grid digitalization. 

4.1 Overall Energy Cyber-Physical Digital Twin Playground Platform Description 

The developed digital twin playground is a real-time digital clone of the power system 

that holds both the last power system state and data-informed ECPS dynamic models to 

mimic the power system behavior. That will give the grid operator the ability to monitor, 

operate, secure, design, test, validate, plan and study the current and future energy cyber-

physical system. Figure 4.1 shows an overview of the developed platform. 

4.1.1 Energy Cyber-Physical System Description 

The distribution grid is considered as the higher complex part, so it is selected to show 

the developed power system DT playground. On the left-hand side, the energy cyber 

control system is on top of the energy physical power system. The physical system contains 
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power electronics-based interconnected microgrids that are working as virtual power plants 

to perform power distribution clusters and it is coupled to the rest of the grid via an 

interlinking converter (IC). The cyber networked control system contains secondary and 

tertiary control systems that are working hierarchically to manage the microgrids, DGs and 

loads interactions.  

The physical distribution system includes the microgrids clusters on each feeder that 

contains many types of energy units as distributed generators (DGs), Energy Storage 

Systems (ESSs), Fixed Loads (LD) and Flexible loads (FLD). Besides, the emerging power 

electronics devices, which is the main factor to regulate the power flow and maintain 

system stability. It is assumed that the primary controllers of the power electronic devices 

are a part of the physical system. The physical space was monitored via sensors as voltage 

transformers (V.Ts) and current transformers (C.Ts), which translated to digital form 

through micro-phasor-measurement-units (𝜇𝑃𝑀𝑈𝑠). 

In cyberspace, the tertiary controller interacts with the utility to manage the power at 

the point of the common coupling (PCC). The tertiary control system was implemented on 

the distribution substation and it is responsible for deciding on the transmitted power at the 

PCC to support many objectives as both the energy market transactions and the system 

ancillary services. To aggregate the miniature power units the distribution grid, the 

secondary control agents are working cooperatively to achieve an agreement on the tertiary 

control global objectives and to satisfy the local control objectives locally in the individual 

microgrid. Those agents are coordinating via communication links and achieve the 

agreement using the consensus algorithm.  
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4.1.2 The Developed Digital Twin Playground 

The developed platform can be implemented on a commercial or private cloud system, 

which provides many on-demand cloud computing services as computer processing 

resources, connectivity, virtual machines, IoT core, data pipelines, data storages and 

machine learning engines. The monitored physical system was provisioned in the cloud 

IoT core system via internet communication protocols. In the same way, the cyber control 

states are shared from the controllers to the IoT core. These cyber and physical states living 

on the cloud as a digital shadow and contain the latest information about the physical or 

the cyber asset. Once the data sent to the IoT core, it can be accessed by any service on the 

cloud. To manage the data access inside the cloud system for the DT purpose, the data 

interface function was developed. Also, the event detection function was implemented on 

a service less computing function to trigger many DT applications in real-time.  

As shown in Figure 4.1, the reported shadow states are sent to the dynamic model 

module. The dynamic model module was equipped with fast dynamics (FD) models and 

slow dynamics (SD) models for both the cyber and the physical systems. Also, a separate 

deep learning model was developed to perform cyber and physical behavior prediction. 

The developed module is scalable and flexible to add more models according to future 

applications. These models are built to run in real-time as a digital replica of the ECPS and 

ready for any application in the digital playground. The DT playground contains a DT 

constructor engine and the applications environment to let the grid operator customize the 

applications and their objectives.   
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Figure 4.1: The Developed Digital Twin Playground. 
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The DT constructor is an algorithm that is responsible for constructing a DT clone by 

defining the required model type, the twin input/output configuration, model 

merging/hybridization and the full state observer design, which estimate the unknown 

states, solve what-if scenarios, and answer the future unforeseen questions. The DT 

constructor can be programmed by a predefined Application Programing Interface (API). 

The playground environment was introduced to create a user-friendly interface for 

custom applications. It uses the living DTs and predicted behaviors to give the grid operator 

a fearless capability of running actual real-time studies with unlimited scale but the cloud 

system. After that, the decisions can be returned to the ECPS by setting the desired states 

on the asset’s shadow. 

4.2 ECPS Things-To-Cloud Service Transactions 

To implement the digital twin, the model’s degree of complexity should be carefully 

considered to avoid adding extra complexity to the system. The developed digital twin uses 

the state-space representation of the ECSP by aggregating the individual microgrid 

resources into a single equivalent model. That will reduce the communication and the 

computational burden without reducing the benefits of potential applications and solutions. 

As shown in Figure 4.2 the IoT device makes decisions locally within the microgrid, but it 

will be kept aware of the global centric objective with regular over-the-air programming 

(OTA) updates of its settings. 

The ECSP is represented in the cloud by the sensor measurements from the physical 

assets 𝜑 and the control states from the cyber assets 𝜃. Figure 4.2 depicts the AWS cloud 

hosting the energy IoT, computing services and their transactions. Suppose the distribution 
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grid has 𝑛 microgrid (𝜇𝐺) clusters, each 𝜇𝐺 cluster has 𝑚 microgrids and the 𝑖𝑡ℎ 𝜇𝐺 has 

𝜊𝑡ℎ assets. Each asset is connected to the microgrid main bus by an interlinking power 

electronics converter 𝐼𝐶𝜊, and each 𝜇𝐺 is linked to the distribution grid by an interlinking 

converter 𝐼𝐶𝑖. 

On one hand, the microgrid physical assets can be classified into four main types, the 

distributed generator (DG), ESS, fixed load (LD) and flexible loads (FLD). An asset 𝑜 is 

monitored by a current transformer C.T and voltage transformer V.T, which are used to 

calculate various physical power system states using 𝜇𝑃𝑀𝑈𝑠. The asset physical state is 

represented by a set of calculated parameters 𝑥𝜑 = {𝑃, 𝑄, 𝑓, 𝑉} that are the active power, 

reactive power, power frequency and voltage, respectively. 

On the other hand, cyberspace is a set of distributed controllers, which are 

communicating with each other to cooperatively satisfy a control objective 𝑥𝜃. The control 

objective can be active/reactive power-sharing, voltage regulation and/or frequency 

synchronization. This is cooperatively performed by the interlinking converters’ secondary 

distributed controllers 𝐼𝐶𝐶. The ICCs are connected via cyber communication links, and 

the control states interpret the cyberspace transactions alongside the interactions with the 

physical assets. The AWS was used to extend the cloud system functionality to the IoT 

devices (𝜇𝑃𝑀𝑈𝑠, 𝐼𝐶𝐶) to perform the data gathering and analysis and act locally on the 

cyber edge. The IoT GG channels are developed to perform higher-speed calculations 

locally to be able to act quickly in the case of a critical power system status. The data 

transaction between the sensors, controllers’ edge and cloud is implemented based on the 

message queuing telemetry transport (MQTT) protocol. To preserve privacy and reduce 
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the complexity and computational burden, the data pipelines service was used to filter and 

prepare the data for cloud computing services. The IoT core along with the lambda service 

less functions was implemented to easily and securely interact with various cloud 

computing applications. 

Besides the DT functions, different services on the cloud are developed to build 

different applications. For instance, the AWS SageMaker was used to build, train and test 

the deep-learning models that are launched on the edge of cyberspace. Data filtering, 

routing and management services are implemented to prepare the data for each application 

according to the requirements. AWS SageMaker was also used to build applications for the 

centric guidance to the distributed controllers; what-if contingency scenarios for outage 

management provide security auditing based on the anomaly detection functionality. In 

addition, IoT data analytics and data storage are used to implement offline applications for 

power system planning and physical assets’ predictive maintenance. Cyber things can be 

used to coordinate between different applications. 

Figure 4.3 illustrates the cyber/physical thing registration process on the IoT core on 

the AWS cloud. The IoT Software Development Kit (SDK) was launched on the physical 

or the cyber asset. The asset registry contains the asset policy, which was used to authorize 

the device to perform the IoT connectivity. Each asset has the required certificates and keys 

that are required to initiate the message transactions. The communication was implemented 

by the asset gateway using MQTT WebSocket or hypertext transfer protocol secure 

(HTTPs) protocols, and it should be authorized by the IoT core to verify the thing’s 

identity. Then, the gateway sends the message to the rule engine, which is responsible for 
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assessing the incoming messages published into the IoT core. That determines the action 

of structured query language (SQL) filtering or rerouting the data to different cloud services 

based on pre-defined settings. 
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Figure 4.2: Data transaction between ECPS and cloud services. 

The vital process of the DT is the update process for the device shadow. The shadow 

state of an asset is a JavaScript object notation (JSON) file that is used to store/retrieve the 

last state of a thing. The shadow can be accessed regardless of whether the thing is 

connected to the Internet or not. It contains the shadow desired and reported states, 

immutable metadata, updated version, transaction token and timestamp. 
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The Lambda serviceless function automatically executes a predefined logic function 

when required without provisioning. The messages are used later for different cloud 

computing solutions and end-user/operator applications. The IoT application programming 

interface was used to interact with the data for different applications. 

 

Figure 4.3: Physical/cyber thing registration on the IoT core. 

4.3 Digital Twin Playground 

The DT playground contains three components, that are working to produce the DT 

clones for different parallel applications. The DT constructor engine selects the model’s 

types that are required for certain DT application. Then, the models are merged and 

configured to be one hybrid model. Finally, the hybrid model was added into the 

Luenberger Observer (LO) set up to estimate the system full state.  
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4.3.1 DT Constructor Engine 

As shown in Figure 4.4, when a DT clone is requested for a certain application or study, 

the models' types are selected according to the application specifications from the 

previously discussed models as fast dynamics physical model, fast dynamics cyber model, 

slow dynamics physical model and slow dynamics cyber model. At that time, the healthy 

reported shadow states will define the known and the unknown states alongside the 

required estimated states to define the state-space inputs and outputs. After that, a series of 

state-space representation was used to merge the models into one hybrid model. The CPS 

hybrid models are combined into a single concatenation dynamical model as in the system 

in (3.3) and (3.4). 

The Luenberger observer setup was used to put the constructed model into real-time 

interaction with the real physical/cyber system to estimate the full internal state by 

removing the noise and ride through the disturbance. Since the Luenberger observer 

delivers zero dynamics error if and only if the gain is chosen in the strictly stable region, 

the Luenberger weights are modified based on the predictions from a pre-trained deep-

learning model, which has access of the last shadow states. The LO was constructed firstly 

for the full healthy state as, 

where 𝒳 𝑖 and 𝒴̂𝑖(𝑘) are the estimated states and outputs that is calculated according to the 

control input 𝒰𝑖 and the shadow states 𝒴𝑖. Λ, Γ and Υ are hybrid merged model parameters. 

The LO weights ℓ𝑖 was selected such that the eigenvalues of (Λ − ℓΥ) is stabilizable. 

 
𝒳 𝑖(ℎ + 1) = Λ𝒳 𝑖(ℎ) + Γ𝒰𝑖(ℎ) + ℓ𝑖(𝒴𝑖(ℎ) − 𝒴̂𝑖(ℎ))

𝒴̂𝑖(𝑘) = Υ𝒳 𝑖(ℎ)
} (4.1) 
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Figure 4.4: DT constructor architecture. 
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4.3.2 DT Playground and Applications Environment 

As discussed in the last section, the DT constructor engine is designed to feed multiple 

applications with the DT clones according to the application requirements. The DT 

playground is the container that is used to launch the DT applications. In Figure 4.5, the 

DT constructor distributes the DT clones over the Applications (Apps.). The real-time 

reported shadow states are fed into each application’s DT according to the type of the DT. 

The resulted computations and decision that are taken is updated also under the desired 

shadow sate field in the IoT core to reflect the DT decision into the edge controllers. 

Many parallel applications can be launched in the cloud as ECPS environment for real-

time reinforcement learning, grid optimization, power system security auditing, what-if 

analysis, microgrid fault-tolerant, and situational awareness. Figure 4.5 shows how some 

of these applications can be implemented in the DT playground. 

The grid optimization Application utilizes the first clone (DT 1) as a predictor to 

optimize the grid operation by minimizing the fuel cost and losses while maximizing the 

benefits and renewable energy usage. Also, the DT predictor helps to cope with the 

variability and uncertainty of the large-scale PV and Wind energy penetration without 

violating the power system constraints. The DT 1 uses the shadow states updates to 

dynamically dispatch and aggregate the power from wide-area power system primary and 

secondary distribution to give the distributed controllers of the networked microgrid the 

life centric oversight, which effectively operate the grid. 

The second DT (DT 2) represents the life model to answer the operator what-if question 

for various kind of study as the on-line N-1 contingencies, N-k contingencies and the power 



 

67 

 

system state estimation. Also, the What-If scenario App. can be autonomously configured 

using the operator APIs to define the recommended steps and decisions if an event is 

detected. For instance, if a large generator or a vital power transmission line is tripped, the 

real-time update of the DT 2 will use the last system topology and develop decisions such 

as rerouting the power to decongest the overloaded lines, load shedding to restore the 

stability or activating ESSs to restore the system to its normal state. The existence of the 

on-line DT with the last system state will accelerate the restoration process, prevent the 

cascaded outage, and minimize the blackout region. 

The cybersecurity of the distributed control graph is very critical for the secondary and 

tertiary control systems. In this application, two DTs (DT 3, DT 4) are utilized to check the 

consistency of the distributed control actions with the physical system real-time states. DT 

3 is designed as a physical system observer to estimate the physical system full state and 

DT 4 provides the cyber system dynamics. For instance, if the distributed SCA is working 

to make consensus on certain power-sharing and one of the control agents is attacked. The 

Satisfiability Modulo Theory is developed to authenticate the cyber control action by 

comparing the cyber states (DT 4 estimates) and the last physical measurements (DT 3 

estimates) to detect the attacked control agent and isolate it from the control process. The 

benefits of that the cloud centricity can discover even the multiple coordinated attacks on 

the cyber system.  

Since the power system is a highly non-linear complex system, the regular decision 

making, control and management techniques cannot guarantee the safe operation of the 

grid especially during the risks of catastrophic situations. 
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Figure 4.5: DT Playground and Applications Environment. 

The deep reinforcement learning (RL) techniques can get the best possible actions to 

take for unexpected cases in a fast and autonomous way without human intervention. The 

RL requires an environment to learn and after many iterations of taking actions, observing 

the states and collecting the rewards, the controller can provide out of the box solutions. 

Adding the life DT as a safe environment, which the RL agent can manipulate and get real 

feedback from the system can boost the abilities not only during the learning process but 

also with the real-time interaction with the grid. Also, the actions taken by the agent will 

be safe since it is a digital clone. In this Application, a deep Q network (DQN) is utilized 

as an RL agent to deal with the DT N environment. 

4.4 Digital Twin Practical Experimental Implementation 

The ECPS DT is demonstrated by implementing the physical and the cyber layers of 

the networked microgrids (MG) using interconnected embedded computers as a multi-
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agent platform. Figure 4.6 shows eight microgrids’ agents and a single PCC agent that is 

executed on nine Raspberry Pis™ and communicate using Wi-Fi [63].  

 

Figure 4.6: Practical ECPS DT implementation. 
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The Data Distribution Service (DDS) communication middleware was used to launch the 

data sharing among the distributed controllers/sensors as a cyber layer [64]. The DDS uses 

the publication/subscription mechanism without a message broker for the data sharing, 

which guarantees high-speed connectivity among the networked microgrids, and 

communication configuration is performed in extensible markup language (XML) files for 

each agent. The Python programming language is used beside the AWS cloud system. The 

ECPS-to-AWS communication is performed via the Message Queuing Telemetry 

Transport (MQTT) protocol, and the data are initially hosted on the AWS IoT core [65]. 

Figure 4.7 shows the distributed consensus control algorithm that is implemented on 

each control agent in the cyber system and its interaction with the DT on the AWS cloud. 

Firstly, the agent is initialized with the adjacency weighting factors. Then, DDS 

communication is used to listen to the agent’s neighbor and continuously check for an event 

that requires a consensus on new sharing power. 

After the agent neighbor’s data are accepted, the local control objective is updated 

based on the consensus rule. Finally, the pre-event and post-event states are reported by 

using the MQTT update function on the AWS cloud. Moreover, the desired state or DT-

based guides are submitted to the edge via the MQTT get to function. These signals can be 

configured according to the applicable nature of the DT. 

Figure 4.8 shows the implemented DT on the cloud system. Practically, the AWS 

SageMaker is used to perform the required computations and DT functions. This service 

can hold parallel instances of computation by utilizing the IoT core shadow data or the data 

stored in the database.  
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Figure 4.7: Distributed controller algorithm on the edge interaction with the DT on 

the AWS cloud. 
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Figure 4.8: DT implementation on AWS cloud. 

The parallel instances can be implemented and scaled according to the required 

application. The state-space modelling of the physical and cyber twin model is 

implemented and imported as functions to implement the low and high-bandwidth physical 

DT alongside the cyber DT models on the AWS SageMaker.  
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To reduce communication bandwidth and minimize the computational burden, the 

AWS Lambda function is used to trigger the application by continuously monitoring the 

detected event. Using the models previously discussed in (3.5), (3.11) and (3.19)–(3.20), 

the digital replica of the energy cyber-physical system is constructed to be utilized by 

different applications. 

Both the reported sensor measurements (voltages 𝑣𝑖 and injected power 𝑃𝑖) and the 

reported post-event cyber states (𝑥𝑖,𝑝𝑜𝑠𝑡
𝑟𝑒𝑝

) are ported to the online Digital Twin models. 

According to the applicable nature, the desired commanding and decisions can be 

submitted back to the edge to achieve the requirements. 

In the same way, after the application decisions are made, the desired commands are 

set back to the desired shadow state on the IoT core. The controller on the edge gets the 

desired states as centric oversight guidelines, which are used to guarantee the global system 

operation objectives. Thus, the DT creates digital parallel environments for the safe 

application of the control command on the twin before giving the edge controllers the final 

guides. 

4.5 ECPS DT Experimental Initial Test Results 

The first case study is implemented using the low-bandwidth model. Two clusters of 

microgrids are implemented on MATLAB/SIMULINK as a detailed physical model, and 

the CPS data are sent to the AWS cloud IoT core in terms of shadow states. The system 

contains a collection of diesel generators (conventional generators), PV–wind mixtures 

(renewable generators), ESSs and loads (fixed and flexible). On the other hand, the AWS 

has the state-space representation as shown in Table 3.1 to construct the physical twin and 
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the system in (3.20) to represent the cyber model. The model uses the loading profile and 

the forecasted renewable power to estimate the dispatching of the resources. Figure 4.9 and 

Figure 4.10 shows matching between the DT model and the physical states. 

 

Figure 4.9: A comparison between the low-bandwidth physical DT model and the 

physical measurements for MG cluster 1. 

The low-bandwidth model has a 15 min time slot for the AWS shadow update rate. 

Figure 4.9 depicts a close relationship between the digital twin estimated states and the 
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physical states of first cluster states, which are the aggregated demand, conventional 

generation, renewable generation, aggregated ESS charge/discharge power and state of 

charge. The second cluster, which is shown in Figure 4.10, presents the ability of the DT 

to mimic the physical response. The high-bandwidth twin model is evaluated as shown in 

Figure 4.11 and Figure 4.12. 

 

Figure 4.10: A comparison between the low-bandwidth physical DT model and the 

physical measurements for MG cluster 2. 
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Figure 4.11: A comparison between the cyber states and the shadow states on the 

AWS. 
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Figure 4.12: A comparison between the cyber DT model and the cyber states. 
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The secondary distributed control system controls the microgrids’ interlinking 

converters to share the power among the microgrids to support the voltage at the PCC. The 

implemented control agents on the embedded computers send their information (sharing 

factors) to the AWS cloud. The implemented DT in AWS SageMaker uses the sharing 

factor shadows to estimate the voltage at each bus in the interconnected microgrids. The 

figures show that the DT can replicate the actual system.  

Figure 4.11 illustrates the power-sharing factor consensus under two consecutive 

changes (0.5 and 0.85 per unit in the reference at the PCC. The delay between the cyber 

edge states (black) and the shadow updates (red dots) is due to the Wi-Fi communications. 

The provisioned shadow states are used to drive the high-bandwidth model to mimic the 

physical voltage measurements at each bus, which show a very close response as illustrated 

in Figure 4.12.  

The results showed the ability of the developed models to be a live digital replica of 

future power systems. The authors are currently developing a combination of deep learning 

and the DT to implement a wide-area situational awareness system by considering the 

stability, reliability and resiliency of the globally interconnected power system. The 

developed DT aims to guarantee to mimic the dynamics and events in real time. 
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Chapter 5 Digital Twin-Based Smart Grid Management 

The smart grid energy management of the variable renewable energy resources presents 

many challenges to the grid operation. An optimized solution to manage the available 

resources is necessary to achieve reliable operation. This chapter presents the Hierarchical 

Distributed Model Predictive Control (HDMPC) to solve the energy management problem 

in a multi-time frame and multi-layer optimization strategy. The HDMPC combines the 

centric oversight of the digital twin-based management layer and a downstream layer, 

which hosts the distributed coordinated management layer. The information exchange and 

interoperability between different layers are provided through the data-centric 

communication approach. The DT-based supervisory manager (SM) works to present the 

grid operator with certain operational plans and gives the guidelines to the CM (lower 

layer). The CM has the responsibility to coordinate the relationship between the centralized 

optimization objectives and the physical power system layer. The developed HDMPC 

control was verified both numerically as well as experimentally.  The obtained simulation 

results show that the control strategy developed here is successful and combines the 

benefits of both the centralized and distributed control for a global solution of the grid 

operation problem. The experimental results demonstrate the feasibility of the real-time 

implementation of the developed system for deployment to control future smart grid assets. 

5.1 Introduction 

Variable renewable energy sources are important for future smart grid operational 

plans. The high penetration of these resources creates a challenge for smart grid operation 

and management. Power variability and uncertainty has problematic stochastic nature. In 
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addition, the accommodation of new technologies, such as distributed generation, 

prosumer integration, microgrids and electric vehicles increase the system complexity in 

all levels of operation. All these sources of complexity are significantly magnified in the 

case of large scale system management [1], [66], [67]. The grid management problem is a 

control problem and works to determine the input set-points for all energy units to balance 

the generation/load combination at a minimum cost under certain system conditions. 

Therefore, the grid management problem is considered as an optimization problem and has 

the ability to optimize the grid operation under the high level of uncertainty of the sources 

[67]–[70]. Model Predictive Control (MPC) is widely applied to high-end control 

technology with high performance and has many industrial applications [71]. MPC major 

advantages are a combination of control and optimization solutions. It can handle a 

multivariable optimization problem simply with minimum error [72], [73].   

From the control architecture point of view, to manage the future grid under these 

challenges, many distinct control strategies are demonstrated to solve these problems as 

centralized, decentralized and distributed control systems. The centralized control could 

achieve the best performance if it is applied properly. However, large-scale systems with a 

high number of states, inputs and outputs become an enormous computational and 

communication burden. The centralized control system imposes higher complexity for the 

large systems and lacks scalability for further expansion plans [68], [69], [74]. On the other 

hand, the decentralized control strategy has many advantages, such as less computational 

burden and enough flexibility. However, the decentralized approach has bad performance 

especially in large-scale systems [72]. 
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Distributed control techniques were successfully introduced in order to achieve close 

performance as centralized control [74]–[77]. Benefits relating to the flexible topology of 

the decentralized control alongside with the closed-loop stability performance is 

guaranteed in distributed control philosophy especially in large-scale networked systems 

as power system and chemical system plants [78]–[81].  Nevertheless, the design and 

coordination among these controllers are very complex, especially for large-scale systems 

like the electrical grid. Additionally, every local controller could be coordinated with its 

neighbors only and the global control performance is not achieved [3], [21], [67], [72], 

[73], [82].  Although the application of the cooperative distributed control in large-scale 

power system has the same decent performance as the centralized control in nominal 

conditions, it lacks robustness with the existence of the data uncertainty or communication 

failure [23], [83], [84].  In order to consider the uncertainty, the authors in [24] introduced 

the hybrid Q-learning adaptive approach with the distributed MPC to cope with the 

uncertainty effect. In [84], a comparison between the centralized, distributed and 

hierarchical distributed control reveals that under uncertain data, the hierarchical 

distributed MPC achieve robustness. In addition, the hierarchical cooperative distributed 

model predictive control is introduced in [85] to deal with the communication error and 

delay issues. Correspondingly, the hierarchical distributed MPC is introduced in many 

research works [5], [86]–[88]. The multi-layer hierarchical control system can deal with 

the multi-vision control objective in a clear way. Any system can be decomposed into 

different layers with the purpose of not only breaking the problems in size, but also 

reducing the calculation frequency as the size of the problem increases. 
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Since the control and communication infrastructures are dependent, both architectures 

noticeably depend on the nature of the smart grid application. There are many 

communication approaches in smart grid applications, like message-centric and data-

centric approaches [21]. The data-centric approach is preferred over the message-centric 

approach in the context of smart grid application due to interoperability and system 

expandability. The data distribution service (DDS), which has a unique feature to improve 

smart grid communication, can be used in many smart grid applications as a middleware 

[64], [89], [90]. In this chapter, by combining the effectiveness of centric oversight of the 

DT on the cloud and MPC as a predictive optimization technique. The DT based HDMPC 

is introduced for the energy management strategy in the smart grids. The contributions of 

this work can be summarized as follows, 

1) A new energy management strategy for smart grid operation is introduced. The 

developed strategy expands the control time horizon into multiple visions to overcome the 

forecasting error in the high penetration of variable Renewable Energy Resources (vRES) 

forecasting error, which enhance the robustness of the smart grid operation. 

2) An aggregated mathematical model using state-space representation is formulated 

for the large-scale energy system. In addition, a large-scale model decomposition technique 

is developed to deal with the high variability and uncertainty in the smaller balancing areas. 

The novelty in the developed model is the concentration on the holistic optimal cost-

effective operation of the grid in the first layer and ensuring the robust solution against the 

high variability of RES in the smaller areas 
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3) A model predictive control optimization problem is hierarchically formulated using 

the aggregated (DT model) and the decomposed models into the centralized (SM) and 

distributed (CM) management layers. Furthermore, the coordination between the 

hierarchical layers is implemented in terms of translating the grid operator plans into a 

stream of set points to the physical layer controllers. The coordination is established to 

provide both global and local optimal operation with maximum security with a higher 

vRES share. 

4) A data-centric middleware is designing and implemented based on Data Distributed 

Service (DDS) to exchange the information, control command and provide interoperability 

between different layers and controllers. DDS ensure data availability and increase the data 

flow flexibility in case of any communication failure.  

5) A practical smart grid testbed and AWS cloud computing, which merge the real-

time cyber and physical systems implementation to verify the developed system. 

5.2 Energy Management System Description 

According to the hierarchical control strategy, the developed management system is 

organized into three layers. Each layer has its own function, deals with certain grid parts 

and sees the grid in different time horizons. The first layer represents the physical system, 

which has the primary control and deals directly with each unit in the large-scale system. 

In addition, the primary control drives the control action with a minimum control time 

horizon (e.g. 5 min.). The upstream layer is considered as the coordination between the 

overall system management (supervisory) and the downstream physical system controllers. 

It deals with a set of interconnected units (grid area) and gives the management guides to 
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the physical system every CM time horizon. The supervisory manager is established on the 

top of the hierarchical management system. It interacts generally with the overall system 

via the coordination manager and it works in a higher time horizon (e.g. 15 min.). 

As shown in Figure 5.1, the physical layer contains interconnected energy units, which 

consist of conventional generation units (as for thermal, coal or nuclear), renewable 

generation units (as solar, wind and hydro), storage units and demand units. The large-scale 

physical system is classified into multiple interconnected areas, 𝒪 = 1,2, … ,𝑁𝐴. The 

second layer is the Coordination Management (CM) layer, which has a manager for each 

area 𝐶𝑀𝒪. After that, the Supervisory Managers (SM), which is based on the DT gives the 

guides to the CMs and gets the feedback to derive the overall system according to the 

overall operational plans and objectives that are given by the grid operator. 

The design and implementation of the upper two layers are introduced. Each layer is 

supposed to satisfy certain functions. SM is responsible for the whole grid operation and it 

is considered the main interface with the human operator. The management/control horizon 

of SM is set to hour-ahead in order to meet the grid and market changes in appropriate 

time. Therefore, the load and vRES forecasting is set to be every 1 hour. SM concerns only 

the aggregated overall system management (individual unit operation is not supported). 

Finally, SM works for the interaction between large-scale market operations. CM has an 

area management role and works directly with the physical grid controllers and coordinates 

the relationship between the centralized SM and the physical system layer. The 

control/management action scanning frequency is set to be lower than the higher layer and 

higher than the physical layer.  
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Figure 5.1: The DT-based HDMPC energy management strategy. 
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The CM deals as a wide area control system and it gets guides and targets from SM to 

satisfy the global grid policies and plans. This layer has a smaller forecasting time horizon 

for load and vRES as a disturbance. CM gets the market price updates or special local 

operation plan changes upon the local changes. The physical system feedback is reflected 

CM and CM, feedback is reflected in SM. 

The Step-by-Step description of the developed energy management system is listed as 

follows: 

1) The grid operator assigns the management operational plans, requirements and 

market transactions rules on the cloud for the digital twin playground. 

2) The SM objective function and the DT model is constructed according to the 

operator plan needs by assigning the objective function’s weighting factors and 

the constraints. 

3) The SM optimizer solves the optimization problem iteratively, which is 

subjected to the demand and renewables hourly forecasting alongside the 

references trajectory to generate the manipulated power setpoints. 

4) The DT dynamic model is used to calculate the setpoints and the actual 

feedback from the system to adjust the future stet-points. 

5) The SM optimizer solves for the current slot and predicts the future slots 

according to a pre-defined prediction horizon. 

6) The best SM solution is published to the CM layer as a target for guiding the 

distributed control system layer through the global optimality. 
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7) In the second layer, each area in the distributed layer should follow its own 

objective weights, forecasted measured disturbances and DT targets without 

any information from its neighbouring areas. 

8) The CM optimizers solve the control problem by the same steps in 3 to 6 with 

a more detailed area model and local data. 

9) The CM provides its optimal solution of the manipulated power setpoints to the 

physical layer downstream controllers 

10) The CM layer gets the feedback from the physical system to correct its 

trajectory and submits its feedback to the cloud again for future time slots. 

If one of the communication links between CM and SM is subjected to a failure, this 

one will activate the conventional distributed architecture and the data exchange will be 

between it and neighbors CM. The exchanging data flow is enabled by the DDS 

middleware using the QoS policy, which is aware of the lost data. 

5.3 DT Modelling for The SM Layer 

5.3.1 Energy Units Modelling 

As discussed in Section 3.3.1.1, In order to obtain large-scale modeling, the energy 

systems are simplified and represented as a comprehensive power node, and 

mathematically formulated using the state-space equations. Besides the model in (3.5) and 

Table 1.1, the interconnected grid configuration is represented by the balancing equation 

of the generation/load combination. The representation of the power system depends on 

each layer specifications. In the physical layer, the model is formed in detail for each 

individual unit in the system. In contrast, the CM layer is assigned to represent the 
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aggregation of each area in the grid. On the other hand, the supervisory layer works with 

the overall aggregated grid model. 

5.3.2 Hierarchical Layers Modelling 

 A large number of units imposes extra complexity to the modelling process, therefore 

an aggregation process with respect to an energy type to make the optimization problem 

less complexity. These aggregations not only provide the simplicity of the model but also 

affords better abstraction to set the grid operator’s commands and operational plans.  

In the light of the aggregated DT model in the supervisory manager, the coordination 

managers should work to satisfy the optimal targets from the SM and deal with variable, 

uncertain and unforeseen changes in a smaller time horizon. Consequently, the grid model 

should be decomposed into areas breakdown and that represents another grand challenge. 

In order to formulate the decomposed model, the vital data should be defined for such a 

system to exchange it within the CM layer and between SM, CM and physical layers. 

According to the pre-defined operational plans, the exchanged data and the coordination 

configuration are defined to achieve the required performance. 

For instance, the key variable to be exchanged between the two layers is the 

interconnected shared or transmitted power between neighbor areas. According to the pre-
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defined price of area-to-area power transactions, the SM define the optimal amount of 

power to be transferred to satisfy both the profit and security perspective. After that, the 

CM layer should follow this SM target by dispatching the power among the energy units 

to achieve the target of the transmitted amount. 

Model Predictive Control is the developed technique in the two hierarchical layers of 

management. MPC depends mainly on the simplified model by obtaining the state-space 

model. The upper management layer (SM) depends on the overall grid DT, while the lower 

management layer subjects to the overall model decomposition in terms of interconnected 

areas. The mathematical formulation of the hierarchical model is divided into two 

representations as follows. Figure 5.2 shows the decomposition of the overall grid model 

into portioned areas. 

5.3.2.1 Supervisory Manager Layer Modelling 

Suppose an interconnected power system grid is represented as 𝑖𝑡ℎ energy has 𝑛𝑢 

manipulated variables and the grid interconnection points are 𝑛𝑣 . In order to describe the 

grid in a simplified way, the system is characterized by the state-space form using a linear 

discrete-time model as follows, 

where 𝛤𝑠𝑚 = [𝐵𝑢
𝑠𝑚 𝐵𝑑

𝑠𝑚], ℐ𝑠𝑚 = [𝑢𝑠𝑚(𝑘)𝑇 𝑑𝑠𝑚(𝑘)𝑇]𝑇. The SM model outputs 

𝑦𝑠𝑚(𝑘) is directly depends on the states 𝑥𝑠𝑚(𝑘), and has initial conditions 𝑦𝑠𝑚(0). 

 

𝑥𝑠𝑚(𝑘 + 1) = 𝐴𝑠𝑚𝑥𝑠𝑚(𝑘) + Γ𝑠𝑚ℐ𝑠𝑚(𝑘)

0 = 𝐸𝑣
𝑠𝑚𝑢𝑠𝑚(𝑘)

𝑦𝑠𝑚(𝑘) = 𝐶𝑠𝑚𝑥𝑠𝑚(𝑘) + 𝑦𝑠𝑚(0)
} (5.2) 
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Equation (5.2)(5.1) represents the aggregated system discrete model, which is used to 

design the SM controller. It characterizes the system using the state-space 

parameters 𝐴𝑠𝑚,𝛤𝑠𝑚 𝐸𝑣
𝑠𝑚 and 𝐶𝑠𝑚. Those parameters are calculated according to the 

energy units’ model and the grid interconnection. The controller uses the model to predict 

the system response to the control input 𝑢𝑠𝑚 and generates the proper control action, which 

satisfies the error between the reference trajectory and the system output, 𝑦𝑠𝑚, which 

represents the storage system state of charge. It is worth mentioning that the model is 

forced by the load and renewable energy profiles, which are represented here as a 

disturbance 𝑑𝑠𝑚. 

Although the large-scale physical system representation might add complexity to the 

system, the overall system model aggregation works to reduce this issue, and to enforce 

the model effectiveness. The detailed model is decomposed as discussed in the following 

section. Moreover, the states and the controlled inputs are limited by the following 

constraints, 

5.3.2.2 Coordination Manager Layer Modelling 

The coordination role of the lower management layer (CM) makes the overlap between 

the centralized management layer (SM) and the physical system layer of the power system. 

The whole system model is decomposed into multiple distributed managers. Each 

individual manager in the CM layer has the responsibility to give the setpoints to the 

physical system controller.  
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𝑠𝑚

},   ∀ 𝑘 (5.3) 
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Figure 5.2: Overall system model decomposition. 

According to the nature of the power system topology, the power system areas are 

connected to each other via tie lines. Therefore, each MPC has its own model of a certain 

area. In order to manage the physical system via distributed managers, the availability of 
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centralized data has a vital role to guide the distributed optimization problem to satisfy the 

global system objective. The centralized information from SM is utilized in the CM layer 

for the purpose of guiding and targeting, which represents the overall management strategy. 

Consider a unified power system consists of 𝒪𝑡ℎ subsystems (areas), and the control 

action time is taken every 𝑝. The sampling time here is ∆𝑡𝑐𝑚, and it is hierarchically smaller 

than SM input sequence ∆𝑡𝑐𝑚 < ∆𝑡𝑠𝑚. By the same way as SM layer, each area is 

represented as follows, 

where ℐ𝒪
𝑐𝑚(𝑝) = [𝑢𝒪

𝑐𝑚(𝑝)𝑇 𝑑𝒪
𝑐𝑚(𝑝)𝑇]𝑇 is the vector of the manipulated inputs and 

measured disturbances. On the other hand, the interconnection described by nodes and 

edges within the same area, which is obtained by 𝐸𝑣,𝒪
𝑐𝑚, and the shared power between each 

area, and its neighbor is described in the matrix. The model decomposition should 

guarantees ∑ 𝑛𝑥𝒪𝒪 = 𝑛𝑥, ∑ 𝑛𝑢𝒪𝒪 = 𝑛𝑢, ∑ 𝑛𝑑𝒪𝒪 = 𝑛𝑑 and ∑ 𝑛𝑣𝑠ℎ𝒪 = 𝑛𝑣. 

As discussed in the SM layer model, the aggregated system is decomposed into multiple 

state-space models for each area (CM). In (5.4), the parameters 𝐴𝒪
𝑐𝑚, 𝛤𝒪

𝑐𝑚, 𝐸𝑣,𝒪
𝑐𝑚 and 

𝐶𝒪
𝑐𝑚signify each area. In addition, the parameters B𝒪

sh and Ev,𝒪
sh  represent the interconnected 

tie-lines between one area and its neighbors. In this model, the local controller drives each 

area by generating its local control inputs  𝑢𝒪
𝑐𝑚 and the coupled control action 𝑢𝒪

𝑠ℎ to track 

𝑦𝒪
𝑐𝑚 and use the guidance of 𝑢𝒪

𝑠ℎ from the upper layer (SM). The decomposition process 

provides an accurate model to take the decision within one area to achieve the proper local 

 

𝑥𝒪
𝑐𝑚(𝑝 + 1) = 𝐴𝒪

𝑐𝑚𝑥𝒪
𝑐𝑚(𝑝) + 𝛤𝒪

𝑐𝑚ℐ𝒪
𝑐𝑚(𝑝) + 𝐵𝒪

𝑠ℎ𝑢𝒪
𝑠ℎ(𝑝)

0 = 𝐸𝑣,𝒪
𝑐𝑚𝑢𝒪

𝑐𝑚(𝑝) + 𝐸𝑣,𝒪
𝑠ℎ 𝑢𝒪

𝑠ℎ(𝑝)

𝑦𝒪
𝑐𝑚(𝑝) = 𝐶𝒪

𝑐𝑚𝑥𝒪
𝑐𝑚(𝑝) + 𝑦𝒪

𝑐𝑚(0)

} 
(5.4) 
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performance and with limited guidance data from the upper layer to accomplish the system 

global performance. 

5.4 DT based HDMPC 

The management control actions are performed by a certain number of controllers, 

which arranged hierarchically in different timeframes. The top management layer (SM) 

behaves for slow interactions between the overall aggregated energy systems in terms of 

areas distributed interaction. On the other hand, the bottom layer (CM) consider the faster 

and aggressive variations due to the variability of the intermittent RES in a single area. 

Usually, the direct management actions are applied in the forms of set-points for each unit 

controller in the physical system. On the other hand, the SM uses the DT to calculate the 

targets (reference signals) for the CMs to satisfy the global optimization objective. 

Additionally, as the operational plans changes from one case to another, the targets 

definition and coordination for customized plans is not enough. The objective function 

should be changed to weaken or strengthen a certain part to change the operation plan 

according to the grid status. MPC can be manipulated to achieve this feature by adaptively 

changing the constraints and the weighting factors in real-time to make the objective 

function flexibly orientated by the operator perspective. In Figure 5.3(a), the overall block 

diagram of the detailed procedures for the three layers is illustrated. Each manager in the 

top two layers is designed as a single MPC performs to minimize the cost function and has 

an individual function.  Figure 5.3(b) shows the evaluation of CM set-points guided with 

SM target. 
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Figure 5.3: The management strategy, (a) Block diagram, (b) SM and CM 

comparison. 



 

95 

 

Both SM and CM work together to support the global system objectives to reduce both 

model and objective function complexity at maximum reliability. In Figure 5.3(a), the data 

exchange between the upper and the lower layers is denoted by 𝑢𝑡
𝑐𝑚, 𝑦𝑡

𝑐𝑚 and 𝑦𝑓
𝑐𝑚. Firstly, 

SM reads the feedback data 𝑦𝑓
𝑐𝑚 from CM layer, which is a sub-set from 𝑦𝒪

𝑐𝑚 to reduce the 

communication and computational burden. Then, the SM calculates the guidance 𝑢𝑠𝑚 

based on the feedback and the SM layer model. After that, a sub-set of the SM control 

actions, which is denoted by 𝑢𝑡
𝑐𝑚 alongside with a sub-set of predicted system outputs are 

submitted to t, the CM layer as global system targets for the next time-slot. The following 

section discusses control system objective for SM and CM layers, which are optimized in 

MPC to generate the proper control inputs and control guidance from CM and SM, 

respectively. 

5.4.1 Supervisory Manager MPC Design 

SM is primarily aimed to manage centrally the overall grid to minimize the cost of the 

long-term operation (hourly) and derive the targets for the manipulated control actions for 

the next layer (CM). For each time slot 𝑘, the quadratic optimizer function minimizes the 

following function as a central management objective, 

where 𝐽𝑠𝑚  is subject to system limits and the fixed-mixed constraints (5.1)-(5.4).  

 

min
∆𝑢𝑠𝑚,𝑢𝑠𝑚

𝐽𝑠𝑚 = ∑ [∑𝑒𝑠𝑚(𝑘 + 𝑧|𝑘)𝑇 . 𝑄𝑦𝑠𝑚 .

𝑛𝑦

𝑖=1

𝑝ℎ𝑠𝑚

𝑧=1

𝑒𝑠𝑚(𝑘 + 𝑧|𝑘) 

                                     +∑𝑢𝑠𝑚(𝑘 + 𝑧|𝑘)𝑇 . 𝑅𝑢𝑠𝑚 . 𝑢
𝑠𝑚(𝑘 + 𝑧|𝑘)

𝑛𝑢

𝑖=1

 

                                              +∑∆𝑢𝑠𝑚(𝑘 + 𝑧|𝑘)𝑇 . 𝑅∆𝑢𝑠𝑚 . ∆𝑢
𝑠𝑚(𝑘 + 𝑧|𝑘)

𝑛𝑢

𝑖=1

] 

(5.5) 
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The optimization function (5.5) penalizes the error between reference and output values 

𝑒𝑠𝑚(𝑘 + 𝑧|𝑘) = 𝑦𝑠𝑚(𝑘 + 𝑧|𝑘) − 𝑅𝑠𝑚(𝑘 + 𝑧|𝑘), the energy cost for each manipulated 

power and the penalty due to ramping capabilities. The cost function is solved for 

prediction horizon 𝑝ℎ𝑠𝑚. The system weights 𝜔𝑠𝑚 = {𝑄𝑦𝑠𝑚 , 𝑅𝑢𝑠𝑚 , 𝑅∆𝑢𝑠𝑚} is used to 

achieve certain operation plans. 

5.4.2 Coordination Manager MPC Design 

The MPC of CMs has the purpose to provide a stream of set-points 𝑅𝐴𝒪  to the physical 

system controllers to overcome the variability of the intermittent resources, which needs 

fast response. This layer MPC works in a distributed-cooperative way under the guidance 

of the SM layer to guarantee the energy management system performance. Similarly, the 

quadratic 𝐶𝑀𝒪 optimizers minimize the following optimization function for each area in 

the grid, 

where 𝑒𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝) = 𝑦𝒪

𝑐𝑚(𝑝 + 𝑧|𝑝) − 𝑦𝑡,𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝), and the error between trajectory 

targets of inputs and the actual set-points is expressed as 𝛿𝑢𝑡,𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝) =

𝑢𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝) − 𝑢𝑡,𝒪

𝑐𝑚(𝑝 + 𝑧|𝑝). The energy production costs and market prices for the 

 

min
∆𝑢𝒪

𝑐𝑚,𝑢𝒪
𝑐𝑚
𝐽𝒪
𝑐𝑚 = ∑ [∑𝑒𝒪

𝑐𝑚(𝑝 + 𝑧|𝑝)𝑇 . 𝑄𝑦𝒪
𝑐𝑚 .

𝑛𝑦𝒪

𝑖=1

𝑝ℎ𝑐𝑚𝒪

𝑧=1

𝑒𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝) 

                             +∑𝑢𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝)𝑇 . 𝑅𝑢𝒪

𝑐𝑚 . 𝑢𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝)

𝑛𝑢𝒪

𝑖=1

 

                                    +∑∆𝑢𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝)𝑇 . 𝑅∆𝑢𝒪

𝑐𝑚 . ∆𝑢𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝)

𝑛𝑢𝒪

𝑖=1

 

                                    +∑𝛿𝑢𝑡,𝒪
𝑐𝑚(𝑝 + 𝑧|𝑝)𝑇 . 𝐹𝛿𝑢𝑡,𝒪𝑐𝑚 . 𝛿𝑢𝑡,𝒪

𝑐𝑚(𝑝 + 𝑧|𝑝)

𝑛𝑢𝑡

𝑖=1

] 

(5.6) 
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energy units are re-estimated to represent the coordination manager layer time-frame, 

𝜔𝒪
𝑐𝑚 = {𝑄𝑦𝒪

𝑐𝑚 , 𝑅𝑢𝒪
𝑐𝑚 , 𝑅∆𝑢𝒪

𝑐𝑚 , 𝐹𝛿𝑢𝑡,𝒪𝑐𝑚}. 

5.5 Data Centric Based CPS Implementation 

In large-scale smart grids, the real-time collected data is massive, and has dynamic and 

stochastic data locations. The data management has many complex challenges for 

monitoring and smart grid application utilization. The data-centric method based on Data 

DDS is used as a middleware to increase the robustness and the scalability of the data 

exchange system between the developed hierarchically distributed managers by utilizing 

distributed peer-to-peer communication. Since the data model in the data-centric approach 

is driven directly from the system data model without needs for defining preset of message 

structure, the DDS enhance the integration RES control agents. The DDS middleware plays 

a crucial role in the developed system, because a large amount of exchanged data and 

information between the layers managers should be of high flexibility, interoperability and 

availability.  The DDS is driven from the system data model, which allows mapping 

standard data models, like IEC 61850, into DDS. 

Figure 5.4 shows DDS implantation for the developed hierarchical management system. 

Data topics are classified into multiple domains. SM domain works between SM and CM 

layers and controlled via domain controller with Quality of Service (QoS) polices. SM gets 

the system initial conditions from CMs and publishes the manipulated inputs after solving 

the SM objective function to be the targets of CM layer. Then, each CM subscribes for the 

required information to calculate the local controller’s set-points after solving the local area 

objective function. The CMs set points are published in multiple domains 𝐶𝑀𝒪 to be 
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utilized at the end for physical system controller’s assignments. After that, a set of 

gateways subscribe to get set-points stream and assign it to Energy Unit Controllers 

(EUCs). Finally, the measured feedback is published to the upper layer’s domains. 

 

Figure 5.4: DDS infrastructure implantation. 
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According to the developed DDS infrastructure, the developed management system can 

work as a distributed control system, if the central manager (SM) fails under any 

circumstances and thanks to QoS rules that give domain controllers the ability to transfer 

the mode from hierarchical distributed management into distributed management. 

5.6 Results and Discussion 

To validate the performance of the developed management strategy, the modified IEEE 

39-bus, which is depicted in Figure 5.5, has been utilized as a large-scale system under 

study. The case study contains four interconnected areas. A variety of energy unit types 

with different power ratings is used to emulate the real power system. The system under 

study is simulated using MATLAB/SIMULINK. The SM and the four areas CMs are 

designed and implemented on separate machines (computers) to represent the real-time 

simulation environment and the connection between those machines is implemented using 

the DDS toolbox in MATLAB/SIMULINK. The conventional energy generations such as 

Nuclear, Old Coal, New Coal, Combined Cycle Gas Turbine (CCGT) and fast Gas Turbine 

(GT) are distributed in the four areas with a total capacity of 3705 MW (61%) as shown in 

the figure. On the other hand, two types of renewable energy (wind and solar) have a total 

share of 2372 MW (39%). In addition, Pumped Hydro Storage (PHS), Thermal Energy 

Storage (TES) and Battery Storage System (BSS) are installed in different area with 

different power ratings with the aggregation of 785 MW. As illustrated in Figure 5.5, the 

four areas are interconnected by 6 tie lines that are indicated in solid blue lines. In this 

simulation, the geographical climatological data is taken from four different areas in Texas 

to emulate proper variance in the wind and solar forecast [91]. 
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SM solves the optimization problem and generates the target signals of the manipulated 

variables for CM layer. It is assumed that the load and RES forecasting of both the SM and 

CM time visions is 60min. and 15min., respectively. The reason behind this time-horizon 

assumption is based on the RES forecast variability and uncertainty. The large balancing 

areas forecasting error is lower than the smaller areas. 

The simulation time window is 60 hours with hourly sampling for the SM layer and a 

quarter-hour sampling for the CM layer. The energy units and power lines are constrained 

to their limits. The IEEE 39-buses connectivity is modelled using the previously discussed 

modelling.  

 

Figure 5.5: Modified IEEE 39-bus under study. 
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Figure 5.6 and Table 5.1 show the results of this case study. The figure displays the 

comparison between the performance of the three approaches (centralized, hierarchically 

distributed and distributed) in the four areas of the grid. The comparisons are in terms of 

the area’s aggregated demand, load shedding, renewable share, renewable curtailment, 

conventional outages and SOC of the energy storage are shown in Figure 5.6(a) to Figure 

5.6(f), respectively. 

As discussed before, the centralized approach has the best performance but lacks 

reliability and robustness due to the centralized decision. The distributed MPC and 

HDMPC are compared with the centralized MPC with respect to performance. In Figure 

5.6(a), the aggregated load of the developed method shows a very close dispatched load to 

the centralized in the four areas, while the distributed has power shortage, especially in the 

first area.  

More details are shown in Figure 5.6(b), where the load shedding amount registered 

lower occurrence frequency in case of the HDMPC than in distributed approach especially 

in areas 1 and 4. This shows the ability of the HDMPC in giving good comparable results 

as the centralized controller without being less reliable as the centralized one. 

In terms of achieving the optimal usage of renewable resources, Figure 5.6(c) and Figure 

5.6(d) show the renewable share and renewable curtailment, respectively. It is clear that 

the total renewable curtailment is reduced for the developed strategy when it is compared 

with the distributed approach. The previous results show that the developed technique is 

not only increasing the system security by reducing the load shedding but also wisely and 

efficiently uses renewables. 
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As it can be seen in Figure 5.6(e), the conventional high-cost power is significantly 

reduced in the HDMPC method than compared to the distributed method. The developed 

method was successfully able to deal with the high variability of renewable power although 

the limited ramping capability of the conventional generation. The developed management 

system utilizes the predicted solution of the SM layer to calculate the future set points of 

the ESSs and the flexible resources as fast GT to overcome the variability during the 

narrower time slot, which attains the global optimization. 

The usage of the EES is illustrated in terms of the SOC comparison between the three 

approaches in Figure 5.6(f). In area 1 and 4, the distributed and HDMPC has the same 

behaviour because the aggregated demand in those areas is relatively high and they should 

use their stored energy.  

However, the unique advantage of the developed method appears, due to the only local 

vision of the distributed approach, appears when the ESS in area 2 and 3 store energy 

although the other two linked areas need power. In contrast, the SM succeeded to guide the 

CMs in these areas to intelligently charge/discharge the ESSs, so it can support the overall 

system security. 

For more validation, the developed technique is compared with centralized and 

distributed approaches in terms of cost, load shedding and RES spilled energy as shown in 

Table 5.1. Figure 5.7 shows the area-to-area power transactions through the tie lines. The 

figure shows that the HDMPC exactly tracked the power transactions as in centralized, 

which achieves higher performance. In contrast, In the distributed case the tie lines power 

cannot track the optimal transactions. 
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Figure 5.6: Performance comparison between centralized, hierarchically distributed 

approaches. (a) demand, (b) load shedding, (c) renewable share, (d) renewable 

curtailment, (e) conventional outages, (f) ESS state-of-charge. 
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Table 5.1: Comparison between centralized MPC, HDMPC and Distributed MPC 

Approaches. 
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By referring to the best performance in centralized, the developed hierarchically 

distributed is better than distributed approach. The energy unit cost, curtailment energy and 

load-shedding penalties are depicted in Table 5.1. The summarized results show the energy 

utilization for 60 hours and the Cost for each energy unit type in the four areas. The 

centralized method has zero sheddings and curtailment power, so it has the minimum cost. 

Due to a large amount of load shedding and renewable curtailment in the distributed 

method, it has a higher penalty cost and total cost. In contrast, the HDMPC has a slight 

increase in the spilled and not served loading so it has a lower total cost than the distributed 

MPC approach. 

Furthermore, an extra validation is demonstrated by comparing the performance 

between centralized, Distributed and HDMPC approaches under different forecasting error 

in RES profiles as shown in Table 5.2. It is clear that the effect of forecasting error 

(uncertainty) degrades the performance for the three approaches. The centralized approach 

sees the least impact and the HDMPC is very close to the centralized method. As seen, the 

HDMPC approach has better performance than distributed one even with large error as 

high as 30%. 

Table 5.2: Performance Under Different Forecasting Errors 

Energy, 

GWh 

Centralized MPC HDMPC Distributed MPC 

Error, 

10% 

Error, 

30% 

Error, 

10% 

Error, 

30% 

Error, 

10% 

Error, 

30% 

Total 193.79 191.23 179.66 177.13 173.48 169.39 

Shedding 0.65 3.274 1.02 4.2 6.27 13.33 

Curtailment 0.45 0.62 0.46 0.96 5.69 10.59 
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Figure 5.7: Area-to-area power transaction comparison. 

The developed methodology performance depends on the prediction horizon 

assumption. The prediction horizon samples should be wisely selected according to the 

mean value of the expected forecasting error of RES and it mainly depends on the RES 

type, location and weather conditions. Although the slight impact on the prediction horizon 

selection, the 𝑝ℎ should cover the tradeoff between the maximization of the profit 

(maximize RES utilization) or maximizing security (load shedding). 

In Table 5.3, the IEEE 39-bus is tested under different prediction horizons. According 

to the results, the best performance is achieved for a prediction horizon, 𝑝ℎ = 10. As 

shown, when 𝑝ℎ = 1 and 5 are chosen, the load shedding and renewable curtailment 
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energy are higher than in the case of selecting 𝑝ℎ = 20, the renewable curtailment 

performance is improved but the load shedding (security) is violated. Therefore, the 

previous results in Table 5.1 are achieved when 𝑝ℎ = 10. 

Table 5.3: Performance Under Different MPC Prediction Horizons 

Energy, 

GWh 
𝑝ℎ = 1 𝑝ℎ = 5 𝑝ℎ = 10 𝑝ℎ = 20 

Total 178.19 179.57 180.164 180.05 

Shedding 2.817 1.437 0.843 0.957 

Curtailment 0.63 0.46 0.351 0.322 

5.7 Experiential Validation 

The developed energy management system prototype is implemented based on the 

laboratory-based smart grid Testbed by reconfiguring the generation and storage units to 

represent the large-scale power system grid characteristics. The testbed system has 

integration with many smart grid protocols and DDS middleware is implemented and 

adopted to interact with those protocols. 

The network is studied for experimental validation. Four Motor-Generator units are 

characterized to simulate the Coal, Gas, Nuclear and CCGT characteristics as ramping 

capability and operational power limits. The demand pattern is set to 4.2 KW soft-variable 

loads. Moreover, a 72 KW bidirectional inverter is used to simulate the RES and ESS 

combination to simplify the experimental implementation. As shown in Figure 5.8, a two-

area interconnected power system is modelled using state-space representation for both SM 

(aggregated) and CM (decomposed) layers. A scaled-down experimental evaluation is used 

to validate the developed solution.  
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Figure 5.8: Verification of the developed technique on the Testbed. 

The physical system controllers succeeded to achieve CM set-points (𝑃1,𝐶𝑀, 𝑃2,𝐶𝑀) as 

shown in Figure 5.9. 𝑃1,𝑎 and 𝑃2,𝑎 are the two areas conventional aggregated power. The 

CM output power, 𝑃𝑟𝑒+𝑒𝑠𝑠,𝐶𝑀, which represents the RES and ESS total output is compared 

to actual inverter measurements, 𝑃𝑟𝑒+𝑒𝑠𝑠,𝑎. Finally, the load CM trajectory guidance set 

points, 𝑃𝐿,𝐶𝑀 is tracked by the actual measured load, 𝑃𝐿,𝑎. 

Traditionally, the legacy message-centric architecture, such as the Open Platform 

Communication (OPC) server, is used as a communication middleware in systems like 

SCADA to exchange data. This kind of middleware suffers from inefficiency, low 

scalability, high latency and high cost of the message broker implementation. The modern 
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complex smart grid, which has big data, sensors and communication, will need high 

performance and long-term scalable growing middleware. Therefore, the data-centric 

method will provide the mission-critical interoperability requirements for the smart power 

grid.  In order to prove the critical feature of the data-centricity, Figure 5.10 shows an 

experimental comparison between the performances of the developed HDMPC in case of 

without data-centric (using OPC) and with data-centric (using DDS). 

 

Figure 5.9: Experimental Results. 
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In Figure 5.10(a), the load shedding behaviour is better with DDS as compared to the 

message-centric OPC (without data-centric). The communication middleware without 

data-centric suffers from high latency and misalignment of data availability, which cause 

belated decisions. In addition, Figure 5.10(b) depicts the high share of RES in the case of 

data centric as compared to the behaviour of the OPC case. Table 5.4 shows the 

accumulative energy and cost comparison for the studied time window. The total load 

shedding energy and the total RES curtailed energy is greater in the case without data-

centricity than the case of with data-centricity, which increase the penalty cost. 

 

Figure 5.10: An experimental performance comparison of the HDMPC without data-

centric and with data-centric communication middleware. (a) Load shedding behavior. 

(b) RES curtailment behavior. 
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Table 5.4: Performance Comparison Between Without and With Data-Centric 

Middleware Load Shedding 

Energy, GWh 

RES Curtailed 

Energy, GWh 

Penalty 

Cost, k$ 

Without Data-Centric 

(OPC) 

1.84 1.234 1963.4 

With Data-Centric 

(DDS) 

0.846 0.357 881.7 

 

5.8 Summary 

The chapter presented the design and implementation of an HDMPC-based energy 

management strategy for smart grids. The developed methodology combines the benefits 

of both centralized and distributed control approaches to solve and decompose the complex 

management objective function of the large-scale power system. Applying the HDMPC 

technique successfully achieved good performance of system management to integrate a 

high share of RES and it solved the variability issue with maximum security at minimum 

cost. The DDS middleware-based data-centric was presented to ease the hierarchical 

control communication focusing only on the control/optimization objective rather than the 

communication problems. It has been clearly illustrated that the developed management 

technique can manage the grid with higher performance than the distributed approach and 

with high reliability and scalability when compared with the centralized approach. 

Verifications were successfully conducted in a laboratory scale smart grid testbed. 
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Chapter 6 Intelligent Adaptive Energy Management  

In this chapter, the digital twin and the optimizer are adapted autonomously in real-time 

according to the power system state to make the management decisions became smarter. 

The variability and uncertainty of renewable energy increase the difficulty of power system 

management extremely. Also, the problem becomes more challenging if the variable 

energy has a large penetration. The developed strategy depends on robust optimization 

under unforeseen contingencies and uncertain changes in intermittent resources output. 

Adaptive digital twin based predictive control is used to manipulate the power system 

energy unit’s set-points to maximize profit at maximum security. Simulation studies are 

conducted to validate the effectiveness of the introduced strategy. The results show that the 

developed strategy is successfully able to maximize profit not only in normal operation 

case but also in the case of severe contingencies. In addition, the management strategy is 

flexible for customized plans of the grid operator and it is scalable for system extensions. 

The developed strategy helps the management system to increase the free renewable energy 

sources share at the minimum cost with maximum security. 

6.1 Introduction  

The new smart grids infrastructure must be designed to cope with variable, unforeseen 

and uncertain characteristics of the renewable energy at an acceptable degree of reliability 

and security [92]. The classical energy management system address only real-time 

conditions without extra consideration of the full holistic vision of the dispatching problem. 

Besides, the ability of the classical management system is very difficult to keep the power 

reserve track the fluctuations with the full care of the constraints without violation. In 
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addition, the current dispatching approach needs the high computational capability to 

proceed in a central management system [67], [92], [93]. With the advent of market 

sharing, the dispatching problem becomes more difficult when the management system has 

an aim of the operating system with maximum profits [67].  

In the literature, the researchers interested in assessing the management system via 

active load management as in [94]. Real-time consumption scheduling is introduced in 

[95]. The stochastic MPC used in [96] to dispatch generation and storage. Great valuable 

research in [96], [97] uses the smart grid technology to solve the cost problem in the case 

of large random wind power. Other authors consider the micro-grid management as in [98], 

[99]. All previous literature considers only the dispatching problem without introducing an 

adaptive solution for the management problem that can adapt the management problem 

with the system state. It does not only need to be an adaptive problem and constraints but 

also it needs to change the system model and objective philosophy. System robustness has 

a vital role in maintaining system security besides the profit objective function. The 

developed technique mainly depends on the MPC [100]–[102].  It is an autonomous 

intelligent optimal control technique rely on the system DT model that is implemented on 

the cloud.  

MPC use the DT model that is driven by the real-time shadow updates and the forecasted 

disturbance to generate the set-points of generation units, Energy Storage Systems ESS, 

demand, and shedding or spilled energy. The major advance in the Predictive Energy 

Management System (PEMS) is its ability to not only maximize profits or minimize the 

cost but also to enhance the system security under contingencies or unforeseen changes in 
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the power system. Therefore, the developed is strong and can deal with the large variability 

and uncertainty of the vRES if the system contains large vRES penetration. PEMS can 

utilize the system resources to use it in many customized automatic operation plans upon 

the grid operator requirements. Based on the Analytical Hierarchy Process (AHP) 

technique, the DT model and the optimization problem are modified by defining the 

management priority [103]. The developed scheme has the ability to expand to add extra 

energy. In addition, MPC is simple to build, the optimization function has the low 

computational burden, and thanks to a simplified power balancing DT, which ease the 

large-scale system implementation. 

6.2 Adaptive Model Predictive Control 

The DT constructor is used in real-time to build the DT model. The model parameters, 

the DT inputs and the estimated outputs are configured based on real-time situational 

awareness. The forecasting of the wind or solar output is difficult and the grid operation 

with RES large penetration is the most significant challenge. The dispatching problem 

should be solved in a predictive way to overcome unexpected ramp-rates. MPC is a 

promising technique to make predictive control in real-time. The main idea of the MPC is 

to solve the control problem in optimization and the solution is in a prediction horizon at 

each time sample. MPC is a robust and dynamically behaved framework, which can deal 

with the rapid and unpredictable changes in large-scale vRES. The optimizer should be 

designed to maximize profits by minimizing vRES curtailment and at the same time 

minimizing load shedding. Besides, the optimizer reduces the dependability on fossil fuel 

conventional generations with reasonable usage of the storage system.  
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The optimization problem was implemented to be adapted according to the required 

objectives. For instance, during a contingency, the objective is to maximize the served load 

rather than maximizing renewable utilization. The management problem is a multi-

objective problem so the weighting factor of the optimization problem can be adapted to 

respond to the system online status. The general mathematical formulation for the 

prediction control problem is divided into three objective functions. The first one is 

minimizing the difference between the reference storage state of charge and its predicted 

value with the notation 𝐽𝑠𝑜𝑐. The second one is the cost function 𝐽𝑃 of the manipulated 

power with different types itself and the target developed value. Finally, the objective 

function 𝐽∆𝑃 of maintaining the manipulated power rate of change limited by weighting 

factors. The Adaptive optimization function is defined as follows, 

 𝐽𝑠𝑜𝑐 = ∑∑{ℒ𝑏
𝑠𝑜𝑐 . 𝜔𝑎,𝑏

𝑠𝑜𝑐[𝑠𝑜𝑐𝑏
∗(𝑐 + 𝑎|𝑐) − 𝑠𝑜𝑐𝑏(𝑐 + 𝑎|𝑐)]}

2

𝑝

𝑎=1

𝑛𝑠𝑜𝑐

𝑏=1

 
(6.1) 

 𝐽𝑃 = ∑∑{ℒ𝑏
𝑃. 𝜔𝑎,𝑏

𝑃 [𝑃𝑏(𝑐 + 𝑎|𝑐) − 𝑃𝑏
∗(𝑐 + 𝑎|𝑐)]}

2

𝑝−1

𝑎=0

𝑛𝑃

𝑏=1

 
(6.2) 

 𝐽Δ𝑃 = ∑∑{ℒ𝑏
Δ𝑃. 𝜔𝑎,𝑏

Δ𝑃 [𝑃𝑏(𝑐 + 𝑎|𝑐) − 𝑃𝑏(𝑐 + 𝑎 − 1|𝑐)]}
2

𝑝−1

𝑎=0

𝑛𝑃

𝑏=1

 
(6.3) 

 Minimize          𝐽(𝑐) = 𝐽𝑠𝑜𝑐(𝑐) + 𝐽𝑃(𝑐) + 𝐽Δ𝑃(𝑐) (6.4) 

 

𝑠. 𝑡.                      𝑆𝑂𝐶𝑚𝑖𝑛 ≤ 𝑆𝑂𝐶(𝑐) ≤ 𝑆𝑂𝐶𝑚𝑎𝑥 

                                                      𝑃𝑚𝑖𝑛 ≤ 𝑃(𝑐) ≤ 𝑃𝑚𝑎𝑥 

                                                  ∆𝑃𝑚𝑖𝑛 ≤ ∆𝑃(𝑐) ≤ ∆𝑃𝑚𝑎𝑥 

                                                   𝑃𝑑𝑖𝑠𝑐ℎ(𝑐). 𝑃𝑐ℎ(𝑐) = 0 

(6.5) 
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where the parameters and variables are current control interval 𝑐, prediction horizon 𝑝, 

number of ESS units manipulated output 𝑛𝑠𝑜𝑐, number of manipulated power set-points 

𝑛𝑃, scaling factor for bth manipulated ESS outputs ℒ𝑏
𝑠𝑜𝑐, Scaling factor for bth manipulated 

power set-points ℒ𝑏
𝑃, scaling factor for bth manipulating ramp-rate ℒ𝑏

Δ𝑃, tuning 

weights/costs for bth manipulated outputs 𝜔𝑎,𝑏
𝑠𝑜𝑐, tuning weights/costs for bth manipulated 

power set-points 𝜔𝑎,𝑏
𝑃 , tuning weights/costs for bth manipulated variables ramp-rates 𝜔𝑎,𝑏

Δ𝑃 , 

reference ESS state of charge outputs for bth units 𝑆𝑂𝐶𝑏
∗, predicted ESS state of charge 

outputs for bth units 𝑆𝑂𝐶𝑏, developed power set-points for bth units 𝑃𝑏, and targeted power 

set-points for bth units 𝑃𝑏
∗. 

The system constraints play an important role to define the main rules of management 

strategy. These constraints limits could be changed in real-time according to the power 

system state and emergencies. The model that represented in the state-space model is 

defined as constraints for the system. In addition to, the limitation of manipulated variables 

set-points, ESSs state of charge, the ramp-rate capability of power units and the main rule 

of when ESS charge or discharge. 

6.3 Intelligent Adaptive Energy Management Strategy  

In conventional energy management systems, the schedule of the generation units 

submitted by the grid operator based on the scheduled maintenance and the holistic view 

of the system based on the load forecasting data. In other words, the EMS should make the 

RES submit the operation schedule upon the value of load minus RES value, the system 

schedule should be close to real-time power scheduling and dispatching.  In this chapter, 

we developed a management strategy based on the submitted predictive profile of load 
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minus vRES. PEMS commands the system by generations, storages, loads, curtailed vRES 

and load shedding amounts set-points to satisfy the constraints at minimum cost with 

maximum security. 

PEMS main idea is shown in Figure 6.1. Firstly, the model, initial constraints and initial 

weights/costs were established in the MPC optimizer. The predicted load profile, wind 

power profiles, and solar irradiance profiles are assigned as a disturbance 𝑑 to the optimizer 

and the state-space model. 

MPC starts to read the reference objective value of the state of charges r, and then it 

works to solve the optimization problem J and calculate the manipulated power set-points 

P to satisfy reference and constraints with the initial weights’. At each sample of the 

predicted disturbance, MPC schedule and dispatch the future set-points to follow changes 

in vRES. The actual load flow is calculated according to each set-points which fed on MPC. 

On the other hand, the actual infeed da, contingencies, and events are simulated as a 

validation of the robustness of the PEMS. Disturbances like generation unit trip, scheduled 

maintenance or line trip contingencies are simulated as worst cases might occur during the 

operation of large-scale vRES. 

Figure 6.2 illustrates how adaptive MPC work. The real-time MPC adapter is used to 

modify the state-space model, new constraints, and new weights. After that, MPC solves 

the optimization objective function according to the new parameters and by taking into 

consideration the future predicted vRES and load profiles. Finally, MPC sends new 

modified setpoints to the actual model. This kind of adaptive PEMS help the management 

strategy to be robust, dependable and securely operate the power system even in the case 
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of large-scale vRES presence.  PEMS is designed to give the ability of the operator to put 

any management plans. 

The management process was modified according to reading the actual model 

measurements after the first prediction horizon at sample 𝑎 + 𝑐. The adaptation of actual 

system based on disturbances alongside the customized plans or requirements of the grid 

operator is used to edit the model, constraints, and weights. If there is any unscheduled 

disturbance, upon the type and amount of the disturbance, the constraints are corrected to 

meet the new system state. Then, the scaling weight factors are modified to make system 

security is the first priority and only reasonable care for maximizing profit. Finally, if any 

customized plans are required, the constraints, weights, and model are modified to meet 

new requirements with maximum possible revenues at maximum reasonable security. 

The system status analyzer estimates the system by supervising the manipulated output 

error, forecasting error and storage system performance and provides the real-time MPC 

adaptation algorithm to support the controller with the proper control performance. The 

real-time adaptation algorithm is built based on Analytical Hierarchically Process. 

AHP is an organized method for shaping and analyzing complex decisions, based on 

mathematics. There are many applications of AHP as ranking, choosing, prioritization, 

resources allocation and management. AHP is utilized to solve the multi-criterion problem 

to priorities the weighting effect of the MPC scaling factors of the manipulated variables 

and its ramping rate to achieve certain criteria according to the system status and the 

operator plans.  As shown in Figure 6.3, the AHP organization is formed to adapt the MPC 

controller.  
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Figure 6.1: Predictive Energy Management Strategy. 
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Figure 6.2: Adaptive PEMS flowchart. 

The main goal of the adapter is to define the task-oriented control adaption vector for 

MPC in the light of system status and the operator scenario. In the second level of the 
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hierarchical system is the sub-goals, which define the orientation of the task to be the 

normal operation, a customized operation plan or a response to a disturbance/outage. 

In order to achieve the required task, there are four criteria to select or even balance 

between them. The criteria are selected or prioritized to maximize the profit, security, 

flexibility and vRES share. Lastly, the AHP has several alternative factors to determine to 

satisfy certain criteria to achieve a certain goal. 

Mathematically, suppose a vector 𝜇 has the property values for 𝑖𝑡ℎ alternative 

importance/effect concerning the four criteria [103], 

where 𝑚 is the total number of the competitive alternatives.  

The AHP pairwise comparison elements 𝜌 is calculated as follows, 

where 𝜇𝑖 and 𝜇𝑖+1 are the two comparative property and ∆𝛼 the difference between the 

maximum and minimum values of AHP scale. 
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Figure 6.3: Task-oriented control adaption based on AHP. 

 
𝜇 = [𝜇1, 𝜇2, … , 𝜇𝑚] (6.6) 

 
𝜌𝑖,𝑖+1 = ∆𝛼. ∆𝜇−1. (𝜇𝑖 − 𝜇𝑖+1) (6.7) 
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On the other hand, the, ∆𝜇 is the difference between the maximum and minimum value 

of each property. For simplification, the signed comparison elements should be converted 

to an unsigned comparison matrix according to the following equation. 

The pairwise comparison matrix is constructed in the following form. 

The eigenvector of the matrix 𝐴 is the characteristic vector of the square matrix. The 

matrix 𝐴 is analysed to determine the eigenvalue or characteristic elements value λ of the 

characteristic vector ν determined by, 𝐴. 𝜐 = 𝜆. 𝜈. The effect of the adapted 

factors/alternatives is prioritized according to the required sub-goal. The priority list and 

weighted values are calculated as follows, 

where 𝜈̂𝑖 and 𝜈𝑖 are the normalized and non-normalized priority factors. The normalized 

adaption vector 𝜈̂𝑖 is fed to MPC to modify it according to the real-time status. 

6.4 Case Study 

To illustrate and validate the developed PEMS, the remainder of this part discusses the 

PEMS applied in a well-known case study of WSCC 9-bus [104]. The model has been 

adapted to outfit the different generation and storage types. Figure 6.4 shows the developed 

simulation study system. The wind farm is coupled to bus 6 while a PV solar plant with 

BSS is connected to bus 9, PHS system is working on bus 7. The units of conventional 

 
𝜔𝑖,𝑖+1 = {

1 + |𝜌𝑖,𝑖+1|,                𝑖𝑓 𝜌𝑖,𝑖+1 ≥ 0

(1 + |𝜌𝑖,𝑖+1|)
−1,          𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 (6.8) 

 
𝐴(𝜔) = [

1 𝜔12 ⋯ 𝜔1𝑚

𝜔21

⋮
𝜔𝑚1

1 … 𝜔12

⋮ ⋱ ⋮
𝜔𝑚2 … 1

] (6.9) 

 
𝜈̂𝑖 = 𝜈𝑖. (∑𝜈𝑖

𝑚

𝑖=1

)

−1

 (6.10) 
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generation, renewable generation, storages, and demand is formulated. The state-space 

input vector, states vector and disturbance profiles vector are formulated as follows, 

The optimization problem was solved by minimizing the objective function in (6.4). In 

this case study, the objective function is subject to (6.11) to (6.14). The weights of the state 
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     (6.11) 

 

𝑢 = [𝑃𝑔𝑎𝑠, 𝑑𝑔𝑎𝑠, 𝑃𝑐𝑐𝑔𝑡1, 𝑑𝑐𝑐𝑔𝑡1, 𝑃𝑐𝑐𝑔𝑡2, 𝑑𝑐𝑐𝑔𝑡2, 𝑃𝑑1, 𝑃𝑠ℎ𝑒𝑑1, 𝑃𝑤 , 𝑃𝑤𝑐𝑢𝑟
, . .. 

𝑃𝑑2, 𝑃𝑠ℎ𝑒𝑑2, 𝑃𝑃𝐻𝑆𝑐ℎ, 𝑃𝑃𝐻𝑆𝑑𝑐ℎ , 𝑃𝑑3, 𝑃𝑠ℎ𝑒𝑑3, 𝑃𝑠, 𝑃𝑠𝑐𝑢𝑟 , 𝑃𝐵𝑆𝑆𝑐ℎ , . .. 

                      𝑃𝐵𝑆𝑆𝑑𝑐ℎ , 𝑃1−4, 𝑃4−5, 𝑃5−6, 𝑃3−6, 𝑃6−7, 𝑃7−8, 𝑃8−2, 𝑃8−9, 𝑃9−4], 

          𝑥 = [𝑆𝑂𝐶𝑃𝐻𝑆, 𝑆𝑂𝐶𝐵𝑆𝑆]
𝑇, 

         𝑑 = [𝑃𝑑1, 𝑃𝑑2, 𝑃𝑑3, 𝑃𝑤 , 𝑃𝑠]
𝑇 . 
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. 𝑢 (6.13) 

 
{
PPHSdisch(c). PPHSch(c) = 0

PBSS_disch(c). PBSS_ch(c) = 0
 

𝑃𝑚𝑖𝑛 ≤ 𝑢 ≤ 𝑃𝑚𝑎𝑥 , ∆𝑢𝑚𝑖𝑛 = −𝑃𝑚𝑎𝑥 , ∆𝑢𝑚𝑎𝑥  = 𝑃𝑚𝑎𝑥 
𝑆𝑂𝐶𝑚𝑖𝑛 ≤ 𝑥 ≤ 𝑆𝑂𝐶𝑚𝑎𝑥 

 

(6.14) 
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of charge and change in power are set to zeros for this case. This means that the value of 

the output state of change and the change in manipulated power do not care about the 

optimization problem. This value of the initial weights changes by scaling factors with time 

according to the actual system state or actual model. The following part discusses two 

different simulation scenarios. 

 

Figure 6.4: Modified WSCC 9-bus case study. 

6.4.1 Scenario 1: Normal Operation with Customized Plan 

In this scenario, the system is a normal operation with the initial constraints and 

weights/costs. The operator changes the system’s operation strategy for the specific plan 

after 400 hours. The customized plan of operation is set to switch from maximizing 

available flexibility to maximum profit via maximizing usage of renewable energy sources.  
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The value of the scaling factor for the manipulated variable power of wind and solar are 

set as ℒ𝑏
𝑤 =

1

7
, ℒ𝑏

𝑠 = 0. Figure 6.5(a) shows the power-sharing for all source’s types 

alongside the required load and the amount of load shedding. The manager dispatches the 

minimum conventional generation cost by keeping a considerable amount of flexibility 

before the operation plan customized.  

After that, almost the conventional sources such as gas and combined cycle generators 

are shut down and the maximum amount of renewable energy is used. The value of power 

flow in transmission lines is derived as shown in Figure 6.5(b). As noted, there is a repair 

rate of change in transmitted power during the period of high wind variability. The 

generation system energy and cost for a month are summarized in Table 6.1.  

Table 6.1: Consumed energy and cost for the first scenario. 

Type 
𝐸𝑛𝑒𝑟𝑔𝑦 

𝑀𝑊ℎ 

𝐶𝑜𝑠𝑡𝑔𝑒𝑛 

𝑀€ 

GAS 19647 1.9647 

CCGT 55666 4.6759 

Wind 271230 6.9165 

Solar 45640 0.80327 

PHS 553.8 0.004486 

BSS 53.4 0.002670 

Total Generation 392790 14.378 

Spilled wind 233820 0.93528 

Spilled solar 8345 0.008345 

Load Shedding 0 0 

Total cost - 15.3216 
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(a) 

 
(b) 

Figure 6.5: Scenario 1: Customized plan (a) Power sharing, (b) Line power flow. 
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ESS is managed to minimize its usage as soon as possible due to the high cost of 

installing it. Before the operator switching a new plan, the state of charge values for PHS 

and BSS is set to a minimum of about 10%. After that, the extra high free energy from 

wind and solar is stored and re-used again upon system needs. Figure 6.6 shows the ESS 

utilization during charging and discharge against the state of charge on the right-hand side.  

 
(a) 

 
(b) 

Figure 6.6: Scenario 1: Customized plan, charge/discharge cycle (a) PHS, (b) BSS. 



 

127 

 

 

In Figure 6.7, the renewable energy output and curtailment of wind and solar power. 

The curtailment is reduced in the wind and solar power after 400 hours and it increased 

significantly after switching to the new operation plan. The reason behind the high value 

of solar curtailment is the low demand at the same time window. The output values of wind 

experienced high variability between 100th and 250th hour and from 670th to the end. 

 
(a) 

 
 

(b) 

Figure 6.7: Scenario 1: customized plan, RES output and spilled (a) wind, (b) solar. 
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6.4.2 Scenario 2: Unscheduled Contingency 

When a power system sustained to contingency like a generator trip, the dispatching 

problem becomes a big challenge and the risk is extra increased due to the high share of 

renewable energy which increases power mismatch. This scenario will be applied with and 

without adaption. 

In two cases of operation, the generator at bus 2 is tripped at the 100th hour. Figure 

6.8(a) shows the result during the contingency but without any adaptation in the model, 

constraints, or weights. After contingency, the rest of the conventional generation sources 

of GAS and CCGT continued to work. On the other hand, after PEMS adaptation, in Figure 

6.8(b), the conventional sources are replaced by wind power and the gas generator is only 

working during the wind and solar shortage as seen between 450th and 480th hour. 

Figure 6.9 shows a comparison of the main impact without applying the adoption and 

with modification. In the upper axes, a comparison between RE curtailment in two 

operation cases. The curtailment has the same value in two cases. 

However, RES share is increased slightly after contingency to replace conventional 

power. In the lower axes of Figure 6.9, the state of charge of PHS and BSS is compared 

between without and with adaptation application. It is clear that, for both PHS and BSS, 

the storage systems not operated, and the state of charge stayed at the lower level of 10 

percent without charge or discharge. On the other hand, both storage system is utilized in 

a little different depending on their individual characteristics. 
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(a) 

 
(b) 

Figure 6.8: Scenario 2: Unscheduled Contingency, Generator trip, (a) Without 

adaptation, (b) with adaptation. 
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The storage system played an important role during this period to reserve the load 

shedding. If the storage system in that part has a larger capacity, the load shedding is 

decreased significantly. A detailed comparison between the two cases of operation of the 

second scenario is shown in Table 6.2. 

 

Figure 6.9: Scenario 2, RE curtailment and SOC comparison between without and 

with system adaptation. 

The conventional sources are significantly decreased in the case of the adapted PEMS 

as compared with PEMS only. Of course, that is because of the tripped generator and also, 

the manager prefers to use free RE power. The wind power will have increased after 

adaptation and solar almost remains as without adoption case because already, it is fully 
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employed. For ESSs, both PHS and BSS are not used in case of an un-adapted case. While 

both are used in the most economical way to cover the power shortage after modifications. 

The total generated energy was slightly increased in the modified case by 2467 MWh, 

although, the cost of total generation is reduced by about 1.6852 𝑀€.  The replacement of 

conventional generation by RE is the main reason for the low cost after modification. 

Table 6.2: comparison energy and cost values with and without adaptation for 

scenario 2 

Type 

Without PEMS adaptation With PEMS adaptation 

𝐸𝑛𝑒𝑟𝑔𝑦 

𝑀𝑊ℎ 

𝐶𝑜𝑠𝑡𝑔𝑒𝑛 

𝑀€ 

𝐸𝑛𝑒𝑟𝑔𝑦 

𝑀𝑊ℎ 

𝐶𝑜𝑠𝑡𝑔𝑒𝑛 

𝑀€ 

GAS 31585 3.156 24514 2.4514 

CCGT 47517 3.9914 26765 2.2483 

Wind 252110 6.429 281430 7.1764 

Solar 53874 0.9482 53736 0.94575 

PHS 0 0 845.71 0.00685 

BSS 0 0 262.21 0.01311 

Total Generation 385086 14.527 387553 12.8418 

Spilled wind 252950 1.012 223630 0.89452 

Spilled solar 111.33 0.0001 249.72 0.00025 

Load shedding 6974.2 69.742 6057.8 60.578 

Total cost - 85.281 - 74.314 

 

Also, the spilled energy of RE is decreased because of the large amount of wind power 

used after adaptation by about 0.117 𝑀€. If the system production cost reduced without 

shrinking the load shedding, the developed manager loses the security requirement. 

Fortunately, the processes provided by the manager after adoption reduces the amount of 

load shedding. The load shedding cost is set to be 10,000€ . In comparison, the load 
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shedding cost is reduced by about 9𝑀€ in case of adapted PEMS than un-adapted case. 

Sum-up all, the developed not only succeeded to reduce the amount of load shedding, 

maintain security but also achieves lower cost of generation, spilled energy, and load 

shedding. It succeeded to reduce the cost by about 11𝑀€. 

The developed energy management system prototype is applied based on the 

laboratory-based smart grid Testbed by reconfiguring the generation and storage units to 

represent the large-scale power system grid characteristics. The network is studied for 

experimental validation. A bidirectional inverter is used to simulate the RES and ESS 

combination to simplify the experimental implementation. Figure 6.10 shows the 

interconnected power system as a limited experimental setup. Figure 6.11 shows the power 

dispatching of the two conventional power CG1 and CG2 and the inverter works to 

represent the combination of the RES+EES to feed the load. 

 

Figure 6.10: Verification of the developed technique in the test-bed. 
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Figure 6.11: Experimental results. 

6.5 Summery 

This chapter developed a new management system, which has features of prediction 

and intelligence while dispatch, manage and control the power system units.  The 

optimization and control problem was solved via DT based predictive control. The 

introduced real-time system adapter uses the actual system status to adjust the system 

model, constraints, objective, and weights/costs to resolve when the system sustained any 

contingency or unforeseen event in the grid. In addition, the management strategy is not 
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only followed vRES ramping but also, maximizes profits via minimizing ESS utilization. 

In terms of managing the difficulty of the problem in practice, it makes the operator put 

some plans of operations and it can readjust the operator plans if it is not feasible. The 

results show also that the new developed strategy not only minimizes the cost but also 

reduces the load shedding and reduces the spilled free renewable power. 
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Chapter 7 Digital Twin for Networked Microgrids Cybersecurity 

The increased rate of cyber-attacks on the power system necessitates the need for 

innovative solutions to ensure its resiliency. This work builds on the advancement in the 

IoT to provide a practical framework that can respond to multiple attacks on a network of 

interconnected microgrids. This chapter provides an IoT-based digital twin (DT) of the 

cyber-physical system that interacts with the control system to ensure its proper operation. 

The IoT cloud provision of the energy cyber-physical and the DT are mathematically 

formulated. Unlike other cybersecurity frameworks in the literature, the developed one can 

mitigate individual as well as coordinated attacks. The framework is tested on a distributed 

control system and the security measures are implemented using cloud computing. The 

physical controllers are implemented using single-board computers. The practical results 

show that the developed DT is able to mitigate the coordinated false data injection and the 

denial of service cyber-attacks. 

7.1 Introduction 

rapid penetration of Renewable Energy Resources (RES) and the recent trend of 

transportation electrification increases the growth of networked microgrids industries in 

the energy sector. The recent development of the Networked Microgrid (NMG) systems 

converted the electrical distribution grid from passive to active networks and transformed 

the consumers into prosumers, which significantly increases the complexity of these 

systems. On one hand, the NMG physical system becomes more composite by containing 

multiple two-way interconnected systems such as Distributed Energy Resources (DERs), 

Energy Storage Systems (ESSs), flexible loads (as electric vehicles), fixed loads, power 
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electronics converters, transformers, cables, etc. On the other hand, the degree of the cyber 

system complexity is much greater due to the use of multiple infrastructures, 

communication protocols, controllers, Intelligent Electronics Devices (IED), smart meters, 

and phasor measurement units. This transforms the modern electric distribution system into 

a critical energy cyber-physical system (ECPS) [11], [105], [106].  

The two-way power flow controllability and the transactive energy capabilities of the 

NMG depend mainly on many bidirectional power electronic converters, which should 

have a flexible, fast, and stable response to support the grid during the normal operation 

and the disasters. To efficiently and safely operates the NMG, proper management and 

control methodologies should be developed. Modern networked control systems are linked 

from the downstream level (nanogrids) to the upstream level (distribution substation), 

which are considered as an Industrial Internet of Things (IIoT) based communication 

infrastructure. The IIoT enables the required flexible coordination and integration among 

the DER’s controllers and improves the overall system management. Being IoT 

technology-dependent, a large amount of data is harvested from the physical assets’ sensors 

and the cyber assets’ controllers, which lead to the efficient operation of the grid and 

securely minimizes the risk. Thus, the IoT is believed to revolutionize the way we 

understand the energy sector [29], [33], [107], [108, p. 10]. 

Usually, the control system of the NMG systems is developed as a hierarchical 

distributed architecture, which contains primary, secondary, and tertiary control layers. The 

geographical distribution of the NMG gives incentives to the designers to use the 

distributed control strategy to reduce the communication bandwidth and ensures the plug-
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and-play flexible installation of the microgrids. Generally speaking, the coordination 

between agents in a distributed control system usually depends on consensus protocols 

[16], [59]–[61], [109]–[116] 

Despite the reported benefits of the distributed control system in the literature [59], 

[110]–[114], [117]–[119], it is more vulnerable to cyber threats. Due to the absence of the 

centric oversight and the low-security level at this level of the consumer system, more 

cyber-attacks are inevitable [11]. In this kind of control systems, typically, the data 

transaction is secured using two ways. The first track is provided by IT data encryption and 

certificate authentication [118]. The second one focuses on the resiliency of the control 

system itself [11], [12], [16], [60], [61], [110]–[116], [118]–[120]. The authors in [11] 

presented an attack resilient control system for multiple DERs based on a neighbor 

watching mechanism to isolate the attacked control agent from the network graph. In [118], 

a resilient distributed control system is introduced to solve the packet loss problem while 

in [29], a distributed control system was developed. The controller was able to detect and 

gradually isolate the infected controller. In [110], a mathematical morphology technique 

was used to analyze the neighbor’s dynamical features to detect, identify and mitigate the 

attacked agent. A trust-based and compensator-based control protocol were introduced in 

[16] and [60], respectively to guarantee the distributed system synchronization under 

sensor/actuator attacks. In [12], a reputation-based neighborhood watches method was used 

to detect the data integrity attack on the distributed scheduling. For the same problem, the 

authors in [61] developed a confidence level-based mechanism using on the top hidden 

communication network in parallel with the main distributed management system to detect 
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and isolate the attack. Kullback-Leibler (KL) divergence technique was used in [115] to 

determine the trust level of the distributed controllers and then isolate the faulty data source 

according to the divergence rates. 

Regardless of the efforts that were done so far, multiple coordinated attacks on the 

distributed secondary and/or tertiary control systems have not received enough attention. 

Coordinated attacks can easily disturb the consensus among the distributed controllers. 

Besides, regular solutions of mitigating these kinds of attacks by excluding it from the 

cyber graph cannot solve the problem because the excluded agent might be a vital agent 

that can disturb an entire microgrid cluster. Furthermore, mixing the coordinated attacks 

on both sensors and controllers alongside with communication network magnifies the 

security concerns and impose a handicap on the IIoT benefits. Motivated by [120], the 

authors believe that the live data-driven model can discover the coordinated attack and 

provide the autonomous post-attack recovery. 

In this chapter, an IoT-based digital twin (DT) for the cyber-physical networked 

microgrids is introduced. The cloud-based DT platform is implemented to be a centric 

oversight for the NMG system. The cloud system hosts the controllers (cyber things) and 

the sensors (physical things) into the cloud IoT core in terms of the IoT shadow. The 

developed DT covers the digital replica for both the physical layer, cyber layers and their 

hybrid interactions.  The developed framework ensures the proper and secure operation of 

the NMG. Also, it can detect false data injection (FDIA) and denial of service (DoS) attacks 

on the control system whether they are individual or coordinated attacks. Once an attack is 

detected, corrective action can be taken by the observer-based on What-If scenarios that 
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ensure the safe and seamless operation of the networked microgrids (NMG). DT introduce 

a constructible active model to provide interaction between the defense mechanism and the 

attackers. 

7.2 Digital Twin Based Cybersecurity System Description  

Recently, IoT technologies and cloud computing advancements encourage the energy 

sector to utilize this digital transformation for better understanding and improving the 

energy system operation. The DT strategic technology is developed to get the benefits of 

the IIoT, the ECPS models and the advanced data analytics to understand what is happening 

and what will happen for the ECPS. The DT is defined as digital replica/model that includes 

the last information matching a thing. The DT was successfully applied recently in the 

industry for manufacturing, power plants, healthcare, and automotive sectors [65], [108], 

[121]. Figure 7.1 shows the developed DT architecture. The NMG (physical assets) under 

study is a DC networked microgrid (DCNMG) system in the physical space in the lower 

layer. The physical system is constructed by 𝑛 interconnected DC microgrids clusters 

where each cluster contains 𝑚 DCNMGs. The interconnected clusters are connected to a 

main Medium Voltage DC (MVDC) bus. The NMG is aggregated at the PCC with the grid 

through an interlinking DC/AC inverter and a step-up transformer. The primary controllers 

are assumed to be a part of the physical system as they are responsible for the local control 

of the converters.  In the second layer, the edge system consists of the distributed 

controllers and the tertiary controller. The secondary controllers are coordinating via a 

cyber compunction IED-to-IED links to satisfy the objective control rule that is received 

from the tertiary controller. 
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Figure 7.1: The overall system architecture of the developed DT platform for ECPS. 

The tertiary control agent sends the required reference power-sharing factor to the 

secondary controllers’ leaders for each cluster of microgrids. Then, the leader sends the 

control law to the cluster follower agents by the consensus protocol to make an agreement 
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on the leader state. The control objective is to guarantees equal relative power-sharing 

among microgrids. The failure in ensuring the control objective due to a communication 

failure or a cyber-attack causes unfair power-sharing and can disturb/collapse the voltage 

regulation at the PCC. Since the NMG is ruled by the balancing between the NMGs power 

and the PCC power, the physical DT is implemented to represent the real-time balancing 

according to the physical living model of the interconnected system. 

In addition, the cyber-DT represents the multi-agent consensus convergence rules to 

guarantee the matching between the tertiary control system and the secondary control 

system. The hybrid CPS replica enhances the centric oversight by ensuring that the 

mismatch between the cyber and physical system components is decaying to zero. If the 

mismatch between the DT and the real-time measurements exists, the CPS failure or attack 

can be detected, estimated, and mitigated. Both the physical system states and the cyber 

control agents are connected to the virtual layer (cloud system) through the IoT core as a 

shadow of things. Things’ shadows have the last states of the controllers/sensors, which 

are updated periodically by the edge controller to notify the cloud of the new states.  

A service-less computing function is utilized to launch certain applications/measures 

according to the status of the shadow states. The focus of this chapter is the resiliency of 

the NMG against the cyber-attacks on the physical sensors and/or control agents. The DT 

dynamic model of the physical system, cyber system and their interaction are discussed in 

Section 3.3. The following section models and elaborates on the cyberattack on the NMGs. 
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7.3 Cyberattack Modelling 

The IoT cyber edge system is vulnerable to different types of attacks that can threaten 

the communication links or the controllers themselves. A cyber-attack against control 

systems is usually classified into three different properties/resources available for the 

attack: model knowledge, disclosure resources, and disruptive resources. The following 

assumptions hold. 

Assumption 1: An attacker can acquire at least the local data to launch an attack to disturb 

the consensus and the link between the secondary and primary controller is a part of the 

local controller. 

Assumption 2: An attack on the PCC agent or its communication link with the leaders can 

mislead the entire distribution system. 

Assumption 3: If an attacker knows the distributed control systems, consensus protocol 

and the network topology, he can launch a multiple coordinated attacks, which can easily 

mislead the distributed observers. 

Assumption 4: If an attack was successfully launched on the PCC agent or the leader 

agents of clusters and the attack is detected, the isolation of the attacked agent cannot 

retrofit the consensus as that will also exclude the healthy follower agents. 

Mathematically, the attack on the controller can be on the control actuator signal to the 

physical system and/or on the cyber graph states as follows, 

 𝑢𝑖
𝑓
= 𝑢𝑖 + 𝛾𝑖𝑢𝑖

𝑎

𝑥𝑖
𝑓
= 𝑥𝑖 + 𝛼𝑖𝑥𝑖

𝑎
} (7.1) 
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where 𝑢𝑖, 𝑢𝑖
𝑓
 are the healthy and the attacked actuator signal to the physical system. Also, 

𝑥𝑖, 𝑥𝑖
𝑓
 are the healthy and faulty states sent to neighborhood controllers from the physical 

system. The Boolean signals 𝛾𝑖, 𝛼𝑖 is representing the presence of the attack vector 𝑢𝑖
𝑎, 𝑥𝑖

𝑎. 

Theorem 1: Suppose the cyber system (3.2) is under attack (7.1) and let Assumptions 1-4 

are applied. If an agent i is attacked, then all intact agents jth, which is approached by the 

compromised agent will have a nondecaying error as compared to the leader agent and the 

tertiary control objective cannot be satisfied. 

Proof:  According to attack model (7.1) and by applying the error dynamics (3.19)-(3.20) 

and substituting in the cyber system (3.2), the combined system dynamics is represented 

as, 

By calculating the error dynamics with respect to the leader state and rewriting (7.2) in 

matrix form, 

So, the error dynamics that is resulted by the attack is formulated as, 

By the same way in (3.21) and let the attack is launched at time τ, the solution of (7.4) is: 

 

𝑥̇𝑖
𝜃 = 𝐴𝜃𝑥𝑖

𝜃 + 𝐵𝜃𝑢𝑖
𝜃 + 𝐵𝜃𝜉𝑖

𝜃

𝜉𝑖
𝜃 = 𝛾𝑖𝑢𝑖

𝑎 − 𝜄 (∑𝑤𝑖𝑗(𝛼𝑖𝑥𝑖
𝑎 − 𝛼𝑗𝑥𝑗

𝑎)

𝑗∈𝑛𝑖

+ 𝑔𝑖𝛼𝑖𝑥𝑖
𝑎)

}
 
 

 
 

 (7.2) 

 𝛿̇ = 𝑋̇ − 𝑋0̇ = 𝐴𝑐𝛿 + (𝐼𝑛⨂𝐵𝜃) 𝜉𝜃

𝜉𝜃 = −𝜄(ℒ + 𝐺)(𝜶⨂𝐼𝑛)𝑋
𝑎 + (𝜶⨂𝐼𝑛)𝑈

𝑎
} (7.3) 

 𝛿̇ = 𝐴𝑐𝛿 − 𝜄(𝐼𝑛⨂𝐵𝜃)(ℒ + 𝐺)(𝜶⨂𝐼𝑛)𝑋
𝑎

+(𝐼𝑛⨂𝐵𝜃)(𝜶⨂𝐼𝑛)𝑈
𝑎

 (7.4) 

 
𝛿(𝑡) = 𝑒𝐴

𝑐𝑡𝛿(0) + ∫𝑒𝐴
𝑥(𝑡−𝜏)𝑋𝑎𝑑𝑡

𝑡

0

+∫𝑒𝐴
𝑢(𝑡−𝜏)𝑈𝑎𝑑𝑡

𝑡

0

 (7.5) 
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However, the first term is decaying to zero, the second and the third term is nonzero, 

and their steady-state values depends on the attack vectors alongside cyber system 

connectivity. Therefore, the PCC control objective cannot be satisfied. 

7.4 IoT Shadow Representation 

The shadow states represent the monitored cyber and physical states for provisioning 

the CPS activity every ℎ time instant. A chosen physical sensor 𝜓 transmits its local 

microgrid measurements to the virtual space (cloud) and the transmitted state is subjected 

to noise 𝜎Ψ. The shadow of the physical states 𝒵Ψ is provisioned by matrix 𝑆Φ as follows, 

Similarly, the cyber system controller state 𝜑 is reported as a cyber shadow state 𝒵Θ  to 

the cloud by provisioning matrix 𝑆Θ as follows, 

where the transmitted data has noise 𝜎Θ. 

In addition to the periodic shadow update every sample time ℎ, the occurrence of an 

event 𝑞 is assumed to update the shadow to 𝒵(𝑡𝑞) that has the following representation, 

where 𝑡𝑞−1,𝑡𝑞 are the times of the last two consequence events and 𝒵𝜚(𝑡𝑞) is the reported 

malicious neighbor agents of 𝑖𝑡ℎagent. Figure 7.2 shows the discrimination between the 

different time scales of the secondary, tertiary, and shadow updating rates. The tertiary 

controller and the secondary controllers update the control input every 𝑇 and 𝑘 time 

instances, respectively. The shadow updates occur every ℎ time instance and/or every event 

 
𝒵Ψ(ℎ) = 𝑆Φ𝐶Φ𝑋Ψ(ℎ) + 𝜎Ψ(ℎ) (7.6) 

 
𝒵Θ(ℎ) = 𝑆Θ𝐶Θ𝑋Θ(ℎ) + 𝜎Θ(ℎ) (7.7) 

 
𝒵𝑖(ℎ) = {𝒵𝑖(𝑡𝑞−1), 𝒵𝑖(𝑡𝑞), 𝑡𝑞−1, 𝑡𝑞 , 𝒵𝜚(𝑡𝑞)} (7.8) 
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trigger instant 𝑡𝑞. To monitor the security of the system activity and reduce the 

communication burden with the cloud system, the shadow update is assumed to be 𝑇 ≫

ℎ > 𝑘 during the normal periodic update. 

k k+10k-10

h h+1 h+2 h+Nh

k+20 k+Nk

h-1

k-Nk

h-Nh

Secondary Control Update Time Samples

Shadow Update Time Samples

T T+1
Tertiary Control Update Time Samples

tqtq-1

 

Figure 7.2: overall time-scales discrimination. 

7.5 Luenberger Observer (LO) Based DT Constructor 

Using the LO, multi-What-If scenarios are constructed and tested to authenticate the 

healthy desired control state. Given the linear system, which represents the dynamics of 

the CPS in (3.1)-(3.3), the LO is constructed firstly for the full healthy state as, 

where 𝒳 𝑖 is the estimated state that is calculated according to the control input 𝒰𝑖 and the 

measurement 𝒴𝑖. The LO is constructed by assigning the control input and the measured 

output based on the shadow states of the cyber and physical systems such that Λ and Υ are 

full ranked. According to the real-time CPS topology, the observer parameters Λ,  Γ and Υ 

are built to represent the last shadow state. The LO gain ℓ𝑖 is selected such that the 

eigenvalues of (Λ − ℓΥ) is stabilizable. During the normal healthy operation, the observer 

input is set to the desired state at the PCC 𝒰𝑖(ℎ) =  𝒵0(ℎ) and the observer measured 

output is set to the reported shadow states 𝒴𝑖(ℎ) = 𝒵𝑖(ℎ). Also, the observation error 

 𝒳 𝑖(ℎ + 1) = Λ𝒳 𝑖(ℎ) + Γ𝒰𝑖(ℎ) + ℓ𝑖(𝒴𝑖(ℎ) − 𝒴̂𝑖(ℎ))

𝒴̂𝑖(𝑘) = Υ𝒳 𝑖(ℎ)
} (7.9) 
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‖𝒵𝑖(ℎ) − 𝒪𝑖𝒳 𝑖(ℎ)‖2
2
 is decaying to zero, where 𝒪𝑖 = [ Υ𝑖, Υ𝑖 Λ, … , Υ𝑖 Λ

𝓉−1]𝑇 is the block 

of the output parameter for the set of shadow states during time period 𝓉. The LO observer 

is rewritten as, 

If a set of the observed states are non-decaying to zero error, these states’ indices are 

recorded in 𝜚. Then, the LO is reconstructed to checking the satisfiability such that: 

For constant 𝑇𝐻, which is selected based on the composite noise from the cyber edge to 

the cloud. The observer gain ℓ𝑖 is chosen such that Λ̃ has the characteristic polynomial 

𝑑(𝑠) = 𝑠𝑛 + 𝑎1𝑠
𝑛−1 +⋯+ 𝑎𝑛 of the healthy case. To guarantee that condition, a linear 

coordination transformation of the observer parameter matrices is applied as proposition 

2.3 in [122] as, 

The LO purpose is to estimate the suspicious data source of each set of shadow states. 

After that, the suspicious indices vectors are compared logically, which eventually defines 

the bad data source which will be discussed in Algorithm 1 and 2. The presence of the 

adversarial input 𝜉, the LO can be defined as follows, 

 

𝒳 𝑖(ℎ + 1) = Λ̃𝒳 𝑖(ℎ) + Γ̃𝒰̃𝑖(ℎ)

Λ̃ = Λ − ℓ𝑖Υ𝑖
Γ̃ = [Γ ℓ𝑖]

𝒰̃𝑖 = [𝒵0 𝒵𝑖]
𝑇

}
 
 

 
 

 (7.10) 

 
lim
ℎ⟶∞

𝑠𝑢𝑝𝑝 ‖𝒵𝑖(ℎ) − 𝒪𝑖𝒳 𝑖(ℎ)‖2
2
≤ 𝑇𝐻 (7.11) 

 Λ̃𝑡 = 𝐼𝑛⨂

 
 
 
 
 
−𝑎1 −𝑎2 ⋯ −𝑎𝑛−1 −𝑎𝑛
1 0 ⋯ 0 0
0 1 ⋯ 0 0
⋮ ⋮ ⋱ ⋮ ⋮
0 0 ⋯ 1 0  

 
 
 
 

, 

Γ̃𝑡 = 𝐼𝑛⨂[1 0 ⋯ 0 0]𝑇  

(7.12) 
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which leads to the error dynamics can be derived from (7.3)-(7.4): 

The residual estimate that resulted from adversarial input is estimated as, 

Under an attack, 𝜋𝑖(ℎ) is non-decaying to zero according to Theorem 2 in [123]. 

7.6 Digital Twin Based Secured Control System 

The developed cloud-based DT provides an end to end security audit solution for the 

ECPS even with multiple coordinated attack scenarios. The developed solution has two 

parts; the first one is implemented on the cyber edge and the second part is built as a 

function on the cloud. The following subsections discuss the two parts. 

7.6.1 Digital Twin Cloud Algorithm 

The physical, cyber and cyber-physical twin models are built as auxiliary functions as 

discussed in Section III. Algorithm 1 shows the DT algorithm that is implemented on the 

cloud. The DT models’ functions are imported and the connection with IoT core and 

shadow services are launched. Then, the DT is constructed based on the LO by mapping 

the shadow states to the LO input vector. The system is assumed to be secure initially by 

setting 𝑞 = 0. The DT loop starts by continuously estimating the ECPS full states. If a 

conflict between the shadow states and the estimated state is detected or a security audit is 

requested by a control agent, the authentication and auditing functions will be initiated at 

𝑡𝑞. This function is discussed in Algorithm 2. The purpose of the function is to return the 

 
𝒳 𝑖(ℎ + 1) = Λ̃𝒳 𝑖(ℎ) + Γ̃𝒰̃𝑖(ℎ) + 𝐵̃𝜉(ℎ) (7.13) 

 
𝛿̇𝑖 = Λ̃𝛿𝑖 + 𝐵̃𝜉𝑖  (7.14) 

 
𝜋𝑖(ℎ) = ‖𝒵𝑖(ℎ) − 𝒪𝑖𝒳 𝑖(ℎ)‖2

2
− 𝑇𝐻 (7.15) 
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secured observer and states, which are used to reconstruct the healthy model after the event 

Ξ𝑡𝑞+1. The healthy desired state is updated on the IoT shadow, which will be used later by 

the edge controllers.  

To guarantee a healthy estimation of the desired control action and to discriminate 

between the healthy and the attacked state, Algorithm 2 is used. The shadow states 𝒵𝑡𝑞 and 

the conflicted agents 𝜚𝑡𝑞that were determined in Algorithm 1 are utilized to define the 

malicious agents and their number 𝜚 and 𝑁𝜚. Then, parallel DT observers will run by 

configuring the inputs with the malicious data sources 𝒰̃𝜚. 

 

For each malicious data source, the residues (7.15) is calculated, normalized and sorted 

ascendingly to choose the most suspicious data source indices ℐ. For each iteration, the 

indices ℐ, its Boolean representation Ω𝜚 and their estimated states 𝑥̃𝒥 are stored. Finally, 

the indices of the confirmed attacked agents ℱ are calculated as, 
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and the equivalent secured LO is rebuilt using the healthy states 𝜂 based on (7.12) to be 

returned to Algorithm 1. 

 

7.6.2 Resilient Distributed Control Algorithm 

In the NMG, the leader nature is different as compared with the follower’s nature. The 

attack on the leader can cause a complete disruption for the microgrid cluster. Therefore, 

the developed methodology in this work is to have a maximum security level by 

authenticating every incoming update from the PCC agent. However, the followers depend 

on their neighbors to estimate the control update and the isolation of the attacked follower 

 
ℱ = 𝑠𝑢𝑝𝑝 [⋀Ω𝜚

𝑁𝜚

𝜚=1

] (7.16) 
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can retrofit the control system back to consensus. Consequently, one algorithm for the 

leaders and a different one for the followers are developed to guarantee the system security 

without increasing the system complexity or utilizing higher communication bandwidth. 

7.6.2.1 Cluster’s Leader agent algorithm 

Algorithm 3 shows the secured control for the leader 𝑖𝑙 of MG cluster. Firstly, the agent 

is initialized by assuming a secure state. The leader subscribes on edge for the main leader 

(PCC) state.  
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If a change in the leader state or a security event is triggered, the desired shadow state 

x
𝑖𝑙
𝑑𝑒𝑠 is received from the IoT shadow. Either the received PCC state from the edge does 

not match the DT desired or the DT already confirmed that agent 0 is attacked. The PCC 

is excluded and the DT on the cloud became a tertiary controller temporary by directly 

utilizing the DT estimated desired  𝑥𝑖𝑙 = 𝑥̂𝑑𝑒𝑠. If the PCC healthy, the edge update is 

accepted. Afterwards, the updated state is published to the edge, the cloud IoT shadow is 

updated, and the primary controller of this MG is actuated by this healthy control action. 

7.6.2.2 Follower agent algorithm 

Algorithm 4 is implemented on the follower agents. After initialization and receiving 

the neighbor’s data from the edge, the update event is checked by watching if the 

neighbor’s states change exceeds 𝜖 or the security event 𝑞 is triggered. Then, The Kullback-

Leibler divergence 𝐾𝐿𝑖 is used to check if the neighbors diverge from the consensus. 

where 𝑥𝑗 and 𝑥𝑗+1 are the neighbors of the follower agent 𝑖. An auditing request 𝑞 will be 

activated if 𝐾𝐿𝑖 > ℵ. The desired estimated state by DT is received from the IoT shadow 

𝑥̂𝑑𝑒𝑠. A neighbor agent is marked as a malicious agent if it has the highest 𝐾𝐿. Then, the 

shadow is updated by states 𝒵
𝑖𝑓
Ψ, 𝒵

𝑖𝑓
Θ  and the candidate malicious index 𝒵

𝑖𝑓
𝜚

. The cloud DT 

feedback is received from Algorithm 1 and 2 that ensures the healthy desired state 𝒵
𝑖𝑓
𝑑𝑒𝑠. 

The adjacency matrix wights are modified according to ℱ. Finally, using the healthy state, 

the consensus is updated, and the secured final state is published to the edge and updated 

on the cloud IoT shadow. 

 𝐾𝐿𝑖(𝑥𝑗 ∥ 𝑥𝑗+1) = ∑ 𝑥𝑗
𝑗∈𝑛𝑖

. log (
𝑥𝑗

𝑥𝑗+1
) (7.17) 
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7.7 Practical Implementation on the DT Playground 

The developed system is implemented practically by developing two main platforms. 

Locally, the distributed controllers are implemented on embedded single board computers. 

Remotely, cloud computing is implemented on AWS cloud vendor. We implemented an 

event-based callback function to trigger the data interaction based on the events. The cloud 

communication has higher latency compared to edge communication. Performance 
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analysis of the local DDS communication and the remote MQTT communication will be 

discussed in the next section. It is worth mentioning that the sampling rate of the edge 

control system and the shadow sampling rate are assumed to be 𝑘 = 0.2 𝑠 and ℎ = 2 𝑠, 

respectively. The thresholds are set as 𝜖 = 0.01, ℵ = 0.035 and 𝑇𝐻 = 0.05. 

Numerous components involved in the ECPS requires a flexible, reliable and integrated 

system that can deal with the IoT complexities. The cloud computing services cover these 

needs by including computing servers, databases, networking, analytics, intelligence over 

the internet. Figure 7.3 shows the functional block diagram of the implemented services. 

7.7.1 AWS IoT core 

The IoT Core is a cloud service that enables things to connect securely and interact 

with different cloud services and applications. Each thing is registered on the cloud. The 

IoT policy is created to control the access and allows/denies a predefined service to be 

accessed by the thing. Then, the created policies are attached to each thing’s certificate. On 

the edge of the things, each sensor/controller is configured by attributing the generated 

keys and certificates to its device. One of the default settings in the thing policy is the 

access of the MQTT message broker to the thing. The MQTT communication protocol is 

used to interact (get and update) with the shadow of the things on the AWS cloud. The 

thing shadow is a JSON payload that is used to store and retrieve the things’ last states. 

The contents of the shadow file are shadow states, asset metadata, update version, client 

token and the timestamp of the last transaction. The shadow has two categories: the 

reported states 𝒵𝑖 and the desired states 𝒵𝑖
𝑑𝑒𝑠. The metadata holds a tuple of the constant 

parameter of each microgrid as the power and voltage ratings, the location, the owner, and 
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the updated version. Also, one of the main IoT core components is the rule engine, which 

is the filters, that takes actions on the fly based on predefined rules. The actions can be 

activated by a cloud microservice function, which is the AWS Lambda function. 

 

Figure 7.3: Digital Twin Description. 

7.7.2 AWS Lambda function 

The AWS 𝑙𝑎𝑚𝑏𝑑𝑎-Function is a service less computing function that can trigger a 

computing service in response to a detected event or a predefined logic/task. In this 

research effort, the security audit event 𝑞 is managed by the lambda-function. Besides, it 

can update the tertiary control and management objective, launch a response to grid 
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ancillary service during a contingency, guide the secondary control layer or response to 

restoration request after a blackout.  

7.7.3 AWS SageMaker 

The AWS SageMaker is integrated and managed computing service. In this work, the 

physical twin, the cyber twin, and the hybrid ECPS models are implemented as functions 

to be imported by different tasks and applications. In addition to the centric oversight and 

security auditing applications, the SageMaker is used to guide the distributed controllers 

and runs what-if scenarios using LO based DT. 

7.7.4 Attack Emulation 

The false data injection attacks are artificially soft coded and is implemented on each 

controller to emulate the attacker. The attacked agent, attack vector, and the attack time 

instant are predefined according to the required emulation.  For the attacks on the edge 

controllers, the artificial attack agent is can join the network, subscribe to data, and publish 

under the topic name of the infected real agent. Also, it has been designed to be able to 

publish/subscribe /to the cloud messages.  

According to the required study, the attacker agents can be configured to launch an 

attack on the link between the infected agent and its neighbor(s). Also, the attacker agent 

is configured to mislead the cloud by reporting a healthy state to it while publishing faulty 

data to the edge. By the same emulator, the multi-coordinated attacks can be launched on 

multiple agents to degrade the consensus. This can be done by activating the soft-coded 

attacks on multiple agents simultaneously. The Denial of Service (DoS) attacks, network 

delay and packet loss emulation is implemented using network emulation software. In this 
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work, NETEM tool is utilized. The network corruption, the switched delay and the packet 

loss probability functions are used to implement the DoS, the delay, and the packet loss, 

respectively. 

7.8 Results and Discussion 

To validate the effectiveness of the developed technique, multiple scenarios are tested. 

7.8.1 False Data Injection Attack 

Figure 7.4 shows the first scenario of multiple coordinated attacks on the first cluster’s 

leader (agent 1) and agent 4, at 𝑘 = 55 and 𝑘 = 75, respectively. The Figure 7.4(a) shows 

the states on the edge cyber system. The edge system detected a malicious activity, and the 

suspected agents were 1, 4 and 5. The left axis in Figure 7.4(b) shows the reported IoT 

shadow states and the desired state. On the right-hand axis of the second subplot, the 

attacked agents are depicted. Agent 5 has been temporarily declared as an attacked during 

ℎ = 3 to 4 because of the delay produced by the algorithms’ initialization. In addition, the 

divergence of Agent 5 away from the desired state at ℎ = 10 to 12 is resulted from the 

attack on agent 4. The DT based authentication can find the new healthy desired state and 

confirm that Agents 1 and 4 are attacked. Therefore, even though Agent 5 has been 

subjected to delay and misleading, the agent succeeded to use the estimated healthy PCC 

desired state to retrofit its consensus dynamics by comparing both neighbors with the DT 

desired state and mitigate the attack by excluding Agent 4 from the cyber graph. As shown 

in Figure 7.4(c), The DT estimations for the injected power from each microgrid and the 

voltage at the PCC are very close to the actual simulation.  
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Figure 7.4: Response under the multiple attacks on agents 1 and 4 with mitigation. 

Figure 7.5 shows the second scenario where Agent 4 is attacked by injecting 𝑥4 = 0.95 

instead of 𝑥𝑖,𝑠.𝑠 = 0.5. However, the actual value of 0.5 was sent to the cloud to mislead 

the algorithm by reporting the healthy state. On the edge control system, the attack 

disturbed the consensus between 𝑘 = 75  to 110. On the cloud, the DT succeeded to 
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calculate the healthy desired sharing factor state. Based on the ECPS twin model, the DT 

realized that the edge control system is attacked. 

 

Figure 7.5: Response for the attack on agent 4 and cloud misleading with mitigation. 

It authenticated that the PCC tertiary control shadow state and the PCC sensor state are 

matching. However, until this time, the DT suspected only Agent 5 (healthy agent). 
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Between ℎ = 12 to 13, the DT could not know the attacked agent because Agent 4 is still 

misleading them by submitting the healthy state. On the other side, the security auditing 

algorithm is running. Both Agent 5 and 3 used the desired state and ensured that Agent 4 

is attacked. Based on that reported malicious activity, the DT confirmed the attack 

regardless of the deception. Finally, the neighbor agents succeeded to isolate the attacked 

agent. The developed algorithm was able to discriminate between the healthy and the 

attacked agents even with multiple attacks and the cloud DT is misled. 

Figure 7.6 depicts the summation of total residues of ECPS states for the LO based DT 

that running during the security audit analysis. The first scenario has higher residues as 

compared to scenario#2 because the malicious agents in scenario#1 are higher than 

scenario#2 and the execution time to decay to zero residues is higher in the first scenario. 

 

Figure 7.6: Total residues during DT based security audit for Scenarios 1 and 2. 
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7.8.2 Denial of Service Attack 

Scenario # 3, DoS attack is tested on the communication link between the PCC and the 

leaders. The tertiary controller at PCC requested 40% increase in sharing power but this 

new command is intercepted by corrupting the communication between the PCC agent and 

the leaders (agent 1 and 6) as shown in Figure 7.7.  

 

Figure 7.7: Response for DoS attack on link between the PCC and leader agents. 
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Primarily, all agents reported a malicious activity due to the difference between the DT 

shadow state and the edge state, which triggers the PCC authentication function (Algorithm 

2). The LO based DT is reconstructed for the reported measurements. The DT observation 

is used to check the residuals and the healthy desired value is estimated according to 

Algorithm 1 and 2. Figure 7.7(b) shows the shadow of the sharing factors on the cloud and 

the detected malicious agents using the DT algorithms. 

Almost all agents after the attack was a suspicious agent between h=6 and h=12 without 

a certain definition of the infected agent. However, at t=13 the DT algorithms were able to 

ensure that the PCC agent is the infected source of information. Finally, the developed 

platform succeeded to declare that the PCC-to-MG’s leader communication links are 

attacked, and the cloud-based DT became the tertiary controller temporarily and all agents 

are retrofitted to the healthy state. 

7.8.3 Communication Platform Performance 

The performance of the communication platform is tested for both intra-edge 

communication (DDS) and edge-to-cloud communication (MQTT). The average intra-

edge latency for all agents during previously discussed scenarios is shown in Figure 7.8. 

As shown, the maximum latency recorded in this test is 594 𝜇𝑠, which ensures the message 

delivery using DDS near to the real-time.  

To estimate the edge-to-cloud communication delay, two events case study is 

demonstrated to measure the latency. As shown in Figure 7.9, the reference sharing factor 

changes from 0% to 50% at t=1s, then at t=21s the tertiary command is updated from 50% 

to 90%. Also, to test the effect of a large delay and packet loss on the performance, the 
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NETEM network emulation tool is used to emulate a delay and packet loss on published 

data from Agent 2 to both the edge and the cloud. The packet loss is emulated randomly 

during the whole test to be 5% and a 2s delay is added intentionally between t=24s and 

t=26s. Also, the test is made more challenging by setting the update reporting rate between 

the edge and the cloud to be one second only. 

As illustrated in Figure 7.9(a), the edge controllers normally follow the leaders without 

any noticeable effect of the packet loss on the consensus. Although the 2s delay causes a 

slight disturbance in the consensus dynamics, the communication graph connectivity 

remains stable and achieved an agreement. Also, the same effect is reflected in the cloud 

shadow as shown in Figure 7.9(b).  

 

Figure 7.8: Average agent-to-agent time delay in the edge (DDS communication). 

To precisely measure the delay between the edge and the cloud. The output data from 

Agent 2 is stamped by the departure time and the arrival time is stamped and collected on 

the cloud. The difference between the two timestamps is depicted in Figure 7.9(c) and 
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zoomed in Figure 7.9(d). Except for the 2s delay period, the measured delay between the 

edge and the cloud did not exceed 300 milliseconds. 

 

Figure 7.9: The performance under 2 s delay and 5% packet loss on the communication 

output from agent 2 to the edge and the cloud channels. 
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Another test is performed to study the effect of the message size, a 256 B JSON 

message is tested. The average and maximum recorded delay under the best QoS effort are 

shown in Table 7.1 for both DDS and MQTT middleware. 

Table 7.1: Communication Performance Under Delay For 256 B Messages. 

Middleware 
Unicast/ 

Multicast 
𝑄𝑜𝑆 

𝜏,𝑎𝑣 

(𝑚𝑠) 
𝜏𝑚𝑎𝑥 

(𝑚𝑠) 

Edge-edge, DDS 
Unicast Best effort 0.252 0.454 

Multicast Best effort 0.275 0.622 

Edge-cloud, MQTT Unicast Level 1 105 301 

7.9 Summary 

In this chapter, mathematical formulation, and implementation of an IoT based digital 

twin (DT) for the resiliency of interconnected microgrids was developed. The developed 

DT was validated using a practical setup of the distributed control system and Amazon 

Web Services (AWS). The developed framework was able to quickly detect and mitigate 

different kind of attacks such as false data injection, denial of service, and coordinated 

attacks. Future research of this work will consider the fusion of deep learning and LO to 

enhance the speed, accuracy, and predictability of the attacks. 
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Chapter 8 Security-Aware Distributed Control for Interconnected Nanogrid 

Resiliency 

The reliable performance of the smart grid is a function of the configuration and cyber-

physical nature of its constituting systems. Beside the centric oversight that is supported 

by the cloud layer by means of the digital twin, the distributed control system should be 

designed to respond to cyberattacks without the centric layer. In the previous chapter, the 

control system security is watched by a top layer, which depends on the healthy 

communication/provisioning of the ECPS in the cloud. If the communication failed, 

attacked or the cloud service is not available, the networked control layers should be aware 

of cybersecurity. Therefore, this work develops a secured distributed control framework 

for future smart grids. The work presents a distributed control framework that is secured 

by means of signal processing tools and consensus protocols. The work models the physical 

and cyber systems, showing the effect of the different types of cyber-attacks and their 

mitigation. The developed framework is based on the use of graph theory and consensus 

protocol to achieve a global control objective among the different agents in the system. 

Also, the developed algorithm is equipped by the mathematical morphology algorithm as 

a distributed security observer that is able to analyze the system behavior and detect and 

mitigate malicious actions. By comparing the dynamical characteristics of the cyber graph 

dynamics with the healthy states’ dynamics, the attack can be detected, identified, and then 

isolated. The developed cyber-physical system and algorithm are modeled and 

implemented through MATLAB/Simulink. The results showed the ability of the developed 

algorithm in achieving the global power objective and voltage profiles while mitigating 

different kind of attacks. 
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8.1 Introduction 

In recent years, the traditional AC grids become one of the main bottlenecks for 

expanding the expenditure of renewable resources. It has a rigid design with a complex 

centralized large-scale generation [124]–[126]. However, the DC grid architecture is 

expected to increase as an alternative technology to facilitate the integration of the 

distributed renewable resources in the power distribution networks.  The DC distributed 

grid system can efficiently match renewable power fluctuation and improve peer-to-peer 

power transactions [125].  

As a basic building block of the DC grid, the DC nanogrid can be defined as a local 

power distribution system, consisting of a single household or community building. In a 

nanogrid scale, the small-size distributed renewable energy resources can be penetrated 

easily because it faces less technical and regulatory barratries [126]. The up-scaling of the 

interconnected DC nanogrids is obtained by clustering the different nanogrids in the 

distribution system to accrue beneficial support to the grid and liquify the down-scale 

power markets. To efficiently control this interconnected system, the centralized control 

architecture is not only the simplest solution but also is a global objective aware system. 

Nonetheless, the centralized control networks require communication links with each 

nanogrid, which is hard to achieve in the wide-area geographical system as the distribution 

system. Besides, the large computational and communication burden is required to operate 

the overall distribution system [5], [84].  

In light of the distributed control advantages, the networked control/management 

systems can work cooperatively to achieve the global control objective in a more reliable 



 

167 

 

and economical way. In distributed systems, the information is exchanged among the 

controllers to achieve the agreement on the control objective based on the consensus 

protocol. This cyber system has low cost, high reliability, less computational burden and 

requires only neighbor to neighbor communication [71], [79], [105], [127], [128]. In 

addition, it has been applied successfully in AC/DC microgrid and nanogrid applications 

[127]–[130]. Although the distributed networked control systems have many advantages, 

the two-way communication among the connected neighbors is vulnerable to cyber-

attacks. Unlike the centralized control system, instead of concerning the security of a single 

central control unit, the distributed control blocks create multiple weak points, which 

requires high-cost security solution [131]–[134].  

From the networked control system point of view, to control the future interconnected 

smart grid securely, many different control approaches are established to be security-aware 

as centralized, decentralized, and distributed control systems. The centralized control 

archives the best performance and easy to secure but it lacks scalability for further 

extensions [84]. The application of the distributed control in the small-scale power system 

has a very close performance as compared to the centralized control but it is more 

vulnerable to cyber-attacks [135].  Practically, the future applied energy echo systems will 

witness a complete transition to the distributed applications [129], controllers [136], 

ledgers [137] and algorithms [138], which impose a protentional security weakness in these 

distributed systems. Hence, the authors believe the distributed system security challenge 

should be addressed in future research work. 
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The cyber system is linked via a heterogeneous network, which uses the TCP/IP 

internet communication that provides the attacker with the capability to launch an attack. 

The data integrity attack on the distributed consensus protocol has been studied in the 

literature [14]–[16], [26], [132]–[134], [139]. In [14], a data integrity attack on the 

distributed energy management algorithm using local information is studied. The authors 

showed the importance of addressing renewable energy integration and protecting the 

distributed management system against possible cyber threats, simultaneously. In large-

scale smart grid systems, a resilient distributed energy management technique is introduced 

in [15]. The developed technique protects the distributed economical dispatch management 

system against the unexpected attack on a generator. The authors developed a neighbor-

watch-defense mechanism to detect, mitigate, isolate the misbehaving generator and update 

the control law to achieve the required global performance. Although the effectiveness of 

the developed solution, the detection methodology is very slow in defining the misbehaving 

generator. Consequently, the isolation and updating processes are made gradually, which 

provide the attacker with the ability to redesign the attack and deceive the protection 

system. In [16], an attack-resilient distributed control algorithm is introduced to protect the 

synchronization of the interconnected inverters. Even though the developed solution 

successfully protected the system against the attack, the solution is slow and can be affected 

by the communication graph topology. Therefore, the developed solution cannot satisfy the 

inverters synchronization and keep the proper voltage profile.  

The power system transient stability in a smart grid is compromised by the denial of 

service attack and the communication latency in [26]. A framework based on the feedback 
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linearized control is illustrated to protect the system against these attacks, but the suggested 

framework did not consider the data integrity attack. 

Motivated by the fact that the nanogrid is the basic building block of the future 

constructed smart grids, nanogrids are expected to be exposed to a higher level of cyber 

threats. Therefore, the nanogrid resiliency and security should receive extra attention. 

Unlike the previously discussed literature, the interconnected nanogrids control system 

should be designed by embedding the security solution inside the controllers. This will 

reduce the cost of cyber system encryption and authentication. 

In this chapter, a novel integrated, fast and low-cost secure controller is introduced to 

achieve a resilient distributed control objective. The developed solution is designed to 

capture the cyber system dynamical features using the real-time morphological analysis to 

detect the attack. Unlike the previous techniques, the introduced methodology can 

discriminate between the normal change in control law (cyber system behavior) and the 

malicious control agent (attacker behavior). The mathematical morphology method is 

utilized to discover the change in the features of the transmitted data from the neighbor 

agents and discard the infected agent from the graph. The cyber system graph adjacency 

matrix is updated to update the consensus protocol agreement and correct the control 

system objective.  

The developed control system is designed to guarantee proper power-sharing among 

the interconnected nanogrids while supporting the ancillary service. In addition, the 

secondary and the tertiary control levels aim at keeping the system voltage profile within 

the limits during the normal operation and in the presence of cyber-threats. 
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8.2 Interconnected Nanogrid CPS Description 

In this work, the nanogrid system contains household load appliances, renewable PV 

system, and BSS. The household has local control agent, which dispatches the photovoltaic 

energy to satisfy the nanogrid load and manage the BSS to wisely charge/discharge 

according to the customer preference, energy price, and the available renewable power. 

The two-way communication interface is used between the control agent and the local 

components to exchange the information and the internal control decisions. In addition, a 

peer-to-peer connection between each interconnected household cooperatively coordinate 

the energy dispatch among the nanogrids. The interconnected DC nanogrids system, 

described as a cyber-physical system, is illustrated in Figure 8.1. 

 

Figure 8.1: Interconnected DC Nanogrid cyber-physical system. 
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As shown in Figure 8.1, the physical system contains interconnected DC nanogrids. 

Each nanogrid is represented by a DC bus, which links the nanogrid demand, PV system, 

BSS and EV charging slot. The bi-directional DC/DC converter is utilized to interconnect 

each DC nanogrid and its neighbors. The nanogrids interconnection can be flexibly 

configured to modify the topology of the DC distribution system to reroute the power 

between nanogrids to achieve certain operation. The overall distributed DC system is 

connected to the main distribution substation via the point of common coupling (PCC).  

The cyber system consists of IED based controllers, which cooperatively control a 

cluster of nanogrids by controlling the DC/DC coupling converters. The cyber system has 

a set of peer-to-peer communication links to share the information. The distributed control 

system utilizes the communication network to achieve certain control law, which is 

assigned by the PCC control center. In this system, the PCC control center requests certain 

transmitted power without violating the PCC voltage limits.  

The power-sharing of each nanogrid is defined based on the market price and real-time 

customer preferences. However, if the purpose of the nanogrid operation is equal power 

sharing, the control agents should supportively achieve the transmitted power set-point sent 

by the PCC control. Typically, each nanogrid has its own power rating or power 

availability. To achieve proper equal power-sharing, each nanogrid contributes by a power 

amount that is proportional to its power rating. Therefore, the PCC defines certain sharing 

factor and sends to a pre-selected leader control agent. The follower control agents should 

follow the leader to achieve consensus according to the sharing factor. 
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In this system, the heterogeneous communication network is highly vulnerable to 

cyber-attacks due to the low-security level in the distribution system. An attacker can 

manipulate the data with the neighbors to threaten the overall system control objective or 

deactivate the system functionalities.    

8.3 Interconnected DC Nanogrid Architecture 

The considered nanogrid integrates the DERs and loads into a single LVDC bus. The 

distributed nanogrids are linked via a bi-directional DC/DC converter to a MVDC 

distribution bus. Figure 8.2 shows the system architecture with the primary, secondary, and 

tertiary control systems. The nanogrid physical system is modeled as a Thevenin equivalent 

circuit connected to the tie-converter and coupled with the distribution line. The primary 

control system contains current and voltage control loops, which drive the converter 

according to the reference voltage 𝑉𝑛𝑔i,𝑟𝑒𝑓, which is generated from the secondary control 

system. The secondary control system works to provide a safe local voltage level and 

maintain the power control objective 𝑟𝑖
∗, from the tertiary control level. This level defines 

the interaction between the interconnected nanogrids cluster and the utility grid for 

optimizing the energy utilization and providing the ancillary service. 

8.3.1 Interconnected DC Nanogrids Physical Dynamics 

In light of the power system modeling, the DC distribution system is considered as an 

interconnected multi-converter system, which has multiple coupled state variables.  As 

shown in Figure 8.2, the system can be modeled in terms of the following differential 

equations. Suppose a DC system has a single main PCC bus with a voltage 𝑉𝑑𝑐, 𝑛 

converters interconnected by segmented two-wire DC distribution lines 𝑙. 
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Figure 8.2: Distributed DC Nanogrid architecture. 
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8.3.2 Cyber Communication System Dynamics 

The communication cyber system is implemented based on the graph theory and the 

consensus algorithm works to share the information and averaging among the distributed 

agents. The consensus agreement problem finds its origins in the computer science area. 

The main purpose of the consensus protocol is to allow distributed agents to reach an 

agreement on an average value or a certain quantity of interest by exchanging information. 

Graph Laplacians matrix describes the underlying communication system based on the 

graph theory basics. 

The communication network between the control agents can be characterized by a 

directed graph 𝒢(𝒱, ℰ) consists of nodes 𝒱 and a set of directed edges ℰ. The graph has 

adjacency matrix 𝐴 = [𝑎𝑖𝑗], which represents the interaction between the nodes set and the 

edges set. The matrix has a dimension (𝑛 + 1) × (𝑛 + 1).  

In the directed graph, the notation degree divided into the In-degree and Out-degree and 

the mathematical definition of the in-neighbors of node 𝑖 is represented as 𝐷 = 𝑑𝑖𝑎𝑔{𝑑𝑖𝑗}. 

 𝑑𝑉𝑑𝑐
𝑑𝑡

=
1

𝐶
(𝐼𝑇𝑟 −∑𝐼𝑛𝑔𝑖

𝑛

𝑖=1

) (8.1) 

 𝑑𝐼𝑛𝑔𝑖

𝑑𝑡
=

1

𝐿𝑖
(𝑉𝑑𝑐 − ∆𝑉𝑙 − 𝑅𝑖𝐼𝑛𝑔𝑖 − 𝑉𝑛𝑔𝑖) (8.2) 

 𝑑𝐼𝑙
𝑑𝑡

=
1

𝐿𝑙
(∆𝑉𝑙 − 𝑅𝑙𝐼𝑙) (8.3) 

 
𝑃𝑙𝑜𝑠𝑠 =∑𝑅𝑖𝐼𝑛𝑔𝑖

2

𝑛

𝑖=1

+∑𝑅𝑙𝐼𝑙
2

𝑚

𝑙=1

 (8.4) 

 
[𝐴] = {

1                 𝑖𝑓  𝑖 ⟶ 𝑗   ∈ ℰ
0                         𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 (8.5) 
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According to the consensus protocol, the Laplacian matrix ℒ is utilized to solve the 

agreement problem and it can be calculated as follows, 

In the cooperated multi-agent control system, a certain agent is chosen to be the control 

node 𝑞 to ensure the local voting protocol. The node 𝑞 is called the leader and it represents 

the node that has a reachable path to all other nodes (followers). Each node has an 

associated state 𝑥𝑖 and it can be represented as the following control law 𝑢𝑖 = 𝑥̇𝑖. 

where 𝐵 = 𝑑𝑖𝑎𝑔{𝑏𝑖} represents the pinning matrix and 𝑏𝑖 is the weights of the edge 

between the leader and the upper control level. 

8.3.3 Secondary Control System 

The coordination of the DER can be realized through nanogrid, which represent the 

smallest cell in the power system. While the primary control system provides the voltage 

stability, the distributed secondary control reacts with the load changes and ESS 

management to enable aggregated renewable resources integration in the distribution grid. 

The distributed control objective is developed to track the required reference power that is 

injected at the PCC and to maintain the voltage of the DC bus. In the secondary control 

level, the control has two objects; the first one is the local objective 𝜑𝑉𝑛𝑔𝑖
and it keeps the 

coupling DC/DC bi-directional converter output voltage at a proper value. The second 

objective 𝜑𝑟𝑖
 is a global interconnected nanogrids cluster objective that satisfies the 

 
ℒ = 𝐷 − 𝐴. (8.6) 

 𝑥̇𝑖 =∑𝑎𝑖𝑗(𝑥𝑗 − 𝑥𝑖) + 𝑏𝑖(𝑞 − 𝑥𝑖)

𝑗∈𝑛

 (8.7) 

 
𝒙̇ = −(𝓛 + 𝑩). 𝒙 + 𝑩𝟏𝒒 (8.8) 
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appropriate relative power sharing among the nanogrids. The essential control variable in 

the secondary control system is the sharing factor 𝑟𝑖
∗, which is calculated as 𝑟𝑖

∗ =

𝑃𝑛𝑔𝑖/𝑃𝑛𝑔𝑖,𝑚𝑎𝑥. As shown in Figure 8.2, the secondary control for an agent 𝑖 is represented 

as, 

 

The sharing factor is calculated at the PCC control center and propagates according 

to the consensus agreement protocol as follows, 

The leader (agent 1) control input is updated by ∆𝑟𝑟𝑢𝑙𝑒 and is calculated in another 

formulation (8.13). As depicted in Figure 8.2, the update block keeps posting the control 

law according to the leader state feedback and the PCC tertiary controller as follows: 

where 𝑟𝑟𝑢𝑙𝑒
∗ (0) is the 𝑟𝑟𝑢𝑙𝑒

∗  initial condition. The followers consequently follow the leader 

by the communication network dynamics that is discussed previously according to the 

following auxiliary control input. The following equations are special forms of the general 

forms in (8.7)-(8.8). In addition, this control input should satisfy the constraints as follows, 

 𝑉𝑛𝑔𝑖,𝑟𝑒𝑓 = 𝜑𝑉𝑛𝑔𝑖
+ 𝜑𝑟𝑖  (8.9) 

 
𝜑𝑉𝑛𝑔𝑖

= 𝑘𝑝
𝑉𝑛𝑔(𝑉𝑛𝑔𝑖

∗ − 𝑉𝑛𝑔𝑖) + 𝑘𝐼
𝑉𝑛𝑔 ∫(𝑉𝑛𝑔𝑖

∗ − 𝑉𝑛𝑔𝑖) 𝑑𝑡 (8.10) 

 
𝜑𝑟𝑖

= 𝑘𝑝
𝑃(𝑟𝑖

∗𝑃𝑛𝑔𝑖,𝑚𝑎𝑥 − 𝑃𝑛𝑔𝑖) + 𝑘𝐼
𝑃∫(𝑟𝑖

∗𝑃𝑛𝑔𝑖,𝑚𝑎𝑥 − 𝑃𝑛𝑔𝑖) 𝑑𝑡 (8.11) 

 
∆𝑟𝑟𝑢𝑙𝑒 = 𝑘𝑃𝑡𝑟(𝑃𝑇𝑟,𝑟𝑒𝑓 − 𝑃𝑇𝑟) + 𝑘𝑉𝑑𝑐(𝑉𝑑𝑐,𝑟𝑒𝑓 − 𝑉𝑑𝑐) (8.12) 

 
𝑟𝑟𝑢𝑙𝑒
∗ (𝑘 + 1) = 𝑟𝑟𝑢𝑙𝑒

∗ (0) + ∆𝑟𝑟𝑢𝑙𝑒(𝑘) (8.13) 
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8.4 Cyber-Attack Adversarial Model 

The communication link in the networked control systems is vulnerable to different 

cyber-attacks. The attacker can intentionally modify the transmitted data between the 

distributed control agents, which cause failure in the required control objective.  The 

attacker may also disturb the sensor, actuator, communication link or controller. The threats 

can be classified into many types, such as the denial of service, replay attack, stealthy 

attack, etc. Those types are mainly categorized into two adversaries which are: blocking 

the update of the transmitted data or injecting false data.  

The distributed secondary control system is restricted by the regulation of sharing 

healthy information with neighbors. The following assumptions are made on the adversary 

attack capabilities: 

Assumption 1. An attacker needs only to acquire the local information to launch an attack. 

The above assumption shows the ability of an agent, with local information knowledge, 

to launch an effective attack in the developed distributed control system. Bad data detection 

technique can be applied in a centralized control system rather than the distributed control 

system, which makes the distributed control network more disposed to the attackers [140]. 

The attacker model can analyze the impact of different data injections to cause an infeasible 

solution for the control objective. 

 𝑃𝑛𝑔𝑖,𝑚𝑖𝑛 ≤ 𝑃𝑛𝑔𝑖 ≤ 𝑃𝑛𝑔𝑖,𝑚𝑎𝑥 , ∑ 𝑃𝑛𝑔𝑖𝑖 − 𝑃𝑙𝑜𝑠𝑠 = 𝑃𝑇𝑟,  

 
(8.14) 

 𝑟̇𝑖 = ∑𝑎𝑖𝑗(𝑟𝑗 − 𝑟𝑖) + 𝑏𝑖(𝑟𝑟𝑢𝑙𝑒 − 𝑟𝑖)

𝑗∈𝑛

 (8.15) 

 
𝒖 = −(𝓛 + 𝑩). 𝒓 + 𝑩𝟏𝑟𝑟𝑢𝑙𝑒 (8.16) 
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Assumption 2. An attacker who has a knowledge of the control system, consensus protocol, 

network topology, and power-sharing limits can mislead the controllers by injecting well-

studied false data. 

This assumption illustrates the influence of an attacker with good knowledge about the 

overall system dynamics. The control objective can be manipulated to target the optimal 

power-sharing dispatch for economic benefits and/or technical misbehaving. For instance, 

certain nanogrid can be attacked to decrease the power drawn from neighbors nanogrids to 

increase its own sharing factor to gain more financial profits. If the attacker is the owner 

and needs to maximize his profit, he can tamper physically with the shared power by 

reducing the output and increasing the sharing factor intentionally. Another manipulation 

can be done during the normal transient consensus process by launching a replay attack on 

a certain operating point or replaying a previous period of step-change response.  

Assumption 3. The leader agent has a high-security level and the attacker cannot attack 

the leader. 

Practically, the leader agent, which is directly connected to the PCC, should be 

protected by a higher cost security system using encryption and authentication [15]. In 

addition, this is the only agent that knows the actual control rule. If the attacker gets access 

to the leader agent, the entire nanogrids clusters must be disconnected from or stop 

injecting power to the PCC. 

Assumption 4. After isolating the infected agents, the rest of the agents can support the 

control objective without violating the load balance in a single cluster. 
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Running a coordinated attack on a single nanogrids cluster can cause severe 

consequences. The reason is the consensus protocol depends on a cooperative role of all 

agents to support the control objective. If the attacker gets the reachability to manipulate 

with a sufficient number of agents at the same time, the isolation procedures can lead to 

the non-functional cluster. 

Figure 8.3 illustrates the block diagram of the consensus protocol dynamics under 

attack. The block diagram represents the control law in (8.16) under two categories of 

attacks. In the graph topology, the node dynamics are represented as the summation of 

weighted neighbor’s data 𝑟𝑗. The controlled node (leader) connection can be activated by 

the diagonal 𝑏𝑖. The cyber-attack is represented by the discrete signal 𝜃𝑎, which represents 

data updates blocking. In addition, the input 𝑢𝑎 models the false data injection and its effect 

can be controlled by the gain 𝑘𝑎. 

 

Figure 8.3: Consensus protocol under attack. 
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As shown in the figure, the attack is a malicious external activity, which can 

compromise the consensus agreement and consequently impose a deficit in the control 

objective. The controlled consensus is designed to make the node state 𝑟𝑖 track the leader 

𝑞 and cooperatively converge to 𝑟𝑟𝑢𝑙𝑒. Let 𝑏𝑖 ≠ 0, then (𝓛 + 𝑩) is non-singular with 

positive eigenvalues 𝝀 and −(𝓛 + 𝑩) is asymptotically stable. Therefore, the dynamical 

consensus response can be derived by solving the first-order differential equation (8.16) as 

follows, 

If a node 𝑖 is attacked by attack vector 𝑈𝑎 = 𝜃𝑎 + 𝑘𝑎𝑢𝑎 at time 𝑡𝑎, the dynamical feature 

of the infected node changes by 𝜓 and the new solution with the attack effect is represented 

as follows, 

 

It worth mentioning that the infected node change (𝜓) affects the nodes differently, 

which diverge the consensus and lead to a disagreement about the steady state. The 

effective control input law under attack and its dynamics can be formulated as follows, 

 

where the dynamical behavior of the graph topology is defined as 𝑟𝑖̈ = 𝑢𝑖̇ , the attack 

dynamical behaviour is represented in terms of  𝜃𝑎̇ and 𝑢𝑎̇. By suppressing the steady-state 

 
𝒓(𝒕) = 𝒓(𝟎). 𝒆−(𝑳+𝑩)𝒕 + 𝑟𝑟𝑢𝑙𝑒  (8.17) 

 
𝒓(𝒕) = 𝒓(𝟎). 𝒆(−(𝑳+𝑩)+𝝍)𝒕 + 𝑟𝑟𝑢𝑙𝑒 + 𝑼𝒂(𝒕) (8.18) 

 
𝑢𝑖̃ = 𝑢𝑖 + 𝜃𝑎 + 𝑘𝑎𝑢𝑎  (8.19) 

 
𝑢𝑖̃̇ = 𝑟𝑖̈ + 𝜃𝑎̇ + 𝑘𝑎𝑢𝑎̇ (8.20) 
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fundamental component in the neighbour signal and enhancing the dynamical change, the 

change in the graph feature  (𝜓) can be detected. Consequently, the difference between the 

original graph dynamics and the attacked dynamics can be the key element to detect, 

identify and mitigate the suspicious agent. 

8.5 Morphological Features Based Resilient Distributed Control System 

The developed defense model mechanism is based on the ad-hoc network security 

protocol, which is conceptionally digested as neighbor watching [139]. The cyber-attack 

detection is based on the distributed observer, which is embedded in each controller and is 

responsible for analyzing the neighbor's signals to discriminate between the healthy and 

faulty data.  

After detecting and identifying the infected node, the controller can apply the defense 

mechanism by excluding this node from the graph adjacency matrix. In this case, the 

developed defense model converts the traditional distributed controller into a security-

aware controller. To make the controller aware of the healthy data, each agent must know 

the features of the graph. In addition, the setting of the false data detection threshold is 

identified based on the dynamical behavior, which is related to the maximum transmitted 

power step response. 

The attack detection is based on the dynamical relation of the transmitted data, which 

means that the in-neighbors data at a certain node should always be coherent. Suppose a 

compromised edge (𝑖, 𝑗) ∈ ℰ and the attacker modifies 𝑟𝑖𝑗 to 𝑟𝑖𝑗̃. According to (8.19)-

(8.20), the dynamical feature of the neighboring data can be used as a detection 

condition 𝑟𝑖𝑗̇ ≠ 𝑟𝑖𝑗̇̃. The change in the dynamical feature with time is the key rule of the 
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discrimination between healthy and malicious data. The following subsection shows the 

developed technique to capture the change in dynamical features based on the 

morphological features of the graph algebraic behavior. 

8.5.1 Mathematical Morphology 

Mathematical morphology is a signal processing technique, which depends on the 

mathematical set theory to define the shapes. One of the major applications of the MM is 

image processing. MM can deal with the shape of the signals in the grey-scale.  

The MM key advantage is the ability to analyze non-linear signal dynamics without 

linearization, which increase the accuracy of the extracted features [141]–[143].  

The main mathematical operators of the MM are the dilation and the erosion processes. 

Those two operators extract the signal features via the interaction between the analyzed 

signal set 𝑓 and a smaller probing set 𝑔, which is called the structuring element. The SE is 

pre-defined according to prior knowledge of the signal characteristics [144].  

There are many shapes of the SE (as line, circle, disc, square etc.). In the application of 

signal processing, the flat line is utilized. In addition, the line size is selected based on the 

sampling time and the required degree of the extracted features. 

The dilation operation is defined as the expanding of the signal shape by the SE. 

Conversely, the erosion operator is defined as the shrinking of the proceeded signal by the 

same SE. Mathematically, the dilation and the erosion operators of the signal 𝑓 by the SE 

𝑔 that lies in the domains 𝐷𝑓 , 𝐷𝑔 are formulated as follow, 
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8.5.2 MM based Cyber-attack detection 

The leader state 𝑟∗(𝑘) is required to traverse through the directed graph network. 

Consider an agent 𝑗 receives the state 𝑟𝑖(𝑘) from a neighbor agent 𝑖. The distributed 

observer in the agent’s controller 𝑗 applies the MM analysis to extract the morphological 

key feature  ∇𝑚𝑚𝑔,𝑖
𝑤 (𝑘) using a flat structuring element (SE) 𝑔. The morphological gradient 

∇𝑚𝑚𝑔 is defined as the arithmetic difference between the dilated and the eroded signal. The 

morphological gradient can be repeated sequentially in a multi-resolution manner to 

increase the strength of the extracted features. The multi-resolution morphological gradient 

in 𝑤𝑡ℎ level can be formulated as follows, 

The digital processing implementation of the MMG, which is calculated as stated 

previously in (8.21)-(8.23) is depicted in Figure 8.4. The distributed observer in this figure 

applies the minimum and maximum operation on a set of buffed samples to calculate the 

dilation and erosion operations, respectively.  

The real-time difference between those operations represents the first level of MMG. 

Then, a smaller set of the observed signal is proceeded by the same technique to generate 

the second level, which represents the dynamical key features of the cyber-system.  

 
(𝑓 ⊕ 𝑔)(𝑘) = 𝑚𝑎𝑥  {𝑓(𝑘 + 𝑠) + 𝑔(𝑠)|(𝑘 + 𝑠) ∈ 𝐷𝑓 , 𝑠 ∈ 𝐷𝑔} (8.21) 

 
(𝑓 ⊝ 𝑔)(𝑘) = 𝑚𝑖𝑛 {𝑓(𝑘 + 𝑠) + 𝑔(𝑠)|(𝑘 + 𝑠) ∈ 𝐷𝑓 , 𝑠 ∈ 𝐷𝑔} (8.22) 

 
∇𝑚𝑚𝑔
𝑤 = (𝑓⨁𝑔)𝑤 − (𝑓 ⊝ 𝑔)𝑤 (8.23) 
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As stated by (8.18)-(8.20), the attack can be detected if the extracted dynamics of the 

transmitted data is changed compared to the normal graph dynamics. Therefore, the attack 

is detected when the following condition holds. 

Due to the nature of the morphological gradient that works to suppress the minor 

fundamental feature and enhance the key features, the resulted response is very close to 

zero. Therefore, the threshold 𝜌 is estimated empirically by trial and error. The second 

resolution level of the morphological gradient 𝑤 = 2 is sufficient to clearly discriminate 

between the attack dynamics and the maximum change in the transmitted power set point 

𝑃𝑇𝑟,𝑟𝑒𝑓. 

 

Figure 8.4: Distributed observer based on MM for dynamical feature extraction. 

 
|∇𝑚𝑚𝑔

𝑤 |  ≥ 𝜌            ∀ 𝑡 ≥ 0, 𝜌 ∈ ℝ+
 (8.24) 
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8.5.3 Cyber-attack mitigation 

According to the detection decision that is previously discussed, the infected controller 

is identified, and the mitigation process is started. The mitigation process is done by 

downsizing the effect of the information coming from the infected agent to entirely exclude 

it. In this work, the infected agent is excluded from the graph. Let 𝑣 be the weighting factor 

of the communication link (𝑖, 𝑗), which represents the connectivity strength of the two 

nodes. Therefore, equation (8.15) can be rewritten as, 

The controller can set the weight 𝑣𝑖𝑗 of the infected edge by zero if the attack is 

detected. Figure 8.5 shows the flowchart of the cyber-attack detection and mitigation at 𝑗𝑡ℎ 

agent. After the distributed agents start the communication, each agent listens to its 

neighbor’s data 𝑟𝑗. The first and the second morphological gradient are calculated 

sequentially then, condition (8.24) is checked. When an attack is detected, an alarm flag is 

triggered, and the suspicious agent is declared. The transmitted information is accepted 

only to update the node’s control law if the attack is not detected. To mitigate the effect of 

the identified infected agent in the consensus protocol, the malicious node is excluded from 

the graph. The adjacency matrix 𝐴 is modified to isolate the effect of the infected node by 

assigning its weight to zero, 𝐴{𝑣} = 0. Consequently, the Laplacian matrix ℒ is updated to 

correct the behavior of the consensus protocol, which mitigates the control objective. 

8.6 Results and Discussion 

In order to validate the developed secured control system, many scenarios have been 

implemented. The cyber-physical interconnected nanogrids system model was simulated 

 𝑟̇𝑖 = ∑𝑣𝑖𝑗 . 𝑎𝑖𝑗(𝑟𝑗 − 𝑟𝑖) + 𝑏𝑖(𝑟𝑟𝑢𝑙𝑒 − 𝑟𝑖)

𝑗∈𝑛

. (8.25) 
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using MATLAB/SIMULINK. As shown in Figure 8.1, the tested system contains five 

nanogrids and they are interconnected as ring DC distribution topology. For a more realistic 

simulation, each nanogrid is simulated to have a different generation, load, storage levels, 

which make the maximum transmitted power of the nanogrids are different. In addition, 

the interconnection segment lengths between every two nanogrids are different.  

 

Figure 8.5: Attack detection and mitigation at each agent. 
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Table 8.1 shows the system parameters and the distributed controller settings. The 

system has two voltage levels. The LVDC is kept inside the nanogrid itself and the MVDC 

level is the voltage of the common bus between the nanogrids. The maximum and 

minimum sharing capabilities are 10 kW and 5 kW, respectively. The value of the threshold 

is empirically calculated and is set to 𝜌 = 5. 

Table 8.1: Case Study Parameters 

Parameter Value Parameter Value 

𝐸𝑒𝑞 , 𝑉 380 𝑘𝑝
𝑉𝑛𝑔

 12.4 

𝑉𝑑𝑐 , 𝑉 3000 𝑘𝐼
𝑉𝑛𝑔

 1.1 

𝑃𝑚𝑎𝑥,1,𝑊 10000 𝑘𝑝
𝑃 2.6 

𝑃𝑚𝑎𝑥,2,𝑊 5000 𝑘𝐼
𝑃 1.05 

𝑃𝑚𝑎𝑥,3,𝑊 8000 𝑘𝑃𝑡𝑟  0.1 

𝑃𝑚𝑎𝑥,4,𝑊 7000 𝑘𝑉𝑑𝑐 1.2 

𝑃𝑚𝑎𝑥,5,𝑊 8000 𝜌 5.0 
 

The cyber system topology contains five agents; the first agent is the leader and the rest 

are the followers. Figure 8.6 shows the cyber system topology and its consensus dynamics 

under step response.  As shown, the communication link between the leader (agent 1) and 

agents 2,3 is unidirectional (from the leader to the followers). The rest of the 

communication interaction between the followers are bi-directional. The system is 

subjected to a change in the control input at 𝑡 = 5 𝑠. The leader adheres to the control input, 

recording the settling time of 3.9s and the consensus agreement among the followers 

happens at 16.9s. To validate the cyber-physical mathematical model, the model was 

compared to the actual implementation response as exemplified in Figure 8.7. The 

comparison shows the effect of the normal load step change at 𝑡 = 1 𝑠 and the response is 
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compared under the existence of an attack at 𝑡 = 33 𝑠. The overall response a comparable 

feature, which ensures the mathematical model and validate the implementation.  

 

Figure 8.6: Cyber system topology and the consensus dynamical step response. 

 

Figure 8.7: A comparison between the actual cyber-physical system implementation 

and the mathematical model response. 
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A slight difference in the response is witnessed during the normal step change. The 

reason is that the practical response of the control system, which drives the physical system 

is slow. The graph interactions with the attack in both the model and the implementation 

are very close. 

8.6.1 Scenario 1: Replay Attack 

In this scenario, all agents have zero initial conditions, and a new set-point of the 

reference transmitted power is initiated at 𝑡 = 1𝑠 . After that, a replay attack on agent 4 

has been launched at 𝑡 = 3.9 𝑠. by replaying the sharing factor at 𝑟4 = 0.4 to the end of the 

simulation. Figure 8.8 shows the response of the cyber system before and after the attack. 

Three different behaviors of the agents have been captured by the second resolution 

morphological gradient.  

Firstly, the agents tried to follow the leader before the attack between 𝑡 = 1 𝑠 and 𝑡 =

3.8 𝑠. In this time slot, the agent’s features ∇𝑟2 and ∇𝑟3 are similar and faster than the rest 

of the agents because both of them are connected directly to the leader. The slower agents 

4 and 5 have almost the same dynamical behavior and have lower MM gradients ∇𝑟4 and 

∇𝑟5. Then, the second dynamical change happens after the attack between 𝑡 = 3.9 𝑠 and 

𝑡 = 10 𝑠. On the one hand, agents 2 and 3 have the same interaction with the attack and 

they behave like the previous time slot.  

On the other hand, agents 4 and 5 are significantly different after the attack. As 

illustrated in Figure 8.8, the feature ∇𝑟5 after the attack was similar to the previous time 

slot of the same agent and it recorded a peak value of ∇𝑟5= 0.0005. In contrast, the 

attacked agent behavior ∇𝑟4 was significantly different than the normal set-point response 



 

190 

 

and it recorded a peak of ∇𝑟4= 74, which is sufficient to declare that the forth agent is 

attacked. Finally, the graph’s dynamical changes are vanished without reaching consensus. 

 

Figure 8.8: Scenario 1: morphological gradient analysis and the attack detection 

mechanism. 
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Figure 8.9 illustrates the detailed results of the first scenario. To clearly evaluate the 

developed method, a comparison between the attack without and with mitigation are 

depicted on the left and on the right, respectively. At first, the transmitted power of all 

nanogrids are initialized by zero transferred power. At 𝑡 = 1𝑠, the aggregated refrence 

transmitted power at PCC is set to 𝑃𝑇𝑟 = 20𝑘𝑊. Due to the large error signal, the controller 

updated the control law 𝑟𝑟𝑢𝑙𝑒 aggressively to reach unity. The leader agent increases the 

sharing factor rapidly to follow the control law and the coupling converter follows the 

controller and increases the leader nanogrid participation. Consequently, the followers 

follow the leader with a slower response constrained by the graph dynamics. While the 

distributed controllers cooperatively reach the consensus, agent 4 is attacked and the 

agreement is disturbed. 

As shown on the left-hand side, the control law 𝑟𝑟 is changed at 𝑡 = 1 𝑠 . During the 

transient process, the replay attack is launched by repeating 𝑟4 = 0.4 and affects the 

consensus dynamics. On the one hand, without mitigating the attack, the leader only 

follows the control rule and the follower reached to different sharing factors at steady-state. 

Accordingly, different output powers  𝑃𝑛𝐺  are drawn from the converters to satisfy the total 

required transmitted power. Without mitigating the attack, the consensus is not 

accomplished, and the power-sharing objective is not satisfied. 

On the other hand, the replay attack with cyber and physical mitigation is simulated. 

The attack is detected and mitigated by excluding the fourth agent from the cyber system, 

which corrects the response of the consensus and the agreement has been reached among 

all agents except the infected one. 
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Figure 8.9: Scenario 1: the response with and without attack mitigation. 
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The infected Nanogrid is still out of control, so the infected nanogrid is isolated from 

the grid (𝑃𝑛𝐺4 = 0) and the consensus is automatically updated according to the change in 

control rule. It can be noted that it takes around 5 seconds to reach the consensus because 

agent 4 is isolated and it takes a longer time to propagate the updated control law. 

8.6.2 Scenario 2: Inception Attack 

Similarly, the sharing factors are i initially zeros, and the same reference step change 

is applied at 𝑡 = 1 𝑠. The cyber-attack is initiated on agent 2 by setting 𝑟2 = 0.05 at 𝑡 =

12 𝑠 after the consensus on the new reference power. As shown in Figure 8.10, before the 

attack, all nanogrids follow the leader to satisfy the control rule and the captured features 

are consistent. Agents 2 and 3 are similar and have comparable gradient values, also agents 

4 and 5 are similar and have alike gradient values. The full consensus achieved at 𝑡 = 10 𝑠 

and the agreement is around 𝑟 = 0.55. Then, the attack is launched, and the infected agent 

has different dynamical behavior. As shown, agents 3, 4 and 5 have almost the same 

features. It is worth to mention that agents 3 and 4 has a different feature if it is compared 

to the gradient before and after the attack. That is because of the connectivity path that goes 

from agent 2 (the infected) to agent 5. Although, the direct connection between agents 2 

and 5, the gradient ∇𝑟2≫ ∇𝑟5, which violates the threshold and accurately helps identify 

the infected agent. 

Figure 8.11 shows the second scenario’s sharing factors and transmitted powers before 

and after mitigating the attack. On the left-hand side, the set-point of the normal load 

change was applied and the cyber system follow the graph dynamics to reach a consensus 

according to the leader that follows the control rule 𝑟𝑟𝑢𝑙𝑒.  
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Figure 8.10: Scenario 2: morphological gradient analysis and the attack detection 

mechanism. 

 

The full agreement is achieved and the DC/DC converters for each Nanogrid tracked 

the sharing factors according to their maximum limit that is listed in Table 8.1. After the 

attack, only the leader follows the control rule, while the rest of the agents could not achieve 
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the consensus. In addition, the leader Nanogrid participated by almost its maximum 

capability, while the infected one practically did not share. On the right-hand side, the 

attack is detected, and the mitigation mechanism is activated to isolate the infected agent 2 

from the cyber system, which makes the healthy agents follow the leader and accomplishes 

the agreement. The nanogrid’s power sharing conforms the sharing factors decision and 

the leader power is reduced from 95% to 60%. 

 

Figure 8.11: Scenario 2: the response with and without attack mitigation. 

8.6.3 Scenario 3: Stealthy Attack 

Scenario 3 investigates the effectiveness of the developed technique on the stealthy 

attack. A very slow ramping signal is injected furtively on agent 4 at 𝑡 = 12 𝑠. As depicted 

in Figure 8.12, the new set-point application has the same signature for all agents and 

follows the leader. The consensus is reached at 𝑡 = 10 𝑠 and the attack is launched after 2 

seconds. 
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Figure 8.12: Scenario 3: morphological gradient analysis and the attack detection 

mechanism. 

Although the change in the consensus dynamics was very low as compared with normal 

step-response dynamics, the infected agent 4 is detected and the morphological gradient 

exceeds the threshold ∇𝑟4> 𝜌. The rest of the dynamical features recorded almost zero 

gradients, which easily makes the attack discriminable. In order to ensure the developed 
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technique accuracy, a change in the attack behavior is applied by changing the ramp slope 

to zero. The developed detection MM algorithm succeeded to identify the second behavior 

accurately.  

A comparison between the response of the cyber system without mitigation and with 

mitigation in the third scenario is presented in Figure 8.13. On the left-hand side, the leader 

follows the control rule after the attack, while the other agents diverged away from the 

leader and the infected agent follow the injected false ramp data. In contrast, the right-hand 

side shows the mitigation process by isolating agent 4 from the cyber graph, which achieves 

the consensus among the heathy agents.  

 

Figure 8.13: Scenario 3: the response with and without attack mitigation. 
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8.6.4 Scalability Evaluation 

To evaluate the scalability of the developed secure distributed control system, a detailed 

comparison between three different graph topology scales is performed. The scalability of 

the networked control system is evaluated by the execution time to reach consensus. To 

reduce the execution time in the large-scale network, more computation and 

communication capabilities are needed. In the interconnected distributed nanogrids 

systems, the interactions are usually done by clustering and the number of the nanogrids in 

a single cluster does not exceed 20 nanogrids/building [145]. Therefore, the topologies 

under study are selected to be 5 agents,10 agents and 20 agents as shown in Figure 8.14. 

 The topologies under evaluation have the same formation (ring), sampling time, power 

set-point and attack type. Firstly, they are subjected to a half-load step change at 𝑡 = 1 𝑠. 

After that, an inception attack has been launched at 𝑡 = 40 𝑠  by holding the infected 

agent’s sharing factors 𝑟5, 𝑟10 and, 𝑟20 of the first, the second and the third topologies, 

respectively. To be able to show the comparison of the same figure, the attack mitigation 

activation is delayed by 10 seconds. In Figure 8.14(a), the normal load change achieved 

the consensus after 6.4 seconds of the step change application, while the agreement is 

accomplished after 9 seconds of the mitigation activation. A very close response has been 

achieved for the second topology as shown in Figure 8.14(b), which illustrates that the two-

consensus process are delayed only 0.6 seconds and 0.5 seconds for the normal change and 

the mitigation, respectively. By scaling up the number of agents to 𝑛 = 20, as shown in 

Figure 8.14(c), the full agreement takes 29 seconds with 20 seconds only for mitigating the 

attack.  
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Figure 8.14: Cyber system scalability evaluation under normal load response, attack 

and attack mitigation. 

The half-loading consensus takes a longer time because it starts from zero initial 

conditions. Practically, the consensus execution time can be defined according to the 
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application and the control objective. For instance, the secondary control objective requires 

a few seconds to one minute to update the control objective, which is addressed in this 

chapter. Therefore, the practical scale of the interconnected nanogrid secondary or even 

the tertiary control can be implemented successfully using the developed technique. 

8.7 Summary 

This chapter developed a secured control framework for interconnected nanogrids that 

represents the basic structure of future smart grids. The developed framework ensures 

proper coordination among the different nanogrids to ensure a global power objective. The 

framework also ensures secure operation of the overall system by deploying signal 

processing technique, graph theory and consensus protocol to make the distributed control 

system robust against cyber-attacks. The developed algorithm is tested under different 

attack scenarios, such as the replay attack, inception attack, and stealthy attack. In all cases, 

the developed framework was able to detect the attacked agent in the system and mitigate 

the effect of the attack, bringing the system to the normal operation voltage condition and 

achieving the consensus among the different remaining agents. The developed 

mathematical morphology based distributed observer gives the ability to the controller to 

be a security-aware agent via the graph dynamical feature extraction. The developed 

framework is not expansive since it is a distributed one that does not require high 

computation and communication burden as centralized. In addition, because of the 

dependence on the distributed state observer and decision agreement, the developed 

framework is scalable and reliable, which makes it adequate for future applications. 
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Chapter 9 Autonomous Decentralized Control for More Resilient Critical 

Isolated Power Systems 

Many critical power systems require a high level of security and resiliency for their 

decision-making systems. The distributed control system of this critical isolated power 

system should be designed for the worst case. For instance, if the communication system 

failed or compromised by a widespread catastrophic attack, the control system should be 

able to change the control mode autonomously to work without communication. The 

control objective should depend only on the local measurements and states temporarily 

until the communication system retrofitted back to normal healthy operation. In this 

chapter, the shipboard power system is introduced as an example of the critical isolated 

power system. The shipboard power systems especially the Naval ships have many 

challenges that are resulted from the loading nature. The control system is this ship should 

maintain stability. Recently, the shipboard power system design is moving to the Medium 

Voltage Direct Current (MVDC) power system. However, with the presence of the constant 

power load (CPL), which behaves as incremental negative resistance, and the presence of 

heavy pulsed loads (HPL), that consume a massive amount of pulsed power, the voltage 

stability of the system arises as a critical problem. This problem needs to be addressed 

appropriately. This work presents a small signal model for a MVDC power system and the 

design of a model predictive controller that maintains the voltage stability and ensures 

proper power-sharing among the resources on the ship. Unlike previous works, the small-

signal model of the system is embedded inside the controller, which increases the flexibility 

of the controller to adapt to the different circumstances on the shipboard. The model and 

the controller are simulated through MATLAB/Simulink and validated using a processor 
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in the loop. The results showed the ability of the controller to maintain the voltage of the 

MVDC under different operational circumstances. Also, the controller was able to ensure 

the adequate operation of the resources and warrant proper power-sharing. The developed 

control strategy showed the ability to maintain the stability and control objectives even 

without communication, which can significantly helpful for the critical power systems 

under catastrophic cyber events. 

9.1 Background 

With the increasing onboard electrical demand of the maritime ships, adequate system 

topology and operation became a necessity for the successful operation of future all-electric 

ships (AES). On-board MVDC power system represents a viable option that can be adopted 

for future AES [146]–[148]. This is contributed to the different advantages that are 

developed by the MVDC system such as eliminating the need for a bulky onboard 

transformer, elimination of synchronization problems, and reducing the risk for systemic 

disintegration when supplying the emerging pulsed loads [149]. 

The MVDC system is an interconnected multi-converter network, which uses the 

power electronic converters to connect the generators, the distributed energy storage 

system (ESS), and the loads to guarantee a point to point control. However, when multiple 

converters connected with a feeder that contains a Constant Power Load (CPL) or a High 

Pulsed Load (HPL), the system becomes vulnerable, and stability issues are expected [150]. 

The CPL behaves as incremental negative resistance, and the system can easily witness a 

voltage collapse. CPL and its impact on the stability of a MVDC microgrid under large 

perturbation were studied in [151]. Unlike [151], the developed technique not only 
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considers the effect of the HPL alongside the CPL load on the system stability but also 

deals with the high power density and dynamic operation conditions onboard. The dynamic 

assessment of the generators and the CPL for a marine MVDC power system was 

considered in [152]. The authors utilized the small-signal stability analysis to estimate the 

Source-Load interaction without offering a control or management strategy to stabilize the 

voltage. Also, they introduced only a closer look at the effect of the CPL and omitted the 

other types of loads such as the hotel (critical service) load and pulsed loads. In contrast, 

our developed solution utilizes the small-signal model in the controller to guarantee the 

stability even with severe conditions. 

To maintain the voltage stability, and to keep the proper power-sharing among the 

distributed ESSs, a droop controller was commonly utilized in the literature. In [153], a 

cooperative asymmetrical droop controller is used to allow the gensets of a MVDC power 

system to work in their most efficient operational points, while the hybrid energy storage 

system was used to absorb the power fluctuations. No pulsed loads were considered, and 

the power-sharing among storage devices of the same type was not considered as well. One 

of the main disadvantages of the droop controller in MVDC power systems is the trade-off 

between the voltage control loop and the current control loop. While the droop 

characteristics are adjusted to increase the shared current, the voltage of the controlled unit 

drops and vice-versa. Many research efforts have been made in [154]–[159] to mitigate 

this problem. Although these methodologies depend on a distributed and communication-

based control systems to a consensus on equal power-sharing to increase reliability, the 

control system resiliency is lower, and it needs more time to follow the global reference 
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power on the reference current. Also, the dependence on distributed droop control imposes 

a trade-off between the power-sharing and the voltage drop. 

In contrast, our developed solution guarantees proper sharing with slight voltage drop 

and the non-communication topology of the controller enhance the system resiliency as it 

is a unique nature of the decentralized control systems. In addition to droop-based 

controllers, a cascaded control loop scheme is developed in [154], [160] to design the 

control parameters based on the small-signal stability analysis. However, the developed 

algorithms focused on the onshore low voltage DC grid. The ship power system, which is 

the main focus of this paper has a different nature rather than the traditional low voltage 

DC grids. It has significant non-linear propeller loads and heavy pulsed loads, which 

require an online control adaption to deal with the different aggressive circumstances.  In 

[161], a hierarchical optimization technique for AES has been used to control the power 

flow in the presence of pulsed loads. However, the authors studied the issue of managing 

hybrid energy storage devices; the energy storage generally studied without considering 

the battery (high energy density) and supercapacitors (high power) different characteristics. 

Unlike usually dealing with energy storage, the developed management strategy provides 

the sharing decisions of each storage type according to its features.  

From the control architecture perspective, centralized and distributed schemes were 

applied to control the MVDC systems [162]–[165]. Nevertheless, critical mission-oriented 

systems like all-electric ship power systems require a resilient architecture, which should 

be decentralized to decide without extra needed information by the communication as in 

centralized and distributed architectures.  Motivated with the Model Predictive Control 
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(MPC) which is used to control a process and satisfies the constraints and the model 

changes, MPC is used in this paper to enhance the controllability of the shipboard power 

systems [166], [167]. One of the main features of the decentralized control strategy is the 

resiliency of the system against cyber-attacks or communication failures [168]–[170]. The 

authors in [171] studied and evaluated different power flow control approaches in the ship 

power system to reduce the dynamics of the large pulsed load which enhance the flexibility 

and the computational burden. In [161], the study utilized Pareto Frontier to illustrate the 

trade-off between the generator control and the energy storage control efforts. 

In this chapter, unlike the previous work, instead of initially designing the controller as 

a conventional PID or droop-based controller using constant stable parameters derived 

from the small-signal stability analysis, the small-signal modeling is embedded in the 

controller design. MPC that uses the small-signal model for prediction estimation is 

developed. The MPC and its optimizer solve the problem to stabilize the voltage and 

maintain a proper power-sharing policy. The developed controller is adapted online in real-

time to support the mission-oriented objectives via defining the mode of operation to 

enhance the voltage stability during the mission or to maintain the healthy functioning of 

the storage system during the normal process. Furthermore, the developed strategy is a 

decentralized one that uses only the local measurements without any communication with 

the other components of the system [172]. 

9.2 Shipboard Power System Description 

The new shipboard architecture, which mainly depends on electric power, creates a 

new challenge to increase the ship resiliency. The modern advent of the medium voltage 
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switch components establishes the ability to electrify the ship to be all-electric. The 

modernization of the ship to be all-electric gives the ability to reduce the weight of the 

onboard electrical components so that the AES can be flexibly operated and fulfil its critical 

missions. The system under study is an actual notional ship power system architecture 

according to IEEE Standard 1709-2010. 

The load nature in the ship power system is significantly different when it is compared 

with the terrestrial power system, especially with the new advent of electric-based weapons 

and aircraft launching systems. The ship loading can be classified into three categories: 

propulsion loads, mission loads and service loads. As shown in Figure 9.1, the MVDC ship 

power system contains the three loading types. The propulsion load represents the majority 

of the power capacity by about 80% of the total loading. In addition, the mission loads such 

as railgun, laser-weapon, and electromagnetic aircraft launching system, which represent 

the pulsed loads. The pulsed load is a short-time power demand, and it can significantly 

exceed the total capacity of the main generation system during the missions. Finally, the 

constant impedance load emulates the service/hotel loads. The ship power system gets its 

energy from the main synchronous generators, which are derived by gas turbines and then 

coupled with the MVDC bus via passive rectifiers. For the onboard pulsed loads, the 

supercapacitors and batteries can adequately supply the surge power demand of the pulsed 

loads, given that proper power management is adopted.  

Supercapacitors can support significant power for a short period, and the batteries can 

help lower power for longer durations.  The energy storage system (ESS) are interlinked 

with the MVDC bus via DC/DC converters. 
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Figure 9.1: MVDC ship power system. 

9.3 MVDC System Small-Signal Modelling 

MVDC system requires a proper representation of the DC transient behavior of the 

system to understand the system response under different loading conditions. The inherent 

nature of the ESS and their power conversion system are inherently non-linear systems. 

The interaction of the dynamic load changes of ship missions’ HPL and the nature of the 
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propellers’ CPL significantly affect the MVDC voltage stability. Due to the non-linear 

behavior of the MVDC system, the control system is designed based on the small-signal 

modeling around the equilibrium operating point. Figure 9.2 depicts the typical equivalent 

circuit of the shipboard power system.  

 

Figure 9.2: System equivalent circuit for MVDC shipboard modeling. 
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The equivalent circuit is used to design the controllers to capture the system dynamics 

accurately and is represented using the average model to reduce the computational burden. 

Let a MVDC system to have a single main bus with a voltage 𝑉𝑑𝑐, 𝑛 ESS units, 𝑔 

generators and 𝑚 loads. Each second-order non-linear modelling of an energy unit or load 

can be decoupled into a large-signal linear state-space modelling and small-signal 

modelling around the equilibrium point. Consider the system has a non-linear set of 

dynamics denote 𝑓, 𝛽 and 𝜉 is the dynamics functions of state 𝑥 and the time 𝑡 and the non-

linear state-space model is written as follows, 

The previous non-linear state-space system is decoupled to large-signal and small-signal 

model as follows, 

where 𝑥(𝑡), 𝑢(𝑡) and 𝑦(𝑡) are the states, inputs and outputs of the system large-signal 

model and has parameters 𝐴, 𝐵 and 𝐶.  

The small-signal model has a change in state, change in inputs, and change in outputs, 

𝛿𝑥(𝑡), 𝛿𝑢(𝑡) and 𝛿𝑦(𝑡), respectively. To linearize the non-linear model around the 

 
𝑥̇(𝑡) = 𝑓(𝑥, 𝑡) + 𝛽(𝑥, 𝑡). 𝑢(𝑡) (9.1) 

 
𝑦(𝑡) = 𝜉(𝑥, 𝑡) (9.2) 

 
𝑥̇(𝑡) = 𝐴. 𝑥(𝑡) + 𝐵. 𝑢(𝑡) (9.3) 

 
𝑦(𝑡) = 𝐶. 𝑥(𝑡) (9.4) 

 
𝛿𝑥̇(𝑡) = 𝐴. 𝛿𝑥(𝑡) + 𝐵𝛿 . 𝛿𝑢(𝑡) (9.5) 

 
𝛿𝑦(𝑡) = 𝐶. 𝛿𝑥(𝑡) (9.6) 
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operating point, 𝐴 and 𝐶 still the same as the large-signal model, but 𝐵 changes according 

to the linearization process to be 𝐵𝛿. In order to enhance the prediction horizon of the high-

bandwidth controller without a large computational burden, the developed model is 

simplified from the detailed model to the average model. The following sections show the 

detailed state-space representation of the small-signal model for each energy unit. 

9.3.1 Energy Storage System 

Generally, for any storage system, power conversion/conditioning is vital to interlink 

and control the ESS and the MVDC bus. The energy storage units charge/ discharge 

according to the different loading conditions. Therefore, adequate modeling is required. 

The main components of the ship power system as a generator, battery storage, 

supercapacitor storage, constant power load, pulsed load, and MVDC bus are represented 

to design the controller according to MVDC ship power system IEEE standard. The model 

focuses on the energy storage systems and their interlinking DC/DC converters alongside 

the constant power load and pulsed load. The generator model is represented to restrict the 

interaction with the very high ramping loads by delaying the response time to let the ESSs 

compensate for the fast load dynamics. It is commonly known in the multiple zone ship 

power system that the ESSs in one zone serve the pulsed loads within this zone and it does 

not interact with the other zones. 

9.3.1.1 Battery Energy Storage System (BESS) Model 

The BESS model consists of three stages: the battery model, the DC/DC converter 

model and the DC filter model. The equivalent circuit of the battery storage module is 

illustrated in Figure 9.2, and the mathematical small-signal-state-space representation is 
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formulated as (9.7)-(9.10). The BESS state vector is 𝛿𝑥𝑏, input vector 𝛿𝑢𝑏 and the its major 

parameters are 𝐴𝑏 and 𝐵𝑏
𝛿. The battery storage system can supply power for the steady state 

low ramping load changes. 

9.3.1.2 Supercapacitor Energy Storage System (SCESS) Model 

The supercapacitor is adopted and naturally designed for high power sudden load 

changes, which has very high ramping rates. The supercapacitor is represented by an upper 

capacitance capacitor with an internal series and parallel resistors. Also, as shown in Figure 

9.2, the supercapacitor is connected to the MVDC via DC/DC converter. The converter can 

control the magnitude and the rate of charge/discharge according to the load changes.  

The SCESS state vector is 𝛿𝑥𝑠𝑐, input vector 𝛿𝑢𝑠𝑐 and its major parameters are 𝐴𝑠𝑐 and 

𝐵𝑠𝑐
𝛿 . The mathematical small-signal-state-space representation of the SCESS is depicted in 

relations (9.11)-(9.14). 

 
𝛿𝑥𝑏 = [𝛿𝐼𝐿𝑏 𝛿𝑉𝑖𝑏 𝛿𝑉𝑏 𝛿𝐼𝑏 𝛿𝑆𝑂𝐶𝑏]

𝑇
 (9.7) 

 
𝛿𝑢𝑏 = [𝛿𝐷𝑏 𝛿𝑉𝑑𝑐]

𝑇 (9.8) 
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 (9.9) 

 
𝐵𝑏
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9.3.2 Generation System Model 

The generation system includes gas-driven turbines and synchronous generators. The 

generator control system is a low bandwidth control as compared to the onboard energy 

storage systems. Because of the load nature of the ship power system, the control systems 

of the generators, such as the turbine governors and the exciters, have a low impact on the 

control decision during the ship mission mode, when high and sudden changes in the load 

occur. In the light of the high voltage control dynamics, the speed governor control is 

neglected in the modeling process [163], as it has a low bandwidth control decision. The 

rest of the generation system, which has a considerable effect as the exciter, the generator, 

the passive diode rectifier, and the filter is modeled in the linear state-space form as 

illustrated in relations (9.15)-(9.18). 

 
𝛿𝑥𝑠𝑐 = [𝛿𝐻𝑠𝑐 𝛿𝐼𝐿𝑠𝑐 𝛿𝑉𝑖𝑠𝑐 𝛿𝑉𝑠𝑐 𝛿𝐼𝑠𝑐 𝛿𝑆𝑂𝐶𝑠𝑐]𝑇  (9.11) 

 
𝛿𝑢𝑠𝑐 = [𝛿𝐷𝑠𝑐 𝛿𝑉𝑑𝑐]𝑇 (9.12) 

 
𝐴𝑠𝑐 =

 
 
 
 
 
 
 
 
 
 
 
 
 
−(𝑅𝑝𝑠𝑐 + 𝑅𝑠𝑠𝑐)

𝑅𝑝𝑠𝑐𝑅𝑠𝑠𝑐𝐶𝑠𝑐
0

1

𝑅𝑠𝑠𝑐𝐶𝑠𝑐
0 0 0

0
−𝑅𝐿𝑠𝑐

𝐿𝑠𝑐

−1

𝐿𝑠𝑐

𝐷𝑠𝑐

𝐿𝑠𝑐
0 0

1

𝑅𝑠𝑠𝑐𝐶𝑖𝑠𝑐

1

𝐶𝑖𝑠𝑐

−1

𝑅𝑠𝑠𝑐𝐶𝑖𝑠𝑐
0 0 0

0
−𝐷𝑠𝑐

𝐶𝑜𝑠𝑐
0 0

1

𝐶𝑜𝑠𝑐
0

0 0 0
−1

𝐿𝑘𝑠𝑐

−𝑅𝑘𝑠𝑐

𝐿𝑘𝑠𝑐
0

0 0 0 0
1

𝑄
𝑠𝑐

0
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𝐵𝑠𝑐
𝛿 =

 
 
 
 
𝑉̅𝑠𝑐

𝐿𝑠𝑐
0

−𝐼𝐿̅𝑠𝑐

𝐶𝑜𝑠𝑐
0 0

0 0 0
1

𝐿𝑘𝑠𝑐
0
 
 
 
 
𝑇

 (9.14) 
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9.3.3 Loading Model 

As discussed previously, the onboard types are CPL, HPL and constant impedance. 

According to the equivalent circuit in Figure 9.2, the loads are simplified for modeling 

using state-space representation. The CPL current depends on the load power rating and 

the voltage of the MVDC bus and can be represented as in (9.19). 

The CPL has non-linear characteristics and to design a controller based on its model 

behavior; it should be linearized as follows, 

where 𝑅𝐶𝑃𝐿
0 = 𝑉̅𝑑𝑐 −𝑃𝐶𝑃𝐿

0 , which is calculated using the steady-state values to linearize the 

constant power load around the equilibrium operating point. On the other hand, the pulsed 

 
𝛿𝑥𝑔 = [𝛿𝐸𝑑 𝛿𝐼𝑑 𝛿𝑉𝑔 𝛿𝐼𝑔]𝑇  (9.15) 

 
𝛿𝑢𝑔 = [𝛿𝜓𝑓 𝛿𝑉𝑑𝑐]𝑇 (9.16) 

 
𝐴𝑔 =

 
 
 
 
 
 
 
 
 
 
1

𝜏𝑒
0 0 0

1

𝐿𝑓

−𝑅𝑓

𝐿𝑓

−1

𝐿𝑓
0

0
1

𝐶𝑓
0

−1

𝐶𝑓

0 0
1

𝐿𝑘𝑔

−𝑅𝑘𝑔

𝐿𝑘𝑔  
 
 
 
 
 
 
 
 
 

 (9.17) 

 
𝐵𝑔 =

 
 
 
 
 
1

𝜏𝑒
0 0 0 0

0 0 0 0
−1

𝐿𝑘𝑔 
 
 
 
 
𝑇

 (9.18) 

 
𝐼𝐶𝑃𝐿 =

𝑃𝐶𝑃𝐿
𝑉𝑑𝑐

= 𝑓(𝑉𝑑𝑐) (9.19) 

 
𝑓(𝑉𝑑𝑐) = (

𝑑𝑓(𝑉𝑑𝑐)

𝑑𝑉𝑑𝑐
)

0

. 𝛿𝑉𝑑𝑐(𝑡) (9.20) 

 
𝐼𝐶𝑃𝐿 =

1

−𝑅𝐶𝑃𝐿
0 . 𝛿𝑉𝑑𝑐(𝑡) (9.21) 
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load and the constant impedance load depend only on the power profile and the load 

impedance, respectively. The representation can be written as, 

9.3.4 MVDC Bus Model 

The state-space representation of the MVDC bus (DC-link) is mainly obtained using 

the Kirchhoff current law. All generation units, storage units and loads are connected to 

the MVDC bus. Algebraically, the change in voltage on the bus depends on the algebraic 

summation of the injected and absorbed power. In this model, the dc link voltage is 

modeled as a state, and the inputs are the currents. The small-signal modeling of the MVDC 

bus is written as, 

Notably, as in the previous relations, the change in voltage, which is modeled as a 

disturbance in the resources, is represented here as a state and is affected by the change in 

load currents. The designed controller should inject the required current to balance the 

loading and stabilize the voltage. The following part shows how the controller and the 

management process is created based on the previous model to achieve the required 

performance in a decentralized manner. 

 
𝐼𝑃𝐿 =

𝑃𝑃𝐿
𝑉𝑑𝑐

 (9.22) 

 
𝐼𝐶𝐿 =

𝑉𝑑𝑐
𝑅𝐶𝐿

 (9.23) 

 
𝛿𝑥𝑙𝑖𝑛𝑘 = [𝛿𝑉𝑑𝑐] (9.24) 

 
𝛿𝑢𝑙𝑖𝑛𝑘 = [𝛿𝐼𝑏 𝛿𝐼𝑠𝑐 𝛿𝐼𝑔 𝛿𝐼𝑃𝐿 𝛿𝐼𝐶𝐿]𝑇 (9.25) 

 
𝐴𝑙𝑖𝑛𝑘 = [

−1

𝐶𝑙𝑖𝑛𝑘𝑅𝐶𝐿
+

1

𝐶𝑙𝑖𝑛𝑘𝑅𝐶𝑃𝐿
0 ] (9.26) 

 
𝐵𝑙𝑖𝑛𝑘 = [

−1

𝐶𝑙𝑖𝑛𝑘

−1

𝐶𝑙𝑖𝑛𝑘

1

𝐶𝑙𝑖𝑛𝑘

−1

𝐶𝑙𝑖𝑛𝑘

−1

𝐶𝑙𝑖𝑛𝑘
] (9.27) 
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9.4 Energy Storage Management Strategy 

Traditional management techniques suffer from the conflict between the voltage 

control loop for the voltage stabilization and the current control loop of power-sharing. 

This conflict degrades the voltage performance of the system. The main objectives of the 

developed management strategy are to provide the proper voltage stability performance 

and the optimal power-sharing among the resources, with an adequate trade-off between 

the voltage and current control perspective. 

The ESSs are controlled to interact with the heavy loading conditions, such as pulsed 

loads with fast response, to stabilize the voltage before the system voltage collapse. The 

developed controller manipulates the ESS’s interlinking DC/DC converters via the Pulse 

Width Modulation (PWM) to control the magnitude and the rate of the injected or absorbed 

power by the ESS.  

To increase the resiliency of the MVDC system and support the survivability of the 

ship, a decentralized control strategy was developed. The introduced methodology 

provides an isolated controller for each storage unit, and the control action mainly depends 

on the local measurement without any communication with the other components in the 

system.  

 The operation of the different type of ESSs is working independently, i.e., the battery 

and supercapacitor have different operation logic based on the ramping load features as 

shown in Figure 9.3. The figure shows a flowchart, which defines the battery operation 

logic. Firstly, the bus voltage, converter inductor current and battery’s output current is 

measured. Then, the battery activation signal depends on the output voltage of the Low 
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Pass Filter (LPF), which enforce the battery to work only with slow changes of voltage. 

After that, the absolute difference in the voltage is compared with the threshold. This 

threshold is set to a small value of 0.1% of the nominal voltage value to ensure unforeseen 

changes compensation. Then, the activation signal 𝜑𝑏 is multiplied by the current sharing 

weighting factor that depends on the state of charge value to formulate the current reference 

weighting factor 𝜔𝑖𝑏. The MPC controller define the charging/discharging autonomously, 

by tracking the reference of the change in voltage 𝛿𝑣𝑏,𝑟𝑒𝑓, which is set to zero and given 

weight 𝜔𝑣𝑏 = 1. The weighting factor of the voltage reference tracking is set to unity 

because the voltage stability of MVDC system is critically important as compared to the 

current sharing. Therefore, when the change in voltage deviates from zero in a negative 

direction, the batteries discharge and if it grows positively, the charging decision is taken. 

On the other hand, after reading the MVDC bus voltage, the High Pass Filter (HPF) is 

used to capture the high transient dynamics in voltage to activate the supercapacitor. The 

flowchart on the right-hand side shows the logic operation of the supercapacitor. The 

supercapacitor working signal 𝜑𝑠𝑐 is set to high when the absolute value of the change in 

voltage |∆𝛿𝑉𝑑𝑐| ≥ 1% of the nominal voltage. This threshold is selected to be larger than 

a battery to ensure that the supercapacitor does not interact with the long-term noises, 

which embedded in the filtered signal. The activation signal is held for 100ms only then 

reset to zeros. This due to the purpose of the supercapacitor, which supports significant-

high power for short time. Therefore, in the case of serving the pulsed load, the 

supercapacitor provides the power at the starting of the pulse then, the battery continues 

the operation. As discussed before, the MPC controller autonomously decides of 
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charging/discharging by tracking the zero-division reference. The sharing currents between 

the supercapacitors are defined based on the weighting factor 𝜔𝑖𝑠𝑐, which is estimated 

based on the state of charge condition. 

 

Figure 9.3: Energy Storage Operation Logic. 
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Figure 9.4 shows the developed storage management strategy. The presented technique 

has the same structure for the control system of the different storage units, but different 

settings and initialization.  

 

Figure 9.4: Energy storage management strategy. 



 

219 

 

The approach consists of two main parts: the model predictive control (MPC) and the 

adaptive MPC weighting algorithm. The following subsections illustrate the description of 

the two parts. 

9.4.1 Model Predictive Controller 

The key reason for using the MPC in this strategy is summarized in its ability to 

optimize the control process to provide a balance between the voltage and the current loops 

designs. In addition, it can deal with unexpected sudden changes in the onboard loading 

without violating the system constraints. 

Usually, the MPC is designed based on the large-signal state-space modeling in the 

majority of control problems.  In this work, the small-signal model, which as previously 

described is used to design the MPC. 

The reason behind the use of small-signal modeling is the highly non-linearity of the 

system. The sources of non-linearity are not only the DC/DC converter control, but also 

the high CPL load that imposes severe instability problems; especially with the interlinking 

inverter of the propulsion system [25]. Traditionally, the droop control and power-sharing 

management require stability analysis to cope with the trade-off between the current and 

voltage control loops, which is not practical for sudden changes. 

MPC solve the control problem using the state-space representation of the small-signal 

modeling to predict the system behavior under the constant power load and provide the 

corrective action to enhance the robustness under the sudden changes of the HPL. 
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As shown in Figure 9.4, for both battery and supercapacitor controllers, the MPC has 

an objective to track the references by manipulating the values of change in duty ratio 𝛿𝐷𝑏 

and 𝛿𝐷𝑠𝑐. The controller is initialized by setting the cost function, constraints and the initial 

weighting factors 𝜔𝑏,𝑖𝑛𝑖𝑡 and 𝜔𝑠𝑐,𝑖𝑛𝑖𝑡. Then, according to the previously discussed 

operation logic, the voltage, current references, and weighting factors is defined by 

observing the MVDC voltage and storage systems currents. Finally, the MPC uses the 

small-signal state-space model to predict the future output 𝑦̂𝑏 and 𝑦̂𝑠𝑐 and adjusts the input 

duty ratios based on the corrected model manipulated inputs 𝛿𝐷 𝑏 and 𝛿𝐷 𝑠𝑐. The final 

optimized values of duty ratio are fed to the PWM, which derive the DC/DC converters.  

Mathematically, the general formulation of the MPC optimization problem is defined 

to maintain the voltage profile by minimizing the deviation from 1 p.u. and minimize the 

storage share to increase the healthy operation of the storage units, without violating the 

MVDC bus stability. In general, form, consider S is the storage type (battery or 

supercapacitor). Equation (9.28) shows the general structure of the objective function for 

a particular storage unit where 𝑝 and 𝑘 is the prediction and control horizon of the MPC. 

The objective function is subjected to the constraints of the small-signal predictive model 

and the output/input limitations. 

The key advantage of the developed small-signal model predictive control can be 

understood by observing that the reference values of the controller are zero. Therefore, 

there is no conflict between the two control perspectives, and the controller autonomously 

optimizes the manipulated input for optimal performance. Also, the MPC finds the solution 
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that minimizes the voltage deviation with a lower change in the ESSs states, which enhance 

the healthy operation of the hybrid storage system.  

Assume that the MPC state weights are normalized in the range of a maximum value 

of unity and a minimum amount of zero. The high priority of the voltage support is 

provided by setting its weight 𝜔𝑣𝑠 to unity. From the current control perspective, the 

weighting of the current change 𝜔𝑖𝑠is adapted according to the required share percentage, 

state-of-charge (SOC) and the mode of operation. The following subsection describes the 

main concept of the weighting adaption algorithm. 

9.4.2 Adaptive MPC Weighting 

The primary objective of taking the SOC of the storage unit into consideration is to 

achieve the proper power-sharing between the storage units and to define when the storage 

can interact with the change in the voltage. The value of the weighting/penalty is 

determined using the multiplication of two factors. The first one, which establishes the 

share percentage is 𝜔̂𝑖𝑠. The second factor 𝜑𝑠 is the storage insertion/removal factor, which 

is a discrete value and it is defined according to the rate of change of the filtered measured 

voltage. 

 

𝑀𝑖𝑛  𝐽𝑠 =∑𝜔𝑖𝑣. 𝛿𝑉𝑠(𝑘 + 𝑖|𝑘) +

𝑝

𝑖=1

𝜔𝑖𝑠. 𝛿𝐼𝑠(𝑘 + 𝑖|𝑘) 

𝑠. 𝑡.                           𝐸𝑆𝑆 𝑚𝑜𝑑𝑒𝑙                                    
𝑉𝑠
𝑚𝑖𝑛 ≤ 𝑉𝑠 ≤ 𝑉𝑠

𝑚𝑎𝑥 

𝐼𝑠
𝑚𝑖𝑛 ≤ 𝐼𝑠 ≤ 𝐼𝑠

𝑚𝑎𝑥 

𝐼𝐿𝑠
𝑚𝑖𝑛 ≤ 𝐼𝐿𝑠 ≤ 𝐼𝐿𝑠

𝑚𝑎𝑥 

𝐷𝑠
𝑚𝑖𝑛 ≤ 𝐷𝑠 ≤ 𝐷𝑠

𝑚𝑎𝑥 

𝑆𝑂𝐶𝑠
𝑚𝑖𝑛 ≤ 𝑆𝑂𝐶𝑠 ≤ 𝑆𝑂𝐶𝑠

𝑚𝑎𝑥
 

(9.28) 
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The output power of specific storage is manipulated according to its 𝑆𝑂𝐶 to guarantee 

the healthy operation of the BESSs and SCESSs by preventing under-discharge or over-

charge problems.  The MPC objective function penalizes the tracking error for the storage 

output voltage and the output current to ensure the voltage regulation objectives and the 

shared current reference. When the current tracking error penalty 𝜔̂𝑖𝑠 is zero and the 

voltage error is unity, the MPC generates the manipulated variable to support the voltage 

without caring about the output current (minimize the voltage deviation). If the output 

current penalty 0 < 𝜔̂𝑖𝑠 ≤ 𝜔𝑖𝑠
𝑚𝑎𝑥, and the voltage weighting still unity the MPC gives the 

required control action to support the voltage, but it will take the current reference of the 

storage into consideration to satisfy a certain sharing percentage according to the state of 

charge. The following relation is used to calculate the required current penalty for a certain 

𝑆𝑂𝐶. The constant values of 𝑧 and 𝑐 are defined offline according to the modelling of both 

the batteries and the supercapacitors. 

As discussed before, the supercapacitor should interact only with the aggressive rate of 

change of voltage during the ramping of the pulsed load. After that, the battery can share 

during the steady-state operation or with the low ramping changes. The second factor 𝜑𝑠 is 

a discrete value that changes between 0 and 1 according to a predefined threshold of the 

gradient of the change of the voltage ∆𝛿𝑉𝑑𝑐, which is calculated using the filtered measured 

voltage. 

In order to let the supercapacitor interact with high transients, the High-Pass-Filter 

(HPF) is used to capture the fast ramping. On the other hand, the battery should react with 

 
𝜔̂𝑖𝑠 = 𝑓(𝑆𝑂𝐶𝑠) = 𝑧. 𝑆𝑂𝐶𝑠 + 𝑐 (9.29) 
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the low changes only, so the battery is activated based on the Low-Pass-Filter output (LPF). 

The following relation describes the discrete factor identification. The final value of the 

current weighting is calculated as follows. 

9.5 Results and Discussion 

To validate the developed management strategy, different loading scenarios are 

implemented. The MVDC system model is simulated using MATLAB/SIMULINK. The 

controllers are designed using MATLAB/SIMULINK and are performed on an external 

STM32 board-based processor in the loop. Table 9.1 shows the system ratings and initial 

conditions. The system is initially stable, and the MVDC bus voltage is assumed to be one 

p.u. (5000 V). In order to evaluate the developed technique response, the depicted results 

in this section are compared with the conventional PI controllers. It is worth mentioning 

that the conventional PI in this comparison is intended to give a reference that the reader 

is familiar with. As shown in Table 9.1, the system under study has two generators, two 

BESSs, two SCESSs, and three different load types. The CPL and Constant Impedance 

Load (CL) represent about 75% and 20% of the total installed main generation capacity, 

respectively. Table 9.2 shows the typical model parameters, which are used in the model 

and the MPC implementation. 

The PL has a steady-state rating of 1500 A during one second, and it may be increased 

to 2000 A during the transient. The initial conditions are assumed to be around the full 

loading of the generators, and the ESSs is not active with zero current initially. Bat.1 is 

 
𝜑𝑠 = {

1            𝑖𝑓  ∆𝛿𝑉𝑑𝑐 ≥ 𝑇𝐻
0            𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒         

 (9.30) 

 
𝜔𝑖𝑠 = 𝜔̂𝑖𝑠. 𝜑𝑠  (9.31) 
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almost fully charged and Bat.2 has a low SOC. Both supercapacitors (SC.1 and SC.2) have 

sufficient SOC at the initial state for the pulsed load. 

Table 9.1: Ship system ratings and initial conditions 

Unit Rating, A Initial Conditions, A 

Gen.1 7000 6400 

Gen.2 7000 7000 

Bat.1 1500 0  @ 80% SOC 

Bat.2 1500 0  @ 35% SOC 

SC.1 2200 0  @ 65% SOC 

SC.2 2200 0  @ 85% SOC 

CPL 12000 11100 

CL 3000 2300 

PL 1500 0 
 

Table 9.2: MVDC circuit Parameters 

𝐸𝑏 931 V 𝑅𝐿𝑆𝐶 0.010 Ω 

𝐶𝑖𝑏 1500 𝜇𝐹 𝐿𝑆𝐶  1.288 𝑚H 

𝑅𝐿𝑏 0.017 Ω 𝐶𝑜𝑆𝐶 3500 𝜇𝐹 

𝐿𝑏 2 𝑚H 𝐿𝑘𝑆𝐶 20 𝜇H 

𝐶𝑜𝑏 3700 𝜇𝐹 𝐸𝑑 4.16 kV 

𝐿𝑘𝑏 20 𝜇H 𝐶𝑓 105 mF 

𝐶𝑆𝐶 500 F 𝑅𝑓 0.05 Ω 

𝐶𝑖𝑆𝐶 1500 𝜇𝐹 𝐿𝑓 0.101 mH 

 

The constant factors of the linear relation between the weighting 𝜔̂𝑖𝑠 and the SOC is 

initialized offline according to the case study parameters. The constants 𝑧 and 𝑐 are set to 

be −0.031 and 0.281 for the BESSs, respectively. For the SCESSs, they are set by 

−0.0125 and 1.125.  
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In this case study, the conventional primary droop control and secondary PI control is 

used to compare their performance with the developed small-signal model predictive 

control. Figure 9.5 shows the conventional control scheme. The inner control loop of the 

current and voltage droop is utilized as a primary control to control the storage output 

voltage. On the other hand, the secondary control loop is used to impose an offset 

compensation for the voltage as a correction for equal current sharing control. The primary 

control parameters are chosen as 𝑘𝑝𝑣𝑠 = 19, 𝑘𝑖𝑣𝑠 = 10, 𝑅𝑑𝑟𝑜𝑜𝑝 = 1.25Ω. The secondary 

control loop is initially chosen as 𝑘𝑝𝑣𝑑𝑐 = 1, 𝑘𝑖𝑣𝑑𝑐 = 20, 𝑘𝑝𝐼𝑠 = 0.03, 𝑘𝑖𝑣𝑠 = 0.13. The 

secondary control parameters are scheduled dynamically to compare the conventional and 

the developed technique in the same conditions. 

 

Figure 9.5: conventional control scheme of ESSs. 

In this case study, our battery and supercapacitors controllers are designed with a 

sampling frequency of 0.5kHz and 2kHz, respectively. The developed MPC controller is 

designed by setting the prediction horizon window to 10 samples and the control horizon 

window to 1 sample. The simulation study and the processor in the loop implementation 

sampling frequency are 10kHz. In order to distribute the change in load compensation 

cooperatively, the LPF and the HPF are paired with a cutting frequency 125 rad/sec. These 
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chosen frequencies are adopted to adjust the battery and supercapacitor insertion time 

autonomously. Also, the HPF has another role in filtering the measurement error, which is 

usually static noise.    

9.5.1 Scenario 1: Normal Operation 

Starting with the previously mentioned initial conditions, Figure 9.6 illustrates a slow 

dynamic CPL change in loading and its effect on the MVDC bus after the reaction of the 

generation system and storage units` sharing. The studied system is exposed to a positive 

and negative change in the CPL load 𝛿𝐼𝑙𝑜𝑎𝑑 with the low ramping rate. A comparison 

between the voltage changes 𝛿𝑉𝑑𝑐 and the change in generator sharing current 𝛿𝐼𝐺𝑒𝑛 of the 

developed SSMPC and the conventional PI is shown. Both voltage responses are good 

during normal changes.  

Although the conventional PI has a better voltage response than the developed 

technique, the generator sharing is larger for the developed SSMPC, which keeps the 

healthy operation of the ESSs by reducing their sharing. The sharing of the storage units 

should increase, only when it is needed. The rest of the changes in the loading current is 

compensated with the BESSs because the generators become almost near to the full 

loading. 

In this case, as shown in Table 9.1, one battery has 80% initial SOC while the other 

battery has 35%. The ability of the controller to stabilize the voltage and maintain a proper 

current contribution based on the available state of charge is also tested. Figure 9.6 depicts 

also the change in shared current and SOC of the two BESSs under this scenario.  
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Figure 9.6: Scenario 1: normal operation. 
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The developed controller reveals that the injected current by Bat.1 is larger than the 

Bat.2 during the positive change in load while the absorbed power by Bat.2 is larger than 

the Bat.2 during the negative change. On the other hand, the conventional PI controller 

fails to adopt the current sharing based on the available state of charge. As shown, it derives 

the batteries to equally share the current change, which degrades the health of the two 

batteries. Figure 9.6 also shows Bat.1 that discharges faster than Bat.2 before t=9 Sec. After 

that, the charging rate of Bat.2 is higher. The changes in the switching duty of the two 

BESSs 𝛿𝐷𝐵𝑎𝑡.1 and  𝛿𝐷𝐵𝑎𝑡.2 are depicted. The figure shows a comparison between the 

generated set-points of the switching duty using the developed and the conventional 

controllers. The two controllers are designed with the same constraints to accurately justify 

the comparison. The SCESSs does not participate in this scenario, because the change in 

the load is not abrupt and the batteries can handle it. The advantages of taking the 𝑆𝑂𝐶 into 

consideration ensures the ability of the developed controller to maintain the voltage 

stability, and properly share the change in the load among the distributed storage according 

to their 𝑆𝑂𝐶. 

9.5.2 Scenario 2: Mission Operation 

As shown in Figure 9.7, In this scenario, a mission is launched, the speed of the 

propellers (CPL) is slightly increased, and at t=12 Sec. a series of pulsed load (as railgun) 

is operated. Due to the CPL presence, the application of the conventional controller causes 

current oscillation and voltage collapse, which should initiate a trip signal for the system.  

In this scenario, it is assumed that the protection system is deactivated to show the 

difference between the conventional and the developed controllers. 
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Figure 9.7: Scenario 2: mission operation 
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As illustrated, the voltage response before launching the pulsed load is approximately 

identical for both the developed and conventional techniques. After that, the significant 

load change causes a voltage collapse for the system when using the conventional PI 

controller. On the other hand, the MPC successfully controlled the system to stabilize the 

voltage with a drop of less than 3% in voltage. Figure 9.7 shows an identical generator 

sharing for both controllers before the pulsed load initiation. However, a careful look at the 

𝛿𝐼𝐺𝑒𝑛 after 12 Sec., shows that the developed controller minimizes the generator current 

changes because it should not be engaged in the pulsed load changes. Nonetheless, the 

conventional controller fails to guide the generator output current, which causes current 

oscillation and voltage collapse. Unlike the conventional PI controller, the developed 

controller wisely manages the batteries and the supercapacitors insertion/removal. The 

supercapacitors inject the current during the ramping of the pulsed load. After that, the 

batteries inject the rest of the pulsed load current. 

The amount of the injected currents is controlled to stabilize the voltage and consider 

the 𝑆𝑂𝐶 of the ESSs. In contrast, the PI controller fails to control the ESSs and drive the 

systems away from stability. The batteries and the supercapacitors 𝑆𝑂𝐶 comparison is 

shown in the same figure. It can be understood that the ESSs are fully utilized during the 

pulsed load and no transaction is recorded during the normal load change. Finally, Figure 

9.7 displays the change in the switching duty of the DC/DC converters for both controllers 

and both storage types. Unlike the developed controller, the change in the switching duty 

cycle reached the maximum limits when the conventional controller is used, which show 

that the traditional controller fails to stabilize the system. 
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Since the MPC controller design depends mainly on the model, a sensitivity analysis 

has been done to illustrate the effect of the model parameters error on the controller design. 

Figure 8 shows the second scenario case study (no model error) and the impact of the error 

in the battery and supercapacitor converter’s inductance. The inductance error range is 

tested between -50% to 100% of the actual inductance. In addition, the supercapacitor 

output filter error is tested by -90% of the actual value. Figure 9.8 shows the controller’s 

model parameters error has a slight effect on the response of the results. The control 

features still the same even with a significant error in a parameter as the inductance.  

 

Figure 9.8: Sensitivity analysis for different model errors for scenario 2. 
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Under another condition, the MPC controller is tested with highly imposed noisy 

measurement. The voltage measurements of battery and supercapacitor controllers are 

injected with Gaussian noise as shown in Figure 9.9. As shown, the two controllers are 

equipped with paired LPF and HPF, which can easily isolate the high-frequency noise. The 

figure depicts a slight difference in the response as compared with the base case of the 

second scenario. For the supercapacitor operation logic, the 100ms hold is deactivated here 

in this test to clearly show the effect of the noise on the response.  

 

Figure 9.9: Sensitivity analysis for noisy voltage measurement error in scenario 2. 
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9.6 Processor in the Loop (PIL) Validation 

To validate the feasibility of the controller implementation in the real-time application. 

The developed controllers are implemented through Processor in the loop using 

STM32F407 Discovery high-performance microcontroller while the MVDC system power 

models are on the MATLAB/SIMULINK. The board has an ARM® Cortex-M4 32-bit 

processor, 192-Kbyte RAM, up to 168 MHz frequency, 1-Mbyte flash memory, USB ST-

LINK embedded debug tool. The board is supported by MATLAB/SIMULINK 

interconnection through the STMicroelectronics Embedded Coder. Figure 9.10 shows the 

PIL validation implementation. The batteries and supercapacitors controllers are 

implemented on the embedded system board while the rest of the model and the generator's 

controller is simulated in the MATLAB/SIMULINK environment. For each storage type, 

the C++ code of the operation logic and the MPC algorithms are generated by the 

embedded coder and sent to the board.  
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Figure 9.10: PIL controller’s validation. 
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The control input instruction and the actual model feedback data transfers via the ST-

LINK through the USB connection. In real-time, the two microcontrollers interact with the 

simulation process to satisfy the control law concerning each system model state. A 

comparison between the simulated controller’s performance and the PIL-based controller 

for the second scenario is illustrated in Figure 9.11. The results show that PIL is 

successfully like the simulated controller behavior, which ensures the validity of the 

developed controller in the real-time application. 

 

Figure 9.11: Scenario 2 validation by the PIL-based controller compared to the 

controller simulation. 
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9.7 Summary 

This chapter developed a small signal modeling-based model predictive control to 

maintain the stability of the MVDC shipboard power system. The model includes the 

different types of loads ranging from the constant and pulsed loads to the regular hotel 

loads. Also, small-signal modeling of the generators and energy storage devices is 

considered. The MPC and its optimizer solve the problem to stabilize the voltage and 

maintain the sharing policy. The controller works in a decentralized way, which makes it 

robust as it depends only on the local measurement, especially for critical applications as 

shipboard power systems. The results show the superior performance of the controller 

under different loading conditions, where the controller can maintain the voltage stability 

and warrant the adequate operation of the storage devices. 
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Chapter 10 Conclusions and Recommendations for Future Work 

10.1 Conclusions 

This dissertation developed multiple defense lines for the smart grids against the 

cyberattacks on the networked control systems. The online data-informed model 

philosophy is utilized to give the energy cyber-physical system security awareness. These 

data-informed models are designed to be as the digital twin for not only the physical system 

but also for the cyber systems and their interactions. The developed methodologies 

provided an integrated solution to enhance the distributed microgrids/nanogrids security, 

resiliency, and reliability.  

In the light of the centralized system architecture abilities, the centric oversight is aided 

with the digital twin to provide the security and the optimal control/optimization guidance 

to the distributed control layer.  Then, a question has been asked (What if the 

communication between the centric layer and the distributed layer is failed or 

compromised?). Therefore, the distributed control layer is supported by adding a 

distributed security observer that watch the cyber system behavior to detect, identify and 

isolate the attack.  

To guarantee a comprehensive resilient operation, the dissertation developed a 

decentralized autonomous control design that depends only on the local information 

without communication to respond to cyberattacks if the communication infrastructure is 

completely compromised.  These solutions are not only enhanced the energy cyber system 

security but also strictly introduced stable control, optimal decision making and high 

robustness against uncertainty.  
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Unlike the current trend of applying the DT for the device level, the DT foundations 

for the unified cyber-physical system is developed. The emerging technologies in the 

energy sector as the internet of things, cloud computing, network-aware communication 

middleware and data-driven model are leveraged to transform the model usage from the 

study into life decision-making. A novel basis for the cyber-physical system digital twin 

definitions and mathematical formulation are introduced as the DT shadow, DT model, DT 

constructor and the DT playground. Also, the overall system architecture energy CPS 

digital twin is described to put a comprehensive vision for the DT future applications in 

the smart cities.  

Since the dynamic model is a key element in the digital twin design, the CPS twin 

dynamic modelling structure and formulation are introduced. The DT model should be 

carefully designed to not only support the DT application/solution but also to has a simple 

structure, fast to run, require less information from the CPS layers and has a low 

computational burden. 

Besides the theoretical foundations, the practical implementation of the digital twin is 

developed by introducing the CPS digital twin playground platform. This implementation 

illustrated how the energy CPS thing is provisioned, registered, and accessed on the cloud, 

which the hosting environment of the DT playground. Also, the building blocks of the 

platform as the DT constructor engine and the DT playground environment are created.  

To validate the effectiveness of the CPS DT solution, it has been applied to guide the 

distributed energy management system to the optimal operation even during the uncertainty 

that is resulted from the high share of renewable energy penetration. The model predictive 
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control is designed based on the DT life clone to guarantee the global optimality agreement 

among the distributed coordination managers of the interconnected power system area. The 

centric oversight model is designed to be an aggregated model, which reduces the system 

complexity and reduce the dependence on heavy data from the CPS layer. This solution 

minimized the operation cost, maximized the profits, minimized the load shedding, and 

maximized renewable utilization. 

To expand the DT based smart grid management capabilities and enhance the 

intelligence of the decision-making process, both the optimization problem and the DT 

model are supported by an online functionality to be self-adaptive with the changes in the 

power system status. The Analytical hierarchical process is used to autonomously adapt 

the DT model and the problem formulation to change the operation modes, which include 

maximum profit mode, contingency mode, and all-out renewable utilization mode. Due to 

the high uncertainty of the high share of renewable resources as solar and wind energy, the 

developed technique is introduced to balance a multi-objective optimization problem. Also, 

it considers the conventional resource physical competences as the minimum output 

limitations, the ramping rate capabilities, and cycling abilities.  

Extra proof for the DT effectiveness of introducing out of the box solutions, the DT 

playground is used to build an application that watches the distributed control system cyber 

layer agents and authenticate the control decisions. The DT environment is reconfigured to 

host the security auditing solution on the cloud. Preselected distributed control agents and 

the networked sensors are provisioned on the cloud virtual space in the shadow to provide 

parallel Luenberger observer-based digital clones to authenticate the suspected activity that 
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is primarily flagged by the distributed control layer. Then, a logic conflict algorithm is used 

to compare the digital clones residues in real-time to discover the attacked control agent or 

sensor and then update the shadow states to inform the cyber system and guide the system 

toward the safe operation. This solution can provide security awareness to the cyber layer 

even with multi-coordinated attacks, which can include false data injection attacks and 

denial of service attacks.  

For any reason, if the centralized layer (cloud virtual space) is not available, the 

distributed control layer should be able to respond to the cyberattacks.  For this reason, a 

dynamical feature-based methodology is introduced to be implemented on each agent to 

discover the attack. This method depends on the change of the cyber graph dynamical 

feature and the consensus control features due to the cyberattack. An image processing tool 

named Mathematical Morphology is utilized to extract the dynamical feature from the 

agent’s neighbor signals and compare it with the healthy dynamics. This method was able 

to detect, identify and mitigate the cyberattack on interconnected nanogrids. 

As the last defense line, an autonomous decentralized control method is developed to 

work independently without remote information in case of a full communication failure. 

This method is applied for a critical isolated power system (Naval shipboard power system) 

because this kind of power systems failure is not an option. The small-signal model 

predictive control is used to grantee voltage stability, proper power-sharing among the 

generators, battery energy storage and supercapacitor energy storage. Even with the threat 

of losing the voltage stability by mixing the constant power load and the pulsed load 
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onboard, the non-communication-based control system was able to satisfy the control 

objective. This methodology is verified by the processor in the loop validation. 

10.2 Recommendations for Future Work 

This dissertation introduced the fundamental foundations of the Digital Twin design, 

implementation and developed many applications/solutions that exploit the DT 

playground. It covered many challenges to open avenues for future applications that can 

utilize the digital twin for the cyber-physical systems. Also, due to the special need for 

future multidisciplinary applications, it is recommended that the following topics be 

expanded by others: 

• For the critical time applications, the synchronization between the CPS and the 

DT on the cloud should be studied. Many issues as edge-to-cloud 

communication latency, the data alignment for the online models and event 

synchronization should be studied for certain types of applications. 

• A practical methodology for selecting the provisioned states from the CPS into 

the cloud is uncharged to scientifically performed by formulated optimization 

problem that can minimize the provisioned IoT devices and maximize the 

observability according to the applications.  

• The deep-learning models should be built and integrated with the physical-

based models to unleash the unlimited abilities of the DT in smart cities. 

• Finding more realistic solutions for the power system restoration and 

reconfiguration during both the healthy state and during an emergency by 

depending on the DT What-IF analysis. 
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