








To enable a device, the number that corresponds with enable device should be 

pressed. 

***** Devices Enabled ***** 
Device in Position 3 Enabled 

Enter Position: 

Figure 6.1.3.4. Screen showing the enabled positions. 

A screen showing the positions that are added but that are still disable, is shown. 

This screen is shown in Figure 6.1.3.4. When the position to be enabled is selected, the 

enable command is sent by the computer to the control unit indicating to make the 

position selected active. This makes the control unit start checking the devices made 

active. This procedure is repeated for each device that is added and activated. 

At this point the component that is going to be controlled must be connected to 

the control unit. Otherwise, the control unit will start sending commands to the computer 

indicating that something happened to that component. 

6.1.3.1 Control Device. 

The control device attached to the component under control has an internal 

connection for a j urn per that disconnects the internal circuitry from the signal send by the 
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control unit. This condition will be detected by the control unit and immediately will send 

a signal to the computer indicating that the component in that position has failed the scan. 

The control device is shown in figure 6.1.3.1.1. This figure shows a 3-D view of 

the control device and the jumper, to show how they are connected. The control device 

has the internal circuitry that allows signals no faster than 600 bps to pass through 

without any attenuation. On the other hand, signals faster than 9600 bps are attenuated. 

These characteristics match the specifications explained in Chapters 4 and 5 for the 

operation of the system. As it can be seen from Figure 6.1.3.1.1, the control device's body 

completely covers the jumper, avoiding the easy separation of the jumper from the control 

device's body. 

The jumper block is attached to any part of the equipment to be protected. This 

part of the equipment selected should be one that is not easy to separate from the rest of 

the equipment, or that can be easily broken. One advantage of this method is that the 

component does not have to be opened or altered to attach the control device. Just by 

gluing the control device with a very powerful glue to the position will allow the system 

to operate. 

If someone tries to separate the control device from the component, the full body 

is separated from the jumper. This opens the path for the signals and the low dbr control 

byte will not be received by the control unit. It will be the same if the line from the 

control unit to the control device is disconnected. On the other hand, if someone tries to 

tap into the line by short-circuiting the lines, (to externally emulate what the control 
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device is doing), a high dbr control byte will be received by the control unit yielding to a 

faulty operation for that component. 

Front 

/ 
Rear 

Front 

Rear 

.·· 

(a) Control Device, 3-D View 

: .. : . . 
! •• : . . ............. 

(c) Top View 

(b) Rear View 

FL:fJ I 
8 

Plug in Jumper 

Re:u Front 

............... :LJ: . . . . ., ......... , 
., . 
;: : 

Plug in Jumper 

(d) Lateral View 

Figure 6.1.3.1.1. Control device positions: (a). 3-D view, (b). Rear view, (c). Top view, 
and (d). Lateral view. 

The system is flexible enough to allow that the component be removed (e.g., to be 

repaired) without removing the control device or only leaving the jumper attached to the 

body of the component. This is done by the software by just disabling the position where 

the component is placed. 

The last function is list component. This function will list the component attached 

to the control unit, their status, if they either have or had problems, and how many times 

they had problems. 
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6.2 System Signaling. 

When the system is completely functional, it will be constantly checking if there is 

any information to be processed. If the control unit detects that a component has a · 

problem, it will send a command to the computer with the position of the component with 

problem. The computer will receive this information, and immediately will send it to the 

main security office adding more information. The information added is the room 

number, number of times that problems have been detected in that room, date, time, type 

of component with the problem, and position in the system. This information will help 

the security personnel to exactly identify where the problem is located, when that problem 

happened, what kind of component they have to look for, and the exactly position inside 

the room where the component was placed. Figure 6.2.1 shows the screen at the main 

security office when a computer located in position 1, was disconnected from the control 

unit in room ECS258, at 11:15:02 AM Thursday, February 23, 1996. 

A second condition is that the control unit is being disconnected from the 

computer. In this case, the computer will send information indicating the room number, 

the date and time, and a message indicating that the control unit has been disconnected 

from the computer. As previously stated, this information will also help the security 

personnel to know where the problem is located, when it happened at the cause of the 

problem. Figure 6.2.2 shows the computer's screen at the main security office when a 

control unit was disconnected from the computer. 
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Connect 38400 

ECS258 Thursday, February 23,1996 11:15:02 AM Computer Position 1 

No Carrier 

Figure 6.2.1 Screen at the Main Security Office (MSO) when an component was 

disconnected from the control unit. 

Connect 38400 

ECS258 Thursday, February 23. 1996 11:15:02 AM WARNING CONTROL 
UN IT D iscon nee ted 

No Carrier 

Figure 6.2.2. Screen at the Main Security Office (MSO) when a Control Unit was 

disconnected from the computer. 
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6.3· Future System Enhancements. 

The SECNET system has great potential and wide scope for further development. 

There are new applications developed to utilize the full capacity of ISDN. These 

applications can be integrated to SECNET to obtain a more versatile system capable of 

offering a wide variety of uses in the security field. 

6.3.1 Data Communication. 

New techniques in the data communication area like data compression techniques, 

inverse multiplexing (bonding) and Point-to-Point Protocol (PPP) will increase the 

throughput of the data transmission over the ISDN lines. This allows that high resolution 

still images, full motion video and interactive video signal can be sent through ISDN 

lines. The latter two, bonding and PPP, allow the merging of channels in the ISDN lines. 

For example, for Basic Rate Interface (BRI), each B channel can go up to 64 kbps. By 

using those techniques, the speed of the communication line can be doubled to up to 128 

kbps. Bonding was developed years ago. The way it operates is by synchronizing both B 

channels at the beginning of the connection, and keep it that way until the end of the 

connection. On the other hand, PPP is able to utilize the second channel statistically based 

on the demand for more bandwidth. The connection can be stablished with only one 

channel and if during the connection the second channel is needed, the PPP protocol will 

add that channel until it is no longer necessary. This will preserve a connection for other 

uses where it can be needed. Nowadays, PPP protocol is being selected as the default 

standard for obtain more speed from the communication lines. 
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PPP together with data compression, can increase the throughput of the data 

transmitted over the ISDN lines, to the point that high quality still picture and images can 

be sent in matter of seconds between two or more very remote places. Also, full motion 

images can be sent with reasonable quality using ISDN lines. 

SECNET can incorporate these advantages and allow the security personnel in the 

main office to check by the usage of cameras each of the rooms under control. Also, by 

adding new devices to the system, it can check the person's or persons' identity in a 

matter of seconds allowing to exercise a more strict control over critical areas. 

6.3.2 Networking. 

The ability of interact in a complex system where different devices are connected 

and able to share information among them is what is called networking. Example of 

networking is the Local, Metropolitan and Wide Area Network. LAN, MAN and WAN 

respectively. Each of them has its own distinguishable characteristics. SECNET can take 

advantage of the three of them. However, because its characteristics of localize operation, 

the most useful will be LANs. 

Ethernet addresses can be built into the control devices. The control unit will 

work as a server where a number of component under protection can be polled a higher 

speed to detect a failure on them. This will increase the number of component that a 

single control unit can control make the system more powerful, and at the same time, 

more economical. Figure 6.3.2.1 shows an implementation of SECNET as a LAN. 
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By allowing SECNET to be connected to a LAN, new possibilities for 

transmitting information, and control can be developed. For example, ISDN can be used 

as a back up link in case that the LAN is not operational. This will allow SECNET to be a 

fault tolerant system. If one of the communication links is broken the second can be used. 

This also brings the possibility of using Transmission Control Protocols I Internet 

Protocol (TCPIIP). This protocol is used to transfer data between two logically distinct 

user processes, such as file transfer or electronic mail servers. TCPIIP allows a reliable 

transmission of large files of data. These large files of data can be still pictures taken in a 

room under surveillance to be analyzed in the main security office [ 17]. 

CQmputer 

Fax Laser printer 

SECNET Comp.Jier 

D . D i 0 --- f ~J . 
SECNETCon rol Un~ = 0 --- ~r 

111110 
SECNET Comp.J~er 

SECNETCon rOI Unrt I 
SECNET Computer 

Main Security Offioe lf lTI 
II(! «( 

D u= 
Ploner 

Workstation 

Figure 6.3.2.1. Local Area Network (LAN) implementation of SECNET. 
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6.3.3. Wireless Technology. 

Wireless devices can be incorporated to SECNET in order to make the system 

even more reliable. SECNET can use the advantages of wireless technology as a way to 

backing up the main communication channels making the system less prone to fault ISDN 

lines or LAN connection. 

By having wireless capabilities, SECNET will be able to send information to 

neighboring rooms attached to the system. Those rooms still have capacity of connecting 

to the main security office. Also, by using cellular technology, SECNET will be able to 

keep a secondary communication path with the main security office. Moreover, wireless 

LAN can be used to control different control units to the same computer making the 

system more efficient, flexible and economical. 

6.3.4 Software. 

Additional features can be added to the system software. These features can be 

added as a form of software upgrades. Among those features are the addition of database 

capabilities using encryption, the SQL programming language, database security, 

Zmodem File transmission protocol, etc. 

Encryption is the process of transforming data into an intelligible sequence of 

binary information. This information is very difficult (if not impossible) to decrypt if the 

intruder does not have the key to transform those bits back to the original data. This is 

necessary because there is a security concern of using ISDN for data communication as 

well as any public network [ 18}. 
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The SQL programming language is a very powerful tool in adding query related 

features to the system. Monitoring features as inventory schemes, room failure per day, 

month or year and many more can be implemented [18]. 

Database security will implement any access violation to SECNET; usemame and 

password to access the computers and the control units; logon and logoff records are 

some of the features that can be added to SECNET [ 18]. 

Zmodem file transmission capabilities that enable SECNET to send data in a 

continuous fashion, without waiting for acknowledgment of individual blocks. It also 

works in conjunction with software handshaking such as X ON/X OFF [ 19]. This would 

allow SECNET to be more reliable when sending data because the data is being checked 

twice for transmission/reception errors. 

These are the most important possible future enhancement for SECNET. These 

enhancements will make SECNET a very powerful security system that can be able to 

communicate with any other communication device because of its open system design 

philosophy. 

94 



Chapter VII. Conclusions. 

SECNET was developed to create a new way to utilize new technologies in the 

security industry. These new technologies like Integrated Services Digital Networks 

(ISDN) makes this system faster and more reliable than one that uses normal telephone 

lines. 

The task was divided into two parts. One port uses the Terminal Adapter (T A) to 

stablish a link with the main security office using ISDN. This is a computer, which has 

one of its serial port connected to the T A. The software can run under Windows™ as a 

DOS application, or it can run directly from DOS. This software is a specialized software 

communication package that is designed to continually check both serial communication 

ports in the computer. It is able to interact with the T A, and also with a control unit 

connected to the second serial port. 

The second part is an intelligent control unit based on a microcontroller and a 

special external circuitry that allows the constant supervision of the component connected 

to it. A control device is attached to each component under control. If that control device 

is removed from the component, the control unit sends a command to the computer 

indicating the position where the problem was detected. The computer receives the 

information and sends it to the main security office via ISDN. 

The objectives of the present work were accomplished. A security system, 

SECNET, was designed and a working prototype was created. This system has new 

characteristics that make SECNET unique. These characteristics are: individual 
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identification of component under surveillance, the utilization of control bytes that 

prevent the equipment to be either disconnected (opening the circuit), or make them 

appear to be connected (short-circuiting the control device). Also, the system can not be 

tapped to try to simulate the control process by transmitting the control bytes that are 

being sent by the control unit, using another device connected to the system to tap the 

communication with the equipment. 
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APPENDIX A 

**************************************************************************************** 
* * SECurity NETwork (SECNET) Software HCII * * 
* * Author: Isidro Alvarez, BSEE * • 
* * Department of Electrical and Computer Engineering • • 
* * School of Engineering and Design * • 
* * Aorida International University * * 
* * Miami, Florida, USA * * 
• • Spring 96 * * 
•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

•• Definitions •• 
**************************************************************************************** 

BASE_ADDR equ $1000 
porta equ $00 Port A address offset 
portb equ $04 Port 8 address offset 
porte equ $03 Port C address offset 
pact I equ $26 Port A control addr. offset 
portcl equ $04 Port C Latched Reg. addr. offset 
ddrc equ $07 Port C Data Dir. Control Reg. offset 
oclm equ $0D Output Comp. Mask Reg. offset addr. 
tent equ $0E Timer Count. addr. reg. offset 
tocl equ $16 Timer Output Comp. addr. reg I offset 
toc2 equ $18 Timer Output Comp. addr. reg2 offset 
tctl2 equ $21 Timer Control 2 addr. reg. offset 
tmskl equ $22 Timer Mask 1 addr. reg. offset 
tflgl equ $23 Timer Flag I addr. reg. offset 
tmsk2 equ $24 Timer Mask 2 addr. reg. offset 
tflg2 equ $25 Timer Flag 2 addr. reg. offset 
PORTA equ 8ASE_ADDR+porta Port A address 
PORT8 equ 8ASE_ADDR+portb Port 8 address 
PORTC equ 8ASE_ADDR+portc Port C address 
PACTL equ 8ASE_ADDR+pactl Port A Control address 
PORTCLequ 8ASE_ADDR+portcl Port C Latched Register address 
DDRC equ 8ASE_ADDR+ddrc Port C Data Dir. Control Register 
OC1M equ 8ASE_ADDR+<>e I m Output Compare Mask Reg. addr. 
TCNT equ 8ASE_ADDR+tcnt Timer Countet address register 
TOCI equ 8ASE_ADDR+toc I Timer Output Compare addr. reg! 
TOC2 equ 8ASE_ADDR+toc2 Timer Output Compare addr. reg2 
TCTL2 equ 8ASE_ADDR+tctl2 Timer Control 2 address register 
TMSKI equ 8ASE_ADDR+tmsk I Timer Mask I address register 
TFLGI equ 8ASE_ADDR+tflgl Timer Flag I address register 
TMSK2 equ 8ASE_ADDR+tmsk2 Timer Mask 2 address register 
TFLG2 equ BASE_ADDR+tflg2 Timer Flag 2 address register 
A CIA equ $9800 ACIA control address register 

* * Serial Communication Controller Degisters Definitions * * 
* ************************************************************************************** * 

MRIA cqu 
CSRA equ 
SRA equ 
CRA equ 

$00 
$01 
$01 
$02 

Channel A Mode Register 
Clock Select Register Chant. A 
Status Register A 
Command Register A 
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RxA equ $03 Receiver Register A 
TxA equ $03 Transmit Register A 
ACR equ $04 Au1tiliary Control Register 
IMR equ $05 Interrupt Mask Register 
MR18 equ $08 Channel 8 Mode Register 
CSR8 equ $09 Clock Select Register Chan!. A 
SR8 equ $09 Status Register 8 
CR8 equ $0A Command Register 8 
R1t8 equ $08 Receiver Register 8 
T1t8 equ $08 Tmnsmit Register 8 

** Constant Definitions ** 
**************************************************************************************** 

CR equ $00 Carriage Return definition 
LF equ $0A Line Feed definition 
NUL equ $00 Null character definition 
MS_600 equ $84CD msec. to get I char at 600bps 
MS_19200 equ $412 msec. to get 1 char at 19200 bps 
SCC_EN equ $F7 sec en. control bit (bit 3 =0) 
SCC_DIS equ $08 SCC dis. control bit (bit 3 =I) 
LOG_EN equ $7F Logic en. control bit (bit 7 =0) 
LOG_DIS equ $80 Logic dis. control bit (bit 7 =I) 
CHNL_A_DIS equ $10 chnl A (600 bps) dis. (bit 4 =I) 
CHNL_8_DIS equ $20 chnl B (19200 bps) dis. (bit 5 = 1) 
DBR_HI equ $40 DBR= 19200 bps bit sel. (bit 6 =I) 
SCC_WR equ $OF sec write enable (bit 4 =0) 
SCC_RD equ $10 SCC read enable (bit 4 =I) 
IN equ $00 Port C direction cntrl byte 
OUT equ $FF Port C direction cntrl byte 
TRUE equ $01 Constant 
FALSE equ $00 Constant 

**************************************************************************************** 
** Interrupt Vector Definition * * 
* *************************************************************************************** 

IRQIV equ 
org 
jmp 

$EE 
IRQIV 
irqisr 

Interrupt ReQuest Vector address 

int. request int. serv. routine 

**************************************************************************************** 

* * Main Program * * 
* *******************•········································••*****•••***************** 

*void main(void) 
*{ 

org 
sei 
Ids 
jsr 
jsr 
jsr 
jsr 
jsr 
jsr 
jsr 
clra 

$COOO 

#STACK 
clr_mem 
init_ports 
aciasetup 
Jmq 
init_timer 
init_scc_ports 
crlf 

program starts 
disable all interrupts 
load stack pointer 

initialize ports A and C 
ACIA setup 
Q initialization 
initialize timer 
initialize the sec ports 
start at column 0 
clear Ace A and 
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clrb AccB 
staa TEMP clear TEMP memory 
staa TEMPI clearTEMPI memory 
ldx #MSG load init message 
jsr outstring output message 
jsr crlf next line 
jsr clear_q clearQ 
clra clear Ace A and 
clrb AccB 
staa STATE clear STATE selector 
jsr enable_scc 
jsr set_cntrl_tbl 
eli enable all interrupts 

START_LOOP ldaa STATE get STATE value 
cmpa #$01 if STATE is I 
beq STATE I then execute first state 
cmpa #$02 if STATE is 2 
beq STATE2 then execute second state 
cmpa #$03 if STATE is 3 
beq STATE3 then execute third state 
cmpa #$04 ifSTATEis4 
beq STATE4 then execute fourth state 
cmpa #$05 if STATE is 5 
beq STATES then execute fifth state 
cmpa #$06 ifSTATEis6 
beq STATE6 then execute sixth state 
cmpa #$07 if STATE is 7 
beq STATE? then execute seventh state 
cmpa #$08 if state is 8 
beq STATE8 then execute eighth state 
clr STATE otherwise, clear STATE value 
inc STATE get I to start state machine 
bra START_LOOP restart the state machine 

STATE I jsr state l_func first state function call 
inc STATE prepare for next state 
bra START_LOOP return to the loop 

STATE2 jsr satate2_func second state function call 
inc STATE prepare for next state 
bra START_LOOP return to the loop 

STATE3 jsr state3_func third state function call 
inc STATE prepare for next state 
bra START_LOOP return to the loop 

STATE4 jsr state4_func fourth state function call 
inc STATE prepare for next step 
bra START_LOOP return to the loop 

STATES jsr state5 _func fifth state function call 
inc STATE prepare for next state 
bra START_LOOP return to the loop 

STATE6 jsr state6_func sixth state function call 
inc STATE prepare for next step 
bra START_LOOP return to the loop 

STATE? jsr state? _func seventh state function call 
inc STATE prepare for next state 
bra START_LOOP return to the loop 

STATE8 jsr state8_func eighth state function call 
clr STATE clear state to start state 
inc STATE machine first state 
bra START_LOOP return to the loop 

*) 
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*void aciasetup(void) 
*( 
aciasetup equ • 

ldx #ACIA 
Ida a #$03 
staa O,X 
ldaa #$96 
staa o,x 
jsr delay 
rts 

*} 

•void clr_mem(void) 
•r 
clr_mem equ * 

ldx #CNTRL 
ldaa #$00 

do_again staa O,x 
cpx #DEV_LAST 
beq end_clr_mem 
inx 
bra do_again 

end_clr_mem rts 
*) 

*void set_cntrl_table(void) 
*{ 
set_cntrl_tbl equ * 

ldx #CNTRL_ TABLE 
ldaa #$4F 
staa O,x 
ldaa #$5F 
staa l,x 
Ida a #$6F 
staa 2.x 
Ida a #$7F 
staa 3.x 
rts 

*} 

*void init_timer(void) 
*{ 
init_timer equ * 

Ida a #$00 
staa TMSK2 
rts 

*) 

*void init_ports(void) 
*{ 
init_ports equ * 

ldaa #$80 
staa PACfL 
ldaa #IN 
staa DDRC 
Ida a #$F8 
staa PORTA 
ldaa #OUT 
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staa PORTB 
rts 

"') 

*void iniq(void) 
"'{ 
iniq equ "' ldaa #$00 

staa HEAD 
staa TAIL 
sta COUNT 
ldx #BUFF 

LOOP I staa o,x 
inx adresses 
cpx #LAST 
bne LOOP I 
rts 

*} 

*void dis_all_cntrl(void) 
"'( 
dis_all_cntrl equ "' 

pshx 
ldaa #CHNL_A_DIS 
ora #CHNL_B_DIS 
ora #DBR_HI 
ora #LOG_DIS 
ora #SCC_DIS 
staa CNTRL 
pulx 
rts 

*} 

*void init_scc_ports(void) 
*{ 
init_scc_ports equ * 

jsr dis_all_cntrl 
Ida a #IMR 
I dab #NUL 
jsr write_to_scc 

SCC_A Ida a #CRA 
I dab #$10 
jsr write_to_scc 
Ida a #CRA 
I dab #$22 
jsr write_to - sec 
Ida a #CRA 
I dab #$38 
jsr write_to - sec 
ldaa #CRA 
ldab #$50 
jsr write_to_scc 
Ida a #MRIA 
I dab #$13 
jsr write_to_scc 
Ida a #MRIA 
I dab #$07 
jsr write_to_scc 
Ida a #CRA 
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I dab #$10 
jsr write_to_scc 
ldaa #ACR 
I dab #$80 
jsr write_to_scc 
ldaa #CSRA 
I dab #$55 
jsr write_to_scc 
ldaa #CRA 
I dab #$40 
jsr write_to_scc 
ldaa #CRA 
I dab #$15 
jsr write_to_scc 

SCC_B Ida a #CRB 
I dab #$10 
jsr write_to_scc 
Ida a #CRB 
I dab #$22 
jsr write_to_scc 
ldaa #CRB 
I dab #$38 
jsr write_to_scc 
ldaa #CRB 
ldab #$50 
jsr write_to_scc 
ldaa #MRIB 
I dab #$13 
jsr write_to_scc 
Ida a #MRIB 
I dab #$07 
jsr write_to_scc 
Ida a #CRB 
I dab #$10 
jsr write_to - sec 
Ida a #CSRB 
I dab #$CC 
jsr write_to_scc 
ldaa #CRB 
I dab #$40 
jsr write_to_scc 
ldaa #CRB 
I dab #$15 
jsr write_to_scc 
rts ., 

*void enable_scc(void) 
*{ 
enable_scc equ * 

ldaa #CRA 
I dab #$05 
jsr write_to_scc 
Ida a #CRB 
jsr write_to_scc 
rts 

*I 
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•void write_to_scc((register ->A), (command-> B)) 
*{ 
write_to_scc equ • 

psha 
and a #SCC_WR 
staa PORTB 
stab PORTC 
Ida a #OUT 
staa DDRC 
ldaa CNTRL 
and a #SCC_EN 
staa PORTA 
ora #SCC_DIS 
staa PORTA 
pula 
ora #SCC_RD 
staa PORTB 
ldaa #IN 
staa DDRC 
rts 

*} 

*void read_from_scc(void) 
*{ 
read_from_scc equ • 

clrb 
ora #SCC_RD 
staa PORTB 
ldaa CNTRL 
anda #SCC_EN 
staa PORTA 
ldaa #IN 
staa DDRC 
I dab PORTC 
ldaa CNTRL 
ora #SCC_DIS 
staa PORTA 
ldaa #IN 
staa DDRC 
rts 

*} 

*void send_char_scca(void) 
*{ 
send_ char _sec a equ • 

psha 
pshb 
ldaa CNTRL 
and a #SCC_EN 
staa CNTRL 

loop_char Ida a #SRA 
jsr read_from_scc 
an db #$04 
cmpb #$04 
bnc loop_char 
pulb 
pula 
jsr write_to_scc 
rts 
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•• 
*void send_char_sccb(void) 
*{ 
send_char_sccb equ ... 

psha 
pshb 
ldaa CNTRL 
anda #SCC_EN 
staa CNTRL 

loop_chr ldaa #SRB 
jsr read_from_scc 
an db #$04 
cmpb #$04 
bne loop_chr 
pulb 
pula 
jsr write_to_scc 
rts 

*} 

* void statel_func(void) 
*{ 
state I_ func equ * 

jsr chk_command 
jsr delay I 
jsr delay I 
rts 

*) 

*void state4_func(void) 
*{ 
state4_func equ * 

clr DEV_COUNT 
clr DEV_PRBLM 
jsr delay 
jsr delay 
rts 

*I 

*void state5_func(void) 
*{ 
state5_func equ * 

jsr detect_dev _act 
ldaa DEV_ACTIVE 
anda #TRUE 
cmpa #FALSE 
beq no_dev_act 
clr DEV_ACTIVE 
clr PNTR 
clr PNTRI 

chk_again_low jsr set_cntrl_byte 
Ida a DEV_ACTIVE 
anda #TRUE 
cmpa #TRUE 
bne cont_ste5 

dev_active jsr chk_Iow _dbr 
ldx #DEV_BUFF 
I dab PNTR 
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abx. 
Ida a DEY _PRBLM_LOW 
cmpa #TRUE 
beq dev _low _bad 

dev_low_ok ldaa O,x 
ora #$10 
staa O,x. 
jsr dev_msg_ok 
bra cont_ste5 

dev _low _bad ldaa O,x. 
and a #$EF 
staa O,x. 
I dab PNTRl 
ldx #OUT_BUFF 
abx. 
ldaa PNTR 
staa O,x 
inc DEV_COUNT 
inc PNTRI 
jsr dev _msg_bad 

cont_ste5 inc PNTR 
ldaa PNTR 
and a #$OF 
cmpa #$04 
bne chk_again_Iow 
bra end_ste5 

no_dev_act ldx #MSGNODEV 
jsr outstring 
jsr crlf 

end_ste5 rts 
*} 

*void state6_func(void) 
*{ 
state6_func equ • 

jsr detect_dev _act 
ldaa DEV_ACTIYE 
and a #TRUE 
cmpa #FALSE 
beq no_dev _act! 
clr DEV_ACTIYE 
clr PNTR 

chk_again_high jsr set_cntrl_byte 
ldaa DEV_ACTIYE 
and a #TRUE 
cmpa #TRUE 
bne cont_ste6 

dev _active I jsr chk_hi_dbr 
Idx #DEV_BUFF 
I dab PNTR 
abx 
ldaa DEV_PRBLM - HI 

cmpa #TRUE 
beq dev _high_ bad 

dev _high_ok ldaa O,x 
ora #$20 
staa O,x 
jsr dev_msg_ok 
bra conl_ste6 
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dev _high_ bad ldaa O,x 
and a #$DF 
staa O,x 
I dab PNTRI 
ldx #OUT_BUFF 
abx 
ldaa PNTR 
staa O,x 
inc DEV_COUNT 
inc PNTRI 
jsr dev _msg_bad 

cont_ste6 inc PNTR 
ldaa PNTR 
anda #$OF 
cmpa #$04 
bne chk_again_high 
bra end_ste6 

no_dev_actl ldx #MSGNODEV 
jsr outstring 
jsr crlf 

end_ste6 rts 
*) 

*void state7_func(void) 
*{ 
state7 _func equ • 

jsr chk_dev_bad 
jsr delay 
jsr delay 
jsr delay 
jsr delay 
rts 

*} 

*void chk_low_dbr(void) 
*{ 
chk_low _dbr equ * 

ldaa #TxA 
I dab #$55 
jsr send_char_scca 
jsr delay 
ldaa #$02 
staa TEMPI 

read_again I ldaa #SRA 
jsr read_from - sec 
andb #$01 
cmpb #$01 
beq rcad_scct 

chk_templ dec TEMPI 
\daa TEMPI 
and a #$OF 
cmpa #$00 
bne read_ again I 

read_sccl ldaa #RxA 
jsr rcad_from_scc 
cmpb #$55 
beq dev_ok 

dcv_prblm Ida a #TRUE 
staa DEV _pRBLM_LOW 
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dev_ok 

staa 
bra 
ldaa 
staa 

end_chk_low _dbr ldaa 
ora 
staa 
rts 

*} 

*void chk_hi_dbr(void) 
*( 
chk_hi_dbr equ 

ldaa 
I dab 
jsr 
jsr 

loop_rx ldaa 
jsr 
an db 
cmpb 
bne 
bra 

rd_scc2_again ldaa 
jsr 
bra 

rd_scc2 ldaa 
jsr 
cmpb 
bne 

dev _prblmb ldaa 
staa 
staa 
bra 

dev _okb ldaa 
staa 

end_chk_hi_dbr ldaa 
ora 

DEV_PRBLM 
end_chk_low _dbr 
#FALSE 
DEV _PRBLM_LOW 
#CNTRL 
#LOG_DIS 
PORTA 

* 
#TxB 
#$AA 

delay2 
#SRB 
read_from_scc 
#$03 
#$01 
rd_scc2_again 
rd_scc2 
#RxB 
read_from_scc 
loop_rx 
#RxB 
read_from_scc 
#$AA 
dev_okb 
#TRUE 
DEV _PRBLM_HI 
DEV_PRBLM 
end_chk_hi_dbr 
#FALSE 
DEV _PRBLM_HI 
#CNTRL 
#LOG_DIS 

staa PORTA 
rts 

*) 

*void set_cntrl_byte(void) 
*{ 
set_cntrl_byte 

dev_on 

low_dbrl ldaa 

equ 
I dab 
ldx 
abx 
ldaa 
and a 
cmpa 
bne 
ldy 
a by 
ldaa 
and a 
cmpa 
bne 
O,y 

• 
PNTR 
#DEV_BUFF 

O,x 
#$CO 
#$CO 
dev_off 
#CNTRL_TABLE 

STATE 
#$05 
#$05 
high_dbrl 

108 



anda #$BF 
staa CNTRL 
bra enable_flag 

high_dbrl ldaa O,y 
ora #$40 
staa CNTRL 

enable_flag Ida a #TRUE 
staa DEV_ACTIVE 
bra end_cntrl 

dev_off ldaa #FALSE 
staa DEV_ACTIVE 

end_cntrl rts 
*} 

•void detect_dev _act( void) 
*{ 
detect_dev _act equ • 

ldaa #FALSE 
staa PNTR 
staa DEV_ACTIVE 

chk_again_dev I dab PNTR 
ldx #DEV_BUFF 
abx 
ldaa O,x 
and a #$CO 
cmpa #$CO 
bne dev _not_act 

dev_is_act ldaa #TRUE 
staa DEV_ACTIVE 
bra 

dev _not_ act inc PNTR 
ldaa PNTR 
and a #$OF 
cmpa #$04 
bne 

end_detect_dev rts 
*} 

*void chk_dev _bad( void) 
*{ 
chk_dev_bad equ * 

jsr detect_dev _act 
ldaa DEV_ACTIVE 
cmpa #FALSE 
beq no _dev _active 

dev_actl Ida a DEV_PRBLM 
cmpa #TRUE 
beq dev_prblml 
bra no_dev_prblml 

dev_prblml jsr send_bad_dev 
bra dev_prblm2 

no_dev _prblm 1 ldx #MSGDEVOK 
bra send_info 

no_dev _active ldx #MSGNODEV 
bra send_info 

dev_prblm2 ldx #MSGDEVBAD 
send info jsr outstring 

jsr crlf 
rts 
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*} 

*void send_bad_dev(void) 
"'{ 
send_bad_dev equ • 

I dab #FALSE 
stab PNTRI 
ldaa #'c' 
jsr outacia 

repeat I dab PNTRl 
ldx #OUT_BUFF 
abx 
ldaa O,x 
add a #$30 
jsr outacia 
inc PNTRJ 
I dab PNTRI 
cmpb DEV_COUNT 
blo repeat 
ldaa #'c' 
jsr outacia 
jsr crlf 
rts 

*) 

*void show_char(void) 
*{ 
show_char equ • 
LOOP_l jsr isempty 

beq LOOP_2 
jsr remove_q 
jsr outacia 
bra LOOP_I 

LOOP_2 jsr clear_q 
rts 

*) 

•void insert_q(void) 
"'{ 
insert_q equ ... 

pshb 
pshx 
ldx #BUFF 
I dab TAIL 
abx 
staa O,X 
inc TAIL 
inc COUNT 
pulx 
pulb 
rts 

... , 
*char remove_q(void) 
"'{ 

remove_q equ 
pshb 
pshx 
ldx #BUFF 
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I dab HEAD 
abx 
ldaa o,x 
inc HEAD 
dec COUNT 
pulx 
pulb 
rts 

*} 

*void isempty(void) 
*( 
isempty equ * 

tst COUNT 
rts 

*} 

* void clear_q(void) 
*( 
clear_q equ * 

clr HEAD 
clr TAIL 
clr COUNT 
rts 

*} 

*void chk_command(void) 
*{ 
chk_command equ * 

jsr isempty 
bne GET_CHAR 
jsr clear_q 
jmp END_CHK_CMD 

GET_CHAR jsr remove_q 
cmpa #'c' 
beq CHK2_CMD 
jmp RTN_CHR 

CHK2_CMD jsr remove_q 
cmpa #'a' 
beq ADD_FUNC 
cmpa #'c' 
beq ENDCMD 
cmpa #'d' 
beq DIS_FUNC 
cmpa #'e' 
beq EN_FUNC 
cmpa #'k' 
beq CONT_FUNC 
cmpa #T 
beq LST_FUNC 
cmpa #'r' 
beq REMOY_FUNC 
cmpa #'s' 
beq STOP_FUNC 
cmpa #NUL 
jsr clear_q 
bra END_CHK_CMD 

RTN_CHR jsr return_char 
bra END_CHK_CMD 
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ADD_FUNC jsr add_function 
bra END_CHK_CMD 

CONT_FUNC jsr cont_function 
bra END_CHK_CMD 

DIS_FUNC jsr dis_function 
bra END_CHK_CMD 

EN_FUNC jsr en_function 
bra END_CHK_CMD 

ENDCMD jsr endcmd_function 
bra END_CHK_CMD 

LST_FUNC jsr lst_function 
bra END_CHK_CMD 

REMOV_FUNC jsr remov _function 
bra END_CHK_CMD 

STOP_FUNC jsr stop_function 
END_CHK_CMD rts 
*} 

*void retum_char(void) 
*{ 
retum_char equ * 

jsr outacia 
jsr crlf 
ldx #MSGRTN 
jsr outstring 
jsr crlf 
jsr delay 
rts 

*} 

*void add_function(void) 
*( 
add_function equ • 

ldx #MSGADD 
jsr outstring 
jsr crlf 
jsr remove_q 
jsr add_dev _to_q 
jsr chk_dev_added 
cmpa #TRUE 
bne dev_added_bad 

dev_added_ok ldx #MSGDEV ADDOK 
jsr outstring 
jsr send_msg 
jsr crlf 
jsr send_ok 
bra end_add_dev 

dev_added_bad ldx #MSGDEV ADDBAD 
jsr outstring 
jsr send_msg 
jsr crlf 
jsr send_ bad 

end_add_dev jsr crlf 
rts 

"'I 

112 



*void add_dev_to_q(void) 
*{ 
add_dev _to_q equ ... 

psha 
pshb 
pshx 
ldx #DEV_BUFF 
suba #'0' 
staa OFFSET 
tab 
abx 
ldaa O,x 
anda #$80 
cmpa #$80 
beq no_count 

count inc DEV_COUNT 
no_count ldaa #$80 

staa O,x 
pulx 
pulb 
pula 
rts 

*} 

*void chk_dev_added(void) 
*{ 
chk_dev_added equ * 

pshb 
pshx 
ldx #DEV_BUFF 
I dab OFFSET 
abx 
ldaa O,x 
and a #$80 
cmpa #$80 
beq deva_ok 
bra deva_bad 

deva_ok Ida a #TRUE 
bra end_chk_dev 

deva_bad ldaa #FALSE 
end_chk_dcv pulx 

pulb 
rts 

*I 

*void cont_function(void) 
*{ 
cont_function equ * 

ldx #MSGCNT 
jsr outstring 
jsr crlf 
jsr delay 
rts 

*I 
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*void dis_function(void) 
*{ 
dis_function equ * 

ldx #MSGDIS 
jsr outstring 
jsr crlf 
jsr remove_q 
jsr dis_dev 
jsr chk_dev_dis 
cmpa #TRUE 
bne dev _dis_ bad 

dev_dis_ok ldx #MSGDEVDISOK 
jsr outstring 
jsr send_msg 
jsr crlf 
jsr send_ok 
bm end_dis_dev 

dev_dis_bad ldx #MSGDEVDISBAD 
jsr outstring 
jsr send_msg 
jsr crlf 
jsr send_ bad 

end_dis_dev jsr crlf 
rts 

*} 

*void dis_dev(void) 
*{ 
dis_dev equ * 

psha 
pshb 
pshx 
ldx #DEV_BUFF 
suba #'0' 
staa OFFSET 
tab 
abx 
Ida a O.x 
anda #$BF 
staa O.x 
pulb 
pula 
rts 

*I 

*void chk _dev _dis( void) 
*{ 
chk_dev _dis equ * 

pshb 
pshx 
ldx #DEV_BUFF 
I dab OFFSET 
abx 
Ida a O,x 
and a #$40 
cmpa #FALSE 
beq dev_disok 
bra dev_disbad 

dev_disok Ida a #TRUE 
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bra 
dev_disbad ldaa #FALSE 
end_chk_dev _dis pulx 

pulb 
rts 

*} 

*void en_function(void) 
*{ 
en_function equ * 

ldx #MSGEN 
jsr outstring 
jsr crlf 
jsr remove_q 
jsr en_dev 
jsr chk_dev_en 
cmpa #TRUE 
bne dev_en_bad 

dev_en_ok ldx #MSGDEVENOK 
jsr outstring 
jsr send_msg 
jsr crlf 
jsr send_ok 
hra end_en_dev 

dev_en_bad ldx #MSGDEVENBAD 
jsr outstring 
jsr send_msg 
jsr crlf 
jsr send_bad 

end_en_dev jsr crlf 
rts 

*} 

*void en_dev(void) 
*{ 
en_dev equ * 

psha 
pshb 
pshx 
ldx #DEV_BUFF 
suba #'0' 
staa OFFSET 
tab 
abx 
ldaa O,x 
ora #$40 
staa O,x 
pulx 
pulb 
pula 
rts 

*I 

*void chk_dev_en(void) 
*{ 
chk_dev_cn equ * 

pshb 
pshx 
ldx #DEV_BUFF 
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ldab OFFSET 
abx 
1daa O,x 
anda #$40 
cmpa #$40 
beq dev_enok 
bra dev_enbad 

dev_enok Ida a #TRUE 
bra end_chk_dev_en 

dev_enbad ldaa #FALSE 
end_chk_dev_en pulx 

pulb 
rts 

*} 

*void endcmd_function(void) 
*{ 
endcmd_function equ * 

1dx #MSGEND 
jsr outstring 
jsr crlf 
jsr delay 
rts 

*} 

*void lst_function(void) 
*{ 
lst_function equ • 

ldx. #MSGLST 
jsr out string 
jsr crlf 
jsr delay 
rts 

*} 

*void remov _function( void) 
*{ 
remov _function equ * 

psha 
pshb 
pshx 
ldx #MSGREMOV 
jsr outstring 
jsr crlf 
jsr remove_q 
jsr remov_dev_q 
jsr chk_dcv _rcmvd 
cmpa #TRUE 
bne dev _remvd_bad 

dev _remvd_ok ldx #MSGDEVREMOK 
jsr outstring 
jsr send_msg 
jsr crlf 
jsr send_ok 
bra end_rem_dev 

dev _remvd_bad ldx #MSGDEVREMBAD 
jsr outstring 
jsr send_msg 
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jsr crlf 
jsr send_bad 

end_rem_dev jsr crlf 
pulx 
pulb 
pula 

*} 

*void remov _dev _q(void) 
*{ 
remov_dev_q equ * 

psha 
pshx 
ldx #DEV_BUFF 
suba #'0' 
staa OFFSET 
tab 
abx 
ldaa #$00 
staa O,x 
dec DEV_COUNT 
pulx 
pulb 
pula 
rts 

*} 

* void chk_dev _remvd{void) 
*( 
chk_dev _remvd equ ... 

pshb 
pshx 
ldx #DEY_BUFF 
I dab OFFSET 
abx 
ldaa O.x 
and a #$FF 
cmpa #$00 
beq devr_ok 
bra devr_bad 

devr_ok ldaa #TRUE 
bra end_chkr_dev 

devr_had ldaa #FALSE 
end_chkr_dev pulx 

pulb 
rts 

*} 

*void stop_function(void) 
*( 
stop_function equ ... 

ldx #MSGSTP 
jsr outstring 
jsr crlf 
jsr delay 
rts 

*} 
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•void send_ok(void) 
*( 
send_ok equ ... 

psha 
pshb 
pshx 
ldaa #'c' 
jsr outacia 
ldaa #'o' 
jsr outacia 
pulx 
pulb 
pula 
rts 

*) 

*void send_bad(void) 
*{ 
send_bad equ * 

psha 
pshb 
pshx 
Idaa #'c' 
jsr outacia 
ldaa #'b' 
jsr outacia 
pulx 
pulb 
pula 
rts return 

*} 

* void readacia(void) 
*( 
readacia equ * 

Ida a ACIA 
bita #$01 
beq readacia 
ldaa ACIA+I 
rts 

*) 

*void outacia(char accA) 
*{ 
outacia equ * 

stab TEMP3 
!dab A CIA 
bitb #$02 
beq outacia 
and a #$7F 
staa ACIA+I 
cmpa #CR 
bne OUT_RTS 
ldaa #LF 
bra outacia 

OUT_RTS I dab TEMP3 
rts 

*) 

118 



*void outstring(void) 
*{ 
outstring equ • 
STRING Ida a o.x 

cmpa #'$' 
beq DONE 
jsr outacia 
inx 
bra STRING 

DONE rts 
*} 

*void send_msg(void) 
*{ 
send_msg equ * 

psha 
pshb 
pshx 
Idx #MSGDEV 
jsr outstring 
ldaa OFFSET 
adda #$31 
jsr outacia 
pulx 
pulb 
pula 
rts 

*} 

*void crlf(void) 
*{ 
crlf equ "' 

Ida a #CR 
jsr outacia 
rts 

*} 

"'void dev_msg(void) 
*{ 
dev_msg equ * 

pshx 
ldx #MSGDEV 
jsr outstring 
ldaa PNTR 
add a #$31 
jsr outacia 
pulx 
rts 

*} 

*void dev_msg_ok(void) 
*{ 
dev_msg_ok equ * 

pshx 
jsr dev_msg 
ldx #MSGOK2 
jsr outstring 
jsr crlf 
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pulx 
rts 

"'} 

*void dev_msg_bad(void) 
"'{ 
dev _msg_bad equ "' 

pshx 
jsr dev_msg 
ldx #MSGBAD2 
jsr outstring 
jsr crlf 
pulx 
rts 

"'} 

"'void delay( void) 
"'{ 
delay equ * 

ldy #$FFFF 
DLY nop 

nop 
dey 
bne DLY 
rts 

*I 

*void delay 1 (void) 
*{ 
delay I equ • 

ldy #$000F 
DLX nop 

nop 
dex 
bne DLX 
rts 

*} 

*void delay2(void) 
*{ 
delay2 cqu • 

ldy #$0008 
DLX2 nop 

nop 
dex 
bne DLX2 
rts 

*I 

*void irqisr(void) 
*{ 
lfQISf equ * 

psha 
pshb 
pshx 
I dab ACIA 
bpi IRQEND 
bitb #$01 
beq IRQISRI 
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bne inA CIA 
IRQISRI ldab ACIA 

bitb #$02 
beq IRQ END 
bne outACIA 

inA CIA jsr readacia 
jsr insert_q 
bm IRQ END 

outACIA jsr outacia 
bra IRQ END 

IRQ END ldaa #$96 
staa ACIA 
pulx 
pulb 
pula 
rti 

*) 

MSG equ * 
FCC 'Starting ... $' 

MSGDEV equ * 
FCC 'DEVICE: $' 

MSGNODEV equ * 
FCC 'NO DEVICE ACTIVE $' 

MSGRTN equ * 
FCC 'RTNCHAR$' 

MSGADD equ * 
FCC 'ADDDEV $' 

MSGDEVADDOK equ "' 
FCC 'DEY ADD OK $' 

MSGDEVADDBAD equ "' 
FCC 'DEY ADD BAD$' 

MSGCNT equ * 
FCC 'CONT$' 

MSGDIS equ "' 
FCC 'DISBL DEY $' 

MSGDEVDISOK equ * 
FCC 'DEY DIS OK $' 

MSGDEVDISBAD equ * 
FCC 'DEY DIS BAD$' 

MSGEN cqu * 
FCC 'ENBL DEY$' 

MSGDEVENOK equ * 
FCC 'DEY ENOK $' 

MSGDEVENBAD 
FCC 'DEY EN BAD$' 

MSGEND equ * 
FCC 'ENDCMD$' 

MSGLST equ * 
FCC 'LSTDEV $' 

MSGREMOV equ * 
FCC 'REMV DEY$' 

MSGDEVREMOK equ * 
FCC 'RMVD DEY OK$' 

MSGDEVREMBAD equ "' 
FCC 'RMVD DEY BAD $' 

MSGSTP equ * 
FCC 'STOP$' 

MSGEND2 equ * 
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FCC 'END LOW DBR $' 
MSGOK equ • 

FCC 'LOW DBR OK$' 
MSGOKI equ • 

FCC 'HIGH DBR OK$' 
MSGOK2 equ • 

FCC 'OK$' 
MSGBAD equ * 

FCC 'LOW DBR BAD$' 
MSGBADl equ * 

FCC 'HIGH DBR BAD $' 
MSGBAD2 equ • 

FCC 'BAD$' 
MSGDEVOK equ * 

FCC ' DEVICES OK $' 
MSGDEVBAD equ * 

FCC ' DEVICES BAD $' 

CNTRL RMB control byte 
OFFSET RMB device offset pointer 
PNTR RMB device pointer 
PNTRl RMB output offset pointer 
DEV_ACTIVE RMB device active flag 
DEY _PRBLM_LOW RMB device problem low flag 
DEY _PRBLM_HI RMB device problem high flag 
DEV_PRBLM RMB device problem flag 
TEMP RMB temporary memory 0 
TEMPI RMB temporary memory I 
TEMP2 RMB temporary memory 2 
TEMP3 RMB temporary memory 3 
TEMP4 RMB temporary memory 4 
STATE RMB state machine: state 
HEAD RMB " Head 
TAIL RMB "Tail 
COUNT RMB I " Counter 
BUFF RMB 64 addresses for Buffer 
LAST RMB I last address of Buffer 
OUT_BUFF RMB 16 output buffer 
CNTRL_TABLE RMB 16 control bytes table 
DEV_HEAD RMB device buffer head 
DEV_TAIL RMB device buffer tail 
DEV_COUNT RMB device buffer counter 
DEV_BUFF RMB 64 device buffer 
DEV_LAST RMB 1 last device buffer position 

RMB 256 addresses for Stack Point 
STACK RMB 1 initial add of Stack Point 
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APPENDIXB 

I******"'"'**"'********** MAIN FILE FOR COMMUNICATION PROGRAM "'"'*******"'"'"'**"'*"'**I 
I* "' Author: Isidro Alvarez, B.S.E.E. * *I 
I* * Master of Science in Computer Engineering Thesis Project * *I 
I* * School of Engineering and Design * *I 
I* * Department of Electrical and Computer Engineering * *I 
I*"' Florida International University "'*I 
I* "' Miami, Florida "' *I 
I* * Spring 1996 * *I 
/***********"'*****************************************"'*****"'"'"'*"'***************"'***************I 

#include "c:\isidro\msvc\_ser4l.h" 
#include "c:\isidro\msvc\sercl4l.h" 

void room_numb(void); 

void main(void) 
{ 

COMPORT port; 
char ch; 

system(" cis"): 
printf{"\n Is this the Main Security Office : "): 
while(!_kbhit()) 

ch = _getche(): 
if ((ch = 'Y') II (ch = 'y')) 

sec_office =TRUE; 
else 

sec_office =FALSE; 
room_numb(): 

system("cls"): 
port.setup_ports(): 
port.init_card(); 
for(int i=O: i < 5; i++) 
{ 

) 

device[i].pos_uscd =FALSE: 
device[i].enabled =FALSE: 
device[i].problem =FALSE: 
device[i].had_problem =FALSE; 
device[i].numb_of_problems = 0; 

device_problem_flag =FALSE: 
printf("Waiting for actions \n"); 
while(TRUE) 
{ 

if(! port.chat_mode()) 
break: 

port.tx_rx_mode( ); 
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void room_numb(void) 
{ 

int flag= TRUE; 
char ch; 

system(" cis"); 
while( flag) 
{ 

system("cls"); 
printf("\n\n "); 
printf("\n Enter room where the SECNET device is installed. \n"); 
printf("\n Please follow the following format: ecs258 or ECS258 \n"); 
printf("\n Enter room number : "); 
scanf("%s", data_file_name); 
printf("\n You entered Room#= %s", data_file_name); 
printf("\n Is it correct (YIN) : "); 
while( !_kbhit()) /"" ""I 

ch = __getche(); 
if ((ch = 'Y') fl (ch = 'y')) 

flag= FALSE: 
l 
flag=TRUE; 
while( flag) 
( 

printf("\n\n"); 
printf("\n Enter phone number of the Main Security Office. \n"): 
printf(''\n You can enter only the extension number. .. \n"); 
printf("\n Enter phone number : "); 
scanf("%s", phone_number): 
printf("\n You entered Phone#= %s", phone_number): 
printf("\n Is it correct (YIN): "); 

!"" ""! 
!"" ""! 

while( !_kbhit()) !"" ""I 
!"" ""! 

l 

ch = __getchc(); 
if ((ch = 'Y') II (ch = 'y')) 

flag = FALSE; 

strcpy(dial, at_d); 
strcat(dial, phonc_number): 
system("cls"); 

I* *I 
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I"' **""**"'''"''* CLASS DEFINmON HEADER FOR COMMUNICATION PROGRAM *******"'*"' *I 
I"' * Author: Isidro Alvarez, B.S.E.E. • *I 
I"' • Master of Science in Computer Engineering Thesis Project * *I 
I"' "' School of Engineering and Design * •1 
I"'* Department of Electrical and Computer Engineering * *I 
I* * Florida International University * *I 
!"' • Miami, Florida * •1 
I* * Spring 1996 * *I 
I"'*********************************"'****"'*"'********************"'*********************************/ 

#ifndef _SERCL41H_ 
#define _SERCL41H_ 

#include "c:\isidro\msvc\_ser41.h" 
#include "c:\isidro\msvc\dv _com41.h" 
#include "c:\isidro\msvc\menu41.h" 

dev_MEMBERS *device2 = (dev_MEMBERS *)device; 

void (interrupt _far *old_handlerl )(void); 
void (interrupt _far *old_handler2)(void): 

void interrupt _far receive_com I() 
( 

_disable(): 
ifUnp(PORT_ADDI I IIR) & RX_RDY); 

whileUnp(PORT_ADDI I LSR) & DATA_RDY) 

I 
rx_bufferl [rx_buf_in l]=_inp(PORT _ADD I); 
rx_buf_in 1 ++; 
if(rx_buf_in I = BUF _MAX) 

rx_buf_in 1 = 0; 

I 
_outp(ICR.EOI): 
_enable(); 

void interrupt _far receive_com2() 
( 

disable(); 
lf(_inp(PORT _ADD2 I IIR) & RX_RDY); 

while(_inp(PORT_ADD21 LSR) & DATA_RDY) 
{ 

rx_buffer2[rx_buf_in2]= _inp(PORT _ADD2); 

I 

rx_buf_in2++: 
if(rx_buf_in2 = BUF _MAX) 

rx_buf_in2 = 0; 

_outp{ICR,EOI ); 
_enable(); 

inline long int timing(void); 
inline int timc_oul(int inc); 
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long int timing(void) 
{ 

time_t It; 
It = time(NULL); 
return(lt); 

int time_out(int inc) 
{ 

long int newtime; 

newtime=timing(); 
if ((newtime- start)< (inc+ 1 )) 

return FALSE; 
else 

class COMPORT 
( 

return TRUE; 

friend class MENU; 
friend class PROTOCOL; 

/'.,· **************"'****"'*****"'"'"'* Private Function Declaration "'"'"'****"'*"'**"'******"'***"'*I 
~··***"'*************"'**"'*****"'******************"'**"'"'******************************"'*I 
private: 

int carrier(void): 
unsigned char char_in(void): 
unsigned char chamcter(void): 
void close_port(void): 
void day_selector(int i); 
void disconnect(void); 
void dial_up(void): 
void header_block(void): 
void init_port(int port); 
int is_char_in(void); 
void month_selector(int i): 
void open_port(void): 
void purge_buff(void): 
void setup_port I (void): 
void setup_port2(void): 
int transmitter_ready(void); 
void update_ptrs(void); 

!"'check if link is made *I 
I* get char in huf. & inc ptr *I 
I* get char in buf. ! inc ptr *I 
I* close port to terminate *I 
I* day identificator *I 
I* end Established Connection *I 
I* automatic dial up *I 
I* header block constructor *I 
I* port I initialization *I 
I* chk if a char is in buffer *I 
I* month ldentificator *I 
I* open ports to start *I 
I* purge Input Buffer *I 
I* parameters for port I *I 
I* parameters for port 2 *I 
I* check if Tx buffer is empty *I 
I* if End of Buff->Begining *I 

I* ****************"'"'"'"'********* Public Function Declaration ************************ *I 
I************************************************************************************ *I 

public: 

I***************************** Class Constructor Function Definition**********************/ 
I************************************************************************************ *I 

COMPORT( void){ void open_port(void): }; I* constructor Declaration *I 

I* ******,..*'"*'"***************** Class Destructor Function Definition ********************* *I 
I* ********************************************************************************'"***I 

126 



public: -COMPORT(void){void close_port(void);}; 

}; 

int chat_mode(void); 
void csd_setup(void); 
void delay(clock_t wait); 
void get_time(void); 
void init_card(void); 

void load_def(void); 

void proc_char(unsigned char ch); 
void rx_char_chat(void); 
void rx_char_rxtx(void); 
void setup_ports(void); 
void select_mode(unsigned char ch); 
void selection(unsigned char ch); 
void send_ char( unsigned char ch); 
void send_atcom(char *ch); 
void send_string(char *ch); 
void send_numb(char *ch); 
void room_number(void); 
void tx_rx_mode(void); 
void room_numberl(void); 
void header_block I (void); 

int COMPORT: :carrier( void) 
{ 

return _inp(PORT_ADD21 MSR) & DCD? TRUE: FALSE; 

inline unsigned char COMPORT::char_in(void) 
{ 

return rx_buffer2[rx_buf_out2++ ]; 

inline unsigned char COMPORT::character(void) 
{ 

return rx_buffer2[rx_buf_out2]: 

int COMPORT::chat_mode(void) 

I 
long int k; 

unsigned char c; 

MENU menu_list; 
DEYCOM device_com; 

hc_counter = 0; 
while(TRUE) 
I 

rx_char _chat(); 
device_com.rx_char_com I(); 
if( !sec_office) 

I 
for(int j:;Q; i<3000; i++) 
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I* destructor Declaration *I 

I* chat. with remote terminal *I 
I"' circuit Switched Data SetUp*/ 
I"' function for delay •I 
I* function to get date/time "'I 
I"' hayes AT Commands CSD *I 
!"' PSD "'/ 
I* parameter Definition COM I*/ 
I* COM2 *I 
I* display character typed */ 
!"' rx char. from rem. terminal*/ 
I* rx either Files or char. "'/ 
I"' function that setups ports */ 
/*select remote term. operat. */ 
/* enter type of operation *I 
I* function to Send a Charact. *I 
I* function to Send AT Comd *I 
I* send a string to port *I 
I* send numhcr string to port *I 
I* transmission file function */ 
I* mode used to file Tx *I 



) 

} 

hc_counter++; 
if(hc_counter > 8000) 
{ 

device_problem_flag =TRUE; 
hc_flag = FALSE; 

if (device_problem_flag) 
{ 

_putch(CR); 
_putch(LF); 
send_atcom( dial); 
send_char(CR); 
for (k=O; k<=IOOOOO; k++) 
( 

if( carrier()) 
k;::: 200000; 

I 
rx_char_chat(); 
device_problem_f1ag =TRUE; 

I 
if(_kbhit()) 
{ 

c = _getche(); 
if(c !=ESC) 
{ 

else 

} 
if( carrier()) 
I 

switch( c) 
{ 

break; 

link= TRUE; 
break; 

case NULL: 
case Ext_Key: 

c=_getch(); 

default: 

if((c = 'l')ll(c == 'Q')) 
di al_up(); */ 

if(c = Fl_Key) 
menu_list. function_mcnu(); 

break; 

proc_char(c); 

if(link =TRUE) 
return TRUE; 

else 
return FALSE; 
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void COMPORT::close_port(void) 
{ 

disconnect(); 
_disable(); 
p_add=PORT _ADD I 
_outp(p_add I LCR, portl_state); 
_outp(p_add I LCR, _inp(p_add I LCR I DLAB)); 
_outp(p_add, portl_dll); 
_outp(p_add I OxOI, portl_dhl); 
_outp(p_add I LCR, _inp(p_add I LCR I -DLAB)); 
_outp(p_add I IER, OxOO); 
_outp(IMR, _inp(IMR) I IRQ_ADD I); 
_outp(p_add I MCR, _inp(p_add I MCR) I OxOO); 
_dos_setvect(IRQ_ADDI, old_handlerl ); 
p_add=PORT _ADD2; 
_outp(p_add I LCR, port2_state); 
_outp(p_add I LCR, _inp(p_add I LCR I DLAB)); 
_outp(p_add, port2_dll); 
_outp(p_add I OxOt, port2_dhl); 
_outp(p_add I LCR, _inp(p_add I LCR I -DLAB)); 
_outp(p_add I IER, OxOO); 
_outp(IMR, _inp(IMR) I IRQ_ADD2): 
_outp(p_add I MCR, _inp(p_add I MCR) I OxOO); 
_dos_setvect(IRQ_ADD2, old_handler2); 
p_add=O; 
_enable(); 
cout<<"Program Terminated ... "<<endl; 
exit(ABORD; 

void COMPORT::csd_setup(void) 
{ 

send_char(CR); 
_putch(SP); 
delay(DL Y _TIME); 

void COMPORT::day_selector(int i) 
{ 

switch(i) 
{ 

case 0: 

case I: 

case 2: 

case 3: 

case 4: 

case 5: 

strcpy(date_wday,"Sun"); 
break: 

strcpy(date_wday,"Mon"); 
break; 

strcpy(date_ wday ,"Tue"); 
break; 

strcpy(date_wday,"Wed"); 
break; 

strcpy(date_wday,"Thu"); 
break; 

strcpy(date_wday,"Fri"); 
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break; 
case 6: 

strcpy(date_wday,"Sat"); 

} 

void COMPORT::dial_up(void) 
{ 

for(int i=O; k8; i++) 
( 

} 

send_char(dial[i]); 
rx_char_chatO; 
delay(DL Y _TIME); 

rx_char_chat(); 
send_char(CR); 
__putch(LF); 
delay(DL Y _TIME); 

void COMPORT::delay(clock_t wait) 
{ 

clock_t goal; 
goal=wait + clock(); 
while(goal > clock()) 

void COMPORT::disconnect(void) 
{ 

inti, j; 
link =FALSE: 

cout<<"\nDisconnecting Now\n": 
start=timing(): 
_outp(PORT_ADD21 MCR. GP02); 
while (!carrier()) 
{ 

if(time_out(3)) 

I 
for(i=O;i<3;i++) 
{ 

send_char(hang_up[i]); 
_putch(hang_up[i)): 
delay(DL Y _TIME); 

for(i=O;i<3:i++) 
{ 

I 

send_char{hang__upl [i]); 
delay(DLY _TIME); 

while( !time_out(S)) 
{ l 

send_char(CR): 
for(i=4;i<7;i++) 
{ 

send_char(hang_up[i]); 
printf("o/oc",hang_up[i]); 
delay(DLY _TIME); 
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} 
send_char(CR); 
_putch(CR); 
_putch(LF); 
for(i= 1; j<4; j++) 
{ 

send_char(at_atU]); 
printf("%c" ,at_at[i]); 
delay(DL Y _TIME); 

} 
break; 

void COMPORT: :get_time(void) 
{ 

int date_y; 
char am_pm[]="AM"; 
struct tm *newtime: 
time_t long_time; 
time(&long_time); 
newtime=loca1time(&long_time ): 

if(newtime->tm_hour > 12) 
strcpy( am_pm, "PM"): 

if( newtime->tm_hour > 12 ) 
newtime->tm_hour -= 12: 

if( newtime->tm_hour == 0 ) 
newtime->tm_hour = 12: 

_itoa(newtime->tm_sec,time_s.1 0); 
_itoa(newtime->tm_min,time_m.1 0 
_itoa(newtime->tm_hour,time_h,1 0); 
_itoa(newtime->tm_mday .date_md.1 0); 
date_y = newtime->tm_year; 
if(date_y == 0) 

end_ century = 1; 
if(end_century = I) 
r 

else 

I 

date_y += 2000; 
_itoa(date_y. date_yr. 10); 

date_y += 1900; 
_itoa(date_y. date_yr. 10); 

strcpy(date_year,date_yr); 
strcpy(time_hour, time_h); 
strcpy(time_min. time_m); 
strcpy(time_sec, time_s); 
strcat(time_sec,'\0'); 
strcpy(date_mday. date_md); 
strcat(date_mday.'\0'); 
strcpy(pm_am, am_pm); 
day _selector(newti me->tm_ wday); 
month_selector(newtime->tm_mon); 
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COMPORT: :header_block(void) 
r 

int i=O; 

send_string( comp_path ); 
send_char(CR); 
_putch(CR); 
_putch(LF); 
send_string( date_ wday ); 
send_char(CR); 
_putch(SP); 
send_string( date_month); 
send_char(CR); 
_putch(SP); 
i=O; 
send_numb( date_mday); 
send_char(CR); 
_putch(SP); 
send_string(date_year); 
send_char(CR); 
_putch(SP); 
send_string(time_hour); 
send_char(CL); 
_putch(CL); 
send_string(time_min); 
send_char(CL); 
_putch(CL); 
send_numb(time_sec); 
send_char(SP); 
send_string(pm_am); 

void COMPORT::header_block I (void) 
{ 

char Pos[]="Position "; 
char hc[]="WARNING SECNET Device disconnected "; 
char pos[S]: 
int i=O; 

room_numberl (): 
get_ time(): 

delay(DLY _TIME I); 
delay(DLY _TIME I); 
delay(DL Y _TIME I); 
send_string(comp_path); 
send_char(SP); 
_putch(SP); 
send_string( date_ wday ); 
send_char(SP); 
_putch(SP); 
send_string(date_month); 
send_char(SP); 
_putch(SP); 
send_char(SP); 
_putch(SP); 
i=O; 
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send_numb(date_mday); 
send_char(SP); 
_putch(SP); 
send_string(date_year); 
send_char(SP); 
_putch(SP); 
send_string(time_hour); 
send_char(SP); 
_putch(SP); 
send_string(time_min); 
send_char(SP); 
_putch(SP); 
send_numb(time_sec); 
send_char(SP); 
_putch(SP); 
send_string(pm_am); 
send_char(SP); 
_putch(SP); 

if (!hc_flag) 
{ 

else 
{ 

send_char(SP); 
_putch(SP); 
send_string(hc); 
send_char(SP); 
_putch(SP); 
send_char(CR); 
_putch(CR); 
_putch(LF); 

for (i = 1: i < 5; i++) 
{ 

I 
send_char(NULL): 

if (device2[i].problem && device2[i).pos_used) 

I 
int j = 0: 
while (device2[i).type[j] !=NULL) 
{ 

send_char( device2[ i]. type[j] ); 
_putch(device2[i].type[j]); 
j++: 

) 
send_char(SP): 
_putch(SP); 
send_string(Pos ); 
_itoa(i. pos. 10): 
send_string(pos ); 
send_char(SP): 
_putch(SP): 
send_char(CR); 
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void COMPORT: :init_card(void) 
( 

printf("\n Circuit Switched Data (CSD) Configuration at 38.4 kbps \n\n"); 
for(int i=O; i<lOO; i++) 

csd_setup(); 

void COMPORT::init_port(int port) 
{ 

p_add = port; 
_outp(p_add I LCR, _inp(p_add I LCR) I state); 
_outp(p_add I LCR, _inp(p_add I LCR) I DLAB); 
_outp(p_add, dll); 
_outp(p_add I Ox.Ot, dhl); 
_outp(p_add I LCR, _inp(p_add I LCR) & Ox7f); 
_outp(p_add I MCR, _inp(p_add I MCR) I GP021DTRIRTS); 
_outp(p_add I IER, OxOI); 
_outp(IMR, _inp(IMR) & port_mask); 

in line int COMPORT: :is_char_in(void) 
{ 

return !(rx_buf_in2 = rx_buf_out2); 

void COMPORT::month_selector(int i) 
( 

switch(i) 
{ 

case 0: 

case I: 

case 2: 

case 3: 

case 4: 

case 5: 

case 6: 

case 7: 

case 8: 

case 9: 

strcpy(date_monlh. "Jan"): 
break; 

strcpy(date_month."Feb"); 
break; 

strcpy(date_month."Mar"): 
break: 

strcpy( date_month." Apr"): 
break: 

strcpy(date_month,"May"); 
break: 

strcpy( date_month, "Jun" ); 
break; 

strcpy( date_month, "Ju I"); 
break: 

strcpy( datc_month, "Aug"); 

break; 

strcpy( date_month, "Sep"); 
break; 
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case 10: 

case 11: 

strcpy( date_month, "Oct"); 
break; 

strcpy(date_month,"Nov"); 
break; 

strcpy( date _month," Dec"); 

void COMPORT::open_port(void) 
{ 

_disable(); 
p_add=PORT_ADDI; 
portl_state=_inp(p_add I LCR); 
_outp(p_add I LCR, _inp(p_add I LCR I DLAB)); 
portl_dll::: _inp(p_add); 
portl_dhl:::_inp(p_add I OxOI); 
_outp(p_add I LCR, _inp(p_add I LCR I -DLAB)); 
p_add:::PORT _ADD2; 
port2_state=_inp(p_add I LCR); 
_outp(p_add I LCR, _inp(p_add I LCR I DLAB)); 
port2_dll::: _inp(p_add); 
port2_dhl=_inp(p_add I OxOl); 
_outp(p_add I LCR, _inp(p_add I LCR I -DLAB)); I 
p_add=O; 
_enable(); 

void COMPORT::proc_char(unsigned char ch) 
( 

send_char(ch); 
if(ch =CR) 

_putch(LF): 

void COMPORT: :purge_buff(void) 
{ 

_disable(); 
rx_buf_in2 = rx_buf_out2 = 0: 
_enable(); 

void COMPORT::rx_char_chat(void) 
{ 

while{is_char _in()) 
{ 

if(_isascii( rx_buffer2[ rx_buf_out2))) 

I 
_putch(rx_buffer2[rx_buf_out2++]); 
update_ptrs(): 
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void COMPORT: :rx_char_rxtx(void) 
{ 

unsigned char c; 

while(is_char_in()) 
{ 

c=character(); 
if(!tx_rx) 
( 

if((c = CntrlR) II (c = CntrlT)) 
( 

com_ char I = c; 
cout<<c; 
tx_rx =TRUE; 

} 
if(_isascii(c)) 
( 

_putch(c); 
if(char_in() == CR) 

_putch(LF); 
update_ptrs(); 

void COMPORT::select_mode(unsigned char ch) 
{ 

switch(ch) 
( 

case CntriT: 
break: 

case CntriR: 
break; 

void COMPORT::selection(unsigned char ch) 
{ 

switch(ch) 
{ 

case CntrJQ: 
disconnect(): 
break: 

case CntriR: 
send_char{ch); 
break: 

case CntriT: 
if (device_problem_flag =TRUE) 
{ 

send_char(ch); 
room_numberl(); 
get_time(); 
header_block I(); 
for (int i=O: i < 5; i++) 
{ 

if(device[i].problem) 
device[i).problem = FALSE; 
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} 
device_problem_flag = FALSB; 

else 
( 

break; 
default: 

proc_char( ch ); 

send_char(ch); 
room_number(); 
get_time(); 
header_block(); 

void COMPORT::send_atcom(char *ch) 
{ 

int i=O; 

while(ch[i] !=NULL) 
{ 

send_char(ch[i]); 
_putch(ch[i]); 
delay(DLY _TIME); 
i++; 

void COMPORT::send_char(unsigned char ch) 
{ 

int status 

_outp(PORT_ADD21 MCR. GP021DTRIRTS); 
while( !transmitter _ready()) 
{ 

do 
status= _inp(PORT _ADD2 I MSR): 

while( status & (CTS I DSR) '= I); 

_disable(); 
_outp(PORT _ADD2. ch); 
_enable(): 

void COMPORT::send_string(char "'ch) 
{ 

int j=O; 

while(ch[j] !=NULL) 
I 

send_char(ch[j ]); 
_putch( ch[j] ); 
j++; 
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void COMPORT::send_numb(char *ch) 
{ 

for(int i=O; i<=2; i++) 
{ 

send_ char( ch[ i]); 
_putch(ch[i]); 

void COMPORT::setup_ports(void) 
{ 

_disable(); 
setu p_port 1 (); 
init_port(PORT _ADDI ); 
old_hand ler 1 = _dos_getvect(int_irq); 
_dos_setvect(int_irq,receive_com 1 ); 
setup_port2(); 
init_port(PORT _ADD2); 
old_handler2=_dos_getvect(int_irq); 
_dos_setvect(int_irq,reccive_com2); 
_enable(); 

void COMPORT: :setup_port 1 (void) 
{ 

p_add=PORT_ADDl; 
port_mask=IRQ_NOI; 
int_irq=IRQ_ADD1; 
state=OxOO; 
dii=OxOc; 
dhi=OxOO; 

void COMPORT: :setup_port2(void) 
( 

p_add=PORT _ADD2: 
port_mask=IRQ_N02; 
int_irq=IRQ_ADD2: 
state=OxOO: 
dii=Ox03; 
dhi=OxOO; 

int COMPORT: :transmitter _ready( void) 
{ 

return _inp(PORT _ADD2 I LSR) & TX_RDY ? TRUE: FALSE; 

void COMPORT::tx_rx_mode(void) 
{ 

unsigned char c; 
int key_hit: 
int end_of _tx = 0; 
int counter= 0; 

tx_rx = FALSE; 
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while(TRUE) 
( 

count=O; 
rx_char_rxtx(); 
key_hit =FALSE; 
if(device_problem_flag) 
{ 

} 

c = CntrlT; 
selection( c); 
end_of_tx = 1; 

else if(end_of_tx) 
{ 

c =CntrlQ; 
selection( c); 
end_of_tx = 0; 

} 
if(_kbhit()) 
( 

c = _getche(); 
selection( c); 

else if(tx_rx) 
{ 

select_mode(com_charl ); 

tx_rx=F ALSE; 
if( !carrier()) 
{ 

link = FALSE; 
break; 

void COMPORT: :room_number(void) 
{ 

char num[4]; 
char mumb[ I 0]; 
char full_path[25]; 

printf("\nEnter Room Number: "); 
scanf("%s". mumb): 
strcpy(full_path.path); 
strcat(full_path.mumb); 
fi le_counter++; 
_itoa(file_counter.num.l 0); 
strcat(full_path.num); 
strcal( f u ll_path.ex t); 
strcpy(comp_path.full_path); 

void COMPORT::room_numberl (void) 

I 

char num[4]; 
char full_path[25]; 
char space[]= " "; 
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strcpy(full_path,data_file_name); 
strcat(full_path,space); 
file_counter++; 
_itoa(file_counter ,num,l 0); 
strcat(full_path,num); 
strcpy( comp_path,full_path); 

void COMPORT::update_ptrs(void) 
{ 

#end if 

if (rx_buf_out2 == BUF _MAX) 
rx_buf_out2 = 0; 
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