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Figure 1.1: Real cases on trajectory privacy issues.

standing the enormous potential of such systems, efforts have been made to connect
an increasingly larger number of device to IoT system; according to statistics from
Statista, the number of smartphone devices would hit 2.87 billion by the year of
2020[Stal9].

Despite having enormous technological and economic benefits, embracing mobility-
centric IoT for location-based services (LBSs) is challenging. One problem is regard-
ing the privacy of the location information of LBS users. IoT systems usually rely
on centralized architecture (i.e., cloud server), with a main server responsible for
storing, processing, and analyzing all the data sent by the various IoT devices. By
gathering all the information from a user and by combining them with other in-
formation from a large number of sources, it is possible to reveal sensitive, private
information. This type of information is highly valuable, and a malicious system
authority may choose to profit by selling the information to third parties, but even
in cases where the central authority can be trusted, the sensitive data cannot be
assumed secured as centralized architectures are highly susceptible to a single point
of failure or external cyber-attacks. Security loopholes in the design of the system or
lack of understanding about a variety of threats can make the whole system vulner-

able. By exploiting these loopholes, malicious entities can compromise the system



[MF17] or harvest users’ sensitive data [Gral8]. Another risk of revealing sensi-
tive spatiotemporal location information is that malicious entities (e.g., robbers)
can utilize that information to target potential victims (Figure 1.1). For example,
an interview of ex-buglers revealed that burglars use location-based social networks
to discover empty houses to burgle. In summary, an [oT system never be wholly
trusted and it is necessary to ensure the privacy of an IoT user’s data in such a

system by design.

1.2 Motivation

This dissertation is motivated by the trajectory privacy issues in IoT systems which
are built to provide different kinds of location-based services (LBSs). The research of
this dissertation focuses on three different types of LBSs: location query, heteroge-
neous data sharing platform (e.g. location-based social networks), and aggregation-
oriented mobile crowdsensing applications. We first consider an LBS where users
send their location information and request to a service provider from their IoT
devices (e.g., smartwatch, smartphones, and the on-board unit of vehicles) to get
location-centric information(e.g., nearby urgent care, and restaurants having at least

4-star reviews). We can formulate this request or query as follows.
Q={U,l,T} (1.1)

Here U is the identifier of a user, [; is the user’s location in terms of latitude and
longitude at time ¢, and Z is the requested information. The service provider in-
telligently generates the best relevant results for & based on the previously shared
location data and other relevant contextual data. A service provider usually stores
all the contents from all of its users and generates a predictive model to find out the

best results for a particular request; the problem here is that, asides from providing



“honest” results, the models can also be (mis)used to extract sensitive information
regarding the user’s health status, religious and political views, home and work
addresses, their frequently visited locations, and so on.

In addition to sending a request to the service provider, LBS users can also
share the location information through check-ins and different types of geo-tagged
content. Omne such example is the location-based social network (LBSN), where
users share their location-based experience with other users through location-tagged
media content, such as photos, videos, and texts. Formally, “Social Network Sites
that include location information into shared contents are called Location Based
Social Networks (LBSN).”[RH13]. Both check-ins and geo-tagged contents can be
considered as similar to an LBS query as both of them explicitly contain location
information of a user and carry the similar location privacy threats. The high
temporal correlation between geo-tagged and non-geo-tagged data can also be used
to infer a user’s location information.

Given the severity of the privacy issues that arise from the shared location in-
formation, we have recently observed a surge of research on location privacy *.The
majority of this research has paid particular attention to solving the problem for in-
dependent location’s privacy preservation, but this focus is shifting towards devising
mechanisms to protect the privacy of spatiotemporally correlated locations. In this
dissertation, we focus on the problems with (1) ensuring the privacy of frequently
visited sensitive locations under spatiotemporal correlation against long-term ob-
servation-based attacks, and (2) preserving privacy against an attack based on a
combination of geo-tagged and non geo-tagged contents in spatiotemporal domain.
We define the notion of “long-term privacy” as follows. Let, 7Tq,...7, are n number

of different trajectories of a user. Each of these trajectories are made up with a set

'We use “Trajectory Privacy” and “Location Privacy” interchangeably.



of sensitive (both frequent and infrequent) locations such that i ., < t/I1. Here,

‘o and t%}st are the times of last and first locations in 7; and 7;;1, respectively.
Then, the long-term privacy preservation refers to preserving privacy of 7;,; in such
a way that it will not leak the privacy of any of the sensitive locations in 7, ...7T;.
We observe that when it comes to the issue of preserving privacy against long-term
observation, existing approaches either leak privacy to maintain quality of services
(QoS) or impose high reduction in QoS, in terms of query drop or delay, to en-
sure the location privacy [GDSB16, LLL*17]. As such, finding the right balance
between the long-term privacy preservation and real-time quality of services is the
core problem that motivates the first aspect of this dissertation.

The second problem is mainly associated with LBS scenarios where users share
both geo-tagged and non-geo-tagged content. We confine our study to LBSN with
two kinds of content: checkins and photos. The location privacy issues with checkins
and photos have been studied independently for many years: devising machine
learning techniques for identifying a user’s location from both indoor and outdoor
photos is an active area of computer vision [LCTZ13, TPFF*15 WKP16]. The
opposite is also true: preserving visual location privacy against such identifying
techniques has also attracted significant attention [MDFFF17, OFS17]. Nonetheless,
the synergy between the privacy-invading techniques for check-ins and photos is not
addressed well in the literature. In particular, we study the location privacy issues
in a scenario, where a trajectory contains spatiotemporally correlated check-ins, geo-
tagged, and non-geo-tagged photos, and a malicious entity is unwilling to analyze
the contents of the photos of location inference. Formation of such a successful
attack model and its defense mechanism is another aspect of this dissertation.

One way of concealing the user is by forming a distributed peer-to-peer (P2P)

network without relying on a centralized entity. This idea has been studied at



some extent, and several approaches have been proposed for location privacy pro-
tection [STP*T14, NLZ"15, GPI16]. However, these approaches utilized the P2P
network in an off-the-shelf manner. In reality, tapping into distributed P2P net-
work is not straightforward as it comes up with a bevy of security, trust, and
data management issues. We argue that we first need to identify which distributed
[oT system can provide security, trust, auditability, and immutability by design.
Blockchain technology has emerged as a distributed P2P way of recording digital
interactions in a secure, transparent, and auditable way without relying on central-
ized authority[Nak08, Fral4]. Blockchain is essentially a public ledger of a sequence
of blocks that continually grows as newly created blocks are added to record the
up-to-date transactions. The meaning of transactions varies with the context of its
application. For instance, with cryptocurrencies, it is mainly the amount of currency
transacted by two entities in the network. In environment monitoring crowdsensing
applications, this could be the value of shared sensor reading. As distributed P2P
network is used, each node in the network holds a copy of the blockchain which
provides built-in integrity of information, and security of immutability by design,
making it very useful for P2P trustless networks composed of a massive number
of devices. By design, blockchain provides anonymity, as the nodes can join the
network with private and public keys. With these unique set of benefits, blockchain
has already gained significant attention from the IoT community to achieve privacy
through decentralization. From a broader perspective, integrating blockchain to IoT
systems is being considered. Today’s centralized architecture is incapable of han-
dling the fast-paced growth of IoT; the frequent change in the mobility-centric IoT
network due to node mobility, node failure, damage, energy depletion, or channel
fading only further exacerbate the problems of a centralized model. However, the

integration of blockchain with IoT is also not straightforward. Since the chain con-



tinues to grow, [oT devices require more and more resources to manage it on their
local spaces. Similarly, scalability with constrained computing power and battery
also poses a challenge. To be precise, with the integration of blockchain, each node
needs to perform a large number of tasks at different stages of the blockchain with
their constrained computing power and battery life, and as the network grows this
problem becomes increasingly more challenging to address. Hence, we emphasize
that, before attempting to preserve privacy with a distributed P2P network using
blockchain, we must address its scalability problem for resource-constrained IoT
devices, which is another focus of this dissertation.

The majority of the works on blockchain-IoT integration is motivated by bit-
coin, the first successful application of blockchain. It is a public blockchain, where
the nodes join and leave the network with random public keys and there exists no
authority for tracking the nodes. Blockchain has since evolved from public to a per-
missioned version. The idea of a permissioned blockchain stemmed from the evidence
of misuse of freedom in public blockchains for illegal activities. For instance, almost
half of the bitcoin transactions are estimated to be related to illegal drug sales, ran-
somware, and other malicious activities]FKP19]. Organizations are more interested
in permissioned blockchain, which would assist them with the power of blockchain
as well as having better control over the entities that they interact with. In a such
blockchain, there exists an authority which controls who can join the network and
do what kind of operations. Hence, unlike public blockchains, trajectory privacy
preservation in a permissioned-blockchain is a more robust problem as the author-
ity retains the capability of tracking the nodes. The current privacy-preserving
solutions, proposed for the context of permissioned blockchain, can guarantee only
conditional privacy[LLC*18]. The problem of preserving trajectory privacy in a

permissioned blockchain is the final motivation of this dissertation.



1.3 Research Problems

The overall goal of this dissertation is to devise efficient trajectory privacy preserva-
tion mechanisms for mobility-centric IoT systems. To achieve this goal, we aim to
understand the different attack models that can be utilized to compromise trajectory
privacy, the limitations of existing works against those attacks, and the approaches
to improve the existing works to mitigate the identified privacy leakages.

We first study the problem of personalizing trajectory privacy preservation with
reduced quality of services (QoS) loss against a long-term observation-based attack.
This problem involves modeling of a long-term observation attack and quantification
of its privacy leakage, and nullifying the attack with reduced loss of QoS. We extend
our study with the problem of understanding how a combination of spatiotem-
porally correlated geo-tagged and non-geo-tagged contents can affect the existing
trajectory privacy-preserving mechanisms (TPPMs) and how can we improve the
existing TPPMs to neutralize the effect. This problem involves the design of an
inference attack model from the two kinds of contents: quantification of the effect
of that inference model on existing TPPMs, and devising appropriate TPPM to
mitigate the effect.

The two above problems mainly focus on preserving trajectory privacy in a
centralized [oT system. Another drastic way of preserving privacy is the formation of
a P2P network of the IoT nodes such that the necessity of an intervening centralized
authority can be demolished. Recently, blockchain is being studied as a promising
way to decentralize IoT systems. In this dissertation, we explore the problem of
making blockchain lightweight for P2P networks of IoT nodes without relying on
powerful or expensive edge devices.

We then study the trajectory privacy preservation problem in the context of



permissioned-blockchain, where a malicious authority is capable of tracking the IoT
nodes and the P2P interaction between the nodes constitute proofs regarding their
location information. The problem includes modeling of a different attacks that can
be exploited by the authority and measuring their impact on location privacy of the

TIoT nodes.

1.4 Research Objectives

To answer the above mentioned research questions, this dissertation aims to achieve
the following four objectives: 1. measure the effect of long-term observation attack
on trajectory privacy preservation and determine the factors that can mitigate such
an attack in a personalized manner while maintaining the loss of quality of services
(QoS) within a constraint, 2. assess the impact of a combination of spatiotemporally
correlated geo-tagged and non-geo-tagged contents on trajectory privacy without
analyzing the contents of the non-geo-tagged contents and formulate and evaluate
a mechanism to mitigate the impact, 3. evaluate the relationship of spatiotemporal
mobility of the IoT nodes and spatial sharding with the size of blockchain to design a
lightweight blockchain framework, and 4. identify and measure the trajectory privacy
risks in a permissioned-blockchain and evaluate the influence of a privacy-preserving

mechanism on QoS while alleviating those risks.

1. Long-Term Privacy Preservation for Frequently Visited Locations

In a location-based service(LBS), a user queries a service provider by providing
his/her precise location information (Equation 1.1) to get a variety of services. As
the shared location information may reveal a user’s sensitive information, trajectory

privacy preservation mechanisms (TPPM) come into play to preserve privacy. A



ith location info

Scrambled query K

N
5
X

Service Provider

Service Provider
Mobile User Mobile User

(a) (b)

Figure 1.2: Architectures for Trajectory Privacy Preserving Mechanism (TTPM):
(a) Trusted Third Party (TTP)-based architecture and (b) User-centric architecture.
TPPM works between the user and the service provider. It takes the query Q and
scrambles it in such a way that it would not leak privacy (at some degree) of the
user against a set of testable attacks. There are two types of TPPM architectures:
Trusted Third Party (TTP)-based and user-centric. In a TTP-based architecture,
the TPPM could be a cloud server or any other external entity. On the user-centric
architecture, the TPPM resides on the user’s device and does not depend on a TTP
in the runtime (Figure 1.2 depicts these two architectures).

At this time, a variety of TPPMs have been proposed, which can be classified into
the broad categories of pseudonym, cryptography, and obfuscation. The pseudonym
and cryptographic techniques have any of the following limitations: it relies on a
TTP-based architecture, its implementation is challenging for resource-constrained
[oT devices, and it requires changes in the already up and running LBS system to
facilitate privacy requirements. On the other hand, obfuscation techniques can be
built upon a user-centric architecture in a lightweight way, and they do not require
changes in an existing architecture of an LBS. These advantages make obfuscation
techniques highly practical for trajectory privacy preservation in LBS for resource-
constrained IoT devices. As such, this dissertation is focused on obfuscation tech-
niques, wherein a user’s original location is replaced by a set of locations which look

similar to a user’s real location based on some predefined privacy measures. Thus,
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using an obfuscation-based mechanism, the original query Q becomes,
Q ={ID,<ly,...l,, > T} (1.2)

Here, < [y,...1,, > is the set of the locations which represents a user’s original
location. An objective of this dissertation is to design an obfuscation mechanism
to achieve the following properties: 1. personalization, 2. privacy preservation of
sensitive locations against long-term observation attacks, and 3. a quantifiable rela-

tionship between long-term privacy and quality of services (QoSs).

2. Location Inference Attack Based on Spatiotemporally Correlated Geo-

tagged and Non Geo-tagged Contents and Its Defense Mechanism

While our first objective is to study privacy issues with homogeneous data-centric
interaction between the users and LBS, i.e., check-ins or queries, we extend the work
with heterogeneous data-centric interaction. As mentioned earlier in motivation,
a heterogeneous data-centric interaction refers to a trajectory, shared by a user
with the LBS, which contains both of geo-tagged and non-geo-tagged contents. We
confine our study with two kinds of contents: query and photo. In our study, a
checkin in an LBS is similar to query as we do not consider the privacy issues with
the requested information (Z in Equation 1.1). While queries are always geo-tagged,
a photo can either be geo-tagged or non-geo-tagged. In the case of non-geo-tagged
photos, the inference attack models are usually constructed based on a machine
learning model which analyzes the contents of photos to localize a user. However,
we study the problem from a different perspective. Let us consider a trajectory 7T

which contains queries, geo-tagged and non-geo-tagged photos as follows.

T =< (Q7 tl)a (Pgeoa tg), (Pnon—geoa t3)7 (Qa t4)a (Pnon—gem t5)7 D (13)
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Here, the terms Q, Pyon—geo, Pgeo Tefer to a query, non-geo tagged photo, and geo-
tagged photo, respectively.

Our objective is to investigate the case of inferring location information without
analyzing the content of a photo using a machine learning model where there is a
high temporal correlation between two shared contents. The objective also includes
the construction of an efficient obfuscation approach to negate the inference in a

lightweight and practical way.

3. Spatiotemporal Blockchain Management for Resource-Constrained

IoT devices to Achieve Decentralized Privacy

Replacing a centralized LBS architecture with a decentralized peer-to-peer (P2P)
network of the IoT devices is a significant step towards achieving privacy preser-
vation in IoT. Questions of efficiency and practicality aside, blockchain is being
considered to design a fully decentralized IoT system with (some degree of) built-in
privacy. Inspired by the massive popularity of bitcoin, the first successful applica-
tion of blockchain, a large number of works in the intersection of blockchain and
[oT focused on how to implement “bitcoin”-like blockchain in the IoT. To preserve
trajectory privacy, the IoT nodes change their private-public key pairs frequently.
However, their assumption of having enough computation and storage capacity on
the IoT devices to manage a blockchain is mostly impractical. To make blockchain
computationally lightweight, some works focused on simplification of the mining
process so that power consumption is reduced. To deal with the constrained re-
source issue, the solution of managing blockchain using fixed infrastructures based
on high-end computing devices (i.e., gateways) has been explored significantly. How-
ever, for mobility-centric IoT, where the network is spread through a vast region

and the topology changes frequently, having a fixed infrastructure is uneconomic.
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In a nutshell, all these works either considered that the IoT devices are capable
enough to store the blockchain and to perform blockchain operations, or they em-
ploy high-end computing devices to manage the blockchain. While privacy can be
preserved, these works are impractical for mobility-centric IoT. What sets this work
apart is that our objective is to make blockchain lightweight so that the [oT devices
are able to store it without relying on external edge computing devices, with a focus
on the mobile crowdsensing applications. We study and measure the relationship of
spatiotemporal mobility of the users and spatial division of a blockchain into shards

with the storage capacity of the IoT devices to hold blockchain on their space.

4. Quantifying Location Privacy in Permissioned Blockchain-based de-

centralized IoT

We have now come to the point of studying trajectory privacy issues in a blockchain.
In a public blockchain, this is “easy”: there is no centralized authority of the
blockchain and the certificate authority (CA) is independent of the blockchain sys-
tem, and as a result the devices can change their public and private key pairs
frequently to achieve untraceability in the network, but this high level of privacy
comes at a price. In a public blockchain, it is difficult to track or find out malicious
entities, which creates a major challenge to law enforcement and government agen-
cies. While several tools have been developed for tracing transactions or entities,
organizations are more interested in having control over the identities of the enti-
ties in the blockchain, leading to the development of permissioned blockchain. In
such a blockchain, there exists at least one authority who controls who can join and
perform blockchain operations in the network, and that authority provides the IoT
users public and private key pairs in exchange for their real identity, which helps

them maintain their privacy from their peers in the network. However, it can only
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provide conditional privacy as the authority itself can trace the devices. Preserving
trajectory privacy against such the blockchain authority is quite challenging. We
study the trajectory privacy in a permissioned-blockchain where the IoT devices
form a P2P network using short-range communication technology (e.g., Bluetooth).
With such a short-range communication, a transaction between two devices gener-
ates proof-of-location (PoL) about each other in the spatiotemporal domain which
certifies the presence of the devices at a precise location at a particular time in the
network. In such a context, we show that there is an essential trade-off between tra-
jectory privacy and utilization of the system. The final objective of this dissertation
is to model the trajectory privacy leakages in the considered case of permissioned-
blockchain for IoT, devise a lightweight mechanism to mitigate the leakages, and

quantify the trade-off between privacy and QoS.

1.5 Research Contributions

To achieve the goals as mentioned above, we first design a delay aware long-term
trajectory privacy-preserving obfuscation technique for frequently visited locations
under spatiotemporal constraint for location-based services, then we devise a loca-
tion inference attack from a combination of spatiotemporally correlated checkins,
geo-tagged and non-geo-tagged photos and an obfuscation mechanism as its coun-
termeasure, and we introduce a lightweight, scalable blockchain framework based on
region division and mobility of the users for crowdsensing applications. Finally, we
propose a silence-based privacy-preserving obfuscation mechanism to achieve tra-
jectory privacy in a permissioned blockchain-based IoT. The critical points of our

contributions are as follows:
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1. Delay Aware Long Term Trajectory Privacy Preservation for Fre-
quently Visited Locations under Spatiotemporal Constraint for Location-

Based Services [SPIT18, SPIT19]

We start our research by studying the different location inference attacks based on
probability distribution of historical location data, travel time information between
locations using knowledge of a map, and short and long-term observation of privacy-
preserving queries.

We propose a trajectory privacy-preserving obfuscation approach, coined as
“KLAP”, to achieve personalization in the process of long-term privacy preservation
against the map and historical knowledge, and short and long-term observation-
based attacks. KLAP models a user’s preference for different locations based on the
historical data and can personalize privacy-preservation by utilizing such a model
for sporadic, frequent, and continuous LBS use cases. Specifically, KLAP generates
a secure Concealing Region (CR) to obfuscate the user’s original location and di-
rects that CR to the service provider. It selects a set of locations, similar to the
original location in terms of preference and certain spatiotemporal conditions, such
that a malicious service provider cannot distinguish the original location from the
set. The CR is computed as the convex hull of the set of locations, and the vertices
of the CR replaces the user’s location in an original query (Equation 1.2). While
it can protect privacy against a variety of spatiotemporal correlation-based attacks,
the key contribution of our work lies in the introduction of a CR pruning technique
that makes it possible to improve the delay between successive CR submissions with
a slight compromise of privacy for infrequent locations while maintaining long-term
privacy of frequently visited sensitive locations. We evaluate the proposed approach
with two real-world datasets, and the experimental results show that it can achieve

better efficiency and efficacy compared to existing state-of-the-art methods for the
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different cases considered in this work. Part of this work is published in [SPIT18],

and the extended version of the work is under submission in [SPI*19].

2. Location Inference Attack From A Trajectory of Spatiotemporally
Correlated Geo-Tagged and Non Geo-Tagged Contents and Its Counter-
measure [SPIM18]

Inferring location information from a variety of data has long been studied indepen-
dently: inferring location from geo-tagged contents and inferring location from non-
geo-tagged contents. Without loss of generality, we limit our discussion to queries
(which are always geo-tagged), and photos (geo-tagged and non-geo-tagged). Un-
like many other works, in this dissertation, we intend to create the link between
geo-tagged queries and photos and non-geo-tagged photos for location inference at-
tack without relying on machine learning model for the case when the contents have
a spatiotemporal correlation. Our work is based on the following hypothesis: the
probability of sharing different contents at different locations based on historical
data and the high temporal correlation between a set of geo-tagged contents (gener-
ated using an existing obfuscation approach) and non-geo-tagged contents allows to
infer a user’s location at a finer level without analyzing the non-geo-tagged photos.
Let us consider a trajectory 7 similar to Equation 1.3. To preserve the privacy of
the trajectory, let the user uses an obfuscation approach O which generates k — 1
number of fake locations and tags them with the real locations. The obfuscated

version of 7 is as follows,

T, =< (O(Q)v tl)v (0(7)960)7 t2)7 (Pﬂon—gem t3)7 (O(Q)v t4)7 (Pﬂon—gem t5)7 cee > (14)

We show that, if there is a high temporal correlation among the shared of content,

a traditional obfuscation approach can leak privacy of a user. We formulate and
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implement such an inference attack model on dummy based obfuscation approach
using two different factual datasets to validate the hypothesis. To nullify such infer-
ence, we also propose a randomized obfuscation approach which generates dummy
locations by considering the both of query and photo sharing probabilities for differ-
ent locations. Our contribution also includes a technique to visually represent the

privacy-preserving queries and photos in the case of location-based social network

(LBSN). The work is published in [SPIM18].

3. Spatiotemporal Blockchain Management for Resource-Constrained

IoT devices to Achieve Decentralized Privacy [SPSK19, SPN*19a]

Making blockchain lightweight for resource-constrained IoT devices has recently
garnered some attention, but the influence of the mobility of the devices in designing
blockchain is not explored yet. In this research, we focus on specific mobility-
related scenarios where a mobile node is not really required to have a “global” view
of a blockchain. Let us consider an environment monitoring mobile crowdsensing
application where aggregated data (e.g., temperature, humidity, and air quality)
from a small region at a particular time is more critical than an individual’s data.
The mobile nodes at a location may contact each other in a P2P way to collect each
other’s environmental sensor’s value for some time, then one node is selected to
send the aggregated information in a particular form (e.g. max, mean, average, and
median.). Since the nodes are mobile, the trust value computed for some nodes may
not be significant at a different location and time for an individual node, and the
environmental data varies from one region to another; thus, instead of having a single
network, region-based multiple smaller networks, as well as blockchains, are more
feasible. Furthermore, it is not practical to deploy powerful, expensive edge devices

over a large region to carry out the blockchain operations. This research aims to
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address the blockchain management problem by designing a lightweight blockchain
framework, coined as “Sensor-Chain”, for mobility-centric IoT without relying on
a fixed infrastructure of edge devices. We show that breaking down a traditional
global blockchain into smaller “local” blockchains in the spatial domain and limiting
their size through a temporal constraint will allow us to design scalable blockchain
for mobile IoT systems. Furthermore, the Sensor-Chain allows the mobile devices
to control their storage space on the run. The highlights of our contribution are as
follows: 1. The Sensor-Chain blockchain framework consumes little storage space on
the [oT sensor devices and is scalable with the increase in network size. We compare
the performance of sensor-chain with three (3) other schemes and the results on the
relationship of spatial and temporal constraints with the size of blockchain justify its
advantage for aggregation-based mobile crowdsensing applications. 2. The proposed
framework does not involve any fixed positioned powerful edge devices, which makes
it more flexible with a variety of mobility-based IoT applications. 3. Sensor-Chain
is independent of any particular ledger platform. Thus, it can be implemented with
any platform (e.g. Ethereum, hyperledger, and so on) for IoT. The work is accepted
for publication in [SPSK19]. A demonstration on the development of the framework

is accepted in [SPN*19a].

4. Quantifying Location Privacy in A Permissioned Blockchain [SPN*19b]

Unlike many other works on preserving trajectory privacy for mobility-centric IoT
using a public blockchain, we study the problem in the context of private or permis-
sioned blockchain for mobility-centric IoT. We consider a permissioned blockchain
which is governed by at least one authority: the authority provides the user with pri-
vate and public key pairs to achieve privacy from the peers in the network. However,

as the authority knows the real identity of each user, it is possible to map the users
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in the spatiotemporal domain, which leads to potential trajectory privacy invasion.
We study this problem in the context of two properties: there exists a spatiotem-
poral correlation between consecutive blockchain transactions, and there presents
a (either explicit or implicit) Proof-of-Location (PoL) protocol in the system such
that a node cannot fake its location in the network. In this work, a transaction is
considered as the atomic blockchain operation in the network. To understand the
time reachability based correlation, let the variable Of represent the actual location
l,, of a mobile IoT user u at time ¢. Given the user’s locations (l;_1,l;11) at times
(ti_1,ti+1), the user’s probability to be at a location I; at a discrete time t; is Pr’ (I;).
This probability, Pr’(l;), can be computed using the time reachability correlation
as follows:

PTz(lz) = ]P)I'(O;LL == l1|OL_1 == li—17 ij_l == li+1) (15)

Note that Pri(l;) = 1if [; is reachable to and from I;_; and [;; in time (¢;11 —t;_1).
Otherwise, Pri(l;) = 0. A PoL is a digital certificate which confirms the presence
of a user at a certain time and location. The Spatiotemporal correlation between
two blockchain operations is defined based on the time reachability relationship
between the locations exposed by the two transitions. We first show that existing
obfuscation approaches, designed to protect trajectory privacy in centralized 1oT
systems, cannot be implemented in a plug and play way in permissioned-blockchain
under the presence of a PoL. This leads us to the realization that it is not possible to
achieve privacy while maintaining the utility of the system. In other words, there is
an important trade-off between location privacy and utilization of the system under
a PoL. We develop our solution based on the hypothesis that to protect the privacy
of a sensitive location, a mobile user must keep silent in the network. However,
remaining silent infinitely results in location privacy of 100% but a system utilization

of 0%. On the other hand, if the user uses the system at a nearby insensitive location
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for a short time, then using the time reachability based spatiotemporal correlation,
defined by Equationl.5, a malicious authority can reduce the number of potential
locations as a mobile user’s real location. Thus, we formulate our problem as a two-
objective optimization problem: one objective is to remain silent to minimize the
number of locations with Pri (l;) = 1, and the other is to maximize the utility of the
system. To solve the problem, we propose BlockPriv, a silence based obfuscation
approach, which quantifies the relationship between privacy and utility to protect
sensitive locations’ privacy dynamically. We analyzed different security, privacy,
and utility aspects of BlockPriv, both theoretically and experimentally, with its

implementation. The work is accepted for publication in [SPN*19b].

1.6 Dissertation Outline

The outline of the rest of the dissertation is as follows: The review of the related
works is presented in chapter 2. The detail of our proposed delay-aware obfuscation
mechanism to preserve trajectory privacy against long-term observation-based at-
tacks is detailed in chapter 3. Chapter 4 presents our designed inference attack model
from a combination of spatiotemporally correlated geo-tagged and non-geo-tagged
contents and its countermeasure. Chapter 5 discusses the proposed lightweight
blockchain framework for mobile IoT devices. Chapter 6 covers our work on trajec-
tory privacy preservation in permissioned-blockchain. Finally, chapter 7 concludes
the dissertation with a discussion on the limitations of the proposed works and

different directions for our future works.
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CHAPTER 2
RELATED WORK

In this chapter, we delineate an overview of the contemporary works related to
this dissertation. We start with a presentation on the related works of trajectory
privacy preservation in location-based services (LBS) from the perspective of ho-
mogeneous interaction between a user and LBS. The discussion includes different
location inference models proposed in contemporary works and different classifica-
tions of the existing trajectory privacy preservation mechanisms (TPPM) according
to their characteristics. We then review the TPPMs on preserving trajectory pri-
vacy against inferences based on heterogeneous data. The review covers inferences
for checkins and (geo-tagged and non geo-tagged) photos, two of the most com-
mon means of interaction in LBS, more precisely in location-based social network
(LBSN). Another innovative and bold way of improving location privacy is the de-
centralization of the system through blockchain. This chapter covers a review of
the research on blockchain-based [oT systems, their achievements and limitations.
The review is largely focused on the management of blockchain in a lightweight
manner for resource-constrained devices; as such it portrays a classification of the
blockchain based on their reliance of the type of architecture. Finally, the chapter
reviews the research on preserving location privacy in blockchain, with a concentra-

tion on permissioned-version of it.
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2.1 Location Privacy Preservation in Location-Based Ser-
vice (LBS)

We first discuss the related works on location inference models which underline the
different threats associated with location information sharing. Then, we go trough
the different approaches that have proposed so far to preserve the location privacy

against adversarial inferences.

2.1.1 Location Inference Models

Identification and Understanding of the different threats that can damage the pri-
vacy of location information is an active research area for quite a while. These
threats include figuring out home and work places, sensitive information, and de-
anonymization of database. Majority of these works focus on the explicit location
information of the users (e.g. checkin, gps data). Krumm et al.[Kru07] analyzed
two-week GPS tracks from 172 known individuals to infer users’ home address.
Cheng et al. [CCLS11] analyzed 22 million checkins of 220,000 users from differ-
ent location-based social network, including Foursquare, UberTwitter, Gowalla, and
Gravitiy. The authors studied spatial and temporal aspects of the checkins, mobility
patterns, different factors (e.g. social status, geographic and economic constraints)
motivating the mobility, and frequently visited locations. Recently, an interesting
inference model based on visual technique is proposed by Liccardi et al. [LARCI6].
Their results show that it is possible to infer workplace and home addresses at
high accuracy without using a complex algorithm. A machine-learning method for
determining the motivation behind check-ins has been developed by huguenin et

al.[HBMT18]. They analyzed a large dataset from Foursquare and results show
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that their proposed model can achieve accuracy as high as 63%. Drakonakis et
al.[DITP19] improved the location inference models further by designing a heuristics
based on social and behavioral norms of users in twitter checkins. Their approach
achieved 92.5% and 55.6% accuracy in identifying user’s home and workplace ad-
dresses. Olteanu et al.[OHS'17] showed that even if individual’s location data is
protected, the co-location data with other users can be used to leak user’s privacy.

The study of location privacy leakage from non-geo-tagged data has gained wide
attention recently. To solve the problem of identifying locations from a non-geo-
tagged photo, the models are usually trained a machine learning model with a large
dataset of tagged photos[LBTC*15a, LBTC*15b, WKP16]. Using such a model,
given a photo, it is possible to detect the place where the photo is taken. For
instance, Google supports search by photo [goo], where a photo, without any geo-
tagged is given as an input, the search engine gives the name of the place where the
photo was taken. Similarly, location privacy leakage through linguistic analysis of
textual data (e.g. hashtags in tweets in twitter) has also gained significant attention
very recently [Zhal9, RKH"19]. As an example, Rusert et al. [RKH"19] devel-
oped a spatiotemporal Naive Bayes classifier to find out location-related hashtags
in Twitter.

While all these inference models underline the location privacy issues in different
domains, a major problem is that, they are studied independently. The impact of
joining all these models to develop a more comprehensive inference model and its

impact is not studied yet.
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2.1.2 Location Privacy-Preserving Approaches

Privacy-preserving approaches for geo-tagged data or simply location information,
can be categorized into two major classes: 1) trusted-third party(TTP) based cen-
tralized approaches, and 2) user-centric or decentralized approaches. In centralized
approaches, a T'TP collects all the users’ data to provide privacy. In contrast, user-
centric approaches do not require middleware. Instead, it operates and stores the
required data on the user’s devices. In this dissertation, we focus on the following
categorization of the existing techniques: 1) pseudonym, 2) k-anonymity, and 3)
obfuscation.

Pseudonym is one of the earliest privacy-preserving approaches which replaces
the user’s real id with another one from a pool of ids|GPI15, YMH15, WYGGI1S,
WY19]. This pool of ids is managed either by a TTP [BSM16] or by the collaboration
of the users of the system. In a TTP based approach, a user (e.g., smart vehicle)
registers itself with the system by providing its real identification and gets a set
of pseudonyms in return [PSFK14]. Another variant is the mix-zone where certain
spatial regions are designated for pseudonym change (e.g., gas stations) [LLLT11,
BSM16]. For instance, in [BSM16|, the vehicles are required to follow a certain
driving pattern and change their pseudonym in the mix-zone. These approaches
reduce the flexibility of the privacy-preservation approach as they are constrained
by the underlying infrastructure (e.g., structure of the road network). Also, an
attacker can perform statistical linkage attack by exploiting the knowledge on the
infrastructure to undermine the pseudonym changing approaches. In distributed
approach for pseudonym changing, the users collaborate with each other for sharing
their pseudonyms [GMS*13, PL15, YKH'16, ZLS*16, PLMW17, GMG18]. Such an
approach causes high computational and communication overhead in the devices.

Besides, the success of collaboration depends on the non-adversarial behavior of
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the collaborating users. Another limitation of pseudonym schemes is their limited
applicability. Many systems require the users the reveal their real identity to the
system. In such a case only conditional privacy is attainable.

Another popular approach is the k-anonymity in which user’s real location is
made indistinguishable with other k& — 1 users’ real locations [GL08|. Several varia-
tions of k-anonymity have been proposed in literature, including I-diversity[MKGV07]
and personalized k-anonymity[GL08]. However, similar to pseudonym approach,
the success of these approaches either depends on an TTP or honest collaboration
of the users. The TTP, also known as anonymizer, can be an untrusted entity
who can undermine the privacy of its users. The TTP can also collude with other
malicious entities to achieve financial gain. In case of collaborative k-anonymity,
some users can be unconcerned about their privacy and can conduct location in-
jection attacks by faking their location to the service provider. To address these
problems, several solutions have been proposed in literature, including providing in-
centive [YFX13, ZTZ16, WLYD17] and cluster selection based on mobility pattern
similarity[ZLZ*18].

A major improvement of vanilla k-anonymity is the dummy approach in which
kE — 1 number of dummy locations are directed with the real one to a service
provider without relaying on a TTP. However, majority of the existing methods gen-
erate the dummies at random [LJYO08]. V-circle, V-grid[NZLL14], DLS, enhanced-
DLS[NLZ"14] methods improve this limitation by considering probability of submit-
ting queries from locations. These approaches further improved by MazMinDistDS
[CS16] and k-DLCA [LHAT16] with the introduction of I-diversity over the set of se-
lected dummies. However, most of the existing methods consider only single queries;
thus, cannot protect privacy for frequent and continuous queries. Recently, Liu et

al. [LLL*17] propose a dummy generation algorithm based on spatiotemporal cor-
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