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ABSTRACT OF THE DISSERTATION 

DEVELOPMENT OF MICROFLUIDIC PAPER-BASED ANALYTICAL  

DEVICES FOR THE DETECTION OF LOW EXPLOSIVES 

by 

Kathryn R. Chabaud 

Florida International University, 2019 

Miami, Florida 

Professor Bruce McCord, Major Professor 

Incidents of terrorism have been on the rise despite increased government 

regulation of explosives. These regulations and the internet have made the application of 

improvised explosive devices (IEDs) such as fireworks and smokeless powders more 

prevalent. These devices contain low explosives which are easier to acquire than high 

explosives, which are closely monitored by law enforcement agencies. Pipe bombs 

typically contain smokeless powders, which are mostly comprised of energetics such as 

nitroglycerine (NG) and organic additives such as diphenylamine. Another type of easily 

obtainable material containing low explosives is pyrotechnics. Pyrotechnics are usually 

made up of a mixture of inorganic chemical oxidizers and carbon, sulfur, or metal fuels 

that are used to produce different types of sound and lighting effects. Because of the wide 

range of compounds contained in IEDs, it makes detection difficult and time consuming 

as many different methods must be used to determine composition. This research project 

worked to develop a method for the rapid detection of a variety of low explosive 

components. 
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Through the use of microfluidic paper-based analytical devices (µPADs), tests 

can be performed for multiple compounds simultaneously via colorimetric reactions. The 

first of the two µPADs was developed for the detection of inorganic compounds 

commonly contained in low explosives, such as pyrotechnics. The second device was 

developed for the detection of energetics and organic additives contained within 

smokeless powders. Visual limits of detection ranged from 0.025-0.5 µg of the target 

compounds with an analysis time of less than 10 minutes for both devices. These 

methods allow for rapid, on-site detection of a range of different low explosives from 

pyrotechnics to smokeless powders.  
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I. INTRODUCTION 

Terror attacks have been on the rise globally over the last few decades. The 

average number of attacks in the 1980s was approximately 3000 while from 2010-2017, 

the average number of attacks increased to almost 11,000 per year.1 With this increase, 

there has been an effort by governments to regulate dangerous materials, such as 

explosives. Despite these efforts, access to the internet has made the application of 

alternative and improvised explosives materials, such as smokeless powders in pipe 

bombs and fireworks in pressure cookers, prevalent.2 Current on-site detection methods 

for explosives range from canine detectors to ion mobility spectrometry (IMS). These 

methods, among others, have proven to be sensitive, but they are also bulky, expensive, 

and require an operator with prior knowledge to be utilized. These pitfalls make 

challenging for field detection applications.3 Development of rapid, on-site detection 

methods and lab-based confirmatory methods for these explosives is imperative for 

forensic investigations.  

Microfluidic paper-based analytical devices (µPADs) have been adapted for use 

in many different fields from medicine to forensics. These devices have the capability of 

performing laboratory operations in the field, detecting analytes with sensitivities from 

parts per million (ppm) to parts per billion (ppb) in concentration.4 Multiple studies have 

used µPADs coupled with colorimetric testing for forensics purposes such as detection of 

explosives, drugs, and body fluids.5–7 These compact, inexpensive devices are ideal for 

rapid, on-site detection in a forensics environment.  

Low explosives utilized in many modern-day terrorist incidents contain a variety 

of compounds that can be utilized for identification. Inorganic low explosives are 
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primarily comprised of inorganic chemical oxidizers and some type of metallic or organic 

fuel.8 On the other hand, organic low explosives, such as smokeless powders, are 

composed mostly of organic compounds, such as nitrocellulose, additive packages 

containing other nitro-organics, and stabilizers, such as diphenylamine.9,10 Colorimetric 

testing has been employed in the past for the analysis of many of these compounds 

individually. For instance, the Rhodizonate test for the presence of lead has been in use 

since the 1930s as a way to estimate the distance from which a firearm was discharged.11 

Compounds originating from organic and inorganic nitrates, have colorimetric tests 

available such as the Griess reagent.11 These colorimetric tests can be coupled with paper 

based devices for rapid isolation and analysis making them a powerful investigative tool. 

The goal of the project was to develop microfluidic paper-based analytical 

devices (µPADs) for the rapid, on-site detection of compounds contained in pyrotechnics 

and other low explosives devices. Through the combination of these devices with 

colorimetric tests, these compounds can be presumptively detected in an efficient and 

cost-effective manner. Testing was conducted on a variety of samples of known 

composition that were fabricated in the laboratory or samples obtained from law 

enforcement sources. Composition of unknown smokeless powder samples were verified 

via the Technical Working Group for Fire and Explosion Analysis (TWGFEX) 

Smokeless Powders Database. A variety of inorganic low explosives and smokeless 

powder samples were tested with these devices. To simulate samples that could be 

collected at a crime scene after an explosion, samples were also tested after being burned 

inside a fume hood. The result of the current study was two different paper microfluidic 

devices capable of detection of both inorganic and organic compounds in low explosives.  
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A. Overview of Explosives 

An explosion takes place when a large amount of energy is released 

instantaneously from a relatively small amount of material.12,13 For purposes of the  

project, a chemical explosion is the result of the reaction of an unstable compound or 

mixture that, once initiated, undergoes a rapid exchange of ions, releases a large amount 

of energy, and generally also releases a large amount of gas.12,14 Explosives are primarily 

composed of a mixture of oxidizers and fuels. These compounds can be combined to 

generate explosives in one of two ways: through the physical mixing of the necessary 

components or through a reaction to create a new chemical. An example of a mixture is 

the stable combination of potassium nitrate, charcoal, and sulfur which form black 

powder. Trinitrotoluene (TNT) is an unstable molecular explosive where the fuel and 

oxidizer are contained within the same molecule.15 Once created, most explosive 

compounds require an input of energy such as heat or shock in order to generate the 

decomposition that results in an explosion.16 Pyrophoric materials are extremely sensitive 

to heat and often only need to be mixed together to react while the majority of explosives 

require an initiating heat or shock to begin the chemical reaction.14 

While some explosives are oxygen dependent or devoid, the majority contain 

carbon, hydrogen, nitrogen, and oxygen. In the explosion process, there are a few major 

reactions that take place. For example, carbon can react to form carbon dioxide, hydrogen 

can react to form steam and/or water, nitrates can produce nitrogen gas, and metals can 

produce metal oxides. Typically, the unstable union of nitrogen and oxygen breaks down 

and reforms into more stable compounds like nitrogen gas, carbon dioxide gas, and water. 

In compounds with low thermodynamic stability, these explosive reactions occur 
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quickly.13 Some of the most powerful explosives are those that are oxygen rich and can 

convert all of their atoms into gaseous products. This conversion leads to the rapid and 

substantial energy release required to create an explosion (Figure 1.1).17  

 

 

 

 

 

 

Figure 1.1: Requirements to create an explosion.14 

Explosives are generally organized into two categories: high and low explosives. 

The classification is dependent on the means of propagation of the explosion through the 

surrounding areas. Low explosives are those that burn or deflagrate, a process which 

takes place at a speed slower than the speed of sound.13,16,18,19 They are more commonly 

found as mixtures, and can be dangerous to handle because they are sensitive to friction 

and sparks. When burned, the subsequent chemical reaction results in the production of 

large amounts of gases.16 The burning process is usually quite violent with a 

characteristic flame and sparks being produced. The gas production is not enough to 

create an explosion on its own as it is relatively slow compared to other types of 

explosives. 12 Low explosives can be placed inside of a closed container and the pressure 

created by the formation of the gas will cause the vessel to fracture at a weak point. The 

fragmentation of the container creates projectiles which cause the majority of the 

damage.16 These fragments can be as small as dust particles or large pieces of the 
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container that may be broken apart, ricochet off of surfaces, or embed themselves into 

surrounding materials.14 Common examples of low explosives include black powder, 

smokeless powder, and pyrotechnics. Their compositions and the residues typically left 

behind post-blast can be seen in the table below (Table 1.1).20 

Table 1.1: List of main types of low explosives, their pre-burn composition, and the residues left 
behind after burning.20 

Type Composition Residues 
Black Powder KNO3, Charcoal, Sulfur K+, NO3-, SO42-, HCO3-, SCN-

, HS-, NO2-, OCN- 

Smokeless 
Powder 

Nitrocellulose, Nitroglycerine, 
Nitrotoluenes, Diphenylamines, 
Centralites 

NO2-, NO3-, nitrated 
degradation products  

Pyrotechnics Charcoal, Aluminum, Sulfur 
Magnesium, KClO3, KClO4, 
NH4ClO4, color agents 

NO3-, SO42-, Cl-, K+, Na+, 
Sr2+, Ba2+, Cu2+, Ca2+, Fe2+, 
Mg2+, ClO3-, C(s), CO2 (g) 

 
High explosives create shockwaves that travel faster than the speed of sound 

(3000 m/s) and produce a detonation.13,19 Unlike low explosives, these types of reactions 

are not dependent on a container to produce the maximum amount of damage. The way in 

which the explosive applies its pressure to the surrounding areas is termed brisance 

(shattering effect). Brisance is caused by the characteristic velocity at which each 

explosive’s shock front propagates. These blast waves cause the bulk of the damage from 

the detonation of a high explosive.13 High explosives can be further categorized into 

primary and secondary explosives. Primary explosives are extremely sensitive to friction, 

heat, or shock. They are typically used in initiating devices or in low explosive mixtures 

in order to initiate a second, more stable explosive. Secondary explosives are stable under 

normal conditions and require activation from a primary explosive in order to propagate a 

reaction.12,16 Any combination of the discussed types can be used to create a device. 
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B. Overview of Smokeless Powders 

Smokeless powders are a type of propellant that was introduced between 1870 

and 1890 as a replacement for black powder. Black powder is typically a 15:75:10 

mixture of charcoal, saltpeter, and sulfur, respectively.9,16,18 When smoke is not a 

concern, black powder is considered to be the best compound for efficient fire 

transmission and for producing a fast, hot flame.16 Black powder is sensitive to impact 

making it suitable for controlled blasting.18 However, black powder suffers from a few 

downfalls. The production of large amounts of solid residues attracts moisture and can 

cause rust affecting firearm function. Additionally, smoke generation can obscure a 

shooter’s view or alert those nearby to their presence.9 These issues led to the widespread 

use of smokeless powders in small arms and shotgun ammunition.17 These new 

propellants had many advantages and provided an improved stability, much more 

controlled pressure release, decreased smoke and muzzle flash, and less erosion of the 

barrels of firearms.21 

Smokeless powders are primarily composed of a nitrocellulose (guncotton) base 

as the main oxidizer and other organic compounds. These compounds are part of an 

additive package that can vary among brands (Appendix 1).11,22 Smokeless powders may 

be classified on the basis of their energetic content. A smokeless powder that only 

contains nitrocellulose as the main energetic compound is called a single base powder. 

Double base powders contain both nitrocellulose and nitroglycerine while triple base 

powders, which are less common than single and double base, also contain 

nitroguanidine.9,11,17 In addition to these energetic compounds used to initiate and sustain 

the reaction, a number of supplementary chemicals are added to provide different 
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performance enhancing aspects. The majority of these compounds can be classified into 

one of the following categories: deterrents, flash suppressants, plasticizers, stabilizers, 

opacifiers, and dyes. Deterrents are used to reduce the initial burning rate, flame 

temperature, and ignitability while also widening the pressure peak and increasing the 

efficiency. Some common examples of deterrents include dibutyl phthalate, 

dinitrotoluene, ethyl centralite, and methyl centralite. Flash suppressants are typically 

alkali or alkaline earth salts that reduce the free-radical chain reaction that take place in 

the gases produced as a result of burning. These compounds, utilized to minimize muzzle 

flash, can include potassium sulfate and barium nitrate, among others. Plasticizers are 

added during the manufacturing process in order to reduce the amount of volatile solvents 

needed to colloid the nitrocellulose, to soften the propellant, and to reduce 

hygroscopicity. Some of these additive compounds can have dual uses. For example, 

dibutyl phthalate, dinitrotoluene, ethyl centralite, and methyl centralite, mentioned above 

as deterrents, can also be utilized as plasticizers.9,10  

One of the most important classes of additives contained in smokeless powders 

are the stabilizers. Nitrocellulose and nitroglycerine are nitric esters which are 

manufactured through the nitration of cellulose and glycerine, respectively. Over time, 

these nitric esters go through a spontaneous thermal decomposition caused by the 

hydrolysis of the ester functional groups and the production of nitrous and nitric acid.23 

The production of these compounds further catalyze the decomposition process, 

accelerating the breakdown of the energetics. Stabilizers slow down these reactions by 

binding the nitric acid produced and preventing it from continuing to catalyze the 

degradation reactions. Diphenylamine is a stabilizer commonly added to single base 
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powders that produces multiple nitro- and nitroso- products during its decomposition 

(Figure 1.2).9,16,20,23 Ethyl centralite (1,3-diethyl-1,3-diphenylurea) is another frequently 

used stabilizer in double base powders. In many propellant powders, diphenylamine and 

ethyl centralite are also used in conjunction with methyl centralite.23 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1.2: Formation of nitro- and nitroso- adducts with diphenylamine.23 
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Table 1.2: Typical smokeless powder additives and decomposition products20 

Additives Decomposition Products 
Diphenylamine (DPA) 2-nitrodiphenylamine (2-NDPA) 
Dibutyl phthalate (DBP) 4-Nitrodiphenylamine (4-NDPA) 
Dimethyl phthalate (DMP) N-Nitrosodiphenylamine (N-NsDPA) 
Diethyl phthalate (DEP) 2,4’-Dinitrodiphenylamine (2,4’-DNDPA) 
2,4-Dinitrotoluene (2,4-DNT) 4,4’-Dinitrodiphenylamine (4,4’-DNDPA) 
2,6-Dinitrotoluene (2,6-DNT)  
Trinitrotoluene (TNT) 

 

Methyl centralite (MC) 
 

Ethyl centralite (EC) 
 

Nitroglycerine (NG) 
 

Potassium sulfate 
 

Potassium nitrate 
 

Graphite 
 

 

When smokeless powders are utilized as the propellant in a firearm, these organic 

compounds can be found in the gunshot residue (GSR). Additionally, when the inorganic 

primer is subjected to percussion from the firing pin of the weapon and ignites the 

powder, gaseous products of this reaction can coalesce and form inorganic particulates.9 

While the majority of the inorganic residues are produced in this manner, some are also 

from the bullet and the weapon themselves.11 Traditional primers contain a mixture of 

lead styphnate (the initiator), barium nitrate (the oxidizer), and antimony trisulfate (the 

fuel).24 In new lead-free primers, these heavy metals are being replaced with metal 

substitutes such as aluminum and zinc.11 Other compounds that may be found in the 

primer cup include sensitizers, frictionators, binders, coloring materials, and certain high 

explosives (Figure 1.3).24 All of these compounds come together to produce the organic 

and inorganic residues that result from the firing of a weapon.  
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Figure 1.3: Example of ammunition showing where the primer, 
smokeless powder, and projectile are located within the cartridge  

 

C. Overview of Pyrotechnics 

Another commonly used and easily accessible class of low explosive is 

pyrotechnics, or fireworks. Pyrotechnics came into use around the same time as black 

powder. These incendiaries containing potassium nitrate, sulfur, and combustible 

materials were used for both war and amusement. The addition of compounds such as 

barium nitrate and iron filings added color and sparks to these mixtures when burned.16 

Modern day fireworks are typically composed of a mixture of inorganic chemical 

oxidizers and carbon, sulfur, or metal fuels. Pyrotechnics reactions are considered to be 

self-contained, self-sustained, and exothermic. But these properties do not guarantee that 

the mixture will burn completely once lit. In order for the propagation to continue, the 

heat transferred to the unburned layer of the mixture must be enough to reach the ignition 

temperature at which the new layer will begin to burn (Figure 1.4).8  

 

 

 

 

 
 

Figure 1.4: Propagation of flame through pyrotechnic material8 
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Chemical mixtures that make up pyrotechnics are used to produce visual, thermal, 

audible, or mechanical effects when the low explosive is deflagrated via the lighting of a 

fuse.8,25 Similar to black powder, these low explosives leave behind up to 60% of their 

residue as inorganic salts which can aid in their detection. Certain metals are commonly 

associated with specific colored flames and are used to produce a variety of color or 

spark effects. With the exception of sodium, the elements themselves are not the species 

that generate the color. Color is achieved when vaporized metal salts combine with 

hydroxide or chlorine to produce particular salts. For example, strontium is typically 

associated with a red flame, which is produced when strontium carbonate (SrCO3) is 

utilized as a color agent. Initially the SrCO3 is vaporized followed by production of the 

colored species through reaction with hydrochloric acid (HCl) or water (H2O) to produce 

chloride or oxide salts. Subsequently it undergoes excitation, and finally de-excitation 

which causes the light production. The process can be seen below (Figure 1.5).8  

 
 
 
 

 
 

Figure 1.5: Chemistry for the production of a red flame adapted from Kosanke8 
  

Other common coloring agents include calcium for the production of an orange 

flame (~600nm), sodium for the production of a yellow flame (~589nm), barium for the 

production of a green flame (~520nm), copper for the production of a blue flame (~450), 

and combinations of the above to create more specific colors. Some coloring agents have 

a dual use as oxidizer, fuel, or color enhancer. In addition to colorants, some metals can 

be used to produce sparks. Elements that are less electronegative than oxygen combine 

Vaporization of color agent: SrCO3 + heat à SrO(g) + CO2 

Production of color species: SrO(g) + HCl à SrCl(g) + OH 

Electron excitation: SrCl(g) + heat à SrCl(g)* 

De-excitation, light production: SrCl(g)* à SrCl(g) + photon (~630nm, red) 
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with it readily to raise the spark’s temperature and shift towards bright white sparks. 

Some examples of spark generators include iron, aluminum, and magnesium.8 When 

combined in the correct ratios, these compounds produce the visual effects seen when 

fireworks are burned. 

D. Overview of Improvised Explosive Devices 

An improvised explosive device (IED) is defined as a homemade device created 

by a criminal using destructive, lethal, noxious, pyrotechnic, or incendiary chemicals 

with the intent of destruction or death.26 Improvised explosives are a threat in the modern 

world but many of the common recipes have been around for hundreds of years.15 Cargo 

ships carrying explosives can be traced back as far as the 1500s, while homemade bombs 

and mines were utilized as early as the Civil War.27 The expansion of the internet in the 

1990s brought easy access to texts and knowledge that had previously existed only on the 

edges of society where the general population had very limited access.15 As time 

progressed, the number of crimes involving IEDs increased drastically both in the 

number and variety of devices. 

Improved explosive devices can be classified into one of three categories: blast, 

fragmentation, and incendiary. Blast IEDs have either a light container or no container at 

all. Therefore, they produce an explosion but leave little to no shrapnel behind. 

Fragmentation IEDs, typically involve explosives in metal or glass containers whose 

purpose is the production of shrapnel to cause additional damage to the surroundings. 

These devices may also contain items intended to produce projectiles such as nails, nuts, 

bolts, or ball bearings. Incendiary IEDs are those that combust with the goal of igniting 
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their surroundings. An example of this is the Molotov cocktail, a glass container filled 

with flammable liquid that is lit and thrown to burn upon impact. In order to function as 

intended, most IEDs are made of multiple components: an explosive, an energy source 

used as an initiator, an initiating system to activate the energy source, and sometimes, a 

container. First, the initiating system is triggered which then activates the energy source 

followed by the initiation of the explosive charge causing an energy release, shattering 

the optional container.26  

 In a report released by the Bureau Alcohol, Tobacco, Firearms and Explosives 

(ATF) in 2016, the majority of main charges found in explosion incidents from 2012-

2016 were black powder, black powder substitutes, flash powder/pyrotechnic mixture, 

pyrotechnics/fireworks, and smokeless powders.28 These types of explosives are easily 

accessed and can be made into an IED, like the pipe bomb below (Figure 1.6), with very 

little prior knowledge or experience required. These facts make IEDs an accessible option 

for the majority of the population with very minimal controls regulating the sale and 

purchase of these compounds. Ease of access also illustrates the need for better on-site 

detection methods. 

 
 
 
 
 
 
 
 
 

Figure 1.6: Example of a pipe bomb containing smokeless powder (adapted from reference 10)  
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II. DETECTION OF EXPLOSIVES 

A. Introduction  

In recent years, access to commercial and military explosives has become 

controlled by governments around the world. Terrorists have moved away from military 

grade explosives and have begun using compounds and devices that can be easily 

manufactured from readily acquirable materials. The presence of alternatives to 

traditional explosives has resulted in the need for updated detection methods to contend 

with these improvised devices.29  

With the majority of terrorist bombings from 2012-2016 involving black powder, 

black powder substitutes, flash powders, pyrotechnic mixtures, and smokeless powders, 

detection of low explosives has become increasingly important.28 If devices are found 

prior to detonation, these pre-blast compounds can be tested to determine the danger 

associated with handling of the device by law enforcement personnel.5 By conducting a 

detailed analysis of these compounds, it is also possible to trace the explosive back to the 

manufacturer, and potentially the buyer, by developing a chemical fingerprint of main 

ingredients and additives.30 Post-blast analysis of samples taken from the site of a 

terrorist attack is more complex. Such samples contain both leftover unburned material in 

addition to burned and degraded particulates. The burned and unburned residue may also 

be mixed with matrix components from the surrounding environment. In such cases, 

additional extraction steps must be added to the process to remove potential 

interferents.20 It is also important to test samples on-site using portable analytical systems 

in order to have timely information on potential hazards, sources of materials, and 

potential leads. While portable detection equipment can provide very specific 
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information, many current analytical techniques such as infrared or ion mobility 

spectroscopy utilize bulky instrumentation that is expensive and requires extensive 

knowledge to operate. In addition to laboratory methods that give very detailed 

information on the samples in question, it is also important to have on-site testing 

available to provide a rapid and inexpensive analysis that can be easily performed by law 

enforcement or military personnel.  

The Technical Working Group for Fire and Explosion Analysis (TWGFEX) gives 

recommended guidelines for both pre- and post-blast explosives analysis. Methods for 

examination of explosive samples are split into four categories: (1) those that provide 

significant structural and/or elemental information, (2) those that provide limited 

structural or elemental information, (3) those that provide a high degree of selectivity, 

and (4) those that are useful but do not fall in either of the other categories. The table 

below (Table 2.1) lists all of the methods and their classifications for both pre- and post-

blast analysis.31,32 Pre-blast analysis is defined as detection of explosives prior to 

detonation. It can involve bulk analysis of the charge or trace analysis on a variety of 

surfaces the charge came into contact with. Post-blast analysis relates to the 

determination of explosives after detonation and is more often trace analysis of either 

non-combusted or combusted materials at the scene.33 The next section will detail the 

most common laboratory techniques utilized in forensic laboratories in addition to 

common field techniques. 
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Table 2.1: Categories of analytical techniques for explosive analysis31,32 

Categories 1 and 2 Category 3 Category 4 
Infrared Spectroscopy (IR) Gas Chromatography (GC) Burn Test* 

Raman Spectroscopy Gas Chromatography Thermal Energy 
Analyzer (GC-TEA) Flame Test 

Gas Chromatography/Mass  
Spectrometry (GC/MS) Liquid Chromatography (LC) Spot Test 

Liquid Chromatography/ Mass 
Spectrometry (LC/MS) 

Liquid Chromatography Thermal Energy 
Analyzer (LC-TEA) 

Melting 
Point 

Ion Chromatography / Mass 
Spectrometry (IC/MS)** Ion Chromatography (IC)  

Energy Dispersive X-Ray  
Analyzer (EDX) Capillary Electrophoresis (CE)  

X-Ray Diffraction (XRD)* Thin Layer Chromatography (TLC)  

X-Ray Fluorescence (XFR)** Ion Mobility Spectrometry (IMS)  
 Polarizing Light Microscopy (PLM)  

 Stereo Light Microscopy (SLM)  
* Only present in pre-blast table 
** Only present in post-blast table 

B. Laboratory Detection Techniques 

According to TWGFEX guidelines, some of the most common forensic laboratory 

techniques include but are not limited to infrared (IR) spectroscopy, Raman spectroscopy, 

gas chromatography mass spectrometry (GC/MS), liquid chromatography mass 

spectrometry (LC/MS), ion chromatography mass spectrometry (IC/MS), X-ray analysis, 

capillary electrophoresis (CE), and ion mobility spectroscopy (IMS).  

The most common vibrational spectroscopic techniques utilized in forensics 

laboratories for pre- and post-blast explosives detection are IR and Raman 

spectroscopy.34 The two techniques provide complementary results with differences in 

spectra due to the fact that IR measures absorbed photons while Raman measures 

inelasticly scattered photons. Infrared and Raman vibrational bands are characterized by 

energy, intensity, and band shape. The frequencies of these vibrations are characterized 

by mass, arrangement, and strength of bonds within the molecules of interest.34 For IR 
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measurements, Fourier Transform technology allows for the simultaneous measurement 

of all transmitted wavelengths instead of separation into the discrete wavelengths prior to 

detection.35 Both IR and Raman spectra can provide useful analysis of bulk explosives 

with high specificity because of the ability to detect individual molecular features as well 

as mixtures.36 They have been used to analyze a large variety of energetic compounds 

including both high and low explosives.37  

Gas chromatography mass spectrometry (GC/MS) is widely used because of its 

reproducibility, sensitivity, accuracy, and precision.38,39 Gas chromatography allows for 

the separation of volatilized samples in a heated column through a partitioning of the 

sample between a gaseous mobile phase and either a liquid or solid column stationary 

phase.40 The combination of GC with mass spectrometry (MS) allows for separation and 

detection of complex samples.41 The downfall of GC is the degradation seen in many 

explosives compounds because of their thermal lability. For this reason, liquid 

chromatography mass spectrometry is a preferred method of analysis. Liquid 

chromatography allows for the separation of liquid samples through a partitioning of the 

sample between a liquid mobile phase and a solid column stationary phase. The LC 

procedure permits for sample analysis with minimal preparation and cleanup.42 When 

paired with mass spectrometry, these chromatography methods become useful 

confirmatory methods for analysis of trace level explosives.43 In order to achieve a high 

selectivity, tandem mass spectrometry (MS/MS) can be used which permits selective 

detection of targeted compounds or compound groups even in complex matrices.43,44 

Studies have found that despite trace levels in collected samples, the sensitivity and 

specificity of these instruments still allows for detection of multiple types of explosives 
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When stored with desiccant, KOH produced the expected color change through 

the two-week testing period, but the color produced at weeks three and four was minimal. 

The cerium (IV) sulfate reagent, which has a light-yellow coloration after spotting, was 

not showing its light-yellow color after seven days of storage with desiccant. 

Additionally, it did not produce any color change when tested with 1000 μg/mL 

standards. The same trend continued through the other testing time periods. The modified 

Griess reagent showed much less discoloration at one week than during storage without 

desiccant present. When initially tested, no color change occurred. The zinc paste was 

removed from the µPADs before storing and retesting the devices. At one week, an 

orange color change was seen but was not distinguishable from the blank (Figure 5.11 

and 5.13). The trend also continued through the other testing periods.  

 

 

 

 
Figure 5.10: Griess 
reagent stored in 

nylon bag for 1 week 
before run 

Figure 5.11: Blank 
and tested Griess 
reagent stored in 

nylon bag for 1 week 

Figure 5.12: Griess 
reagent stored in 
nylon bag with 

Drierite for 1 week 
before run 

Figure 5.13: Blank 
and tested Griess 
reagent stored in 
nylon bag with 

Drierite for 1 week 

Figure 5.9: Single lane µPADs stored 
in sealed nylon bag with Drierite ® 
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When stored in the freezer, both the cerium (IV) sulfate and KOH reagents 

showed no discoloration from one day up to four weeks. As was previously noted, the 

modified Griess reagent did not produce a color change when the zinc paste was frozen. 

When only the liquid reagents were frozen, the reagent showed stability over the four-

week period. The liquid reagents for the Griess test only showed minimal discoloration 

that began at week 3 and was visually distinguishable from a positive result. The cerium 

(IV) sulfate produced a comparable color change to a freshly tested device through the 

week 3 testing phase. At week four, the color was less saturated than the previous week. 

KOH and the Griess reagent maintained the same color saturation for the duration of the 

four-week test period. These results indicate that storage in the freezer will maintain the 

performance of these µPADs for the longest period of time of the methods tested. 

5. Real Samples 

Three different brands of smokeless powders were tested pre-burn and post burn. 

Pre-burn samples were prepared by placing 20 µg of each powder into 2 mL of methanol 

to create a 10 µg/mL solution. Four solutions were prepared for each powder and allowed 

to extract for 5 minutes, 10 minutes, 30 minutes, and 60 minutes prior to testing. The 

solution was then placed directly onto the bottom of the µPAD at the end of the 

extraction period. For all 3 powders, the color changes were visible after 10 minutes of 

extraction and longer. The samples tested at 5 minutes produced little to no color change. 

As a result, all subsequent experiments were performed with a 10-minute extraction time. 

A pink color change was seen for the Griess Reagent for both Alliant Red Dot and 

Hercules Bullseye powders indicating a positive result for nitroglycerine/nitrate/nitrite. 

Dupont IMR-4895 did not yield a positive result for the Griess reagent, which was 
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consistent with the fact that the powder is single-based and does not contain 

nitroglycerine, only nitrocellulose. All three powders produced a light gray color with the 

cerium (IV) sulfate. Of the three, the Bullseye revealed the least saturation at the cerium 

(IV) sulfate testing zone which is consistent with the information obtained from the 

TWGFEX Smokeless Powder Database. Red Dot and IMR contain high amounts of 

diphenylamine whereas Bullseye contains small amounts of diphenylamine and 2-

nitrodiphenylamine. 

The µPAD was also used to test burned smokeless powder samples of the same 

brands listed above. These samples were prepared by burning 1 g of each powder in a 

fume hood. For Red Dot, the average recovery was 1.5%. For Bullseye, the average 

recovery was 2.5%. For IMR, the average recovery was 7.5%. Each sample was diluted 

to 50 mg/mL in methanol and allowed to extract for 10 minutes. Red Dot produced a pink 

color change for the Griess Reagent. Bullseye produced a light orange color change for 

the Griess Reagent. The color change indicates the presence of 

nitroglycerine/nitrate/nitrite in both samples. None of the samples produced a color 

change for the cerium sulfate reagent. All of the samples produced a brown color change 

in potassium hydroxide that is different from any color changes seen through the duration 

of the testing. The blank run and a run containing positive results for diphenylamine at 

potassium hydroxide, nitrite at the Griess Reagent, and 4,4-dinitrodiphenyaline (Figures 

5.14 and 5.15) can be seen below. 

 

 

 Figure 5.14: Blank run of 
Smokeless Powder µPAD in DMSO 

Figure 5.15: Smokeless 
Powder µPAD positive results 
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C. Concluding Remarks 

A three-lane multiplexed µPAD was developed for the detection of energetics and 

organic compounds found in smokeless powders. The µPAD was capable of identifying a 

common energetic, nitroglycerine. It can also detect organic compounds typically utilized 

in smokeless powder additive packages including diphenylamine, N-

nitrosodiphenylamine, 2-nitrodiphenylamine, 4-nitrodiphenylamine, 4-

nitrosodiphenylamine, 2,4-dinitrodiphenylamine, 4,4’-dinitrodiphenylamine, and 2,4-

dinitrotoluene. Due to the low concentrations of some of these compounds in smokeless 

powders, only some were visualized in real samples, but all compounds were detectable 

as standard solutions. The device utilized DMSO as the standard solvent and running 

solution as these compounds are not soluble in water (with the exception of 

nitroglycerine as it was pre-diluted in methanol). The visual minimum detectable amount 

of nitroglycerine was 0.5 µg while the organic compounds ranged from 0.025 to 0.5 µg. 

Instrumental limits of detection for all compounds ranged from 0.011 to 0.48 µg which 

showed the ability of these devices to detect small amounts of the aforementioned 

compounds. The extraction and run time for the device was under 20 minutes. The µPAD 

is cost efficient, easy to utilize, and can be employed in the field for quick detection of 

compounds contained in smokeless powders, which are commonly utilized in IEDs. 

VI. CONCLUSIONS 

 In recent years, terrorist attacks have become a part of everyday life with the 

death toll due to these attacks approaching 20,000 victims in 2017.95 As has been seen in 

previous studies, data shows that the large majority of terrorist attacks worldwide 
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continue to involve the use of explosives.88 Additionally, the majority of devices utilized 

in these attacks contain black powder, black powder substitutes, flash 

powder/pyrotechnic mixtures, pyrotechnics/fireworks, and smokeless powders. This 

indicates a need for improved detection of low explosives and low explosive-containing 

devices.28 In order to meet the need, the goal of the present project was to create easily 

accessible, on-site detection methods for a variety of low explosives. The ability to do 

rapid on-site testing of potential explosive compounds can give vital information that will 

protect law enforcement personnel at a pre- or post-blast explosive scene. 

 In the current project, two devices were developed for the detection of low 

explosives and related compounds. The method utilized microfluidic paper-based 

analytical devices (µPADs) as a means of on-site detection for a variety of compounds. 

The first µPAD is capable of identifying metals contained in different low explosives as 

the metallic fuel or as a color producing agent in pyrotechnic devices. The metals 

identified with the device include lead, barium, antimony, zinc, aluminum, iron, and 

magnesium utilizing either water or 0.7 M hydrochloric acid as the solvent. The second 

µPAD is capable of identifying energetics and organic additives typically found in 

smokeless powders and other low explosive materials. The compounds identified with the 

device include nitroglycerine, nitrate, nitrite, diphenylamine, N-nitrosodiphenylamine, 2-

nitrodiphenylamine, 4-nitrodiphenylamine, 4-nitrosodiphenylamine, 2,4-

dinitrodiphenylamine, 4,4’-dinitrodiphenylamine, and 2,4-dinitrotoluene utilizing DMSO 

as the running solvent. Visual minimum detectable amounts range from 0.025 to 0.5 µg 

allowing for these devices to detect these low explosives components in samples obtained 

from or at explosion sites. Minimal interferents were determined with the variety of 
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compounds tested. These devices can be stored in a freezer for at least a month with little 

to no deterioration of the tests with a possibility of longer storage times. Both µPADs can 

be run in under 10 minutes with no extraction time needed for the metallic device and 

extraction of smokeless powders being possible in 10 minutes. Pre- and post-blast 

detection of an assortment of samples was performed with these devices. The metallic 

µPAD was successfully able to detect metals in spent bullet casings in addition to a 

variety of different pyrotechnic compositions including Underwater Flare Mix, 

Photoflash Mix, Spreader Star Mix, Mild Flash Mix, and Volcano Mix. The smokeless 

powder µPAD was able to detect nitroglycerine or nitrate/nitrite ions, and diphenylamine 

and its nitrated derivatives in multiple brands of smokeless powders. It was also able to 

differentiate a single base powder from a double base powder by indicating the presence 

of nitroglycerine. 

 These µPADs have many advantages for use in forensics, especially explosives 

detection. As compared to other on-site methods, they do not require any external 

equipment to run which cuts down on cost and no specialized knowledge is needed to 

operate the equipment. µPADs utilize paper as the main substrate allowing for cheap 

mass-production of these devices that only require a wax printer and heat laminator to be 

manufactured. They are also able to be multiplexed so that multiple target analytes can be 

detected simultaneously as opposed to test tube colorimetric analysis that can only detect 

one compound at a time. These multiplexed µPADs are small and can easily be carried in 

a crime scene investigator kit or even in a wallet. They provide rapid, simple, 

inexpensive, portable testing to law enforcement and military personnel at crime scenes 

and terrorist attack sites. 
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 There are some limitations to the study and others involving the presumptive 

detection of compounds contained in low explosives. Certain compounds may be present 

in very low concentrations and extraction may be required increasing the amount of time 

needed for testing. These compounds may be present in even smaller amounts post-blast 

or post-burn further inhibiting on-site presumptive testing. It also must be kept in mind 

that these devices are presumptive and should therefore be coupled with confirmatory 

detection techniques.  

 Future work might involve improving the long-term stability of these μPADs 

through lamination to provide a better method to maintain the integrity of the paste 

reagents. Lamination would also allow for the utilization of other zinc pastes for the 

smokeless powder detection device. Additionally, a kit could be produced that utilizes 

previous μPADs for high explosives detection in conjunction with those produced in the 

study. In order to produce commercially available kits, a more extensive interference 

study would be necessary. It should encompass everyday materials that could be 

mistaken for these types of explosives. A blind study to determine reproducibility of the 

devices could also be performed. Lastly, combining these devices with instrumental 

methods for confirmation of results would result in a comprehensive testing method for a 

variety of explosives. 

 Overall, these devices could prove useful for the detection of compounds 

contained in low explosives in the field. These two µPADs allow personnel to perform 

quick explosives testing on-site with little to no training. They are cost effective and, 

when coupled with previous devices created in the McCord group, could be an all-

inclusive presumptive testing method for a variety of explosive compounds. They 
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minimize time and effort needed by law enforcement and military personnel must be in 

touch with potentially dangerous creating a safer environment in tumultuous times. 
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Appendix 1: 
 
List of characteristic organic smokeless powder constituents and their usage in smokeless 
powders.10,22 
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Compound Abbreviation Usage  
Diphenylamine DPA Stabilizer 
N-Nitrosodiphenylamine N-NsDPA Stabilizer reaction product 
4-Nitrosodiphenylamine 4-NsDPA Stabilizer reaction product 
2-Nitrodiphenylamine 2-NDPA Stabilizer reaction product 
4-Nitrodiphenylamine 4-NDPA Stabilizer reaction product 
2,4’-Dinitrodiphenylamine 2,4’-DNDPA Stabilizer reaction product 
4,4’-Dinitrodiphenylamine 4,4’-DNDPA Stabilizer reaction product 
Dibutyl phthalate DBP Plasticizer, Deterrent  
Diethyl phthalate DEP Plasticizer 
Dimethyl phthalate DMP Plasticizer 
Ethyl centralite EC Stabilizer, Deterrent, Plasticizer 
Methyl centralite MC Stabilizer, Deterrent 
Nitroglycerin NG Energetic, Plasticizer 
2-Nitrotoluene 2-NT Product 
3-Nitrotoluene 3-NT Product 
4-Nitrotoluene 4-NT Product 
2,3-Dinitrotoluene 2,3-DNT Flash inhibitor 
2,4-Dinitrotoluene 2,4-DNT Flash inhibitor 
2,6-Dinitrotoluene 2,6-DNT Flash inhibitor 
3,4-Dinitrotoluene 3,4-DNT Flash inhibitor 
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