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Conversely, a total of 34 of the 72 participants (47.2%) agreed that the Tree Octopus 

website was useful and 22 of the 34 (64.7%) trusted the Tree Octopus website. The 

Fisher’s Exact Test for the total participants was 51.403, which was statistically 

significant since the p value was .000. Table 29 and Figure 46 below contain these 

results: 

Table 29 
Tree Octopus Useful and Trust Variables for Total 

 Not Trust Neutral Trust Total 

    Not Useful 25 (92.6) 1 (3.7) 1 (3.7) 27 (100) 
    Neutral 6 (54.5) 1 (9.1) 4 (36.4) 11 (100) 
    Useful 2 (5.9) 10 (29.4) 22 (64.7) 34 (100) 

    Total 33 (45.8) 12 (16.7) 27 (37.5) 72 (100) 

Fisher’s Exact Test=51.403 p= .000 (statistically significant) 

 
Figure 46. Comparison of Tree Octopus useful and trust variable for all participants.  

Table 20 and Figure 46 above clearly shows how most of the participants 25 of the 27 or 

92.6% that thought it was not useful, did not trust the website either. In addition, most of 
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the participants, 22 of the 34 or 64.7%, who rated the Tree Octopus website as useful also 

trusted it. This suggests that if participants stated that the Tree Octopus website was not 

useful, then it most likely resulted with not trusting it. Finally, if the participants said that 

they thought the Tree Octopus website was useful then they most likely trusted it. The 

Fisher’s Exact Test for Group A was 20.253, which was statistically significant with a p 

value of .000. Below is Table 30 and Figure 47 with the results of the crosstabulation 

between the variable useful and trust for the Tree Octopus website for Group A.: 

Table 30 
Tree Octopus Useful and Trust Variables for Group A 

 Not Trust Neutral Trust Total 

    Not Useful  6 (85.7) 1 (14.3)   0 (0)   7 (100) 

    Neutral  4 (57.1) 1 (14.3)   2 (28.6)   7 (100) 
    Useful  1 (4.5) 5 (22.7) 16 (72.7) 22 (100) 
    Total 11 (30.6) 7 (19.4) 18 (50) 36 (100) 

Fisher’s Exact Test=20.253 p= .000 (statistically significant) 

 

Figure 47. Comparison of Tree Octopus useful and trust variable for Group A.  
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As it is illustrated in the Figure 47 above, the majority that thought the Tree 

Octopus website was useful also trusted it. Precisely, 16 of the 22 or 72.7% who thought 

it was useful trusted it. The Fisher’s Exact Test for Group A was 26.290, which was 

statistically significant at .000. The results for Group B show how the majority fell in the 

not useful and not trust categories. Below is Table 31 and Figure 48, which graphically 

illustrates this: 

Table 31 
Tree Octopus Useful and Trust Variables for Group B 

 Not Trust Neutral Trust Total 

    Not Useful 19 (95) 0 (0) 1 (5) 20 (100) 

    Neutral 2 (50) 0 (0) 2 (50) 4 (100) 
    Useful 1 (8.3) 5 (41.7) 6 (50) 12 (100) 

    Total 22 (61.1) 5 (13.9) 9 (25) 36 (100) 

Fisher’s Exact Test=26.290 p= .000 (statistically significant) 

 
Figure 48. Comparison of Tree Octopus useful and trust variable for Group B.  
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Of the 20 who thought the Tree Octopus website was not useful, 19 or 95% did 

not trust it either. A few participants even used the open text box to describe the website 

as useful. The next section contains the results for the open text question from the 

questionnaire.  

Tree Octopus Open Text. This open text box was placed into the questionnaire 

to obtain participants’ thoughts concerning the evaluation of the Tree Octopus website. 

These short sentences were coded based on their topic. Frequency counts were run to see 

which codes were mentioned the most. The following codes emerged from the data: 

13. I don’t know 

14. Not organized 
15. Organized  

16. Not aesthetically appealing 
17. Aesthetically appealing 
18. Lengthy 

19. Short simple 
20. Ads/asking for money 

21. Fake 
22. Factual 
23. Not useful 

24. Useful 
25. Bad 

26. Good 
 

Most of the participants wrote that the Tree Octopus website was fake, 

aesthetically appealing and organized.  Specifically, 38.9% said the Tree Octopus website 

was fake, 16.7% thought it was aesthetically appealing and 12.5% made a statement of it 

being organized. Below is Table 32 with the frequency count for the Tree Octopus open 

text field codes: 
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Table 32 
Frequencies Tree Octopus-Open Text for Total 

 Frequency Percent 

    I don’t know 4 5.6 
    Not Organized 1 1.4 
    Organized 9 12.5 

    Not Appealing 6 8.3 
    Appealing 12 16.7 

    Lengthy 1 1.4 
    Ads Asking Money 1 1.4 
    Fake 28 38.9 

    Factual 2 2.8 
    Useful 4 5.6 

    Good 3 4.2 
    Total 71 98.6 
    Missing 1 1.4 

    Total 72 100.0 

 

In general, of the 28 people who said it was fake, 27 did not trust the Tree 

Octopus website. Eight of the nine that said it was organized trusted the website and eight 

of the 12 that said it was aesthetically appealing also trusted the website. The four that 

said it was useful also trusted the website. In other words, participants that described the 

Tree Octopus website as organized, aesthetically appealing or useful tended to trust it. 

Below is Figure 49 with these results: 
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Figure 49. Comparison of Tree Octopus open text and trust variable for all participants.  

Most of the participants from Group A wrote about how the Tree Octopus website 

was aesthetically appealing. These results align with the data obtained from the 

interviews. This was followed by fake and then by organized. For Group A, 25% 

described the Tree Octopus as aesthetically appealing, 22.2% as fake, and 16.7% as 

organized. Table 33 below contains the frequencies for the open text for Group A 

regarding the Tree Octopus: 
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Table 33 
Frequencies Tree Octopus-Open Text for Group A 

 Frequency Percent 

    I don’t know 2 5.6 
    Organized 6 16.7 
    Not Appealing 5 13.9 

    Appealing 9 25.0 
    Fake 8 22.2 

    Useful 4 11.1 
    Good 1 2.8 
    Total 35 97.2 

    Missing 1 2.8 
    Total 36 100 

 

When a crosstabulation was run between these open text codes and whether the 

participants trusted the Tree Octopus website produced the following results. In Group A, 

most of the participants that said it was aesthetically appealing, organized and useful also 

trusted the Tree Octopus website. The ones that said it was fake, did not trust it. This is 

illustrated by Figure 50:  
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Figure 50. Comparison of Tree Octopus open text and trust variable for Group A.  

In contrast, more than half of the text field open codes in Group B contained 

statements of the Tree octopus website being fake. In Group B, 55.6% described it as 

fake, and 8.3% said it was organized and aesthetically appealing. Below in Table 34 are 

these results for Group B: 
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Table 34 
Frequencies Tree Octopus-Open Text for Group B 

 Frequency Percent 

I don’t know 2 5.6 
Not Organized 1 2.8 
Organized 3 8.3 

Not Appealing 1 2.8 
Appealing 3 8.3 

Lengthy 1 2.8 
Fake 20 55.6 
Factual 2 5.6 

Good 2 5.6 
Total 36 100.0 

 

As for Group B, the majority that said that the Tree Octopus website was fake did 

not trust it. As is evident in Figure 51 below, more than half (19 of the 36) of the 

participants in Group B described the Tree Octopus website as fake. 

 

Figure 51. Comparison of Tree Octopus open text and trust variable for Group B.  
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Aside from the hoax websites, another independent variable that was analyzed 

were the epistemic beliefs. The next section contains quantitative analysis on the 

epistemic beliefs.   

Epistemic Beliefs 

Frequency counts were run for the three epistemic beliefs, feeling, evidence and 

political. Fifty displayed evidence-based epistemic beliefs, 39 had feeling-based and nine 

had political. A few participants displayed a combination of epistemic beliefs that were of 

equal weight and that is why there are more than 72 in the count. Below is a table 35 with 

the frequency count: 

Table 35 

Epistemic Beliefs Frequencies 

 Frequency Percent 

Group A   
    Feeling 19 52.8 
    Evidence 24 66.7 

    Political 1 2.8 
Group B   

    Feeling 20 55.6 
    Evidence 26 72.2 
    Political 8 22.2 

Total   
    Feeling 39 54.2 

    Evidence 50 69.4 
    Political 9 12.5 

 

Since some displayed an equal combination of epistemic beliefs, these 

combinations were analyzed. Group B displayed more combinations of epistemic beliefs 

compared to Group A. Group B had evidence and political, feeling and political and 

political, which Group A did not. The majority in both groups fell into the 
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evidence-based category followed closely by the feeling category and then by the equal 

combination of feeling and evidence. Below is a table 36 with these combinations: 

Table 36 
Epistemic Beliefs Combinations 

 Frequency Percent 

Group A   

    E 17 47.2 
    F 12 33.3 
    FE 6 16.7 

    FEP 1 2.8 
    Total 36 100.0 

Group B   
    E 12 33.3 
    EP 3 8.3 

    F 8 22.2 
    FE 7 19.4 

    FEP 4 11.1 
    FP 1 2.8 
    P 1 2.8 

    Total 36 100.0 
Total   
    E 29 40.3 

    EP 3 4.2 
    F 20 27.8 

    FE 13 18.1 
    FEP 5 6.9 
    FP 1 1.4 

    P 1 1.4 
   Total 72 100.0 

E=Evidence, F=Feeling, P=Political 

Based on the bar chart below, the majority that displayed evidence-based 

epistemic beliefs did not trust the Tree Octopus website and the majority that had 

feeling-based epistemic beliefs did trust it. However, based on the statistical analysis, 

they were not in general significant enough. The only statistically significant result was in 

Group A regarding feeling-based epistemic beliefs.   Below is Figure 52, which 
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graphically illustrates the predominant epistemic beliefs displayed and the trust level for 

the Tree Octopus website: 

 

Figure 52. Comparison of Predominant Epistemic Beliefs and trust variable for Tree 
Octopus.  
 

Zero order correlations (Bivariate Pearson Correlation) were run to see if there 

were any significant results between the three epistemic beliefs (Feeling, Evidence and 

Political) and trusting the respective hoax website. None of the epistemic beliefs had a 

statistically significant outcome in regard to the DHMO.org website. It may be that the 

low rating in aesthetic appeal and organization of this website surpassed the possible 

effects of epistemic beliefs. The epistemic belief “feeling” had a statistical significant 

number of .023 (<.05) when it came to the dependent variable of trusting the Tree 

Octopus hoax website in Group A since the Pearson Correlation was .377. Below is table 
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37 with the results comparing Group A and Group B regarding the Feeling Epistemic 

Belief: 

Table 37 
Feeling Epistemic Beliefs  

 Tree Octopus 
Pearson Correlation (p) 

Group A  
   Feeling .377 (.023*) 
Group B  

    Feeling -.045(.796) 

*p<.05 (statistically significant) 

This suggests that prospective teachers that had feeling-based epistemic beliefs 

tended to trust the Tree Octopus, unless a web evaluation strategy such as the 

WWWDOT framework was taught to them since the number was not significant in 

Group B (.796>.05).  Below is Figure 53, which illustrates the epistemic beliefs and the 

trust variable for Group A: 

 

Figure 53. Comparison of Tree Octopus Feeling and trust variable for Group A.  
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It is evident from Figure 53, that in Group A the majority that displayed 

feeling-based epistemic beliefs also trusted the Tree Octopus website. However, in Group 

B feeling-based epistemic beliefs were not associated with trusting the Tree Octopus 

Website, since the majority did not trust it regardless of having feeling-based epistemic 

beliefs or not, which can be seen in Figure 54 below: 

 

Figure 54. Comparison of Tree Octopus feeling and trust variable for Group B.  

The following section contains an overview of the quantitative results. 

Overview of Quantitative Results of Questionnaire 

Below is table 38 with the Pearson Chi-Square, Fisher’s Exact Test and Pearson 

Correlation with their respective p values for the various variables from the questionnaire 

and the independent variable trust. It clearly shows the ones that were statistically 
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significant and the ones that were not for the DHMO.org and Tree Octopus websites 

divided by Group A, Group B and all participants: 

Table 38 
Probability Values for Independent Variables and Dependent Variable Trust 

 Group A Group B Total 
 Pearson 

Chi-Square/ 
Fisher’s Exact 

Test/Pearson 
Correlation (p) 

Pearson 

Chi-Square/ 
Fisher’s Exact 

Test/Pearson 
Correlation (p) 

Pearson 

Chi-Square/ 
Fisher’s Exact 

Test/Pearson 
Correlation (p) 

DHMO.org     

    WWWDOT  N/A 1.586 (.452) N/A 
    Aesthetic Appeal 7.345 (.058) 7.389 (.051) 13.399 (.004**) 
    Organization 13.442 (.006**) 6.905 (.088) 16.427 (.001**) 

    Visit in the Future 4.929 (.199) 10.398 (.009**) 14.326 (.001**) 
    Useful 10.008 (.036*) 19.217 (.000**) 30.281(.000**) 

Tree Octopus     
    WWWDOT  N/A 7.000 (.030*) N/A 
    Aesthetic Appeal 8.997 (.015*) 2.287 (.840) 8.830 (.031*) 

    Organization 5.025 (.190) 4.205 (.342) 10.808 (.018*) 
    Visit in the Future 10.854 (.018*) 27.705 (.000**) 40.731 (.000**) 
    Useful  20.253 (.000**) 26.290 (.000**) 51.403 (.000**) 

    Feeling  .377 (.023*) -.045 (.796) .163 (.172) 

*p<.05 (statistically significant) **p<.01 

Based on Table 38 above, the participants from Group A, who evaluated the 

DHMO.org website were influenced by its organization and usefulness. In other words, 

the participants in Group A that thought the DHMO.org website was not organized and 

not useful, did not trust it and those that thought it was organized and useful did trust it.  

None of the epistemic beliefs had any influence concerning the DHMO.org website. As 

for the Tree Octopus website, the participants from Group A were influenced by its 

aesthetic appeal, whether it was visited in the future, its usefulness, and by having 

feeling-based epistemic beliefs.  
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If the Tree Octopus website was deemed aesthetically appealing, would be visited 

in the future and it was considered useful, then it was most likely trusted. The opposite 

was also true. If the Tree Octopus website was considered not aesthetically appealing, 

would not be visited in the future, and was not useful, then it was not trusted. The 

feeling-based epistemic beliefs had an influence in Group A for the Tree Octopus 

websites. Those that had predominant feeling-based epistemic beliefs were more likely to 

trust the Tree Octopus website.  Group A had more variables that were statistically 

significant compared to Group B. Group A had six variables and Group B had four 

variables that were statistically significant.  The following is an analysis of the results for 

Group B. 

Regarding the DHMO.org website, Group B was influenced by whether the 

participants would visit the website in the future and its usefulness. In other words, if 

participants said they would visit it in the future and that it was useful then they tended to 

trust it. If they said they would not visit it in the future and it was not useful, then they 

tended to not trust the DHMO.org website.  The results were the same for Group B 

regarding the Tree Octopus website since the two variables that were statistically 

significant were also visiting the website in the future and its usefulness. In general, 

aesthetic appeal, organization, visiting the website in the future and usefulness were 

statistically significant for both the DHMO.org website and the Tree Octopus regardless 

of the group. This means that these variables influenced the participants in general 

regarding whether they trusted the hoax websites. If the participants thought the website 

was aesthetically appealing, organized, would visit it in the future and was useful, then 

they tended to trust it. In contrast, if the website was considered as not aesthetically 
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appealing, not organized, would not visit it in the future and was not useful, then they 

tended to not trust it. The main variable analyzed was whether the WWWDOT 

Framework had any influence on the trust level.  

The WWWDOT Framework was not statistically significant regarding the 

DHMO.org website, but it was for the Tree Octopus website. It is important to note that 

most participants rated the DHMO.org website as not being aesthetically appealing, not 

organized, and would not visit it in the future, which influenced the trust level of 

participants in general since these variables were statistically significant. In other words, 

participants tended to not trust the DHMO.org website based on these variables. As for 

the Tree Octopus website, most participants rated it as aesthetically appealing, organized, 

and useful, however, the WWWDOT Framework did influence the decision between 

Group A and Group B since most from Group A trusted the Tree Octopus website and 

most from Group B did not trust it. This suggests that the WWWDOT Framework can 

help increase the number of people that do not trust a hoax website that is considered 

aesthetically appealing, organized and useful. However, people in general will tend to not 

trust websites that are not aesthetically appealing and not organized whether they are 

exposed to the WWWDOT Framework or not. This is especially true when websites are 

evaluated simply by the look and feel or aesthetic appeal. The qualitative analysis of the 

interview data provides insights on how websites were evaluated.  

Qualitative Analysis of Interview Data 

A total of 16 participants were purposely selected to be interviewed. This means 

that 22% of the 72 prospective teachers were interviewed. Sixteen were selected since the 

data reached data saturation. Eight of them were from Group A and the other eight were 
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from Group B. Four participants from each category below were interviewed. There were 

four categories based on the level of trust: 

1. Trusted Hoax Websites (4) 

2. Trusted One Hoax Website but Not the Other (4) 

3. Not Trusted Hoax Websites (4) 

4. Neutral (Neither Trusted or Not Trusted the Hoax Websites) (4) 

The following section contains results organized by the four levels of trust 

categories mentioned above.  

Trusted Hoax Websites Category 

The major themes found within the Trusted Hoaxes website category were Web 

Evaluation Strategies and Epistemic Beliefs. There was a total of four interviewees in this 

category, two from Group A and two from Group B. Various sub-themes arose from each 

theme. The sections below contain information on these sub-themes.  

Web Evaluation Strategies. The following is a list of the five major sub-themes 

under Web Evaluation Strategies mentioned by the interviewees that trusted the hoax 

websites from both Group A and Group B: 

1. Aesthetic Appeal (4/4) 

2. Not Spending Sufficient Time to Read and Evaluate (4/4) 

3. Linear Reading (4/4) 

4. Not Knowing the Definition of a Hoax Website (3/4) 

5. Ease of Use (2/4) 

All the individuals in this category (Interviewees 3, 4, 7 & 12) said that the aesthetic 

appeal was important. In addition, Interviewees 3, 4, 7 & 12 expressed that they did not 



150 
 

spend sufficient time reading and evaluating the websites. In addition, they read linearly, 

which means that they stayed within the website and did not visit any outside sources or 

google to research the credibility of the websites. Below is Table 39 with a few quotes 

from various interviewees that illustrate the first three main sub-themes of Aesthetic 

Appeal, Not Spending Sufficient Time to Read and Evaluate and Linear Reading:  

Table 39 
Trusted-Aesthetic Appeal, Not Spending Sufficient Time to Read and Evaluate and Linear 

Reading 

 Interviewee  Group 

Aesthetic Appeal    
 “I think what really led me to accept everything has to do 

with the layout for me.”  
“Whichever ones I was only aesthetically pleased to.” 

 

3 A 

“OK I think what made me trust the hoax websites were like 
for that one (tree octopus) it was the way the information was 

presented the appealing look.” “I evaluated based on display 
and looks.” 
 

4 A 

“I basically just went with what the website looks like. If it 
would look nice or if it was you know, if they grab your 

attention or not.” 
 

7 B 

How did you evaluate the websites? “Pictures or the visuals.” 12 B 

Not Spending Sufficient Time to Read and Evaluate   

“When I looked at each website, I was just kind of going 
through them quickly, so I wasn’t like reading every single 
word or anything.” “Whether the information was credible, I 

didn’t really have time to research further on it.”  
 

3 A 

“It didn’t even get my attention to read it.” “I didn’t look like 
into it that deep. I know I am supposed to…” “I would say 
people don’t do that because they don’t think it's needed they 

don’t think as deep down as it should be.” 
 

4 A 

“I think most of the time and students like myself, if I just 
don’t know something, I just look it up on the Internet and 
whatever information it gives me I usually just trust it right 

away.” 

7 B 
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“When I read the first paragraph, I thought it was true, so I 

figured the rest was fine. I didn’t read through them that 
well.” 

 

12 B 

Linear Reading    
“I didn’t get a chance to use resources because I was crunch 

for time, so I wasn’t able to like go to a different site to look 
up the information.” 

 

3 A 

“No, I did not compare the information, or like make sure 
that it was credible.” 

 

4 A 

“I didn’t leave the website. I just kind of read about 

information on the website. That's it.” 
 

7 B 

“I probably just read like the first paragraph and then went 

down and see if it was informational.”  
12 B 

 

Based on the quotes above, it seems that if the website was aesthetically 

appealing, it was trusted. In addition, all the interviewees that trusted both hoax websites 

did not spend sufficient time reading and evaluating the websites since they trusted the 

information right away (Interviewee # 7), did not read enough (Interviewee # 4 and 12), 

and reviewed them quickly (Interviewee # 3). Basically, not enough time was spent doing 

deep research.  Linear reading is another factor that seems to have led these participants 

into trusting the hoax websites. None of them went outside of the website to verify the 

information. Interviewees 3, 4, 7, and 12 stayed within the specific websites and read 

linearly, as opposed to laterally.  

The fourth subtheme that was present in both groups was not knowing the 

definition of a hoax website. Three of the four interviewees that trusted the two hoax 

websites had no clue of what it meant or had an incorrect definition. These quotes can be 

seen in Table 40 below: 
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Table 40 
Trusted-Not Knowing the Definition of a Hoax Website 

 Interviewee  Group 

“A hoax website will have to mean nothing to me because I 
have no clue what that means.” 
 

4 A 

“A hoax website would be something just completely out of 
the ordinary, doesn’t make any sense you know. It’s just like 

putting in fact, without any evidence.” 
 

7 B 

“Something that everybody can write their own opinions on.” 12 B 

 

Interviewee # 4 had no clue of what a hoax website meant. The other two, who 

did not know the definition of a hoax website, were not as clueless as Interviewee # 4, 

however their definition was not correct. Not knowing the definition of a hoax website 

might have also led them to trust the hoax websites.  The fifth sub-theme was ease of use. 

An interviewee from each group stated the importance of ease of use as a web evaluation 

strategy. Please see Table 41 below with the corresponding quotes: 

Table 41 

Trusted-Ease of Use 
 Interviewee  Group 

“How easily accessible it was to get to the different 
information and the clarification on everything. So, one thing 

that I was really drawn to was like if you had like different 
tabs the intro and this is how this works, and this is how it’s 
important to whatever. So, stuff like that. I am like the tabs 

are really important to me because it’s easier for me to like 
focus my thoughts on everything.” 

 

3 A 

“I look at what the website looks like and then I look to see 
how easy it is to find what you’re looking for.” 

7 B 
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As mentioned earlier, these five sub-themes were shared among both Group A 

and Group B. However, there were a few sub-themes that were only present in Group A, 

or Group B. The following are the sub-themes mentioned by only one of the groups: 

Group A: 

1. Complex Terminology (2/2) 

2. Knowing the Definition of a Hoax Website (1/1) 

Group B: 

1. Authorship (2/2) 

2. Not using WWWDOT Framework (2/2) 

3. No Experience Evaluating Websites (1/2) 

Interviewees from Group A that trusted the hoax websites mentioned that the 

presence of complex terminology, or the way it was said made them trust the hoax 

websites. Only one member from Group A knew the definition of a hoax website. 

Interviewees from Group B said that they trusted the website based on the authorship and 

admitted to not using the WWWDOT Framework. Also, a member from Group B 

explained that evaluating websites was a completely new experience. Figure 55 below 

summarizes the information presented in this section: 
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Figure 55. Web Evaluation Strategies for the Trusted Hoax Websites Category.  

The Interviewees from Group A that trusted the hoax websites stated that the 

complex terminology, or the way things were said made them think that the websites 

were trustworthy. Interviewee # 3 and Interviewee # 4 explained this below in Table 42: 
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Table 42 
Trusted-Complex Terminology 

 Interviewee  Group 

“Just more the way that the information was presented kind 
of either put me on one side of the spectrum, like believing it 
or not. So, there is some stuff like super sciencey and I like 

had no idea if it was credible or not.” 
“The ones that I said that I did think were credible, just the 

way they had their information, how they said it was really, it 
seemed like convincing, like scholarly.” 
 

3 A 

“OK, what made me trust it was like I would say like the 
word content, like the way it was expressed in, like the 

certain words and how much words were there. It seemed 
like the person knew what they were talking about.” 

4 A 

 

Both interviewees were convinced the hoax websites were true, due to the 

presence of complex words that sounded scholarly. Aside from complex terminology, it 

is also important to note that only one individual from Group A knew the definition of a 

hoax website. Interviewee #3 had a better understanding of the definition compared to the 

other three individuals mentioned earlier that trusted the hoax websites. This quote can be 

seen in Table 43 below: 

Table 43 
Trusted-Knowing the Definition of a Hoax Website  

 Interviewee  Group 

“Basically, a hoax website is a website that has false 
information but also a website that has bias information.” 

3 A 

 

The definition of a hoax website provided by Interviewee # 3 is acceptable since it 

mentions false and bias information. Interviewees from Group B did not mention 

complex terminology but did make statements related to authorship. Interviewee # 7 

(Group B) stated that information about the creator was important regarding the 
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credibility of the website and Interviewee # 12 (Group B) also mentioned authorship. 

Please see quotes below in Table 44: 

Table 44 
Trusted-Authorship 

 Interviewee  Group 

“I think the credibility of the website or enough information 

about who created the website is a big deal for me when it 
comes to credibility of the website. So, if you didn’t have 
any information about the creator, I am more likely would 

think it’s a fake website.”  
 

7 B 

“I think that when it comes to websites they are from people 
that have read and understood, sometimes have gone to the 
places or the things that they’re talking about, so they will 

have knowledge on the topic or the subject.” 

12 B 

  

Since both hoax websites mentioned the creator, they were trusted. The DHMO.org 

website had Tom Way next to the copyright information and the Tree Octopus website 

had Lyle Zapato as the author. Authorship is mentioned in the WWWDOT Framework 

strategy under the Who category, which was taught to Group B. Unfortunately, both 

individuals admitted to not using the WWWDOT Framework. Below are the statements 

made in reference to this in Table 45: 
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Table 45 
Trusted-Not Using WWWDOT Framework 

 Interviewee  Group 

What about the WWWDOT Framework that we went over 
at the beginning of the class? “It was very quick, and I 
really didn’t have time to process it. So, like a rubric, like a 

checklist, just so that people can have something to look 
back on. Like you can actually look on the checklist. It 

would say, does the website have credible authors and then 
you would look for that or is it accessible, easily accessible 
and then you would look for that. Kind of like what the 

survey was asking, but something to look back on.” 
 

7 B 

Did you use the WWWDOT Framework that we talked 
about at the beginning of the class? Like the who, why, 
when, etc.?  

“No, I didn't use the WWW Framework.” 
Why didn't you use it? 

“Honesty, I am kind of lazy and I don't like to read that’s 
why.” 
OK so you think it should be more than just teaching the 

WWWDOT Framework? “Yes, definitely, I think it should 
be like a class or a workshop.” 

12 B 

 

Interviewee # 7 expected to have a hardcopy checklist of the WWWDOT 

Framework and felt that the explanation was too quick to be processed. Interviewee # 12 

did not use the WWWDOT Framework because of being lazy and not being fond of 

reading. Interviewee # 12 also suggested that a class, or a workshop be taught instead of 

just a strategy. This suggests that some prospective teachers could benefit from a 

workshop, or a class solely dedicated to teaching web evaluation. The last factor 

mentioned by a member from Group B was related to not having any experience 

evaluating websites. Table 46 below contains this quote: 
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Table 46 
Trusted-No Experience Evaluating Websites  

 Interviewee  Group 

“It was actually interesting to do that because I don't really 
go to the computer to evaluate websites and was able to find 
information. So, to understand that some of the information 

could be untrue or just made up information, it’s interesting. 
I was also a little bit overwhelmed because I didn’t really 

have any background information or strategies or methods 
of how to evaluate a website.”  

7 B 

 

Based on the quote above, it seems that not having prior experience/knowledge 

may lead some people to trust hoax websites. Interviewee # 7 found the process of 

evaluating websites as interesting since there was no experience/knowledge on it. Aside 

from web evaluation strategies mentioned, the other major theme within this category 

were the epistemic beliefs. 

Epistemic Beliefs. As for the epistemic beliefs theme, interviewees from both 

groups that trusted both hoax websites possessed the following sub-themes: 

1. Post-Truth Bias (4/4) 

2. Subjective View of Truth (4/4) 

3. Feeling-Based (3/4) 

4. Empirical View of Knowledge (3/4) 

5. Trusting (3/4) 

6. Being Open-Minded and Aware of Own Bias (2/4) 

7. Political-Based (2/4) 

All Interviewees from both groups mentioned statements related to post-truth bias 

and possessed a subjective view of truth. For the purpose of this paper, post-truth bias is 

defined as the tendency of trusting information that is not true (e.g. hoax websites, fake 
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news, etc.) simply because it aligns with core values, beliefs, feelings, upbringing etc. 

without any regard to facts and evidence that may be against it. This term was created for 

this paper given the tendency of some prospective teachers to trust websites simply 

because they believed in the content due to it aligning with their core values, beliefs, 

feelings, upbringing, etc.  

Three out of four relied heavily on their feelings and intuition, had an empirical 

view of knowledge (based on experiences) and considered themselves trusting 

individuals.  One from each group mentioned the importance of being open-minded and 

aware of their own bias as well as their political-based epistemic beliefs. Table 47 

contains quotes for the first sub-theme of post-truth bias: 

Table 47 
Trusted-Post-Truth Bias 

 Interviewee  Group 

“Since I was so adamant about environmental issues and 

things like that, then the ones about the octopus and things, I 
definitely felt it was more true to me, necessarily maybe not 

to other people, but to me it felt like it was the right thing.”  
“If I knew like background information from things in the 
past, like I would agree with it more. I would be more prone 

to disregard the information that I didn’t already know.” 
“I think, the things that I previously have believed, 

especially concerning like my political stance or intuition, 
those things I automatically think they’re more credible, but 
which is not always necessary true. But I feel like that’s just 

the way a lot of people are these days, like they don’t 
necessarily take the time to go research things out because if 

it’s against their views and then a lot of people don’t want to 
believe that it's true.” 
 

3 A 

“If you have a certain affinity for certain situations, it 
doesn’t matter how much information or facts that that 

person puts on that site to back up what they are saying. If 
you personally do not believe it, seeing that information is 
not going to make you change your mind.” 

4 A 
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“What makes it true for me, however, is honestly, is about 
how I feel. It's not about what I see, what I know or what 
can back it up.” 

 
“If you feel like something is true already. Like for example, 

if you are you know made a bet with a friend about a 
question and then you look it up on the Internet and then 
what you’re saying is what the Internet is saying, you can 

automatically say, you see.. I was right, the content is true.” 
“If you already know something for so long and then it 

contradicts of what is posted on the website, you’re more 
than likely you’re going to be like, no this is not credible 
and then try to find other sources that might be similar to 

what you were already thinking.” 
 

7 B 

“I think my feelings do affect it (trusting content on a 
website) because how do I say it? For example, if I feel that 
Halloween is bad and I was taught that it was bad if I visit a 

website that says good things about it, then I would not 
believe in it just because it's on a website.”   

12 B 

 
The quotes above show that there seems to be a tendency among some individuals 

to trust content, if the websites do not contradict with their preconceived beliefs. In other 

words, if the information on the websites aligned with prior beliefs, upbringing, or core 

values, then people tended to trust it.  Being passionate about environmental issues 

(Interviewee # 3), or having certain affinities (Interviewee # 4), finding other sources that 

match your thinking (Interviewee # 7), and even upbringing (Interviewee # 12) 

influenced these interviewees’ decision to trust the content on the hoax websites. 

Post-truth bias should definitively be researched further since all the interviewees in this 

group expressed statements related to it.  

The second sub-theme was about having a subjective view of truth. All the 

interviewees that trusted both hoax websites had some sort of subjective view of truth 
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based on the idea that multiple truths may exists, or that truth could be based on opinions. 

These subjective view of truth quotes can be seen in Table 48 below: 

Table 48 
Trusted-Subjective View of Truth 

 Interviewee  Group 

“I guess truth is really what is credible to me.” 3 A 

“What makes it true for me, however, is honestly, is about 
how I feel. It's not about what I see, what I know or what 

can back it up. It’s about how I feel like deep down inside, 
like myself, my nature of knowledge.” 

 

4 A 

“Like something could be true to you and not to the other 
person, like religion for example. Not sure if that has to do 

with websites.” 
“If it’s like a study about humanity or race, I feel like 

opinions can make something true.” 
 

7 B 

What makes something true for you? “Reading it or seeing 

it or experiencing it or being told sometimes.” 
12 B 

 
Based on the quotes above there is a clear message that all of them had this idea 

that multiple truths may exists. Truth was described, as what is personally credible 

(Interviewee # 3), as being deep down inside and not based on any evidence, but personal 

feelings (Interviewee # 4), as being true to one person and not to another (Interviewee # 

7), and even if someone simply tells you (Interviewee # 12). All of these express an idea 

of thinking of truth as subjective. Having a subjective view of truth might explain why 

these individuals trusted the hoax websites.  

The third sub-theme was based on the epistemic beliefs of feelings and intuition. 

Three of the four individuals expressed statements related to feelings. Table 49 below 

contains quotes on this topic: 
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Table 49 
Trusted-Feeling-Based 

 Interviewee  Group 

“I tended to trust it because I didn’t necessarily have anything 
to back up why it would not be credible. It just really depended 
on how the information made me feel.” 

 
What made you trust the Tree Octopus website?  

“I guess how I was looking at it and how I felt about the 
subject because in high school, I was really like into 
environmental things. So, like things like that really got to me. 

So, my feelings started really high and so I was more into the 
content, I guess.” 

 

3 A 

“What makes it true for me, however, is honestly, is about how 
I feel. It's not about what I see, what I know or what can back it 

up. It’s about how I feel like deep down inside, like myself, my 
nature of knowledge.” 

 

4 A 

“I think my feelings do affect it because how do I say it? For 
example, if I feel that Halloween is bad, and I was taught that it 

was bad, if I visit a website that says good things about it then I 
would not believe in it just because it's on a website.”  

12 B 

 
It is evident that for the three individuals above, feelings played a key role in their 

decision to trust the website. These individuals felt that the content was true solely based 

on whether their feelings ran high regarding the topic (Interviewee # 3), or how the 

information made them feel deep inside (Interviewee # 4).  In addition, some let their 

feelings determine whether something was bad (not trusted), or conversely trusted 

(Interviewee # 12). The fourth sub-theme was the empirical view of knowledge. Three of 

the four individuals shared this view, which was based on the idea that experiences are 

what make up knowledge.  Please see Table 50 below, which contains empirical view of 

knowledge quotes: 
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Table 50 
Trusted-Empirical View of Knowledge 

 Interviewee  Group 

“The nature of our knowledge really comes from our 
experiences and teachers experiences and it’s just like a 
domino effect. So, our teachers learn from their teachers, who 

learn from their teachers. So, it really depends on our 
experience, I guess.” 

 

3 A 

I think experiences is a big nature of knowledge. I think 
depending on where you’ve been and what you know and who 

you hang out with, really determines how much knowledge you 
have and of course also other sources like books and you know 

getting an education and reading information you may not 
know. But, I think the biggest part of the nature of knowledge 
is experience.” 

 
“Something is true to me, if I’ve experienced it, if I’ve seen it 

happen.” 
 

7 B 

“I think knowledge comes from studying and reading. 

Knowledge can also come from others and experiences.” 
12 B 

 
The three individuals above expressed their view of knowledge being based on 

experiences. The first one explains that it is about experiences being passed down 

(Interviewee # 3), the second one states that if something has been experienced, it is true 

(Interviewee # 7), and finally that knowledge can comes from experiences (Interviewee # 

12). Since basing knowledge mostly on experiences can lead a person to believe things 

that are not true, it is possible that this empirical view of knowledge led a few of them to 

trust hoax websites. The fifth sub-theme was having a trusting trait. Three of the four 

individuals expressed this trusting trait in Table 51: 
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Table 51 
Trusted-Trusting 

 Interviewee  Group 

“I didn’t think I would get played I just trusted what I was 
seeing I guess” 
 

4 A 

“I think most of the time and students like myself, if I just 
don’t know something, I just look it up on the Internet and 

whatever information it gives me I usually just trust it right 
away.” 
 

7 B 

“It seemed as though it was correct when I read through some 
of them. I don’t know I have this thing of websites being 

honest, too.” 
 
So, you’re a trusting person? “Yes, so for like people tell me 

about wiki that it's not good because people could actually 
write in it, but like I feel like with those types of websites 

people... everybody just can’t put in their opinions.” 

12 B 

 
 

The quotes above state the opposite of being skeptical. The first quote explains 

that the website was trusted because there was no thought of the possibility of being 

played (Interviewee # 4). The second quote expresses a complete trust to whatever 

information is found on the internet especially if they don’t know something (Interviewee 

# 7) and the last individual simply admits to being trusting and the belief that websites are 

honest in general (Interviewee # 12). Sub-themes six and seven were composed of a 

single interviewee from each group. These sub-themes were being open minded and 

aware of their own bias and having a political-based epistemic belief. Being open-minded 

was stated by two of the four individuals from the trusted hoaxes category, which can be 

seen in Table 52: 
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Table 52 
Trusted-Being Open-Minded and Aware of Own Bias 

 Interviewee  Group 

“If it’s (website) against my prior knowledge or my views on it 
then it kind of shows me that the world isn't all like a tunnel 
vision like path. It allows me to be more open minded about 

different topics especially whichever I was researching it 
allows me to be accepting of not just my own beliefs, but it 

helps me to be more accepting of other people and their 
beliefs.” 
 

3 A 

OK so what about when the evidence or facts do not align with 
your beliefs? “I think then I would probably have to do further 

research on the information because I’m a pretty open-minded 
person. So, I feel like if more than three, four research give me 
the same answer, I probably would then you know would 

switch my opinion. I’m not one to really just stay on what I 
believe in if there’s proven facts that other things have been 

correct.” 

7 B 

 

Both individuals above stressed the importance of being open-minded. 

Interviewee # 3 expressed that if a website goes against a view, it demonstrates that the 

world is not a tunnel vision path and facilitates the acceptance of other people’s beliefs. 

Interviewee # 7 admitted to being open-minded and to the possibility of changing his/her 

mind based on consistent research. Since all four individuals in this category made 

statements concerning post-truth bias, it is important to note that at least two of the 

individuals mentioned the idea of being aware of your own bias and trying to be 

open-minded. New models of web evaluation strategies should contain information on 

post-truth bias and being aware of your own bias. The seventh sub-theme was having a 

political-based epistemic belief. Table 53 contains quotes related to this sub-theme: 
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Table 53 
Trusted-Political-Based 

 Interviewee  Group 

“I feel like we live based off how politics are formed. So, with 
that being said like for instance let's use Obamacare, for 
example, like most people I feel like Obamacare made more 

people want to actually get insurance, but even if they did not 
use Obamacare, but it pushed the urge for that. So, basically 

things dealing with politics move other things.” 

4 A 

“I think that scientific conclusions are shaped by politics 
because at the end of the day, whatever you put has to have like 

some type of background and I think that’s politics. It’s mostly 
opinions of other people, but it’s also based on some type of 

study, which would make it scientific. If you have years and 
years of study and then you make a conclusion of it, I feel like 
the politics of it, which would be more beneficial, what people 

would want in the end, would be what would be concluded. 
Even if it may not have been the conclusion of the study.” 

 
“I think the same reason why I believe scientific conclusions 
are shaped by politics. I mean if you say something is true most 

of the time it’s backed up to something that is beneficial for it 
to be true like uh which would make it political.” 

7 B 

 

The two individuals above mentioned the importance of politics and truth. 

Interviewees 4 and 7 both agreed with statements such as, truth being political, or 

scientific conclusions shaped by politics. Interviewee # 4 expressed that political things 

can move other things and that life is based on how politics are formed. Interviewee # 7 

explained that politics are related to beneficial outcomes that people want. It is interesting 

that political-based epistemic beliefs are not just in this category but are also present in 

other levels of trust categories. Figure 56 below summarizes the seven sub-themes 

mentioned that both groups displayed and shows a few sub-themes that were indicative of 

Group A, or Group B.  
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Figure 56. Epistemic Beliefs for the Trusted Hoax Websites Category.  

The following are the sub-themes mentioned by only one of the groups:  

1. Group A: Evidence-Based (1/2) 

2. Group B: Combination of Feeling and Evidence (2/2) 

One of the interviewees from Group A stated to have evidence-based epistemic beliefs. 

Please see Interviewee # 4’s statements regarding evidence in Table 54: 
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Table 54 
Trusted-Evidence-Based 

 Interviewee  Group 

“I believe that if you cannot find anything to back up what 
you’re saying, then it may not have too much validity to it. 
Reason being like for instance let’s say technology enhances 

learning that’s just like a thought, but if you can’t find anything 
that backs it up unless I mean if you are doing a research, how 

true can it be?”  
 
“Truth means to me basically, I feel like if you cannot prove it, 

back it up or have some evidence, that proves your statement, 
then it’s not true. It means nothing. It's basically your word 

against the next person’s word.”  

4 A 

 

Interviewee # 4 was the only individual from the trusted hoaxes category that expressed 

an evidence-based epistemic belief statement. Although as noted earlier in the third 

sub-theme (feeling-based epistemic belief), this statement was contradicted when the 

following confession was made later in the interview: 

What makes it true for me, however, is honestly, is about how I feel. It's not about 
what I see, what I know or what can back it up. It’s about how I feel like deep 

down inside, like myself, my nature of knowledge. (Interviewee # 4, Group A) 
 

It may be that the first evidence-based statement was made based on what is 

considered “correct” but once rapport was established, there was an honest explanation of 

how this individual truly thought about what makes something true, which is based on 

feelings. Both interviewees from Group B stated that they use a combination of feeling 

and evidence depending on the situation. Table 55 below contains quotes on this 

sub-theme: 
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Table 55 
Trusted-Combination of Feeling and Evidence 

 Interviewee  Group 

“Like something could be true to you and not to the other 
person, like religion for example. Not sure if that has to do with 
websites.” 

 
“I think I evaluate things using both a little bit of feelings and 

intuition and obviously facts and evidence have to be there, 
too. But it depends on the content, depends on the subject. So, 
if it's like a scientific study you are going to go with facts, 

evidence, but if it’s like a study about humanity or race, I feel 
like opinions can make something true.” 

7 B 

Do you evaluate things using feelings, intuition or do you base 
your evaluations on fact and evidence?  
 

“I think it depends on what it is that I am evaluating.” 

12 B 

 

Interviewee # 7 specifically mentioned that feelings were used for humanities/religious 

topics and evidence for scientific, or academic purposes. Interviewee # 12 simply stated 

that both evidence and feelings were used depending on what was being evaluated. The 

next trust level category constitutes the individuals that trusted one hoax website, but not 

the other.   

Trusted One Hoax Website but Not the Other Category 

Four interviewees (2, 6, 9, &13) trusted one hoax website, but not the other. 

Compared to the trusted hoax websites category, which only had five sub-themes, this 

category contains twelve. This demonstrates that this category of interviewees had a bit 

more experience compared to the trusted hoax websites category. Again, the main themes 

were Web Evaluation Strategies and Epistemic Beliefs. Each of these themes had a 

variety of sub-themes.  
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Web Evaluation Strategies. The following is a list of the thirteen sub-themes 

within the web evaluation strategies theme mentioned in this category by individuals 

from both Group A and Group B: 

1. Aesthetic Appeal (4/4) 

2. Not Spending Sufficient Time to Read and Evaluate (3/4) 

3. Complex Terminology (3/4) 

4. Knowing the Definition of a Hoax Website (3/4) 

5. Poor Design/Layout (3/4) 

6. Citations (3/4) 

7. Prior Knowledge (3/4) 

8. Authorship (2/4) 

9. Lateral Reading (2/4) 

10. Linear Reading (2/4) 

11. Ease of Use (2/4) 

12. Not letting Design Affect Decision to Trust Content (2/4) 

13. Making Sense (2/4) 

All four interviewees stated that the aesthetic appeal was a key factor in 

evaluating the websites. Below are a few quotes in Table 56 that illustrate this: 
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Table 56 
Trusted One-Aesthetic Appeal 

 Interviewee  Group 

“The features that I evaluated were the images, content, the 
wording, the way that the word structures are and the colors.” 

2 A 

“I mostly evaluated the design of the website.” 
 
“I think what led me to accept or disregard the information 

posted on the website was the design.” 
“I was just focused on the design, so I didn’t really read the 

information.” 
 

9 A 

“So, I would trust it by the way it looks. I don’t know anything 

about it, I would think that’s trustable.” 
 

6 B 

How did you evaluate the websites? 
“The look and if it’s like clear and to the point. So, then first is 
the look and second if it's clear. And lastly… oh and pictures, 

too. I guess it's visual, too. So, the pictures, I guess.” 
 

“Honestly, I would say it was whatever it’s appealing.” 

13 B 

 

Interviewees mentioned images, colors (Interviewee # 2), evaluating based solely on 

design (Interviewee # 9), trusting based on looks (Interviewee # 6 & 13), pictures and 

whatever is appealing (Interviewee # 13). Based on the previous category (trusted hoax 

websites) and this one, aesthetic appeal is the number one feature that most people base 

their evaluations on. The second sub-theme which was also present in the trusted hoax 

websites category, was not spending sufficient time to read and evaluate. Three of the 

four interviewees mentioned a statement related to this, as is evident from the quotes in 

Table 57: 
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Table 57 
Trusted One-Not Spending Sufficient Time to Read and Evaluate 

 Interviewee  Group 

“I just didn’t have enough time to research deeply into all of 
the websites.” 
 

“What made me accept was that I did not have enough time to 
actually go in depth and research and for the sake of time I just 

pressed accept.” 
 

2 A 

“Honestly, I didn’t really read the information.” 

 
“No, I did not notice it (if any website was a hoax). I was just 

focused on the design, so I didn’t really read the information.” 
 

9 A 

“I feel like I needed more time to read what it said and not base 

it on the length, subheading it had or pictures.” 
6 B 

 

Interviewee # 2 expressed not having enough time to do deep research. 

Interviewee # 9 admitted to not reading the information and being focused more on the 

design and finally Interviewee # 6 stated the need for more time to read. All three stated 

that they did not spend sufficient time to read and evaluate the websites. Reading and 

spending sufficient time to evaluate websites seems like a principal factor in determining 

whether a website is a hoax, or not since most interviewees in the trusted hoax websites 

category and in this one did not spend sufficient time to read and evaluate. It seems like 

in these cases the less time spent to read and evaluate, the more the website is trusted. 

More research should be done in this area. The third sub-theme was complex 

terminology.  

Three out of four interviewees in this category stated that complex terminology 

made them trust the hoax websites. Below is Table 58 with quotes that mention how 

complex words, or how things are said influenced their decision: 
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Table 58 
Trusted One-Complex Terminology 

 Interviewee  Group 

“I felt like they used too big words to just look like they were 
smarter and they were able to explain it. But they might’ve 
been false and people just go through it because they don’t 

want to do the research. They are just lazy and they find it 
true.” 

 
“Sometimes people just use big words to just make you think it 
is true rather than sometimes just the simplest words will be the 

truth.” 
 

2 A 

What made you believe that the content on the dhmo.org was 
true? 
“The vocabulary. If I don’t know a word and it looks fancy I’ll 

believe it.” 
“Mostly vocabulary words like big words that would describe 

something.” 
 

6 B 

What about the tree octopus one? “The octopus one I did not 

think it was a hoax. You know telling me now I look back on it 
and you’re like oh I could see why, but for a moment the things 
they were saying about it, to me it sounded believable. I don't 

know. I just, I actually did believe it. I would actually talk 
about that to someone else.” 

 
“I think the way that things are said makes it sounds believable. 
That's what it goes down to for me. I know it sounds horrible.” 

13 B 

 

“Big words” made Interviewee # 2 trust the DHMO.org hoax website. 

Interviewee # 6 also trusted the DHMO.org website due to the “vocabulary words,” 

which were described as “fancy.” Interviewee # 13 did not trust the DHMO.org website 

however the Tree Octopus hoax website was trusted due to the way things were said, 

which made it sound believable. The use of complex words made a few of the individuals 

trust hoax websites. The fourth and fifth sub-theme were knowing the definition of a 

hoax website and poor design. Three of the four individuals in this category knew the 
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definition of a hoax website and stated that the poor design made them not trust the hoax 

websites. Below are quotes in Table 59 on these two sub-themes: 

Table 59 
Trusted One-Knowing the Definition of a Hoax Website and Poor Design/Layout 

 Interviewee  Group 

Knowing the Definition of a Hoax Website 

“A hoax website is a false website or a website that somebody 
just puts out there and then gain whatever they’re trying to gain 
through it and making people fall for whatever they believe 

because they know the people are vulnerable and they would 
believe anything that’s on the internet.” 

 

2 A 

“A hoax website is a website with fake information.” 
 

9 A 

“A hoax website for me is definitely something that doesn’t 
look trustworthy, but they are also websites that look credible. 

So, I think it depends for me because I can’t tell which is which 
sometimes you just have to know not to believe everything you 
read on the Internet. Like the website on the tree octopus I 

would have totally talked about it during a dinner conversation 
thinking that it was true.” 
 

13 B 

Poor Design/Layout   
“I would then look at the content and how it was displayed and 

if it made my eyes kind of everywhere, I wouldn’t give it a 
high rating.” 
 

What red flags did you noticed? “Low-quality (images). If it 
was a professional who was trying to make a purpose point, 

they will find the best images that they could have to have high 
definition and prove their point.” 

2 A 

“I didn't trust the information on the DHMO one because I 

think I have seen that website before, or maybe the information 
also I didn't like the design.” 

 

9 A 

“The DHMO.org as soon as I saw it, I knew it was fake 
because I have seen others that are fake, and they look the 

same way and you just know that, just by the way, just by 
looking at it. The second you see it, looks fuzzy and it doesn’t 

look trustworthy.” 

13 B 
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Interviewees # 2, 9 and 13 knew the definition of a hoax website. A hoax website 

was described as false, fake and not trustworthy. Poor Design was also mentioned by the 

same interviewees. Interviewee # 2 explained that if a website had low quality images, 

then it would not be trusted and that a low rating was given to websites that were poorly 

displayed. Interviewees # 9 and 13 expressed that they did not trust the DHMO.org hoax 

website due to the poor design, which was not liked and was “fuzzy” looking. The 

presence of citations was sub-theme six. This sub-theme was also mentioned by three out 

of the four interviewees. Please see Table 60 below: 

Table 60 

Trusted One-Citations 

 Interviewee  Group 

“What makes information credible for me is like if the 
information is cited.” 

 

9 A 

“Also looking for like citations at the bottom that they got it 
from a book, or someone like a doctor, or whatever the topic is 

about.” 
 

6 B 

“Making sure that the website is backed up by the resources, or 
the bibliography and it shows the sources where they got their 
information because you just don't come up with everything. 

You have to have sources for that stuff... for what you say.” 

13 B 

 

Interviewees # 9, 6 and 13 explained that for a website to be trusted, it needed to 

have citations. Interviewee # 9 stated that information needed to be cited and looking for 

citations at the bottom of the website was mentioned by Interview # 6. Interviewee # 13 

stated that the website needed to be backed up by a bibliography. It is interesting to note 

that there are hoax websites that contain bogus citations. For example, the Tree Octopus 

hoax website has citations on their media webpage. In addition, the DHMO.org website 

contains a webpage on research reports that highlight fake studies. Sub-theme seven was 
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prior knowledge. The quotes in Table 61 below demonstrate how prior knowledge 

influenced the decision of three out of four interviewees to trust, or not the content on a 

website: 

Table 61 

Trusted One-Prior Knowledge 

 Interviewee  Group 

 “I think the more you don’t know about a subject, the more 
you believe that information is true and the more you know the 

less likely you will be convinced that it’s true. The more you 
know the less likely you will be convinced that it’s true.” 

 

9 A 

What made you trust one website compared to the other? You 
did not trust the tree octopus website, but you did trust the 

dhmo.org website Why? 
“Prior knowledge” 

Why prior knowledge?  
“Because I know those (tree octopus) do not exist, but at the 
same time I don’t know about the other website. So, since I 

don’t know about the topic, I would read it and think oh OK 
that’s what it means without knowing if it’s right or wrong. So, 
I would trust it by the way it looks. I don’t know anything 

about it, I would think that’s trustable, but the octopus one I 
know they are in the water only, so I know that’s not true.” 

(Laughs) 
 
Did you notice if any websites were a hoax? 

“Yes, the octopus one because of prior knowledge of it.”  
 

“Mostly prior knowledge and common sense affects what I 
think and what I see on a website.” 
 

6 B 

What led you to accept or disregard the information posted on 
the websites?  

“I guess whenever I read something there’s some things I 
already knew so when I read something I was like oh yeah that 
sounds about right kind of thing.” 

13 B 

 

Interviewee # 9 and 6 explained that having no prior knowledge made them trust 

one of the hoax websites. The idea mentioned is that the less a person knows about a 



177 
 

subject the more they will trust and the more they know the less they will trust. This 

concept is also explained by Interviewee # 6, who trusted the DHMO.org website 

because there was no prior knowledge on it but did not trust the Tree Octopus website 

because of having prior knowledge. Interviewee # 13 said that the content on the websites 

was accepted or disregarded depending on whether there was some knowledge on the 

information. If things sounded right based on prior knowledge, then it would be accepted. 

Sub-themes eight through eleven involve, an interviewee from each group, for a 

total of two out of four. These sub-themes include authorship, lateral reading, linear 

reading and ease of use, which can be seen in Table 62: 
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Table 62 
Trusted One-Authorship, Lateral Reading, Linear Reading and Ease of Use 

 Interviewee  Group 

Authorship 

“What made me believe it was true was sometimes the 
expertise that were inside of the website.” 

 

2 A 

“Looking for the authors and the people that wrote the website 

or edited the website.”  
 

6 B 

Lateral Reading   

“I just researched. Like vocabulary words in Google and try to 
click on a different website to compare to that one.” 

 
“Some sources I used was another website. The other tab, the 
Internet itself to find other professionals.” 

2 A 

“I make sure I don’t just look at one website and go to different 
ones.” 

 

13 B 

Linear Reading   
“First I don't remember maybe I looked at the title and then 

second I looked at the design and third I scanned the 
information.” What strategies did you use? “I just used like 

maybe the overall feel of the website.” What tools did you use? 
“No, I didn’t use anything.” 
 

9 A 

“First, I saw the whole image on the website, the illustrations 
and then the links that it had I just went through it to see how it 

was organized.” Did you use any strategies? “I don’t know of 
any strategies.” 
 

6 B 

Ease of Use   
“I liked how it was structured like it gave me the option that if I 

clicked on something I could return back to the homepage not 
clicking back, back, back or retracing everything that I went 
through I could go through it and navigate it.” 

 

2 A 

“Well I look for that the website is definitely not 

overwhelming. I look for if that it doesn’t go on too much of 
clicking on just so many different things.” 

13 B 

 

As seen from the table above, authorship was important for two out of the four 

interviewees in this category. Interviewee # 2 and 6 stated that they looked for the 
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expertise inside the website and the author(s) who wrote the website. Interviewees # 2 

and 13 made statements about searching words in Google and visiting other websites, 

which is lateral reading. Interviewees # 9 and 6 displayed linear reading since they stayed 

within the websites. Interviewees # 2 and 13 also mentioned that for them it was 

important to not feel overwhelmed and that the websites were easy to navigate. It seems 

that if the website was easy to navigate then it would be trusted. Sub-theme twelve also 

included an interviewee from each group, for a total of two out of four. This sub-theme 

was not letting design affect decision to trust content which can be seen in Table 63: 

Table 63 

Trusted One-Not Letting Design Affect Decision to Trust Content 

 Interviewee  Group 

“My favorite website was actually the octopus one because of 
the colors and how it had a lot of facts and it tried to confuse 

you with the facts, but I liked how it was lengthy and you 
didn’t have to go through many websites to find all of the 
information that you needed for the project let's say if you 

needed to do it on the octopus. I just wish it were true.” 
 

2 A 

“A hoax website for me is definitely something that doesn’t 
look trustworthy, but they are also websites that look credible, 
so I think it depends for me because I can’t tell which is which 

sometimes you just have to know not to believe everything you 
read on the Internet. Like the website on the tree octopus I 

would have totally talked about it during a dinner conversation 
thinking that it was true.” 

13 B 

 

Not letting an aesthetically appealing design influence decision to trust, or not 

trust was the other concept mentioned by Interviewees # 2 and 13. Interviewee # 2 

referred to enjoying the Tree Octopus website due to its colors but that did not influence 

the decision to trust it since ultimately Interviewee # 2 did not trust it. Interviewee # 13 

said that in general a hoax website may not look trustworthy, but it can also look credible 
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and that people should just not believe everything that is on the internet. Finally, Sub-

theme thirteen include statements related to the website content making sense. Please see 

Table 64 below: 

Table 64 

Trusted One-Making Sense 

 Interviewee  Group 

What makes something true for you? “If it makes sense.”  
 

9 A 

“Why would you accept something is true? Just believing...  
just if it makes sense in my mind, I’ll believe it.” 

6 B 

 

Interviewees # 9 and 6 explained through their statements that they would trust a 

website if the content made sense. Interviewee # 9 trusted the Tree Octopus Website and 

Interviewee # 6 trusted the DHMO.org website. One of the reasons given by these 

interviewees is that they trusted these websites because the content made sense. There 

were a few sub-themes that were only present in Group A, or Group B. These were the 

following: 

Group A: 

1. Experience Evaluating Websites (1/2) 

Group B: 

1. Useful (2/2) 

2. WWWDOT Framework (2/2) 

3. Not Knowing the Definition of a Hoax Websites (1/2) 

4. Ads/Asking for Money (1/2) 

These themes can be seen in Figure 57 below: 
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Figure 57. Web Evaluation Strategies for the Trusted One but Not the Other Category.  

Interviewee # 2 stated that she had experience evaluating websites through past 

classes taken where projects included having to evaluate websites. Group B had four 
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sub-themes, which were WWWDOT Framework, useful, not knowing the definition of a 

hoax website and the presence of ads/asking for money. Table 65 below contains the 

statement made by interviewee # 2: 

Table 65 

Trusted One-Experience Evaluating Websites 

 Interviewee  Group 

“Strategies that I have used have been based on my past classes 
and all the websites I’ve actually done research on. Although 

some of them did have.org and the other ones I see those are 
educational websites I didn’t really trust them because I found 

some information before they have not been honest and I’ve 
backed out backed it up with details so I just used past websites 
for my projects to evaluate.” 

2 A 

 

Both Interviewees from Group B mentioned evaluating the websites based on 

whether they were useful. Interviewee # 13 from Group B mentioned using the 

WWWDOT Framework. However, Interviewee # 6 did not mention the WWWDOT 

Framework at all during the interview. Table 66 contains quotes related to useful and 

WWWDOT Framework: 
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Table 66 
Trusted One-Useful and WWWDOT Framework 

 Interviewee  Group 

Useful 
“I would use the ones that I trust because they seem legit and if 
it’s useful for my class lesson, I would have my students 

research on the topic.” 
 

6 B 

“It depends on what I’m teaching. Definitely the water 
conservation one, which I did like because again it gave clear 
insight about everything and I would use that if that’s the topic 

I’m talking about.” 
 

13 B 

WWWDOT Framework   
“I evaluated the websites by looking at who, when it was 
created, who created it and how it was created. That was like 

exactly what I looked for when I first go to a website that's 
exactly what I first see.” Was this based on the WWWDOT 

framework? “Yeah”  
 
What strategies did you use to evaluate the websites? “Well the 

WWW method, the framework.” 
 
What tools did you use to determine whether the information 

on the website was credible or not?  “The WWW Framework 
is what I go by.”   

13 B 

 

Interviewees # 6 and 13 mentioned trusting the websites that they felt were useful. 

Interviewee # 6 stated that if it is a legit and useful it would be trusted. Interviewee # 13 

trusted the credible website about water conservation and finds it useful to teach about 

that topic. Interviewee # 13 also mentioned using the WWWDOT Framework. The 

following section includes the epistemic belief theme and the subthemes that resulted 

from the interviews. 

Epistemic Beliefs. Below are the seven sub-themes that both Group A and Group 

B displayed in the epistemic beliefs theme: 

1. Subjective View of Truth (4/4) 
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2. Post-Truth Bias (4/4)  

3. Empirical View of Knowledge (2/4) 

4. Being Open-Minded and Aware of Own Bias (2/4) 

5. Evidence-Based (2/4) 

6. Political-Based (2/4) 

All four interviewees mentioned statements related to a subjective view of truth. Table 67 

below contains the statements made by the interviewees concerning the subjective view 

of truth sub-theme: 

Table 67 

Trusted One-Subjective View of Truth 

 Interviewee  Group 

“Truth means something that I researched, and I found and 
whatever I think is correct.” 

 

2 A 

“I feel that everybody has their own definition of the truth.” 
 

9 A 

“Truth to me means something that has an answer you... 
something you can prove and what mostly everyone believes.” 

 
 And what is something you can prove? That’s a chair. 
So, something you see with your eyes? “Yes, and things like ... 

sometimes books say, not limited to seeing, but believing.” 
 

“We go by the common opinion.” 
 

6 B 

“The truth to me... Oh my God… (laughs). The truth to me is 

whatever what is considered to be the right thing.” 
 

“What makes something true for me, I would say is something 
that is backed up by any fact. Wait also by my feelings. I 
realize that truth doesn’t have to be just about facts it can also 

be based on your beliefs.” 
 

13 B 
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Having a subjective view of truth is believing that truth can be based on opinions 

and that truth may vary from person to person. All of the above-mentioned statements 

express a subjective view of truth.  Interviewee # 2 admitted to being “a little bias” since 

if a website did not align with her beliefs, even if more research is done, the website 

would not be trusted. Interviewee # 9 believes that everyone has a different definition of 

the term truth, which suggest a subjective view of truth. Interviewee # 6 goes by the 

common opinion, or what most people believe, also by not just seeing, but by believing. 

Sometimes the common opinion is wrong, especially in this post-truth age were objective 

facts and evidence are not as influential compared to personal beliefs and feelings. 

Interviewee # 13 also explains at the end, that truth could also be based on feelings and 

beliefs. Having a subjective view of truth was present in all of the individ uals in this 

category. This sub-theme is a bit intertwined with the post-truth bias sub-theme. All 

interviewees said phrases that displayed a post-truth bias stance. Some of the quotes are 

repeated since they were a part of both the subjective view of truth sub-theme and the 

post-truth bias sub-theme. Table 68 below contains quotes that represent this sub-theme: 
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Table 68 
Trusted One-Post-Truth Bias 

 Interviewee  Group 

“Truth means something that I researched, and I found and 
whatever I think is correct. So, somebody can tell me 
something and I won’t believe it because it’s not what I found.” 

 
“It (feelings, intuition, political stance) does affect me highly 

because I’m raised in one way and I believe in very specific 
ways and if a website says that this is the way I may not 
believe it because that’s not what I think is right and yes I can 

do more research and everything, but if I and my belief I think 
that it’s correct this way, I’m not going to be using that website 

so I’m technically a little bit biased to websites because I don’t 
believe in their ways. I’d rather believe in what I was brought 
up to me and I’ve turned out fine. So, I rather be how I’ve 

been.” 
 

“Yeah like for me, I have never done drugs. I don’t believe in it 
so if there is a website that tells me that drugs are good, I will 
not believe it because that is how I was raised.” 

 
“I don’t usually believe a doctor that stands up on the stage and 
says that this is the best way to cure any illness. I believe your 

own research will conclude your information your own 
beliefs.” 

 
“Back then Native Americans used weed to help compensate 
any medical problem. I’m not for or against it, but that’s how 

they were brought up, so that’s their belief. So, research, know 
your stuff, be firm with yourself.” 

 

2 A 

“For example, if my intuition says that it is right then I don’t 
have to evaluate it based on facts.” 

 

9 A 

What makes something true for you? “We go by the common 

opinion.” 
 
“Once you have experienced something, you feel comfortable 

saying whether you believe it or not or what you’re reading is 
accurate or not.” 

 

6 B 

“I realize that truth doesn’t have to be just about facts it can 
also be based on your beliefs.” 

13 B 
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Interviewee # 2 explained that no matter the amount of facts/evidence for a 

website, if her beliefs are not aligned with the content, then the website would not be 

trusted. Based on the statements, it seems that if content does not align with that 

interviewee’s beliefs, it is discarded regardless of the evidence.  Interviewee # 6 explains 

that truth is obtained by going with the common opinion (which is not always 

evidence-based or factual) and that experiencing something makes the person accept, or 

not accept the content. Interviewee # 9 states that there is no need to evaluate based on 

facts if it is considered right based on intuition. This type of blind trust and priority given 

to intuition regardless of the facts, demonstrates how deep post-truth can run and how 

easily people can trust content based on emotions/feelings and intuition. Finally, 

Interviewee # 13 stated that truth is not just based on facts but also on personal beliefs, 

which denotes a post-truth bias stance. Even though post-truth bias statements were 

present in these interviews, there were also statements related to being open-minded and 

aware of personal bias. Both Interviewee # 2 and 13 explained the importance of not 

being biased, or at least of being aware of it. Table 69 below contains statements related 

to this: 
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Table 69 
Trusted One-Being Open-Minded and Aware of Own Bias 

 Interviewee  Group 

“Don’t use only Wikipedia, use .org or use .edu and websites 
that we’ve gone through that we know are trustworthy to show 

them these are good websites for the research and not let them 
just be biased to one opinion.” 
 

“I mostly use government or governmental websites even 
though they are biased, but I also use .EDU websites because 

that’s usually teaching educational websites and resources that 
I think that are true based on many websites that say the same 
thing continuously to not be biased or not to be involved with 

everything else.” 
 

“I base my evaluations on facts and evidence because even 
though I am strong against drugs, if I see that somebody needs 
the marijuana for medical reasons I am for it because that’s 

what it’s going to help them. Not everything in the world is 
bad, it’s what we do when we use to abuse. So, if there’s facts 

to back it up and there’s proven facts that support that then that 
is what I see, it is true.” 
 

2 A 

“I definitely think that some websites are biased to their 
beliefs. So, I think that when you’re reading something you 

need to keep that in mind. So, if it’s a way that you feel about 
something to remember that I think to know that there’s two 
sides to everything.” 

 
“I’m thinking if you know something and you know that it’s 

right, then let's say I read it and I believe it also then I would 
agree. So, then I will go about on reading the website like that 
goes with your feelings and bias, too. But then that's why you 

have to look at other websites to look at other information like 
credible information to make sure that it’s not just bias 

information. Just because you believe something doesn’t mean 
that it’s right, it’s my point.” 

13 B 

 

As seen above, Interviewee # 2 stressed that even government websites can be 

biased and that it is important to not be biased to a single opinion and research various 

websites. Interviewee # 2 demonstrates through the last statement above that even though 
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drugs goes against her beliefs, being open minded can keep your own bias in check. This 

thought was shared by Interviewee # 13, who stated that some websites are biased to their 

beliefs, that there are two sides to everything and most importantly that beliefs are not 

always right, therefore it is important to look beyond feelings and personal bias and 

review various websites. This sub-theme was interesting to find since it goes against the 

idea of the post-truth bias. The fourth sub-theme was having an empirical view of 

knowledge. Two interviewees thought that knowledge was based on experiences. Table 

70 below contains the statements made by Interviewee # 2 and 6: 

Table 70 

Trusted One-Empirical View of Knowledge 

 Interviewee  Group 

“Knowledge is something that you earn while you are in school 

through experiences because yes there are some things that 
come to you naturally but if you don’t go to school and you 
don't experience it, you won’t build upon the knowledge and 

the more that you build upon, the more that you will learn, the 
more that you will use in your life for better experiences.” 

2 A 

“Our everyday lives. What we go through. What we learn from 
different experiences and things that we learn every day.” 

6 B 

 

Interviewee # 2 said that knowledge was obtained in school through experiences. 

Interviewee # 6 also expressed an empirical view of knowledge since knowledge was 

described as different experiences that people go through every day. Sub-themes five and 

six were evidence-based and political-based epistemic beliefs. Table 71 below contains a 

few quotes on these epistemic beliefs: 
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Table 71 
Trusted One-Evidence-based and Political-Based 

 Interviewee  Group 

Evidence-Based 

“What I believe credible will be facts, numbers, statistics. Not 

always statistics are correct, but if I see that there’s like an 
even amount number ratio, then that would be credible for me. 
I’m a very mathematical and analytical person, so if I see a 

graph showing something based on theories and research that 
have been proven like peer reviewed journals, I would think 

that it is a credible website rather than just somebody just 
writing out everything that they believe is right.” 
 

“Something that is true to me is based on research hard, hard 
research and like if there’s a study being done about something 

and there’s been many years that have been processed through 
that and other doctors who have tried it out and have come up 
with the same results then that is something true to me.” 

 
“I base my evaluations on facts and evidence because even 

though I am strong against drugs, if I see that somebody needs 
the marijuana for medical reasons I am for it because that’s 
what it’s going to help them. Not everything in the world is 

bad, it’s what we do when we use to abuse. So, if there’s facts 
to back it up and there’s proven facts that support that then that 

is what I see, it is true.” 
 

2 A 

“I think what makes information credible for me is making sure 

that there are facts. Like making sure that the website is backed 
up by the resources or the bibliography and it shows the 

sources where they got their information because you just don't 
come up with everything. You have to have sources for that 
stuff... for what you say.” 

13 B 

 
Political-Based 

  

“I think that your feelings and intuitions or political stance may 
persuade you to be against or for the credibility yeah.” 
 

9 A 

“I don’t know how to explain it that’s just my belief, I think 
that politics is what draws the world basically we go by the 

common opinion.” 
 
“Because we believe facts by what we know and like I said 

politics is what we usually are around in our everyday lives and 
how we do things.” 

6 B 



191 
 

 

This category had two interviewees with an evidence-based view of truth and two 

that had a political-based view. Clearly Interviewee # 2 has an evidence-based view of 

truth. All of the quotes explain how truth and evaluations are based on facts, evidence, 

statistics and hard research. This concept is shared by Interviewee # 13 which thinks that 

facts is what makes information credible as well as source to support it. Interviewee # 6 

and 9 agreed that politics can influence whether information is accepted, or not.  What is 

interesting about Interviewee # 2 is, that as seen in the post-truth sub-theme, a few of the 

statements previously made were giving more importance to feelings and beliefs 

compared to facts, or evidence and there was even an admittance of being a little biased. 

Specifically, Interviewee # 2 changes her previous thoughts on the topic of drugs, which 

even though they go against her beliefs, if the facts and evidence support it, then she will 

be for it. This hints to the idea of how a person can easily change their mind depending 

on the situation. The next section contains sub-themes that only Group A, or Group B 

displayed. 

Group A: 

1. Feeling-Based (2/2) 

2. Skeptical (1/2) 

Group B: 

1. Combination of Feeling and Evidence (2/2) 

Both interviewees in Group A displayed feeling-based epistemic beliefs and one 

of the interviewees was skeptical. Two interviewees from Group B stated that they use a 
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combination of feeling and evidence. Below is Figure 58 with the sub-themes for this 

category: 

 

Figure 58. Epistemic Beliefs for the Trusted One but Not the Other Category.  

It is interesting to note that both interviewees from Group A in the previous 

category (trusted hoax websites) and this one expressed statements related to having 

feeling-based epistemic beliefs. This aligns with the quantitative analysis of feelings 

having a statistically significant result in Group A. Table 72 below contains quotes that 

explain how feelings may affect whether a website is trusted, or not: 
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Table 72 
Trusted One-Feeling-Based 

 Interviewee  Group 

“It (feelings, intuition, political stance) does affect me highly 
because I’m raised in one way and I believe in very specific 

ways and if a website says that this is the way I may not 
believe it because that’s not what I think is right and yes I can 
do more research and everything, but if I and my belief I think 

that it’s correct this way, I’m not going to be using that 
website, so I’m technically a little bit biased to websites 

because I don’t believe in their ways. I’d rather believe in what 
I was brought up to me and I’ve turned out fine, so I rather be 
how I’ve been.” 

 

2 A 

“For example, if my intuition says that it is right then I don’t 

have to evaluate it based on facts.” 
 
“I think that your feelings and intuitions or political stance may 

persuade you to be against or for the credibility yeah.” 

9 A 

 

Interviewee # 2 explained that feelings affect her tremendously in regard to 

trusting, or not trusting a website. This was the same interviewee that made multiple 

statements about having an evidence-based epistemic belief. This may be related to how 

some people may display a combination of epistemic beliefs depending on the situation. 

Interviewee # 9 also believes that feelings and intuition take precedence over facts since 

according to her, there is no need to evaluate the website based on facts if your intuition 

tells you that it is right. Interviewee # 2 expressed a skeptical mindset when it came to 

trusting websites. This differed from Interviewee # 9, who expressed having a trusting 

personality since the statement below mentioned usually believing anything on the 

internet. Table 73 below contains the quotes provided: 
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Table 73 
Trusted One-Skeptical and Trusting 

 Interviewee  Group 

Skeptical 
“Most of the time I do not believe everything at the website 

because it was just brought up on me and I like to do my 
research.” 
 

2 A 

Trusting   
“I just need to be more careful because I usually believe 

anything on the internet.” 
 

9 A 

 

Interviewee # 2 displayed a combination of epistemic beliefs such as evidence 

based, feeling based and skeptical. This is interesting since it is possible that some people 

display different epistemic beliefs depending on the situation, or how strongly they feel 

about a topic. The next sub-theme deals exactly with this concept. Some individuals 

expressed the idea that they use a combination of feeling and evidence based on the 

situation as is evident by the quotes in Table 74 below: 

Table 74 

Trusted One-Combination of Feeling and Evidence 

 Interviewee  Group 

“Both (feelings and facts) depending on the topic or subject.  

Evidence would be science and feelings would be believing 
God.” 
 

6 B 

“I use both. I use feelings and evaluation of facts and 
evidence.” 

 
“What makes something true for me, I would say is something 
that is backed up by any fact. Wait also by my feelings. I 

realize that truth doesn’t have to be just about facts it can also 
be based on your beliefs.” 

13 B 

 

Interviewee # 6 explains that evidence is used for science and feelings for 

religious purposes. This idea was shared by two of the interviewees from the previous 
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category (trusted hoax websites) and is also present in the other categories. Interviewee # 

13 stated that a combination of both feelings and facts are used to evaluate. It seems that 

people’s epistemic beliefs may shift and change depending on the situation. More 

research should be done in this area to determine whether certain topics related to culture, 

religion, or humanities versus academics and science affect the decision of whether 

evidence, or feelings are used to evaluate what websites are trusted. The next category is 

composed of the interviewees that did not trust the hoax websites. These interviewees 

displayed a combination of sub-themes that were similar to the “Trusted One Hoax 

Website but not the Other,” but differed significantly from the “Trusted Hoax Websites” 

category.  

Not Trusted Hoax Websites Category 

The following is a list of sub-themes mentioned that led interviewees (1, 8, 10 & 16) 

from this category to not trust both hoax websites within the web evaluation strategies 

theme. The sub-themes are ordered from the most mentioned to the least: 

1. Lateral Reading (4/4) 

2. Spending Sufficient Time to Read and Evaluate (4/4) 

3. Aesthetic Appeal (3/4) 

4. Authorship (3/4) 

5. Ads/Asking for Money (3/4) 

6. Not Making Sense (3/4) 

7. Ease of Use (3/4) 

8. Knowing the Definition of a Hoax Website (3/4) 

9. Useful (3/4) 
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10. Prior Knowledge (3/4) 

11. Experience Evaluating Websites (2/4) 

12. Poor Design/Layout (2/4) 

Lateral reading was the main sub-theme mentioned by all the individuals that did not 

trust the hoax websites. Below is Table 75 with quotes based on the lateral reading 

sub-theme: 

Table 75 
Not Trusted-Lateral Reading 

 Interviewee  Group 

“Like for the tree octopus, I think one of the links didn’t even 

relate to a tree octopus and then I googled it.” 
 

“So, then I googled it. I went outside of the website. I googled 
it and then I saw that it was all a hoax.” 
 

1 A 

“Finding multiple sources that said the same thing. So, if one 
and two are not good enough for me, I have to know that 
everybody’s on a collective understanding.”  

 
“Well I think by searching more resources that pretty much 

says the same thing or gives a more solid foundation that the 
information is accurate or not accurate.” 
 

10 A 

“I use like multiple resources. So, if I’m looking at a website, I 
would try to find other websites that support information that I 

see on that website.” 
 
“I would check out the resources to find out whether or not the 

website is legit. For example, I’d go to other websites to see if 
they had comparable information or if they had suggested 

certain like other websites that might have the same 
information or not and if it doesn’t then that website is 
probably not as reliable, if the websites I looked up aren’t 

showing the same information as what I am currently looking 
at.” 

 

8 B 

“Well, I googled most of the information. I googled 
information on the side and then I went to credible websites.” 

16 B 
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Interviewee # 1 specifically stated that she googled to see if the website was a 

hoax since one of the links did not relate to the tree octopus. Interviewee # 10 explained 

that multiple sources saying the same thing would be trusted. This idea of using multiple 

sources was also shared by Interviewee # 8, who uses other websites to verify if the 

information is correct. Finally, Interviewee # 16 also demonstrated lateral reading since 

the statement given refers to googling information on the side to evaluate the content. 

Lateral reading may be the most important sub-theme that determined whether a hoax 

website was not trusted. As mentioned earlier, all interviewees that trusted the hoax 

websites displayed linear reading compared to this category, who all displayed lateral 

reading. All Interviewees in this category also mentioned spending sufficient time to read 

and evaluate the content on the websites. Table 76 below contains statements for this 

sub-theme: 
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Table 76 
Not Trusted-Spending Sufficient Time to Read and Evaluate 

 Interviewee  Group 

“I felt confident that I was able to distinguish something was 
real or not and to take the time to see if any of the information 
was true.” 

 
“I’ve always been told to really look for it.” 

 

1 A 

“If I was familiar with the information, if it was true then I will 
just agree to it and look for more, but if it was false I would 

just have to question it and just do more follow up. I just won’t 
stop there and say OK I got it from that site it must be true, no I 

have to do a little bit more groundwork and see if it’s actually a 
true statement.” 
 

“What led me not to accept it was if I had to do further research 
on the information. I just don't trust everything I hear.” 

 

10 A 

“I kind of looked at the things that I thought were interesting, 
so I kind of went deeper into investigating those websites.” 

 

8 B 

“It took me a while to figure it out because I had to make sure, 
so I had to do research on the side, just to make sure that the 

information was correct or at least to have an idea on what it 
was.” 

16 B 

 

Interviewee # 1 stated that she was taught early on to “really look for it” and she 

felt confident by spending the time to distinguish if something was true or fake.  

Interviewee # 10 also said that it is important to follow up and do the groundwork to 

verify the information by doing further research. Going deep into investigating the 

websites was the comment made by Interviewee # 8.  Interviewee # 16 said it took him a 

while to figure out if a website was credible or not by doing research on the side. All four 

interviewees expressed their thoughts regarding deep research and taking the time to 

evaluate the websites. Again, this differed from the individuals who trusted the hoax 

websites, who stated that they did not spend sufficient time to read and evaluate the 
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websites. One of the sub-themes that both categories also shared was aesthetic appeal. 

Table 77 below contains quotes about aesthetic appeal: 

Table 77 
Not Trusted-Aesthetic Appeal 

 Interviewee  Group 

“I paid attention to the layout and how easy it was to look at.” 

 
1 A 

“Design, aesthetic and also if they were easy to use.” 10 A 

“So when I evaluate a website, the first thing I do is look at the 

appearance of the website to determine whether or not it’s 
appealing.” 

8 B 

 

Three out of four individuals paid attention to the aesthetic appeal of the websites. 

This was a recurring theme present in all of the categories. Some said that they paid 

attention to how it looked (Interviewee # 1), others talked about the design and aesthetics 

(Interviewee # 10) and finally about appearance (Interviewee # 8) and if it was appealing 

or not. Authorship was the next sub-theme present. Three out of the four interviewees 

mentioned some sort of comment regarding the people who created the website and the 

expertise that came with it. Table 78 below contains a few quotes about authorship: 

Table 78 
Not Trusted-Authorship 

 Interviewee  Group 

“I would look at the tabs and if they had any information about 

them, any way to contact them, if they had an address or not. 
Then, I would look at the actual information on the about us 
page to see who they are if they had pictures of themselves. If 

they had anyway to tell if it’s a real person that’s managing the 
website and basically that’s it.” 

 
“I would tell teachers to see if the actual website is a popular 
credible website, so like the New York Post or maybe like the 

wildlife foundation, which everyone knows about it to see if it 
if they are the ones that are posting.  If it is a random blog or a 

1 A 
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website made by just someone that’s not even related to the 
fields then they should be worried.” 
 

“Check for links to see if any other person is talking about their 
website or the person that created that website see if you can 

actually contact them not just by emails but by phone or actual 
mail.” 
 

“So, what makes information credible to me would be if it’s 
been reviewed by professionals in that field. If many people 

have recognized it. If it’s been published in a credible source or 
actually if the person is even part of the field that they’re 
writing about.” 

 
“To accept it, I would accept names and pictures of people that 

were involved.” 
“I believe that what counts as truth is defined by power 
because in like certain instances people will rely on or trust 

people who have more power because they obviously have 
more experience and research, so for example like a scientist if 

he comes across a conclusion his answer will be more reliable 
than like somebody like me who hasn’t had that much 
experience in that field, so the fact that he has more power 

makes his conclusions or response to the situation more 
reliable than mine that is why I believe that power would be 

like more a reliable source to define like concrete information.”  
 
“Credibility to me is like something that follows whether it is 

true, so I would say if somebody that I knew is an expert in that 
field post something on the Internet then I would say that they 

are credible because they are experts because they have years 
of experience they have a lot of information and prior 
knowledge they have a lot of most likely like life situations that 

they have been through to prove what they are putting on the 
website, so for me that is what is considered credible because 

they have truth behind whatever information they are giving.”  
 

8 B 

“I guide myself based on how the website was constructed and 

then who wrote or typed the information. I guess that’s my 
checklist, so to speak.” 

 
“So, the first thing I do is check to see the design and then after 
that who wrote the information.” 

 

16 B 
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“Whenever I’m checking for the credibility of something, you 
could always base it off on authorship, who wrote it, are they 
an expert on the matter at hand.” 

 

 Interviewee # 1 was adamant about authorship. It seemed that authorship was one 

of the most important aspects of her website evaluation. All the five statements made by 

this interviewee mentioned who created the content and if it was from a real person or 

known professional group. Being able to contact the people who were behind the website 

was another major thing for Interviewee # 1. Interviewee # 8 also had similar views to 

Interviewee # 1 regarding the importance of authorship. The only difference was that 

Interviewee # 8 regarded authorship and expertise with power. Lastly, Interviewee # 16 

stated that he guides himself based on how the website was built and the author.  Another 

aspect that many interviewees in this category expressed was whether the website 

contained ads or was asking for money. Table 79 below contains the quotes regarding 

this sub-theme: 
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Table 79 
Not Trusted-Ads/Asking for Money 

 Interviewee  Group 

“The ads were another thing that I paid attention to. Websites 
with ads just want to sell you things.” 
 

“To disregard it, ads for sure. When people are like showing 
ads they just want to sell you stuff or when their first page has 

links to ask you for your information that's also the reason why 
I don't trust some websites.” 
 

“They were telling you to donate money and start your own 
foundation about animals, but they weren’t telling you why 

they’re doing this, so there wasn’t a really a good reason.” 
 

1 A 

“So, some of the red flags that I noticed with the DHMO 

websites to me the organization was not very well displayed. 
To me the information looked really cramped and it had a lot of 

advertisements.” 
 
“I disregarded that one (DHMO.org) because like I said the 

information seemed like it was easily edited by anybody there 
was a lot of advertisements.” 
 

“Some of the ways that teachers can learn about evaluating 
websites is paying attention to what is displayed on the website 

and how the display is, so if there’s a lot of advertisements on 
the website if it’s not easily navigational, if there’s no like 
good like if it’s not presented in an eye pleasing way then it 

shouldn’t be considered like a very credible website because 
most websites that are credible are usually organized 

themselves and are easily navigated and don’t have a lot of 
advertisements in there unless they’re like advertising for like 
an organization that’s a part of the website or related to the 

information on the website, so it’s mostly the information that 
it’s on the website that relates to what the website is about as a 

whole.” 
 

8 B 

Why did you disregard the information? “Information that I 

didn’t really was unfamiliar with and also if I felt like there 
were too many signs of pay here.” 

 
What is a hoax website? “A website that basically it’s 
demanding some form of payment money you know or access 

to certain information and it doesn’t have a lock on it.” 

10 A 
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 Three out of four interviewees mentioned that websites that had ads or asked for 

money should not be trusted. Interviewee # 1 stated that one of the main reasons why she 

disregarded the information was due to websites containing ads. According to 

Interviewee # 1, websites should not be trusted if they are also asking for donations, 

personal information or trying to sell you things. As for the DHMO.org website, 

Interviewee # 8 stated that the main reason this website was disregarded or not trusted 

was because it contained many advertisements. Interviewee # 8 did state that there could 

be an exception if the website is advertising for an organization that is part of the website. 

This suggests that certain advertisements could be acceptable if they are related to the 

website. In addition, Interviewee # 10 did not trust websites that asked for money. 

Websites were not trusted if they contained advertisements and if they did not make 

sense. Three out of four interviewees stated that they did not trust the website if they 

found that the content did not make any sense. Table 80 below contains quotes about 

content not making sense: 
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Table 80 
Not Trusted-Not Making Sense 

 Interviewee  Group 

“I remember going through the pages and something just 
wasn’t clicking.  I don’t know if it was that there was 
information like news link or something like that, but I went 

and I’m like wait a tree octopus, octopus live in oceans. So, 
then I went is this real?” 

 
“Like for the tree octopus, I think one of the links didn’t even 
relate to a tree octopus and then I googled it.” 

 
“One of the links did not have anything to do with the 

information that was actually on the website.” 
 
“I noticed that the tree octopus website was a hoax mainly 

because I know from an early age that octopus live in the ocean 
and when you’re eating seafood and there is octopus it’s 

coming from the sea. I was like wait this isn’t right.” 
 

1 A 

“I would just make sure the information isn’t like outlandish.” 

 
8 B 

“Yes, the website about the octopus tree was definitely a hoax. 

I mean common sense because that doesn’t exist, but you could 
always research it to make sure that it’s not a hoax, but it was a 

hoax.” 
 
“I mean some of the things are common sense, for the website 

like the tree octopus, I knew it was fake, but I did research just 
to make sure anyways”. 

16 B 

 

In regard to the Tree Octopus hoax website, Interviewee # 1 did not trust it 

because it did not make sense to her that there could be an octopus that lived on a tree 

since octopus live in the ocean.  Also, one of the links did not relate to the tree octopus. 

Interviewee # 8 expressed that if the information was outlandish then it was not trusted. 

Interviewee # 16 evaluated the websites based on common sense. The Tree Octopus 

website was deemed a hoax, due to it not making sense. It seems that these three 

interviewees used the notion of whether something just does not make sense as the first 
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red flag on whether to trust a website or not. But it may be that the main reason why the 

website was determined to be a hoax or not was more based on using lateral reading as 

opposed to linear reading. Another aspect that the majority of interviewees in this 

category paid attention to was ease of use. Table 81 below contains the three individuals 

that made statement regarding this sub-theme: 

Table 81 
Not Trusted-Ease of Use 

 Interviewee  Group 

“First, I was looking at how easy it was to get through,” 
 
“I looked through the tabs. I looked through the colors to see if 

it was easy to read.” 
 

1 A 

How did you evaluate the websites? “Design, aesthetic and also 
if they were easy to use.” 
 

10 A 

“Whether or not is easy to navigate because for me that is the 
most important thing for looking at a website and if I can’t get 
through the website them I’m most likely not going to use it 

because it’s not easy for me to manage or read, so that’s the 
first thing I see when I look at the website.”   

 
“After I’ve determined that the website might be legit and that 
it’s easy to navigate, I would just go through the website to see 

what other things I can get from that website.” 
 

What made you accept the content on the website? “The 
organization of it to see if like the separate links of the website 
were easily navigational and if they were easy for me to like 

access.” 

8 B 

 

All three individuals above stated that one of the main things that they evaluate on 

a website is how easy it is to navigate and use. If it was easy to get through, to read, to 

use then it would be trusted and if it was not, then it would not be trusted. Interviewee # 8 

even said that ease of use was the most important thing when evaluating a website. Aside 
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from ease of use, knowing the definition of a hoax website and whether a website was 

useful was a sub-theme shared by three out of four individuals in this category. Table 82 

below contains quotes on these two sub-themes: 

Table 82 

Not Trusted-Knowing the Definition of a Hoax Website and Useful/Applicable 

 Interviewee  Group 

Knowing the Definition of a Hoax Website  
“A hoax website for me is a website that is trying to convince 

you of something that isn’t true, trying to sell you something 
that they’re not going to give you or just asking for your 

information to call you and harass you.” 
 

1 A 

“A hoax website is a website that provides information that 

might have truth facts on it but they may also have made up 
information or made up images or like a lot of advertisements 

in the margins or just like a lot of unnecessary unfactual 
information on it that just doesn’t support what they are giving 
like they might have good information on it but the information 

may not be true or credible in any manner.” 
 

8 B 

“Isn’t a hoax like a scam? As far as I am concerned, a hoax is 

something that is fake that was initially intended to trick or to 
fool people.” 

 

16 B 

Useful/Applicable   
“If it was something that I can apply in my life and I see the 

results, it's still the same, so it has to be appliable. Do you mean 
applicable? “Yes, applicable.” 

 
“If I’m able to apply knowledge and I see the similar results” 
 

10 A 

“I would just go through the website to see what other things I 
can get from that website to see if I would use it in the future or 

just learn from it and take advantage of the knowledge I see.” 
 

8 B 

“Something is true to me if it can be applicable to the real 

world. it is something that at the end, it affects the way you see 
things or the way you do things in the real world.” 

 
 “This is a very philosophical question, but when it comes to 
truth you could say... this is a very deep question though, but 

16 B 
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you could work it around whether it is trustable. What you 
consider to be an appliable or applicable to life, I guess.” 

 

Interviewee # 1, 8 and 16 were able to provide an acceptable definition of a hoax 

website. All three mentioned that a website was a hoax if it contained fake information. 

The other aspect mentioned was if the website was useful. If the website was useful, then 

it was considered true. Interviewee # 10 and 16 stated if the content can be applied or 

applicable, then it was true. Interviewee # 8 talked about using it in the future and taking 

advantage of the knowledge. Prior knowledge was also mentioned by three of the 

interviewees. Table 83 below contains the prior knowledge quotes:  

Table 83 

Not Trusted-Prior Knowledge 

 Interviewee  Group 

“Past knowledge and what websites are supposed to look like 
today in modern times.”  

 
“What led me to accept it was how it looked and if I were 
familiar with the information that was given.” 

 
What led you to disregard the information? “Information that I 
didn’t really was unfamiliar with and also if I felt like there 

were too many signs of pay here.” 
 

“If I was familiar with the information, if it was true then I will 
just agree to it and look for more, but if it was false I would 
just have to question it and just do more follow up.” 

 

10 A 

“For the tree octopuses it was just I kind of had prior 

knowledge. I had already seen that website before that’s how I 
knew it wasn’t real.”  
 

“I just kind of looked at the ones that were provided and used 
the prior knowledge that I had based of other websites.” 

 
 
“I would like read the information on the website to see if the 

information sounds like legit or if it sounds similar to 

8 B 
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something else I’ve read or relatable in any manner.” 
 
“Credibility to me is like something that follows whether it is 

true, so I would say if somebody that I knew is an expert in that 
field post something on the Internet then I would say that they 

are credible because they are experts because they have years 
of experience they have a lot of information and prior 
knowledge they have a lot of most likely like life situations that 

they have been through to prove what they are putting on the 
website, so for me that is what is considered credible because 

they have truth behind whatever information they are giving.”  
 
“In the same way, based on whatever you have experienced, or 

you have seen in your surroundings is going to give you a solid 
idea on how the world works. In that sense, everybody has a 

predisposition towards certain things or certain situations, in 
general. Definitely, the nature of your surrounding is going to 
affect how you see the world. The same thing with students 

that come from different backgrounds are going to have 
different predispositions for certain information or content 

areas in the class. I think that is how we might be affected by 
our previous knowledge. This is really philosophical.” 

16 B 

 

Interviewee # 10 explained that past knowledge helped her evaluate. Interviewee 

# 8 had prior knowledge on the Tree Octopus and that is why it was not trusted. Based on 

the quotes above, it seems that if the interviewees used their prior knowledge to evaluate 

the websites and if they were familiar with the content, then there is a tendency to agree 

with it. Interviewee # 10 did mention that if something was familiar, then she would 

agree but would still look for more. In addition, if the familiar information was false, then 

more research would need to be done as well. This suggests that even though content on a 

website could be familiar and align with prior knowledge, it is still important to research 

its credibility, despite of the usual tendency to agree with it. Interviewee # 16 also 

explained how prior knowledge can give people certain predispositions towards content. 

Aside from prior knowledge, two out of the four interviewees actually had some 



209 
 

experience evaluating websites. Table 84 below contains the statements for this 

sub-theme: 

Table 84 
Not Trusted-Experience Evaluating Websites 

 Interviewee  Group 

“I think it comes from good education. I was always taught not 

to believe the first thing someone told you because they could 
tell you the sky is green and it’s definitely not green and make 
sure that’s it that what you are reading is really true. I’ve 

always been told to really look for it.” 
 

“So, to use these websites, I would use a few of them just to 
show my students how to detect if they're reading real 
information or not because it is important now specially that 

they are talking about fake news and like random fake articles 
there's obviously going to be fake websites as well and try and 

sell them fake things and take their information or their money 
and that's important now to know .” 
 

1 A 

“The thing is that back in high school, I did this week-long 
research project in my last year. So, they taught us all how to 
research, what to believe and not to believe.” 

 
“I mean it's something that I have been doing for a while, so it's 

not like it was surprising or eye opening its just, I go used to 
it.” 

16 B 

 
Interviewee # 1 expressed having a good education and being taught to really look 

for it. She also had knowledge of current trends of fake articles and the importance of 

using hoax websites to teach students. Interviewee # 16 had also experience evaluating 

websites since high school thought a week-long research project that taught him how to 

evaluate websites. It seems that having experience evaluating websites helps prospective 

teachers in being able to determine if a website is a hoax or not. The last sub-theme that 

was mentioned by two of the four individuals in this category was poor layout. If a 
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website had a poor design/layout it was not trusted. Please see Table 85 below with these 

quotes: 

Table 85 
Not Trusted-Poor Design/Layout 

 Interviewee  Group 

“Yes, I’m in art education, so if it doesn’t look right, they 

didn’t spend the time or the money or the energy and the time 
that it takes to make it look right.” 
 

“Personally, I felt like some of them needed to be updated but, 
I was just like when I design my website is not going to look 

like a couple of these.” 
 

10 A 

“So, some of the red flags that I noticed with the DHMO 

websites to me the organization was not very well displayed. 
To me the information looked really cramped.” 

 
“The DHMO website, that website was just poorly organized, 
and it seemed like anybody could’ve easily edit it and created 

their own website and just put it up for people to easily be 
confused or easily be like off-track whenever they misspelled 
or something it just didn't seem legit.  

 
“It was literally one section of the website like the website 

didn’t even fill out the whole screen, so it seemed poorly 
organized in my opinion.”   

8 B 

 

A website that was poorly designed and organized was seen as a website that 

should not be trusted. Interviewee # 10, who is an art education prospective teacher, said 

some of the websites were poorly designed and it was just a sign of not spending the 

money, time or energy to make it look right. Interviewee # 8 specifically referred to the 

DHMO.org website, which did not fill up the entire screen, the information was cramped 

and poorly displayed and organized. There were a few sub-themes that were only present 

in Group A or Group B. Below is a list of them: 

Group A: 


