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Generating an Online Bottom Line

Abstract

E-commerce is an approach to achieving business goals through information technology and is quickly
changing the way hospitality business is planned, monitored, and conducted. No longer do buyers and sellers
need to engage in interpersonal communications for transactions to occur. The future of transaction
processing, which includes cyber cash and digital checking, are directly attributable to e-commerce which
provides and efficient, reliable, secure, and effective platform for conducting hospitality business on the web.
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Generating an onling

bottom line

E-commerce is an approach fo achieving
business goals through information technol-
ogy and is quickly changing the way hospi-
taity business is planned, monilored, and
coriducted. No longer do buyers and sellers
need 10 engage in interparsonal communi-
cations for transactions to occur. The future
of transaction processing, which includes
cybercash and digital checking. are directly
attributabie o e-commerce which provides
an efficient refiable. secure, and effective
platform for conducting hospitaiity business
on the web.

he world wide web (www)
Tis becoming an essential

business element. Accord-
ing to Business Week, some 90 mil-
lion people from more than 150
countries gather news and infor-
mation and transact business on
the web.! The eStats organization
projects that global user growth
will approximate 142 million by
the year 2002. Even though a
majority of web users gather news
and information, an increasing
number of surfers are going
onhne for shopping and travel
planning.

Kasavana and Che

by Michael L. Kasavana
and Wonae Cho

The web has been developed
and expanded through several
progressive stages. Initially, it
allowed users to access a vast
amount of text information any
time, any place. This phase
referred to as the “access” stage
led to the “presence” stage that
enabled participants to present
streamlined information to a
broad array of surfers. Allowing
organizations to integrate their
internal systems {e.g., databases)
into the information, the web
evolved into its next segment, the
“Integration” stage. Examples in
the hospitality industry include
allowing guests to check room
availability, rate plans, and fre-
quent guest program account bal-
ances. In turn, the integration
stage has led to the current stage,
e-commerce {electronic-com-
merce). K-commerce provides the
opportunity to transact business
on the web. The impact of e-com-
merce on the hospitality industry,
like so many other industries, has
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significantly influenced the way
online business is conducted.

E-commerce is defined as “a
modern business methodology
that addresses the needs of orga-
nizations, merchants, and con-
sumers to cut costs while improv-
ing the quality of goods and ser-
vices and increasing the speed of
service delivery™ E-commerce is
an approach to achieving business
goals in which information tech-
nology enables or facilitates activ-
itics in and across value chains, as
well as decisions that underlie
those activities. A recent U.S.
Commerce Department report
indicates that information tech-
nology has pesitively influenced
the growth of the U.S. economy,
and concludes that e-commerce is
a cost effective business platform
capable of continuously driving
economic growth,’?

E-commerce reduces expenses

A number of global companies
have adopted e-commerce as a
means of reducing transaction
related expenditures, connecting
with current and potential cus-
tomers, and enhancing revenues
and profitability. Numerous U.S.
companies have embraced the
world wide web for conducting
commercial transactions with
both purveyors and customers. In
1996, 80 percent of Fortune 500
companies supported & company
web site, while fewer than half
these same companies had a web
site in 1995. Forrester Research,
Inc. estimates current online sales
of $2.4 billion, and projects that
nearly 46 million Americans will

significantly contribute to the $6.6
billion worldwide online revenues
expected in 2000, spending an
average of $350 per capita annu-
ally. E-commcrce appears well
suited to service industries (e.g.,
hotels} where traditionally there
has been limited general access to
information.*

Hospitality industry is leader

The hospitality industry has
been a leader in online web sales.
Forrester Research, Inc. found
that in 1997 online sales related to
the travel industry totaled $276
million, which ranked it second
behind online microcomputer (I’C)
hardware and software sales.
Total travel-related online sales
were more than 25 percent of all
online sales across all industries
($1.1 billion). It is anticipated that
customers will buy more travel-
related products and services
through online transactions than
any other industry. Within four
years online sales are expected to
account for more than 8 percent of
all travel-related products and ser-
vices. According to a recent survey
by Yankelovich Partners, hotel
reservations were one of the items
web users who had not yet pur-
chased online claimed they would
consider as a first time transac-
tiont

According to WorldRes, a
prominent web-based hotel reser-
vation network, more than 5,000
additional properties are expected
to make online reservation ser-
vices available in the near future.
They report the number of book-
able online hotels exceeds 2,200
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properties located in more than 60
countries. Some hotel companies,
such as Marriott International,
Hilton Hotels Corporation, and
Starwood Hotels & Resorts World-
wide, have significantly invested
in e-commerce. Even though each
of these three companies on aver-
age receives about 1 percent of its
total  reservation  bookings
through online transactions, the
revenues received are impressive,
given the size of each company.

Hilton'’s web site generates in
excess of $1 million in reservation
revenue per month, Marriott
receives $14 million annually, and
Starwood Hotels collects $ 70 mil-
lion in reservation revenue per
year.® Some experts predict that
hotels will experience 8 to 10 per-
cent of reservation revenue
through online transactions,
while WordRes foresees hotel
bookings expanding from 1 per-
cent to 35 percent within the next
decade.” Moreover, recent merg-
ers within the hotel industry are
expected to allow more lodging
companies to offer online reserva-
tions more easily.?

In general, hotel companies
have focused on two types of e-
commerce: customer-to-business
and business-to-business. E-com-
merce is often adopted as a means
to bypass others in the value
chain. Bypasaing intermediarics
helps companies reduce costs and
fees, while generating sales
through more efficient and effec-
tive customer service. After all,
online transaction processing
offers unparalleled opportunities
at lower cycle speeds.

Kasavana and Cho

Direct links are focus

Direct link to customers (cus-
tomer-to-business) appears to be
the primary focus of e-cornmerce
for the hotel industry. Hotel com-
panies provide current and poten-
tial customers not only with the
services the customers can get by
calling properties or dialing toll-
free numbers, but also with
unique and customized (personal-
ized) products and services. Hotel
company web sites provide cus-
tomers with more streamlined
services based on a customer’s
preferences as well as general
information about the property’s
facilities, room availability, rates,
amernities, and the like,

For example, a registered
member of Hilton.com can create
a personal preference profile at
the site, resulting in faster and
more personalized service. Follow-
ing registration, customers begin
receiving special news items, sales
promotions, and advance notice of
important web site changes as
well as other relevant updates via
e-mail. The Hilton Hotels regis-
tration feature provides the com-
pany with a competitive advan-
tage arising through the develop-
ment of one-on-gne customer rela-
tionships. Such a direct and close
relationship is expected to
strengthen brand loyalty through
its web site since web surfers tend
to visit the same sites repeatedly
so long as they find them useful.
Thus, developing an effective cus-
tomer pipeline and attracting a
broader range of potential cus-
tomers appear to factor in e-com-
merce Success.
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Moreover, hotel companies are
beginning to implement emerging
technologies that allow customers
to interact with the web site on a
real-time basis. Such emerging
technologies as virtual tours, for
example, enable a guest to select 2
property and room type after sur-
veying a facsimile of the facility.

Hotels can link to suppliers

Hotel companies have started
implementing e-commerce as an
electronic link to suppliers (busi-
ness-to-business). This relation-
ship enables online purchasing
which presents real-time access to
current product availahility that
cannot be matched by a static,
printed catalog.® In addition, an
online purchasing process allows
both buyers and sellers the oppor-
tunity to customize product offer-
ings. Being aware of these advan-
tages, the hotel industry is begin-
ning to more aggressively link to
suppliers across the web or
through formation of an extranet.

Promus Hotels Inc., for exam-
ple, used cyberspace to transform
a traditional procurement process
from a manual process into an
electronic online process. Promus’
purchasing system, Preferred Sup-
plier Network, allows purchasing
personnel to access affiliated sup-
pliers anywhere in the U.S. within
12 minutes to place orders. In
addition to reducing costs, execut-
ing an automated purchase cycle
helps streamline the company’s
overall business process.”

Online hospitality business
transactions are projected to soar
in the near future, and many

hotel companies are on the verge
of implementing online buy and
sell transaction interfaces at web
sites. According to a recent sur-
vey on technology in the U.S,
lodging industry by PKF Con-
sulting and HITA, more than 66
percent of the surveyed hotel
managers claimed their property
had a web site. However, online
reservation processing was only
available at slightly more than
half {56 percent) of the refer-
enced web sites." This result is
primarily due to concerns related
to network capabilities and
secure transaction processing. It
is not surprising that many con-
sumers feel uncomfortable with
online transactions for the same
reasons. For online purchasing to
sueceed, consumers must have a
higher level of confidence in the
e-commerce environment.

Security is big obstacle
Security is one of the biggest
obstacles impeding the popularity
of e-commerce. As indicated in a
recent. technology report entitled,
“A Framework for Global Elec-
tronic Commerce,” safety and reli-
ability of communications and
data through the Internet must
oceur before e-commerce can flour-
ish.” Information transmitted
over a network has a higher
degree of security risk than infor-
mation stored on a local computer.
Comparatively, worldwide Inter-
net transmission carries an even
grealer risk since every computer
along the data route has potential
access to proprietary information.
Data equals dollars in cyberspace,
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and the Internet offers access to a
vast array of data. In order for
Internct commerce to approxi-
mate its potential, the Internet
must provide reliable data securi-
ty while minimizing inherent vul-
nerability. Reliable transaction
processing technology must keep
data safe from cyberthugs and
web thieves.

There are at least four ele-
ments involved in securing elec-
tronic transactions, confideniiali-
ty, authentication, integrity, and
non-repudiation.*

* Confidentiality: Confiden-
tiality deals with the con-
cealment of data and/or
information from unautho-
rized users or reviewers.
This is an important element
to protect privacy and pro-
prietary information. The
privacy problem of the world
wide web originates from one
of its greatest features, open
architecture, Encryption and
virtual private network
extensions can be used for
satisfving this element.
Encryption can be used to
protect proprietary informa-
tion from improper handling
or interruption as it is moved
across the web. Cryptogra-
phy, the practice of encryp-
tion, can be used to automat-
ically secure data using
numeric keys and mathe-
matical algorithms (i.e., for-
mulas). Cryptography
allows the user to apply an
encryption protocol to a mes-
sage being sent over the web.

Kasavana and Cho

Authentication: Authentica-
tion is to ensure that all par-
ties involved in a transaction
are communicating only
with those persons properly
authorized. Authentication
is critical to preventing
fraudulent transactions. A
digital signature is one of the
primary methods for anthen-
tication. Simple passwords,
callback systems, and chal-
lenge/response tokens can
also be used to validate
authentication.

Integrity: Integrity assures
transaction participants
that exchanged data has
not been modified during
transmission over a net-
work. Two key methods are
encryption and authentica-
tion. While both ensure
that data has not been mod-
ified, netther ensures that
an unauthorized user
(“netlurker”) might have
read the transmission con-
tent, A browser-based secu-
rity measure involves use of
a digital signature and cer-
tificate authentication. By
exchanging private keys,
participants with compati-
ble browsers can gain confi-
dence in secure electronic
transactions (SET). Anoih-
er browser technique pro-
vides a warning system
advising the user when pos-
sible security problems are
encountered, for example,
discovery of a web cookie
file.
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» Non-repudiation: Non-
repudiation relates to
accountability. Non-repudi-
ation is designed to ensure
that participants adhere to
previously established e-
commerce agreements.
Audit trails, web server
logs, processing procedures,
and data receipts are exam-
ples of low cost non-repudi-
ation technigues.

Private network is secure

One development enhancing
electronic commerce involves the
implementation of a Virtual Pri-
vate Network (VPN). A VPN
allows business-to-business trans-
actions employing a secure tunnel
through the public Internet. A
VPN tends to be more attractive
than traditional methods of elec-
tronic data interchange (EDI)
since EDI usually involves expen-
sive and highly proprietary leased
private communication channels.
While EDI employs network sys-
temns that allow ocutput from one
system to be processed directly as
input to another system, e-com-
merce supports a wider set of tech-
nologies, standards, and protocols.

Encryption protects documents

Encryption provides a method
of protection for private docu-
ments (e.g., e-mail messages, busi-
ness transactions) during network
routing. An encryption algorithm
is a mathemalical equation that
transforms data into an undeci-
pherable format without a decryp-
tion key, which is used to convert
encrypted data back into a read-

able format. The objective of the
algorithm is to ensure privacy by
having the data hidden from
netlurkers (persons for whom the
data is not intended). Sending an
encrypted message is similar to
putting a scrambled letter in an
envelope and distributing it.

In an encryption process, the
message is encoded so that its con-
tents remain disguised and pro-
tected during transit. Encryption
is a popular data security method
automatically available in many
web browser software packages.
Cryptography, the practice of
encryption, can be used to auto-
matically secure data using
numeric keys and mathematical
algorithms (i.e., formulae). Essen-
tially, eryptography allows the user
to apply an encryption protocol to a
message being sent over a net-
work. Two popular cryptographic
methods are private-key encryp-
tion and public-key encryption.

In a private-key scheme both the
sender and receiver use the same
key to encrypt and decrypt a mes-
sage (Figure 1). It is for this reason
that the methodology is often
described as symmetric, Private-key
encryption is a traditional method of
rapid cryptography accompanied by
some measure of risk. Private-key
encryption involves transmitting a
secret key (private key) to the
receiver and provides an opportu-
mty for interception or deception.
Such insecurity tends to defeat the
reliability and privatization of the
private-key scheme.

Asymmetric encryption, com-
monly known as public key cryp-
tography, involves the use of a pair

FIU Hospitality Review
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Figure 1
Encryption

Private-Key Encryption

Plaintexi e Ciphertext Phintex:
— Encrypt Decrypt | ———»

System A

System B

Reference: Ford & Baum (1996)

Public-Key Encryption

O—w

Plaintext, Cipherext
e Bnopt ] Decnyp

System A
cwk‘e’(e%t -
Plaintext o
Encrypt | -
— o
System B C’,@“"\B
Plaintext .
— ———= Encrypt |

Systerm C

O—w

Plaintext
S

System N

Reference: Ford & Baum (15996)

of keys. Data encrypted with one
key cannot be decrypted without
the pair key since the two keys are
arithmetically connected. One key
is called a public key and can be
found published in a public direc-
tory. The assigned mate or other

Kasavana and Cho

key is a private key that is secre-
tive and known only to its owner.
RSA (named after its inventors
Rivest, Shamir, and Adleman) is
the most popular algorithm using
public-key encryption. In the RSA
method, the sender creates two
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Exhibit 1

Sampling of encryption methodology

Type Encryption  Plaintext Ciphertext  Technique
mnuﬂmmﬂn EMMMII Uospiauy oLpsmaﬂy z-uj\acent
Reordering characters
switched

Substitution Character Casino ecukpr Characters
Replacement replaced
by others
Expansion Character Hotel hrortrerlr Insert “r”
Insertion after each
character

Compaction Character  restaurant resaurnt  Every fourth

Removal character removed

unigue keys, a public key and a
private key. As Figure 2 illus-
trates, the sender uses one key
(private key) to lock the message
and the receiver uses a different
key (public key) to unlock it. Pub-
lic-key eneryption is an effective
method for securing e-commerce
transactions since the buyer and
seller do not share a common sin-
glekey. See Exhibit 1 for examples
of encryption methods.

Signatures ensure authenticity

Another public-key method
frequently used in the conduct of
e-commerce is referred to as digi-
tal signature, used to signify that
a document originated with the
person signing it and that it has
not been tampered with after the
signature was applied. The digital
signature process operates similar
to paper and pen signature in that
it assures the recipient of the
authenticity of the origin and con-
tent of an electronic document. A

70

digital signature provides the
recipient with confidence the
sender is authentic and the mes-
sage originator. This procedure
prevents the sender from purpose-
ly denying his or her signature on
the document. Furthermore, it
enables the computer to notarize
the data thal is transmitted and
warrants it forgery-free.”” Authen-
tication through a digital signa-
ture is further strengthened by
the use of digital cerlificates that
ensure the sender is the owner of
the public key, not someone
attempting to commit fraud.
Digital certificates are used to
authenticate the source of a docu-
ment by ensuring the identity of a
public key holder. For example,
before two parties exchange digi-
tal signatures, each wants to be
assured that the other is the enti-
ty identifying itself in the trans-
mission. A trusted third party, also
known as a certificate authority
{CA), is uvsed to validate and

FIU Hospitality Review
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authenticate that a public key
belongs to its rightful owner
through the issuance of a digital
certificate. In other words, a digi-
tal certificate certifies that a CA
has digitally confirmed an owner’s
public key.

Verification is critical

To verify that a message was
actually sent by the person claim-
ing to have sent it requires a digi-
tal signature that is issued by a
certification authority. The digital
certificate is sent along with an
encrypted message to verify that
the sender is truly the entity iden-
tifying itself in the transmission. A
digital certificate normally con-
tains such data as owner name,
company, and address; owner pub-
lic key; owner certificate serial
number; owner validity dates; cer-
tifying company ID; and certifving
company digital signature.

A third party digital certificate
is deemed critical to effective and
secure e-commerce since it allows
both buver and seller assurance
that the involved parties are in
reality whom they claim to be. The
main advantage of a digital certifi-
cate is that it cannot be fabricated
or falsified. Hence, a digital certifi-
cate ensures that the sender can-
not later deny placing an order,
making a reservation, or commit-
ting to a purchase agreement. The
only vulnerable aspect of this
methodology is that the CA’s secret
key might be an uncovered and
false digital certificate created.

There are several security pro-
tocols that have becen developed to
protect online transactions. A

Kasavana and Cho

security protocol is capable of
encrypting and decrypting mes-
sages for online transmission. In
addition, security protocols pro-
vide an authentication scheme.
The security protocols most often
used on the web are secure socket
layer (SSL) and Secure Electronic
Transactions (SET).

Secure socket layer (SSL): Per-
haps one of the most popular web
encryption methods is secure
socket layer (8SL), an encryption
method that provides two-way
encryption. SSI, provides authen-
tication as well as encryption and
is widely used for Internet trans-
actions, SSL (developed by
Netscape) is a high-level security
protocol designed to automatically
encrypt data as it travels over a
network. Data 1s automatically
encrypted before it is transmitted
and then unencrypted on the
receiving end. In between, the
data is a meaningless jumble of
zeros and ones to anyone without
the decryption key. SSL provides
for confidentiality, integrity, and
server authentication, but few
offer digital signatures that are
needed for customer authentica-
tion. A new protocol called secure
electronic transactions (SET) that
provides digital signature capabil-
ity has been developed by a joint
effort by Master Card, Visa, and
others to secure credit card pay-
ments over the Internet.

Secure electronic transactions
(SET): Securing proprietary and
confidential information during
the conduct of an online transac-
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tion can be a major concern. In
addition to online reservations
and commodity purchases, a hos-
pitality firm may employ a shop-
ping cart metaphor to allow users
to browse merchandise, purchase
products, and complete settlement
at the web site. The SET protocol,
which is based on public-key
encryption and authentication
technology, was developed to pro-
vide authentication of credit and
debit cardholders by designating a
trusted third party (CA) to provide
authentication to both buyer and
seller through the use of digital
signatures and merchant certifi-
cates, to provide confidentiality of
payment data by the use of mes-
sage encryption, to preserve the
integrity of payment data by the
use of digital signatures, and to
provide interoperability that can
be applicable on a variety of hard-
ware and software platforms hy
the use of standard protocols and
message formats.

Reservations go online

Global reservation networks
enable self-rescrvations over the
web. In order to provide this
online capability, a ledging compa-
ny must provide room type, room
rate, and current room availabili-
ty data. The online booking
process at most web sites involves
a lead-through series of search
and selection procedures designed
as a self-service exercise for the
consumer. There are a variety of
web sites featuring hotel reserva-
tion services (e.g., TravelWeb,
Travelocity, Places to Stay, and
Expedia) as well as individual

72

lodging companies supporting
stand-alone reservation sites (e.g.,
Hyatt Hotels, Intercontinental
Hotels, Holiday Inns, and Shera-
ton Hotels).

While it may create a burden
for properties linked to online
reservation networks to maintain
current and future room availabil-
ity information, many companies
are attempting to blend property-
level availability data with sys-
tem-wide data to form a seamless
database that ensures accurate
information (ie., single image
inventory). Guests who make
online bookings establish unique
electronic linkages with a lodging
company. In addition to the reser-
vation transaction, the lodging
firm can form an electronic rela-
tionship with the traveler by
securing an e-mail address or
other identity factor that may
translate into a true competitive
advantage in the marketplace.
Buyers making online payments
through SSL or SET protocols
need only provide sellers with
credit card information. This con-
venience is a value-added service
that can also promeote impulsive
purchasing.

Online payment made

Online payment systems are
an integral part of electronic com-
merce. An online payment is a
financial exchange that takes
place in cyberspace between a
buyer and seller. The content of
the exchange is usually some
form of digital financial instru-
ment such as encrypted credit
card numbers, electronic checks,
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or digital cash that is supported
by a bank, financial institution, or
other intermediary that estab-
lishes legal tender.

Encryption is initiated when
credit card information is entered
into a browser or other electronic
commerce device and sent secure-
Iy {i.e., encrypted) over a network
from buyer to seller. To make a
credit card transaction truly
secure and irrefutable, the follow-
ing sequence of steps must occur
before goods, services, or funds
flow:

* Customer presents credit
card tnformation along with
an authentic signature or
other information (e.g. pass-
word) to the online mer-
chant.

* Merchant validates cus-
tomer’s identity and owner-
gship of the credit card
account.

* Merchant relays credit card
information and digital sig-
nature to bank or online
credit card processor.

* Bank or processing party, in
turn, relays the information
to the customer’s bank or
credit card sponsor for
authorization approval.

* Customer’s bank or sponsor
returns credit card data,
charge authentication, and
authorization to the mer-
¢hant.”

CyberCash is a company that
adheres to the process described
above. CyberCash transactions
involve three separate client soft-

Kasavana and Cho

ware packages; one program
resides on the consumer’s comput-
er (also known as an “electronic
wallet”), another operates as part
of the buyer’s network server, and
one operates within the Cyber-
Cash network servers. In essence,
the software loaded on the con-
sumer’s computer communicates
with the “clectronic cash regis-
ters” on the buyer’s server.

Once a buyer purchases an
item and receives an invoice pre-
sented by the seller, the buyer can
access the CyberCash Wallet to
click on the “PAY” button. The
seller’s network server then sends
a message to the buyer’s comput-
er and the buyer selects which
credit card if more than one has
been logged for transaction settle-
ment. A series of encrypted mes-
sages are automatically transmit-
ted through the three servers to
close the purchase process.’

Digital check may be preferred

Electronic or digital checks are
modeled after standard paper
checks except they rely upon digi-
tal signature and public-key
encryption. A trusted third party
(CA) is involved to authenticate
the buyer, the buyer’s bank, and
bank account. Once a buyer
makes a purchase, the buyer elec-
tronically transmits a check fac-
simile to the seller. This informa-
tion i1s forwarded to the third
party’s network server for autho-
rization of payment. The server, in
turn, sends the check to the sell-
er’s bank for deposit.

Since electronic checks are
compatible with current financial
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institutional infrastructure, some
experts expect digital checks to be
a preferred form of electronic pay-
ment from the seller’s perspective.
Coincidentally, buyers also have a
preference for electronic checks
since they are a form of settlement
allowing payees to take advantage
of float since there remains a delay
before the buyer's account is deb-
ited for the transaction.

NetCheck is a prototype elec-
tronic checking system that
involves an account server that
allows organizations to construct
a customized in-house, online
“bank.” This unique virtual bank
is then programmed to accept
paper checks or credit card pay-
ments in exchange for erediting a
customer’s NetCheck account.
The in-house account server is
then used to verify the digital sig-
nature of the check payer. Once
the server verifies the check, it
sends a notification to the payee’s
server and to the payee’s bank to
secure (i.e., debit) money from the
payer’s account.”

Digital cash is popular

Cash is popular since it
enables purchasers to remain
anonymous while providing
almost unlimited negotiability.
Similar to the other electronic pay-
ment systems, digital cash relies
on public-key and digital signature
techniques. A pair of keys are need-
ed to lock {encrypt) and unlock
{(decrypt) messages, thereby pro-
tecting the buyer’s asset base, To
be equivalent to paper money and
coins, digital cash must have the
following characteristics:
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* Monetary value: Digital cash
must be backed by actual
currency, bank-authorized
credit, or a bank-certified
cashier’s check. Without
proper bank certification,
digital cash is unreliable and
may even be returned due to
insufficient funds.

* Interoperability:  Digital
cash must be perceived as
equivalent and exchange-
able as a valid method of
payment. It must be treated
similar to other digital cash,
paper cash, coins, goods or
services, lines of credit, bank
account balances, bank
notes or obligations, elec-
tronic benefit transfers, and

the like.
* Retrievability: Digital cash
must be storable and

retrievable. Remote access
allows the user to authorize
and exchange digital cash
from any location. Digital
cash can be stored on a PC
hard drive, smart card,
PDA, or other easily trans-
ported standard or special-
purpose devices.

e Security: Digital cash must
be copy-protected and tam-
per-pruof. Obviously, it must
be properly secured during
an exchange. In order to
establish credibility, digital
cash must be implemented
so that it becomes easy to
prevent double spending or
counterfeiting.

Currently, a buyer can pur-
chase digital cash from an online

FIU Hospitality Review
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currency server {or bank). Todo so,
the buyer needs to set up an
account with the central online
bank and maintain a sufficient
account balance to cover purchas-
es. When a withdrawal is 1nitiat-
ed, the buyer’s computer will dis-
tinguish the transaction and
transmit the withdrawal amount
to the digital bank. The bank will
then debit its digital cash reser-
voir with monies located in the
buyer’s bank account. However, if
the information is not updated in
real time, the buyer may be able to
doublespend the cash on hand.
Thus, it is essential to implement
real-time information manage-
ment to a digital cash transaction
system.

An electronic payment system
proposed by First Virtual (FV)
Holdings allows consumers to pay
for purchases through a third
party without having to transmit
credit. card account information.
After opening a FV account, the
buyer presents his or her account
number to the seller. The seller
then transmits the buyer’s
account number to the FV pay-
ment server for verification. Once
verified, the server sends a return
message requesting buyer confir-
mation of the transaction. Once
confirmed, the server authorizes
the seller to enable the buyer to
download the purchased product
or services, Under this scheme,
credit card information is not
linked to the transaction process.

Kasavana and Cho
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