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De-identifying 
your data

Kelley Rowan, Digital Archives Librarian
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Agenda
Laws, Torts, and Regulations

Definitions, Getting Started, and Workflows

Identifying Personal Data

Anonymization Techniques & Tools

Encryption Resources

Avoiding Anonymization

Data Anonymization Services



US Federal

regulations
• Privacy Act of 1974

• Governs federal records

• https://www.justice.gov/opcl/privacy-act-

1974

• Children's Online Privacy 

Protection Act of 1988, 15 U.S.C 

6501-6505
• https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-

proceedings/childrens-online-privacy-protection- rule

• Gramm-Leach Bliley Act, 1999 
(Financial Modernization Act)
• Governs banks and private financial information
• https://www.ftc.gov/tips-advice/business-

center/privacy-and-security/gramm-leach-
bliley-act

• Family 
Educational Rights and Privacy Act 
(FERPA)
https://studentprivacy.ed.gov/ferpa

• Health Insurance Portability 
& Accountability Act (HIPAA)
• https://www.hhs.gov/hipaa/for-

professionals/privacy/index.html

https://www.justice.gov/opcl/privacy-act-1974
https://www.justice.gov/opcl/privacy-act-1974
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bliley-act
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bliley-act
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bliley-act
https://studentprivacy.ed.gov/ferpa
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html


Tort Law
(Precedence)

• Intrusion into seclusion

• Improper data collection

• Public disclosure of private facts

• Social media

• Websites

_______________________

• Intentional 

infliction of emotional distress

• Cyberbullying

• Appropriation of name or likeness

• Placing a person in a false light



Fair Information 
Privacy Practices

Madrid Resolution, 2009
https://edps.europa.eu/sites/edp/files/publicat
ion/09-11-05_madrid_int_standards_en.pdf

1. To define a set of principles and 
rights guaranteeing the protection of 
privacy with regard to the processing 
of personal data;

2. The facilitation of the international 
flows of personal data needed in a 
globalized world.

https://edps.europa.eu/sites/edp/files/publication/09-11-05_madrid_int_standards_en.pdf
https://edps.europa.eu/sites/edp/files/publication/09-11-05_madrid_int_standards_en.pdf


Fair Information
Privacy Practices

• Organization for Economic Co-operation and 
Development (OECD Guidelines)

• https://mneguidelines.oecd.org/

• Convention for the Protection 
of Individuals with Regard to Automatic 
Processing of Personal Data, 1981

• Updated to include AI and 
additional regulations for those storing data

• https://rm.coe.int/1680078b37

• Asia-Pacific Economic Cooperation (APEC)

• Agreed to a privacy framework in 2004

• The Data Privacy Subgroup is working 
on compliance with the GDPR, 2017

• https://www.apec.org/

https://mneguidelines.oecd.org/
https://rm.coe.int/1680078b37
https://www.apec.org/


State Privacy
Laws
State Privacy laws
https://iapp.org/resources/topics/us-state-privacy/

TITLE 1.81.5. California Consumer 

Privacy Act of 2018 [1798.100 -

1798.199.100]

Law link:
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCod

e=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=

CCPA link: https://oag.ca.gov/privacy/ccpa

California Privacy Rights Act – 2023

https://www.customerlabs.com/blog/ccpa-cpra-unraveling-

the-mystery-in-2023/

Fully enforced beginning July 1, 2023

https://iapp.org/resources/topics/us-state-privacy/
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=
https://oag.ca.gov/privacy/ccpa
https://www.customerlabs.com/blog/ccpa-cpra-unraveling-the-mystery-in-2023/
https://www.customerlabs.com/blog/ccpa-cpra-unraveling-the-mystery-in-2023/


International 
Law

GDPR – General Data Protection 
Regulation (2018)
https://gdpr.eu/

Secure people’s data 

Make it easy for people to exercise control over 
their data

•Lawfulness, fairness and transparency— Processing 
must be lawful, fair, and transparent to the data subject.

•Purpose limitation— You must process data for the 
legitimate purposes specified explicitly to the data 
subject when you collected it.

•Data minimization— You should collect and process 
only as much data as absolutely necessary for the 
purposes specified.

•Accuracy— You must keep personal data accurate 
and up to date.

•Storage limitation — You may only store personally 
identifying data for as long as necessary for the 
specified purpose.

•Integrity and confidentiality — Processing must be 
done in such a way as to ensure appropriate security, 
integrity, and confidentiality (e.g. by using encryption).

•Accountability — The data controller is responsible for 
being able to demonstrate GDPR compliance with all of 
these principles.

https://gdpr.eu/


The legal side of data 
collection, de-
identification & 
storage

Follow the GDPR

Read the Madrid Resolution



Definitions
GDPR Article 4(1)

“personal data” pertains to “any information relating to an identified or identifiable 
natural person (‘data subject’)"

PII = personally 
identifiable 
information

Personal (sensitive) 
data = any 

information related 
to an individual

Data subject = 
person



Getting 
started with anonymization

Identify
Identify your PII and 
sensitive data

Ascertain
Ascertain whether other 
individuals will need 
working access to the 
data

Determine
Determine whether the 
data will be published

Develop a key
Secure your key



Thinking 
about 
data and 
key 
storage

HOW LONG WILL THE DATA BE 
USED?

HOW IS THE DATA BEING USED? HOW MUCH DATA IS THERE?

HOW SENSITIVE IS THE DATA? HOW MUCH DAMAGE WILL BE 
DONE WHEN THE DATA IS 

EXPOSED OR THE KEYS ARE LOST?



Workflow for 
teams with 
access to 
personal data

Ideal: one person has access and anonymizes before 

granting access to others

Good?: 2+ trusted people may work on collecting and 

anonymizing, including secure storage of a key.

Weak: Everyone in the workplace has access, 

anonymization happens at the end before publishing.

Other considerations:

Can everyone in the workplace see your computer? 

Are you using a shared computer? 

Where are you saving this data, shared drives?



Identifying PII and personal data

Look for possible points of re-identification



Pseudonymization 
(masking)

The processing of personal data in such a 
way that the data can no longer be 
attributed to a specific data subject 
without the use of additional information.

Use multiple pseudonymization 
techniques to achieve anonymization.

Secure the key.



Anonymized data

Anonymization is the irreversible removal 
of information that could lead to an 
individual being identified.

No longer considered PII by the GDPR.

You can achieve anonymization by 
combining various pseudonymization 
techniques.

This Photo by Unknown author is licensed under CC BY.

https://www.openaire.eu/sensitive-data-guide
https://creativecommons.org/licenses/by/3.0/


Substitution
Definition:

Replacing one column or row of data with 
completely different values. These could 
be names or numbers.

Effectiveness:

Highly effective in masking data and 
securing privacy. Pseudonymization.

Considerations:

Full substitution of an entire group of 
data can attain full anonymization status 
and will no longer be considered sensitive 
data by the GDPR.



Tools:
fake name generator (free)
https://www.fakenamegenerator.com/order.php

https://www.fakenamegenerator.com/order.php


Tools:
Random number generator
https://numbergenerator.org/random-6-digit-number-
generator#!numbers=25&length=6&addfilters=

https://numbergenerator.org/random-6-digit-number-generator
https://numbergenerator.org/random-6-digit-number-generator


Nulling out Definition:

Replacing a data field with a null 

value.

Effectiveness:

Highly effective. Achieves 

anonymization.

Considerations:

Often reduces data integrity.



Scrambling
Definition:

Scrambling the letters or numbers in a 

data field.

Effectiveness:

Weak form of pseudonymization. The data is 

susceptible to being "unscrambled" and re-

identified. Can be stronger for long number 

sequences where the same scrambling 

algorithm is not used in each data field.



Tools:
word scrambler
https://www.wordunscrambler.net/word

-scrambler.aspx

https://www.wordunscrambler.net/word-scrambler.aspx
https://www.wordunscrambler.net/word-scrambler.aspx


Shuffling
Definition:

Shuffling the values in a data field.

Effectiveness:

Weak form of pseudonymization if 
used alone. Susceptible to re-
identification by determining the 
shuffling algorithm. Can achieve 
anonymization when used with 
other masking techniques.



Date Aging
Definition:

Choosing a random number of days 

to "age" a date.

Effectiveness:

Intermediate to strong form of 

pseudonymization. Somewhat 

susceptible to re-identification by 

determining the aging value.



Variance Definition: varying the date 

and number values. 

Common usage is with 

financial data.

Technique example: for 

number values +/-10%; 

dates +/- 200 days

This Photo by Unknown author is licensed under CC BY-SA-NC.

https://www.peoplematters.in/blog/payroll-benefits-administration/payroll-processing-in-india-and-the-trends-to-watch-out-in-2019-20642
https://creativecommons.org/licenses/by-nc-sa/3.0/


Masking out

Definition:

Hiding some (not all) of the digits in 

a field.

e.g. xxxx-xxxx-xxxx-1079

This Photo by Unknown author is licensed under CC BY-NC.

http://www.pngall.com/credit-card-png
https://creativecommons.org/licenses/by-nc/3.0/


Examples



Size of the 
data group

A small group of data subjects undermine 

most forms of pseudonymization as 

anyone with knowledge of the subjects can 

de-identify the data.

This Photo by Unknown author is licensed under CC BY.

https://2016.igem.org/Team:Michigan_Software
https://creativecommons.org/licenses/by/3.0/


Tools:
Fake data
https://www.coderstool.com/fake-test-data

https://www.coderstool.com/fake-test-data


Encryption
Definition:

An algorithm masks the data for you 

and requires a key to un-encrypt for 

editing and usage.

Effectiveness:

Highly effective unless the key or 

password to the encrypted folder is 

compromised.

Considerations:

Mobile versions can be less safe.

This Photo by Unknown author is licensed under CC BY-SA.

http://stackoverflow.com/questions/4948322/fundamental-difference-between-hashing-and-encryption-algorithms
https://creativecommons.org/licenses/by-sa/3.0/


Free 
encryption 
options

1. Microsoft OneDrive (personal vault)

Personal OneDrive only, not available for 

macOS

2. Folder Lock

https://www.newsoftwares.net/folderlo

ck/

3. AxCrypt

https://www.axcrypt.net/pricing/

4. VeraCrypt

https://www.veracrypt.fr/en/Downloads.

html

https://www.newsoftwares.net/folderlock/
https://www.newsoftwares.net/folderlock/
https://www.axcrypt.net/pricing/
https://www.veracrypt.fr/en/Downloads.html
https://www.veracrypt.fr/en/Downloads.html


Other 
encryption 
options
https://www.techradar.com/best/be
st-encryption-software

For Windows

1. Secure IT 2000

2. SensiGuard

3. Renee File Protector

For macOS

1. Concealer

https://www.techradar.com/best/best-encryption-software
https://www.techradar.com/best/best-encryption-software


How to avoid anonymization

Do not collect any 
PII

1

Do not store any PII

2

Do not share any PII

3



Qualtrics



Data anonymization 
services

1. Accelario

https://accelario.com/

2. Anonos

https://www.anonos.com/produc

t-overview?hsLang=en

3. K2View

https://www.k2view.com/

Considerations:

Be sure services used do not 

receive actual data, but data 

already encrypted.

https://accelario.com/
https://www.anonos.com/product-overview?hsLang=en
https://www.anonos.com/product-overview?hsLang=en
https://www.k2view.com/


Digital Scholar Studio
http://dss.fiu.edu/dss/

Kelley Rowan,

Digital Archives 
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This Photo by Unknown author is licensed under CC BY-NC.
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mailto:Krowan@fiu.edu
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